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Abstract

This document includes motions to be made to address letter ballot comments in Clauses 8.5.2 of the TG1 draft. These motions reflect comment resolution on LB52, prepared by the Clause 5,10,11 subgroup. Members include Clint Chaplin, Fred Haisch, Julian Minard and Al Potter and Dorothy Stanley.

May Motions:
Suggested Changes to address comments 1590 (Clarification, re-wording in Clause 8.5.2)

Motion: Instruct the editor to make the following changes in Clause 8.5.2

In the first paragraph

Replace

When used by an RSNA, the RSNA key descriptor carried by EAPOL-Key messages differs from IEEE 802.1X Clause 7.6, because it needs to convey different information and replaces the IEEE 802.1X Key descriptor.
With:

The RSNA key descriptor carried by EAPOL-Key messages is described below.

. 

Suggested Changes to address comments 1590, 140, 138, 735, 736, 737, 740, 741, 742, 745, 746, 747, 748, 743, 744, 749, 751, 752, 753, 754, 756, 759,764, 765, 766, 767, 886, 887, 1048, 1049, 1050, 1051, 1052, 1054, 1056, 1057, 1158, 1159, 1160, 1161, 1283, 1298, 1415, 1416, 1444, 1447, 1448, 1449, 1591, 1594, 1764, 1766, 1944888,2043,1058, 1059, 2041, 2042, 

Motion: Instruct the editor to make the following changes:

Add the following sentence just prior to the EAPOL-Key descriptor table:

EAPOL-Key messages containing invalid field values shall be silently discarded.

In the Key descriptor table, change

“Replay Counter” to “Key Replay Counter”

“Key ID” to “EAPOL Key ID”

“Key Material Length” to “Key Data Length”

In the Key Information table, change


“Key Index” to “Key ID”, and center the text in the first 4 cells

In the first bullet below the Key Information bit layout, change


“Key Description Version Number” to “Key Descriptor Version”

In the first bullet list item 1, change

 “Type 1 indicates”

to


“The value 1 shall be used for all EAPOL-Key messages to and from a STA when the Group and Pairwise is TKIP.

And change


“Type 2 indicates “Key Descriptor Version 2 shall be used””

to


“The value 2 shall be used”

In the “Key Index” bullet (bits 4&5)


Change “Key Index” to “Key ID”


Change “specifies the key id” to “specifies the 802.11 Key ID”


Change “Group keys shall not use key id 0” to “Group keys shall not use Key ID 0, except in a TSN.


Remove the last sentence “The Key Type….same message”
In the “Secure(bit 9)” bullet:


Last sentence of first paragraph, Change “0 or not secure” to “0 (not secure)”


Replace the second paragraph”The Authenticator…link secure” with the following paragraph: “The Authenticator shall set the secure bit to 1 in the EAPOL-Key message to the Supplicant with the last key needed to complete the Supplicant’s initialization. The Authenticator shall then set the secure bit in all EAPOL-Key messages it sends until it no longer considers the link secure.”


Third Paragraph: Break the first sentence into 2: The Supplicant will set the secure bit when it considers the link secure. The Suppplicant considers the link secure when it has accepted enough keys to initialize the link


Fourth Paragraph: Change “TKIP integrity” to “TKIP MIC”


Informative note: Remove the title “Informative Note”  Second sentence: Change “Normally, the” to “The”
In the Key Length bullet:


Remove the first informative note.


Add the following table prior to the remaining informative note.

	Ciphersuite
	CCMP
	TKIP
	WEP

	Key Length (octets)
	16
	32
	5


In the Key Replay Counter bullet:

In the Second paragraph, change “”Counter per Association” to “Counter per security association”

In the third paragraph, change “should” to “shall” (one place in each of the first 4 lines of the paragraph).  In the last sentence, change “checking for the replay counter of” to “checking the validity of the replay counter in”

In the Key RSC bullet:


Add “802.11” prior to “replay state” in the third sentence.


Informative Note: Change “for TKIP” to “for TKIP and CCMP”


Add a figure/table number to the KeyRSC-TSC table


Replace the informative note below the table with “For WEP, the key RSC valueshall be set to 0 on transmit, and shall not beused at the receiver.

In the Key MIC bullet:


Remove “and Annex F3 provides a reference implementation for it.”


Add the following sentence at end of bulleted section: “All EAPOL-key messages include a MIC, except for Message 1 of the 4-way handshake.”

Key Data Length bullet:


Replace the last sentence with the following informative note: “Informative Note: For Group Keys, the Key Data Length will be the same as the Key Length field for Key Descriptor Version 1 and Key Length + 8 octets for Key Descriptor Version 2.”

Key Data field


Second Paragraph,  change

From

For Pairwise keys this field contains the RSN Information Element contents (from and including the RSNA information element id) and the Key Data Length is set to the length of the information element contents for message 2 and 3 of the 4-way handshake. 

To

For Pairwise keys this field contains the RSN IE (from and including the RSN IE id). The Key Data Length is set to the length of the information element contents for message 2 and 3 of the 4-way handshake. 

Second paragraph, last sentence, 


Change “RSN Information Element will not be” to “RSN IE shall not be”

Third paragraph: 

From:

The Supplicant should insert the RSN IE it sent in its (re)associate request into the second message of the 4-way handshake. On receipt of the second message the Authenticator shall bit-wise compare this against the RSN IE received in the IEEE 802.11 request.

To:
The Supplicant shall insert the RSN IE it sent in its (re)associate request into the second message of the 4-way handshake. The RSNIE is included as transmitted in the management frame. On receipt of the second message the Authenticator shall bit-wise compare this against the RSN IE received in the IEEE 802.11 association request.

Fourth paragraph: 


Change “should” to “shall” in first line


Add the following sentence prior to the last sentence in this paragraph:

“When both Beacon and Probe Response RSNIEs are received by the STA, the Probe Response RSNIE shall be used for the bit-wise compare. 

Fifth paragraph: 

Change “MLME-DEAUTHENTICATE.request” to “MLME-DEAUTHENTICATE.request primitive:

Clause 8.5.2.1

Renumber this section to be in 8.5.3.

First line – 


Remove the work “often”

Second line


Change the comma to a / between Snonce and Gnonce

Bullet item “N”


Change “key index bits” to “Key Index”

Bullet Item K


Change “Key type” to “Key Type”
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