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Abstract

Minutes of the 802.11 Task Group I meetings held during the 802.11 WLAN Working Group Plenary Session in Dallas, Texas from March 10th – 14th, 2003.

Monday, March 10, 2003

3:45pm

Call to Order & Agreement on Agenda

Meeting called to order on Monday, March 10, 2003 3:45pm by Chair Dave Halasz.

Chair: Agenda discussion

Proposed Agenda:

· Approve Agenda

· Chair’s Status

· TGi Draft 3.1 LB52

· Seattle Ad-Hoc

· Review IP Policy

· Comment resolution of LB52 (draft 3.0 of TGi)

· Request Submission presentations to address specific comments

· Comment resolution

· General Submissions

· Letter to the IETF

· Prepare for next meeting.

TGe Chair John Fakatselis and TGi Chair Dave Halasz will discuss if a joint TGi/TGe meeting is necessary during this WG Session.  Any decision to hold a joint meeting will be announce at the Wednesday mid-session plenary.

Chair: Are there any changes to the agenda?

None

Chair: Any objections to accepting the agenda?

None

Chair’s Status

Chair: Letter Ballot 52 passed (76%).  There were more than 2000 comments so we can’t go to Sponsor Ballot.  We have been working on these, and will continue to do so at this meeting.

Chair: In the Seattle ad-hoc, we worked on TKIP countermeasures.  We also discussed MPDU/MSDU with CCMP.  We had an 802.1 EAP state diagram discussion.  We are still searching for a time that we can meet with 802.1.  Possibly Wed evening.  I will announce the meeting time at the Wednesday mid plenary.

Dorothy:  The EAP WG asked us for further input on two areas- EAP methods and key strength.

Chair: We have created five sub-groups to work on Letter Ballot comments.  Are there any Submissions from these sub-groups?

Submissions for comment resolution

Mike Moreton 03/072r3 – TSN Definitions

Jesse Walker 03/xxx – PRF

03/169r0 General Comment Resolutions – Mike Moreton

03/170r0 Removing the TGe dependency – Mike Moreton

03/175 DLP Security – Dave Halasz

03/160 Key Handshake, Timing & PMK Hashing - Tim Moore

03/xxx Clause 5 Comment Resolution – Dorothy Stanley

03/xxx Clause 8.5 Comment Resolution – Nancy Cam-Winget

03/xxx Comment Resolution Nancy Cam-Winget

03/118r3 Clause 8.3.4 Comment Resolution – Paul Lambert

03/xxx Clause 2, 3, 4, 7 Comment Resolution – Frank Ciotti

03/xxx Clause 8.3 Comment Resolution – Tim Moore

ch: Are there any general submission?

General Submissions

03/181 Need for MIC countermeasures tutorial – Clint Chaplin

03/xxx Letter to IETF – Jesse Walker

03/xxx 802.1/802.11 Joint issues – Jesse Walker

03/173 Coexistence of RSN & pre-RSN

02/684r3 Extended Key IV (doc 03/686) – Marty Lefkowitz

03/152r0 Michael Countermeasures state machine – Mike Moreton

03/168r0 Encrypting management frames – Mike Moreton

03/xxx Countermeasures – Dan Harkins

Review IP Policy

Chair read two bullet items.

Chair showed the two slides requested by WG chair “IEEE SA Standards Board Bylaws on Patents in Standards” and “Inappropriate Topics for IEEE WG Meetings”.  Any objections are to be made to either the WG or TG chairs.

Chair: We will now proceed with Letter Ballot comment resolution submission.

Submissions for comment resolution

Submission: Mike Moreton – doc 03/xxx Security Network Definition

Mike: I’ve defined RSN distinct from TSN.

Mike: Almost everywhere in doc where RSN is used, it will need to change to RSNA.

Chair: We put TSN in the draft to allow WEP stations, but we discourage WEP.  With the directions that vendors are taking, is a TSN still useful?  What if we remove TSN and leave it to the vendors.

Mike: You would need to retain the ability to broadcast WEP as a broadcast key.  You could remove the concept of a TSN.

Jesse: I’m against removing the TSN.  We need to allow a mechanism for vendors to lift restriction to allow WEP, or vendors will revolt.

Comment: The submission would suggest that TSN and RSN are of equal importance.

Mike: I attempted to classify TSN, RSN and RSNA.

Comment: I’m confused on the difference of RSN and RSNA

Mike: An RSN is a BSS with an RSNIE that doesn’t have WEP as a broadcast key.

Motion by Mike Moreton

Instruct the editor to incorporate the changes specified in doc 03/072r3 into the TGi draft.

Second: Jesse Walker

Discussion:

Mike: If you don’t vote for, you will have to work out your own solution.

Vote: 26-2-10 passes

Submission: Mike Moreton – doc 03/170r0 Removing the TGe Dependency

Discussion:

Mike: I extracted the fields from TGe needed for TGi.

Mike: Changes are required to the TGe draft.

Mike: Add a traffic flow identifier

Comment: What happens if the STA really is a QoS STA, how do they operate together?

Mike: In terms of replay counters, we look at our fields.

Comment: If it were not for CFP, you wouldn’t have to invent this.

Mike: Not really.

Comment: So the intent is to create a 4-bit field in both TGi and TGe, without having a cross-reference?

Comment: There are other mechanisms to solve the proposed problem.  We already handle this in the CCMP section with a section we could pull out and hand to TGe.  There were no LB comments on solving for Contention Free.

Mike: Yes there were – I made them.

Comment: Why add more complexity to things that already work?

Mike: Because it doesn’t work – we don’t have a solution for Contention Free.

Submission – Tim Moore doc 03/160r0 Roaming timings and PMK lifetime

Discussion:

Comment: How much data were you moving?

Tim: 400-500 byte packets.

Comment: If you were running the same experiment at the meetings here (with the high volume of traffic), it wouldn’t work as well.

Jesse: Given the variations, how many measurements were made?

Comment: Did you force the STA to stay at 11Mbit?

Tim: Yes

Comment: Were the APs 802.11a/b/g chips?

Tim: Yes, but forced to 802.11b.

Tim: The AP with the fastest processor had the slowest throughput, and vice-versa.

Comment: Are these the delta times?

Tim: They are timings between packets.

Comment: Based on AiroPeek timings?

Tim: Yes.

Comment: My experience is that the AiroPeek timings are suspect.

Comment: The total times are not channel times, but elapsed times?

Tim: Yes.

Comment: So it does include the latency and ACKs?

Tim: Yes

Comment: If you had a QoS AP, these times would have been better.

Tim: Yes.

Tim: It was interesting to see that the APs were faster than the STAs. However, the STAs had a much faster processor.

Comment: These times can’t be right.  The preamble alone is 40us.  Then you have to include the ACK.

Tim: I didn’t include the ACK times.

Comment: Were these unicast or broadcast?

Tim: Unicast.

Comment: How many STAs doing 4-way at one time?

Tim: Only one.

Comment: If 2-way, it ought to run twice as fast.

Comment: Your analysis doesn’t include the EAP method.  This is for PSK.

Tim: True.

Jesse: There are 15 exchanges minimum.

Jesse: What we have now for pre-auth is inadequate.  We are not using EAP for pre-auth.

Tim: For pre-auth, it does not say to start 802.1X

Jesse: The Open Authentication request/response is completely gratuitous.  It is only there because vendors do not want to change their state machine.

Chair: We are out of time.  We will resume this discussion on Tuesday.

Chair: A reminder that there is a LinkSec tutorial this evening.

Any objection to recess until tomorrow?

None

Recessed until Tuesday

Tuesday, March 11, 2003

Resume 1:00pm

Chair: There are some fast roaming presentations that people would like to make.

Chair: I talked w/Tony Jeffries about having a joint 802.1 mtg.  He said to show up at the 1:30pm 802.1 meeting tomorrow.

Submission (continued)– Tim Moore doc 03/160r1 Roaming timings and PMK lifetime

Comment: Is there a timeout?

Tim: Yes, I will talk about that later.

Comment: Is the PMK global or per STA?

Tim: Per STA.

Comment: I don’t believe the last bullet on “Use of PMK Cache” is correct.

Comment: What Bernard and Bill Arbaugh drafted may work as a way of flushing PMKs

Comment: What is the status on the IETF RADIUS draft referenced in your slides?

Comment: It is bouncing around in the IETF.

Chair: Is this basically a follow-up to Bill Arbaugh’s presentation

Tim: Yes

Chair: Bill’s presentation is document 03/0??.

Tim: An IRTF is being formed to study this.

Comment: I am still working on the charter.

Comment: There are two parts to the problem – the front end and back end.  IEEE can do one, and the IETF can do the other.

Tim: There are two Word docs associated with this presentation that go into more detail.  One has not dependencies on the IETF, the other does.

Jesse: Regarding the PMK - this is our hierarchy, so it up to us to name it.

Comment: I’m not sure we all agree what key you are talking about.  Until the rest of this is fleshed out, we can’t say.

Tim: The PMK that I am looking at is the one at the top of the key hierarchy.

Comment: How many are there per AP?

Tim: One per STA-AP pair.

Comment: Bill stated that there was a way to do this without having multiple PMKs.

Comment: You no longer have to worry about synchronization if you have a unique PMK for each STA-AP pair.

Tim: The PMK may not be unique per AP-STA pair, why should you care?

Comment: You certainly do care.

Tim: But you have the 4-way handshake.

Chair: Note: after dinner, we meet in Enterprise 1-2

Chair: We have Nancy’s presentation next.  Are there any other fast roaming presentations?

None.

Submission: Nancy Cam-Winget – doc 03/202r0 Keying for Fast Roaming

Comment: This is the same identifier used by the RADIUS servers for Accounting.

Comment: Does the ETEK exist today?

Nancy: This is new

Comment: How is it derived?

Nancy: A new IETF draft by Mark Grayson and Joseph Salowey.

Comment: Where does the Master Key come from?

Nancy: The result of EAP

Comment: Why is the PTK derivation different from the current method?

Nancy: To allow roaming

Comment: Is the proposal to replace the current PMK derivation method?

Nancy: No, an optional alternative.

Comment: Where is the PMK derived?

Nancy: At the Authentication Server.

Comment: Upon returning to a previous AP, does the PMK need to be fresh?

Nancy: No, the PTK.

Jesse: We are using counter mode to produce the PTKs.

Comment: So, the counter replaces the nonce essentially?

Jesse: Yes.

Comment: If a counter values were to be re-used, that is when you would need a fresh key?

Nancy: Yes

Nancy: The AS will need to generate the MKID in addition to the PMK and deliver to the STA based on the EAP method.

Comment: Is the MKID used today at the STA?

Nancy: No, not at the STA.  It is used on the AP for accounting.

Comment: The arguments to the PRF don’t match between slides 6 & 7.

Nancy: I’m missing the length on the end.  I will fix that.

Comment: Is the first association the same as it is today?

Nancy: It is different – I’ll show that later.

Comment: Is the RSN IE MIC’d?

Nancy: Yes

Comment: If the Re-assoc on slide 7 fails, what happens?

Nancy: Go back to full Association.

Jesse: The RSN IE in the Confirm needs to be MIC’d on slide 10

Comment: I thought 802.1X didn’t want to deal with the key hierarchy?

Nancy: 802.1X only sends the temporal keys to 802.11, so it knows the two keys needed.

Comment: Can you explain what you mean by back-end store?

Jesse: When there are many users roaming, the caches can become quite large.  The idea is that the AP can store this state on a server.

Comment: But then you incur a roundtrip for every authentication.

Jesse: Yes, but caching will improve performance.

Comment: The number of keys depends on the subscriber base, not the amount of traffic.

Jesse: True.

Nancy: The MKIDE is the MKID MIC’d with the ETEK.

Comment: If this were to be placed in the draft as optional, who would continue to use the old scheme?

Jesse: There are legacy reasons to have the current scheme (e.g. WPA).

Jesse: Group key delivery is still needed as well for updates.

Comment: How is the group key delivered in the new scheme?

Nancy: It is in the (slide 19) msg to STA.

Comment: Where do you derive the end-to-end key?

Nancy: I need to define that.  There is a new RFC that defines how to do this.

Comment: Is there any interaction with anything going on in TGe?

Nancy: I don’t think the fast roaming does anything with the Re-assoc msgs.

Comment: What we are doing is orthogonal to this.

Comment: There is a fundamental change in where the key is exchanged.  Currently it is in EAP, here it is in management frames.  I would like to keep as much as we can in the EAPOL framework.

Nancy: The reason we put them in 802.11 is because we wanted them to be out of band.  Those IEs are being sent to the 802.1x layer.

Comment: What are the savings when Re-associating?

Nancy: The measurements we observed for the current TGi draft were 40-60ms w/o EAP.  With this implementation, 6-15ms.

Comment: Between which frames?

Nancy: From Open Auth, excluding EAP.

Comment: You accomplish 2 things; derive the PTK and a new scheme to eliminate 4 way to 2 way.  Can these be decoupled and used in the current draft?

Nancy: Not really.

Comment: What you’ve invented is a fast way to derive new keys.  Can this scheme be applied to DLP to allow two unrelated STAs to obtain keys?

Comment: No, it is not a shared secret.

Recess until 3:30pm

Resume 3:40pm

Chair: Summary of where we are.

Chair: We are working towards re-circulation ballot.  We are not quite ready to go to re-circulation.  It will probably be May.

Chair: Resume with discussion on Nancy’s presentation.

Comment: The nice thing about this scheme is that it takes some of the messages out of the data stream.

Comment: What are the 7.5 round trips?

Jesse: It’s 6.5.

Comment: I thought we needed the 4-way to securely exchange keys?

Chair: There is more than one way to do things.

Jesse: We pushed the request for freshness up.  The 4-way did not make that assumption so it guaranteed that the temporal key is always fresh.

Comment: So how does this affect PSK?

Comment: You must make sure that the PMK is fresh.

Comment: The two things the 4way was providing (proof of knowledge and both STA and AP contributing to the PTK) are also provided in this scheme.

Comment: Do you know how much entropy is needed for this scheme?

Jesse: We haven’t determined that yet.

Chair: Are there any other presentations on fast roaming?

Comment: I would like to see a comparison on the 3 options we’ve seen today.  They all have advantages, but I would like to see the trade offs.

Comment: What are the three?

Comment: Cached PMK, Key ID, and this last one.

Nancy: There was some overlap between Tim’s proposals and this one.

Comment: They all assume the PMK is pushed to the AP.

Nancy: And they all assume a cached PMK.

Comment: Maybe we want to do a combination.  We are going to be asked to make a decision.

Comment: There is a lot of commonality.  They need to use common terminology.

Chair: People are getting ready for motions.

Comment: We don’t have enough information to make a valid decision.

Comment: It would be better to do the work up front than to debate at the time the motions are made.

Comment: So then we should vote “No” if we don’t have enough information?

Chair: Yes.

Comment: We could state that we will do this motion at some specific time later in the week.

Chair: Yes a motion could be made to postpone.

Motion by Dorothy Stanley

Move to postpone discussions and motions on Fast Roaming until Thursday at 10:30am.

Second: John Kowalski

Vote: 44-10-6 Passes

Submission Jesse Walker – doc 03/048

Comment: On slide 6, is it better to have the counter at the end of the list?

Jesse: If it did, then the hash would be broken.

Comment: The loop variable should be “counter”, not “i”

Jesse: Correct.

Comment: Was CBC-MAC approved by NIST?

Jesse: It was approved as a hash function

Comment: Is there any cryptographic advantage to using 512 instead of 256?

Jesse: There will be more output bits.

Comment: The min/max were included when we were not sure what we were going to do with IBSS.

Jesse: Correct.

Comment: Is there a straw poll option to leave things as-is?

Jesse: If we leave things alone, then we will need to petition NIST to make HMAC SHA1 compliant.

Comment: Do we vote for only one?

Jesse: No.  If all are well accepted, I’ll pick my favorite.

Comment: Are you concerned about the security of SHA1?

Jesse: No.  Russ?  No

Comment: What is the entropy of SHA1?

Jesse: Min(n/2, 80)

Straw Poll

Replace 802.11 PRF with NIST PRF with

· ID1 = Authenticator-MAC-Addr

· ID2 = Supplicant-MAC-Addr

· OptionalData = ANonce|SNonce|keysize

· H = SHA-1

Result: 9-11-33

Same question with H=SHA-256 instead

Result: 11-17-24

Same question with H=AES-CBC-MAC with feedback to NIST.

Result: 21-3-27

Jesse: On the basis of straw poll, I will prepare text for a motion on Thursday for AES-CBC-MAC.

Comment: How does this affect password mapping?

Jesse: NIST doesn’t state anything about this.  We’re safe because if anyone puts in a password, we don’t have to worry about the entropy being reduced.

Motion: Nancy Cam-Winget – doc 03/205r0 Motion to address comment 1488

Change the following in Clause 8.5.1:

From:

· “extract bits F through F+L bits”

To:


-“extract bits F through F+L-1 bits”

Second: Tom Maufer

Discussion:

None

Vote: 46-0-3 Passes

Motion: Nancy Cam-Winget (comment 1394)

Comment: There are no countermeasures for CCM, so why indicate it?  The AP will do nothing about it.

Update clause 7.3.1.4:

· Modify reason code 14 description from “MIC Failure” to “Michael MIC failure”

Second: David Johnston

Discussion:

<none>

Vote: 46-0-3 Passes

Motion by Nancy Cam-Winget (comments 34, 37, 38, 1562)

Instruct the editor to replace Clause 8.3.2.4.2 and add the appropriate clauses for the MLME interfaces with text provided in Document 03/156r1

Second: Jesse Walker

Discussion:

Comment: For – This addresses 3 of my comments.

Comment: I don’t like the secure bit.

Motion to amend by Tim Moore

Instruct the editor to replace Clause 8.3.2.4.2 and add the appropriate clauses for the MLME interfaces with text provided in Document 03/156r1 with mention of the Secure bit removed.

Second: Clint Chaplin

Discussion:

Comment: Why should this not be set?

Jesse: Text in the draft implies that the bit should be set to zero at that point.

Nancy: The text should be updated to reflect that.

Comment: How is this bit used?

Comment: The Supplicant uses it to know it has all the keys.

Comment: The bit should transition to zero if there is a TKIP integrity error.

Comment: Could you simply use the completion of the group key handshake instead?

Vote: 19-1-24 Passes

New Main motion 

Instruct the editor to replace Clause 8.3.2.4.2 and add the appropriate clauses for the MLME interfaces with text provided in Document 03/156r1 with mention of the Secure bit removed.

Vote: 34-1-7 Passes

Motion by Nancy Cam-Winget:

In Clause 8.5.2 in 2nd paragraph of Key Data description, change:

From:

“an AP shall insert this second RSN IE only to indicate the pairwise key cipher suite the STA must use when the STA selects an enabled pairwise key cipher suite that policy disallows this particular STA”

To:

“an AP shall insert this second RSN IE only to indicate the pairwise or group key cipher suite the STA must use when the STA selects an enabled pairwise or group key cipher suite that policy disallows for this particular STA”

Change Key Data description in Clause 8.5.3.3

From:

“the AP's Beacon/Probe RSN IE, and, optionally, a second RSN IE that is the Authenticator’s unicast cipher suite assignment.”

To:

“the AP's Beacon/Probe RSN IE, and, optionally, a second RSN IE that is the Authenticator’s unicast and group cipher suite assignment”

Second: Jesse Walker

Discussion:

Comment: Why did the AP advertise the option in the first place if its not going to allow it?

Chair: Once the STA is fully authenticated via AS, the environment for STA may be different.

Comment: The beacon only provides info for that SSID.

Jesse: This may be an incomplete motion unless we explain how we can have two groups keys active at the same time.

Nancy: The AP can support multiple SSID’s.

Jesse: Then they have different BSSIDs, or we expand the KeyId space.

Comment: We need better analysis before voting on this.  What if the STA cannot perform this new mode?

Nancy: So I should revise the presentation I made in Ft. Lauderdale?

Comment: Yes, revising is a good idea.  If you want an AP to support multiple SSID, then is should support multiple BBSIDs and send out multiple Beacons.  If you do that, this topic should not surface.

Motion by Nancy Cam-Winget

Move to table the motion on the floor.

Second: John Kowalski

Chair: Any objection?

None

Motion tabled.

Submission: Dan Harkins – doc 03/211r0 – Attacks Against Michael and Their Countermeasures

Discussion:

Jesse: This is encouraging work.  We should have been discussing this from the beginning.  Have you communicated with Niels?

Dan: 220 was a design goal.  He mentioned that there was a flaw in my analysis that was leading down the wrong path, but he did not give details.

Jesse: If your number is closer than Niels’, than your recommendation is good.

Comment: There was a discussion that every time you re-key, you leak some info on the key hierarchy.

Jesse: I don’t remember that discussion.

Jesse: There are approx 219 minutes/year.  If we limit the number of attacks to 2/min, then we limit the possibility for success to 1/year.

Chair: I’ll ask if we want to continue this discussion after dinner.

Recess until 7:00pm

Resume 7:10pm

Chair: Resume of Dan’s presentation.

Comment: If there is anything that can be done that can cut down on the attack rate without changing the protocol, that would be good.

Dan: It is not the rate, but rather the time it takes to break Michael.  The design goal is one year.

Comment: We are trying to limit DoS attacks by sending the EAPOL-Key message instead of a Disassociate.

Comment: Can this be solved by making the countermeasure time a MIB variable?

Comment: The concern is that if it is a variable, it will be set to the lowest value and never be touched again.

Dan: Nobody will be able to sell a product if 2 packets can shutdown the BSS for 60 seconds.

Comment: Based on what we did in Seattle, you no longer have the 2 packet countermeasure attack anymore.

Dan: What if the Authenticator received the MIC failures?

Comment: Then yes, that will invoke countermeasures.  But this is not worse.

Comment: It is worse because there is no state.

Chair: When countermeasures are invoked, it does indicate that there is an attack on the system.  The system Administrators would want to know.

Comment: There is a better chance of catching the attacker if you don’t invoke countermeasures.  He will continue to send packets.

Comment: There are many arbitrary variables here.  We should quantify the risks.

Comment: A 26dBi antenna successfully Associated to an AP 10 miles away.

Chair: I would like to encourage people to perform follow-up work on this, as it seems important and necessary.

Motion by Dorothy Stanley - addresses comments 1728,1907,1967,2028, 2072, 1408, 331, 1392, 332,333,810,912, 1206, 1238, 1336,

Instruct the editor to replace Clause 5.4.3.1 with the following text.

5.4.3.1 Authentication

Change the first sentence of the fourth paragraph of clause “5.4.3.1 Authentication” from:

IEEE 802.11 provides link-level authentication between IEEE 802.11 STAs.

to:

IEEE 802.11 supports link-level authentication between IEEE 802.11 STAs.

Add the following paragraphs between the sixth and seventh paragraphs of clause “5.4.3.1 Authentication”:

An RSN also supports authentication based on IEEE 802.1X, and using Pre-Shared Key (PSK)s. IEEE 802.1X authentication utilizes protocols above the MAC to authenticate STAs and the AS with one another. IEEE 802.1X requires use of EAP authentication algorithms. This standard does not specify a mandatory-to-implement EAP method. In an, RSN—that is, one deploying only RSN security mechanisms—802.11 Open System Authentication is required in an ESS.  An RSN relies on the IEEE 802.1X framework, both to control MSDU flows and to carry the higher layer authentication protocols. In an RSN, the respective IEEE 802.1X Ports of both APs and STAs discard non-EAPOL MSDUs before the peer is known to have been authenticated. In this associated but unauthenticated state, the IEEE 802.1X Ports permit only the IEEE 802.1X authentication protocol to flow across the IEEE 802.11 association.

Since a STA may encounter multiple ESSs, it is necessary to provide a way for a STA to identify the security policy of each ESS, and to determine the authentication mechanisms each supports. If the ESS is an RSN, a STA can determine the authentication protocols in use through Beacons and Probe Responses. Furthermore, the RSN design provides a means by which a STA can indicate the authentication protocol it intends to use with the ESS. It should be noted that the choice of an acceptable authentication protocol is an issue for both APs and the STAs, since the goal of IEEE 802.1X Authentication is mutual authentication between the AS and the STA, not just authentication of the STA to an AP. A STA might choose not to associate with a particular ESS/AP for many reasons, among them being that the supported authentication mechanisms cannot achieve mutual authentication.

IEEE 802.1X authentication and PSK authentication are supported in an 802.11 IBSS, and described in detail in Clause 8.4.

Second: Clint Chaplin

Discussion:

None

Vote: 31-0-0 Passes

Motion by Dorothy Stanley

Instruct the editor to modify Clause 5.4.3.2 as follows:

5.4.3.2 Deauthentication

Change the text of the first paragraph in clause “5.4.3.2 Deauthentication” to:

The Deauthentication service is invoked whenever an existing Open System or Shared Key Authentication is to be terminated. Deauthentication is an SS.

Replace the following text as the second paragraph in clause 5.4.3.2: 

In an ESS RSN, Open System Authentication is required for MAC layer authentication.  In an ESS RSN, Deauthentication results in termination of any association for the deauthenticated station. It also results in the IEEE 802.1X controlled port for that STA being disabled. The Deauthentication notification is provided to IEEE 802.1X via the MAC sub layer. 

In an IBSS RSN, Open System Authentication is optional. When open system authentication is used in an IBSS, deauthentication results in the IEEE 802.1X controlled port for that station being disabled.

Second: Clint Chaplin

Discussion:

None

Chair: any objection?

None

Motion Passes

Motion by Dorothy Stanley - addresses comments: 6, 337, 338, 2030, 1684, 2018, 339, 1544, 340, 1499, 341, 1461, 342, 1241, 343, 1240, 344, 1101

Instruct the editor to replace the text in Clause 5.4.3.3 with the following:

5.4.3.3 Privacy

Add the following paragraph between the fourth and fifth paragraphs of “5.4.3.3 Privacy”:

IEEE 802.11 provides three cryptographic protocols to protect data traffic: WEP, TKIP, and CCMP. WEP and TKIP are based on the RC4 algorithm, and CCMP is based on the Advanced Encryption Standard (AES). A means is provided for stations to select the algorithm to be used for a given association. 

Add the following clauses after clause “5.4.3.3 Privacy” but before clause “5.5 Relationship among services”:

5.4.3.4  Key Management

Change the title of Clause 5.4.3.4 to “Key Management” “from Key Distribution”

The enhanced confidentiality, data authentication, and replay protection mechanisms require fresh cryptographic keys. IEEE 802.11 supports two key management mechanisms: manual key management and automatic key management. Automatic key distribution is available only in an RSN that uses IEEE 802.1X to provide key management services. 

Second: Jesse Walker

Discussion:

Comment: Is the key lifetime part of 802.1X?

Dorothy: Yes and no

Chair: Any objection to the motion?

None

Motion Passes

Motion by Dorothy Stanley

Instruct the editor to replace the text in clause 5.4.3.5 with the following:

5.4.3.5 Data Origin Authenticity

Change the title of Clause 5.4.3.5 to “Data Origin Authenticity”

The data origin authenticity mechanism defines a means by which a STA that receives a data frame from another STA can determine that the MSDU actually originated from that STA. This feature is required in an RSN since one STA may masquerade as a different STA. This mechanism is available only to STAs using CCMP or TKIP.

Data origin authenticity is applicable only to unicast data frames.

Informative Note: All known algorithms to provide data origin authentication of multicast/broadcast rely on public key cryptography. Because of their computational cost, these methods are inappropriate for bulk data transfers.

Second: Clint Chaplin

Discussion:

None

Chair: any objection?

None

Motion Passes

Motion by Dorothy Stanley - addresses comments 346, 347, 1242

Instruct the editor to replace the text of section 5.4.3.6 with the following:

5.4.3.6 Replay Detection

The replay detection mechanism defines a means by which a STA that receives a data frame from another STA can detect whether or not the data frame is an unauthorized retransmission. This mechanism is available only to STAs using CCMP or TKIP.

Second: Dave Nelson

Discussion:

None

Chair: Any objection?

None

Motion Passes

Motion by Dorothy Stanley - addresses comments 220, 1102, 1368, 1362, 1685, 1368, 1730, 2031

Instruct the editor to replace the text in Clause 5.6 with the following:

5.6 Differences between ESS and IBSS LANs

Add the following paragraphs at the end of Clause “5.6 Differences between ESS and IBSS LANs”:

In an IBSS each STA must define and implement its own security policy, and each STA must trust the other STAs to implement and enforce a security policy compatible with its own. In an ESS the AP enforces the security model.

In an IBSS a STA must be prepared for other STAs to initiate communications. Each pair of STAs in an IBSS negotiates the security algorithms to be used. In an ESS the STA initiates all associations. In an ESS the STA and AP negotiate the security suite, and the AP enforces the security suite to be used.

In an RSN ESS, the AP may offload the authentication decision to an authentication server, while in an IBSS each STA must make its own authentication decision regarding each peer. 

Second: Dave Nelson

Discussion:

None

Chair: Any objection?

None

Motion Passes

Motion by Dorothy Stanley - Addresses comments (5.9) 221, 1105, 1211, 1908.  New 5.9.1 (Former 5.9.2): 357, 358, 359, 360, 361, 914, 1104, 1318, 1490, 1621, 1909, 1969, 2033.  Note that previous section 5.9.1 is removed. 

Instruct the editor to add the following clauses after Clause “5.8 Reference model”, renumbering the Figures as appropriate.

5.9
 IEEE 802.11 and IEEE 802.1X (Informative)

An RSN relies on the IEEE 802.1X entity to provide authentication and key management services. Knowledge of the IEEE 802.1X 2001 standard is expected. The IEEE 802.1X access control mechanisms apply to the association between a STA and an AP, and the IBSS STA to STA peer relationship. The AP performs the Authenticator and, optionally the Authentication Server roles. A Non-AP STA can take on the Supplicant, Authenticator and Authentication Server roles.
5.9.1
IEEE 802.11 usage of IEEE 802.1X

IEEE 802.11 depends upon IEEE 802.1X to control the flow of MSDUs between the DS and unauthorized STAs by use of the controlled/uncontrolled port model outlined above. EAP authentication packets are transmitted in IEEE 802.11 MAC data frames, (rather than IEEE 802.11 management frames) and are passed via the IEEE 802.1X authenticator. Non-EAP authentication frames are passed (or blocked) via the controlled port. It is the responsibility of both the Supplicant and the Authenticator to implement port blocking. Each association between a pair of STAs creates a unique IEEE 802.1X “port,” and authentication takes place relative to that port alone.

IEEE 802.11 depends upon IEEE 802.1X and the EAPOL-Key four-way and 2-way handshakes (described below) to establish and change its cryptographic keys. Keys are established after authentication has completed. Keys may change for a variety of reasons, including expiration of an 802.1X authentication timer, if a key has been compromised, or is in danger of being compromised, or to update the group-key. 

Second: Clint Chaplin

Discussion:

None

Vote: 24-0-2 Passes

Motion by Dorothy Stanley - Resolves comments 10, 132, 179, 819, 927, 928, 1345, 1628

Instruct the editor to replace the existing Clause 5.9.4 with the following text:

5.9.4 Authenticator to Authentication Server Protocol

The Authenticator/Authentication Server authentication protocol is out of scope, but, to provide security assurances, the protocol must support the following functions:

1. Mutually authenticates the Authenticator and Authentication Server.

2. Provides a channel for the Supplicant/Authentication Server authentication.

3. Passes the generated key from the Authentication Server to the Authenticator for use by the Authenticator to communicate to the Supplicant.

Suitable Authentication Server protocols include, but are not limited to RADIUS and Diameter.

Discussion:

Comment: What does secure channel mean here?  Is the AS local?

Dorothy: No

Comment: Then it is not possible to provide a secure channel.

Second: Dave Nelson

Chair: any objection?

None

Motion Passes

Dorothy: I will be making motions on Clause 5.9.3 later in the week.  Please look at this Clause.

Submission: Dave Halasz – doc 03/175r0 DLP

Discussion:

Comment: The IBSS authentication for DLP is duplicating the ESS authentication.  It would be nice to leverage the ESS authentication for the DLP.  

Dave: The credentials are a larger issue than the authentication.  You are also assuming that DLP will always grow from an ESS.  This may not be the case.  Using the IBSS for DLP allows authentication regardless of whether an ESS exists or not.

Comment: The people that want DLP are defining it for use only in a BSS.  We don’t need to worry about IBSS.

Dave: I would think a vendor would want the option of allowing DLP in both BSS and IBSS.

Comment: Your way de-couples the TGi and TGe drafts.  However, our IBSS authentication is undesirable.

Dave: Then we should focus on IBSS authentication, not DLP authentication.

Jesse: As a group, we don’t understand this mode of traffic and it makes moving forward difficult.

Comment: Based on your example, if you have an ad-hoc and add an AP, why then switch to DLP?

Comment: Only if they’re sharing the channel.

Comment: Channel access rules apply to both BSS and IBSS.

Comment: The point of understanding how people are going to use this is applicable.  For a projector, how do you enter the password?

Dave: As a projector manufacturer, I must support IBSS anyway.

Chair: Would you like to recess until tomorrow at 8:00am?

Comment: At 1:00pm we meet with 802.1  Should we meet in an ad-hoc fashion for tomorrow morning’s session?

Chair: Let’s meet first and then decide if we want to continue with ad-hoc.

Comment: Will there be another ad-hoc next month?

Chair: I was assuming yes.

Chair: Any objection to recess until 8:00am tomorrow?

None

Recessed at 9:10pm

Wednesday, March 12, 2003

Resume 8:10am

Chair: After the comment resolution submissions, if we have enough time we can break up into LB sub-groups.

Discussion: Paul Lambert – RSN IE Replay Counter Negotiation – Comment number 40

Paul: The comment was that the spec only applies replay counters to TKIP, and the commenter would like to them add them for CCMP as well.

Comment: The reason for that was because CCMP would be running on new hardware, and legacy hardware may not be able to support multiple queues.

Chair: Are we using the Queue Size in the RSN Capability field of the RSN IE?

Comment: Who put this in?

Comment: I put it in because originally it was 16, but I got a lot of push back.

Comment: I’m comfortable extending this to CCMP.

Paul: I’m not sure if it is necessary since TGe is mandating.

Comment: Do you really need 16 different counters per STA?

Comment: I believe the minimum you will need is four.  You can control the number of queues beyond that as it is negotiated.

Comment: I suggest that we table this until after our TGe joint mtg.

Paul: Good idea.

Chair: If we have a joint meeting, would Paul be willing to lead the discussion?

Paul: I’ll initiate it.

Submission: Dave Halasz – doc 03/182r0 - Clause 2 Motions for TGi Letter Ballot 52 Comment Resolution

<note: edits made to comment 301>

Motion by Frank Ciotti:

Instruct the editor to incorporate the changes specified in document 03/182r0, excluding Comment 301.

Second: Nancy Cam-Winget

Discussion:

None

Chair: Any objection?

No objection

Motion Passes

Submission: Dave Halasz – doc 03/183r0 - Clause 3 Motions for TGi Letter Ballot 52 Comment Resolution

<note: edits made to comments 305, 1087,1088, [1091, 1674], [1230,1675]>

Comment 1367 - return to SG.

Reject comments 1310 and 2024.

Comment: We should remove the terms encapsulation/decapsulation as they are used incorrectly and replace them a more appropriate term.  Possibly use the word Format.

Chair: We will make changes and create a new revision.

Submission: Dave Halasz – doc 03/184r1 - Clause 4 Motions for TGi Letter Ballot 52 Comment Resolution

<duplicate for PRF Comment 1667, and PTK 903>

Motion by Frank Ciotti:

Instruct the editor to incorporate the changes specified in document 03/184r1, excluding Comments 1667 and 903.

Second: Larry Green

Discussion:

None

No objection

Motion Passes

Paul has placed a new revision of document 03/118r4 on the server for those that would like to review.

Chair: I encourage people to attend the 802.1 meeting this afternoon at 1:30pm

Chair: Any objection to recess until tomorrow at 8:00am

None

Recessed at 9:55am

Thursday, March 13, 2003

Resume 8:10am

Submission: Marty Lefkowitz – doc 02/684r4 Extended Key ID

Comment: There are other ways to solve VLAN problems.  E.g. an AP that supports multiple MAC addresses.  This solves the problem with legacy STAs.

Marty: Some APs don’t support multiple BSSs

Comment: But your way requires changes on both ends.  Using multiple MAC addresses requires changes only on the AP.

Marty: Your solution requires a hardware change.  Mine does not.

Comment: I would argue that yours does as well.

Comment: If using multiple MAC addresses, how will the STA know which BSS to associate to?  It will see all BSSs advertised from single AP.  What if STA associates to wrong BSS?  AP Disassociates it?

Comment: I’m concerned if three additional bits are sufficient.  Perhaps use one of the bits to indicate that an extended Key ID field exists (e.g. Ext Key IV), and then add an additional field.

Marty: This may break TKIP hardware.

Comment: Is this for TKIP only?

Marty: No, CCM also.

Comment: CCM requires new hardware so this would make sense, but TKIP does not.

Comment: For CCM, since we need new hardware anyway, could we use the extended Key ID bit and new field?

Marty: I would resist adding more bytes to the frame because of encryption.  Also, existing CCM hardware would require changes.

Submission: Marty Lefkowitz – doc 02/686 Suggested draft Text for Extended Key ID Proposal

Comment: If you are doing your key lookup in hardware, and you are using more bits for lookup, then that requires a hardware change.

Marty: You may be right for you implementation, but others may not require it.

Comment: I would like some negotiation between the AP and NIC so the STAs don’t get these when they don’t want them.

Comment: We also have a key type parameter in our hardware that helps to indicate the VLAN mapping.

Marty: I don’t understand why they couldn’t interoperate.

Comment: Our VLAN experiment indicated that this capability is important.

Comment: We don’t have a protocol to force the STA to a different BSSID in the case of an AP that supports multiple MAC addresses.

Comment: I don’t see a way to prevent a legacy STA from receiving packets with these extra bits.

Comment: The legacy STA will simply ignore them, as required.

Comment: For unicast, the STA will get permanent decrypt errors.  I can’t see expanding the space and then not being able to use it for anything but multicast.

Motion by Mike Moreton.

Instruct the editor to incorporate the changes specified in document 02/686r3 into the TGi draft.

Second: Marty Lefkowitz

Discussion:

Comment: For – This is not an issue for STAs that don’t support it.  We are blocking progress by not voting for this.

Comment: Against – A hardware change is required.  This is starting on the path to good solution.  Negotiation is required.  There are other ways to handle the multicast streams.

Marty: It may be a hardware change – this is vendor specific.

Comment: Against – There are not enough bits.  We need at least 32 bits as long as we are we going change hardware.

Comment: For – We need this.  If you don’t want to change hardware, then don’t do it.

Comment: Against – As long as we’re going to change hardware, let’s get more bits out of it.  Non-supporting STAs will have a problem decrypting.

Chair: There are a number of VLAN solutions available now that work differently.  It’s within our scope because it can be used to indicate if encryption is invoked.

Marty: Intent is to not break existing hardware.  I know it will work on a lot of hardware.  I would like more bits, but 32 is excessive for VLANs.

Comment: Against – This would be good for CCM, but not TKIP since TKIP is for legacy.  It is not clear that it is optional.  I support the concept.

Comment: Against – Unanimous interest to move forward in mesh network group.  If we adopt this as-is, we will discover that we need more bits for mesh networks.

Chair: Any further discussion?

None

Vote: 9–21–7 Fails

Submission: Byoung-Jo Kim - doc 03/173r1 Coexisting of Legacy & RSN STAs in Public WLAN

Comment: In the spec, we state that the Privacy bit is set, but I don’t see how this is used.  An option should exist to allow non security STAs to associate.

Comment: It would be good to allow the RSN IE to indicate all options supported by the AP’s configuration.

Comment: STA’s will use the most secure optional automatically, because that is what they should do.

Byoung: Since this is a public service, we’re not guaranteeing the highest security.

Comment: This is effective for STAs that don’t support a TSN?

Byoung: A TSN indicates the WEP bit must be on.

Comment: In the Beacon only.  It says nothing about it being on at the STA.

Comment: There may be a case where you want to allow STAs with no security to associate, because there may be a higher layer security/credentials that come into play.

Jesse: The fee structure should encourage people to use the most secure link options.

Comment: I think its fine in an Internet café if you’re just web browsing to leave security off.  However, it is important for the user to know which service they are connected to.

Byoung: I don’t have a problem with multiple SSIDs.  We did not do a survey.  If there is no way around it, we will do it that way.  We would prefer a single SSID.

Comment: If setting the privacy bits means nothing for RSN, let’s get rid of it, as it will cause interoperability problems.

Comment: There are two models, secure/non-secure, with different levels of security.  This seems to make non-secure as another level of security.

Byoung: We can control the broadcast/multicast traffic, so this traffic is not as critical as the traffic from the STAs.

Submission: Mike Moreton – doc 03/169 Comment Resolution Motions

Motion by Mike Moreton:

Accept the comment resolution for comment 1900 in document 03/169r2 and authorise the Editor to make the indicated changes with the last instance of “may” changed to “might”.

Second: Nancy Cam-Winget

Discussion:

Vote: 31-0-1 Passes

Motion by Mike Moreton:
Accept the comment resolution for comment 673 in document 03/169r2 and authorise the Editor to make the indicated changes.
Second: Jesse Walker

Discussion:

None

No objection

Motion Passes

Motion by Mike Moreton:
Accept the comment resolution for comment 1902 in document 03/169r2 and authorise the Editor to make the indicated changes.
Second: Nancy Cam-Winget

Discussion:

None

No objection

Motion Passes

Motion by Mike Moreton:
Accept the comment resolution for comment 2019 in document 03/169r2 and authorise the Editor to make the indicated changes.

Second: Dave Nelson

No objection

Motion Passes

Motion by Mike Moreton:
Accept the comment resolution for comment 1018 in document 03/169r2 and authorise the Editor to make the indicated changes.

Second: Jesse Walker

No discussion

No objection

Motion Passes

Motion by Mike Moreton:
Accept the comment resolution for comment 675 in document 03/169r2 and authorise the Editor to make the indicated changes.

Second: David Johnston

Discussion:

None

No objection

Motion Passes

Motion by Mike Moreton:

Accept the comment resolution for comment 2032 in document 03/169r2 and authorise the Editor to make the indicated changes.

Discussion:

Comment: If someone wanted to do something like PGP, this would rule this out?

Mike: Yes.

Comment: I want to make sure you are not precluding us from using Open Authentication in an IBSS.

Comment: No.

Comment: Does this say you wouldn’t use 802.1X in an IBSS?

Mike: Yes.

Comment: This goes against our model for co-locating the AS in the IBSS STA/Authenticator.

Chair: This surprises me as well.  Do we have the EAP methods now?

Comment: PSK clearly needs to be there.  There may be other public key methods that are viable.

Jesse: The motivation for doing this is that TGi hasn’t made 802.1X useful in an IBSS.  We have to have a way to guarantee everyone is using the same cipher suite and SSID.  According to clause 11.1.4, when IBSS come together, they must coalesce.  The intent is to try to force a decision that PSK is the only way, or address these issues to make secure IBSS actually work.

Chair: You have to manually set these parameters.  This does not need to be automatic.

Jesse: I did not indicate it needed to be automatic.

Chair: The 1999 spec doesn’t indicate how to coalesce, so we don’t have to solve that problem now.

Chair: We will resume discussion on Mike’s presentation after the break.

Recessed at 10:05am

Resume at 10:35am

Chair: We will resume with the orders from Tuesday to postpone the Fast Roaming discussion until 10:30am Thursday.

Submission: Nancy Cam-Winget – doc 03/241r0 Fast Roaming Compromise

Discussion:

Jesse: I implore people to study slide 10 very carefully.  There were naive assumptions we were making about roaming.

Nancy: I erroneously omitted the MIC.

Comment: Why is the AP sending back Counter 2?

Nancy: It should be Counter 1.

Slide 11

Comment: Why are you using SHA-1 with 64 bits?

Nancy: Because the MIC is 64 bits.

Nancy: We would like NIST and FIPS to be happy with this.  The RSN IE is variable length.  NIST currently only has CBCR-MAC.

Comment: on slide 7, the number of arguments is not correct.

Comment: What is TGe doing to minimize exchanges?

Comment: In TGe there is a proposal to min exchanges as well.

Comment: Will this be done with management frames?

Comment: Yes, however I don’t know if it has been adopted.

Comment: So there will be changes to the Re-association by TGe as well?

Comment: Yes.

Comment: TGe is trying to determine the best AP to roam to using Probes.

Comment: The proposal was to include the TSPEC in the Re-associate frame as well.

Comment: Do we need to secure the TSPEC exchanges?

Comment: This doesn’t the address the authentication issue because roaming changes the point of attachment.  I would suggest modifying the Authentication frames.

Nancy: With the new key hierarchy, there is no need for pre-authentication.  The PMK’s are unique for every AP.  The AS can proactively distribute these PMKs to the APs.  The AP also needs the ability to query the AS for the PMK.

Comment: What is the purpose of SRAND. It looks like it is not being used anywhere?

Nancy: Shown is slide 11

Chair: There is no need for pre-authentication with this method.  One pre-authentication method is to use management frames or the DS method.

Comment: Why not do pre-authentication at the time of authentication with EAPOL frames?

Nancy: It is at the time that you perform the Association that you have to prove that your keys are live.

Comment: Some of the exchanges could be done in advance.  Perform the first 2 messages of the 4-way with Authentication messages.

Tim: In the 4-way, messages 2, 3, and 4 are the commit messages and must be done at Association time.

Comment: Where is the protocol specified to perform pre-authentication via the backbone?

Tim: We are saying that how PMKs get to the AP is not 11i’s responsibility.

Comment: Did you say the MK is distributed from AP to AP to roam?

Nancy: No.

Comment: Are you dependent on 11f?

Nancy: No.

Comment: We are dependent on something that is out of our scope.

Tim: This moves the responsibility to where it should be – the IETF.

Comment: What about perfect forward secrecy?

Nancy: We determined that perfect forward secrecy is not a goal for this.

Tim: If it is a goal, use the 4-way handshake instead.

Comment: There is a mechanism needed to push key material to the AP to support this.

Nancy: Correct.

Tim: If you roam back to a previous AP, you don’t need it.

Comment: There is a slide 16 that discusses the Association that uses the 4-way handshake.  Is this part of the proposal?

Nancy: We are analyzing the security issues of allowing the 2 key hierarchies to co-exist.  No, that is not part of this proposal.

Comment: Referring slide 7, it would be nice to have the two methods to be the same and re-use what we have.

Comment: There is more work to be done.  What is here can’t stand on its own.

Comment: Is the default that the existing Association use the 4-way handshake?

Nancy: Yes

Comment: If one is using PSKs, just stick with the 4-way handshake?

Tim: Yes

Nancy: Jesse has done some work on “Archy” that would allow us to have freshness for the PMK.

Jesse: There are 3 schemes being worked on for roaming.

Tim: There is also the scheme that only works when roaming back.

Comment: I believe pre-authentication via a back-door is evil and anything to eliminate it would be good.  We should not feel guilty about stating things are out of scope.  Other groups are working on solving this item.

Comment: The assumption are made in 802.1X that messages go through front door.

Tim: 802.1X only defines messages between the Supplicant and Authenticator.

Comment: 802.11k will address the measurements to allow roaming to a new AP, even to a different subnet.

Tim: This information will be transmitted over the wire?

Comment: Yes.

Comment: The work here is a good first step.  It is out scope for us to define RADIUS even though there are alternatives.  I would like to see a common method to allow interoperability between APs for plumbing this fast-roaming information.

Chair: Some of these are out of scope and are being worked on in the IETF.  The IETF does require interoperability.

Nancy: We could ask our IETF liaison make that a SG in the IETF.

Dorothy: A year ago we asked them to do work on EAP methods and key hierarchy.  Maybe we should formalize our request for fast roaming.

Chair: On our agenda we have a discussion on a follow-up letter to the IETF that we will get to tonight.

Comment: The statement that if you do anything with EAP methods, it will not be fast is not necessarily true. 

Dorothy: There may be EAP methods that could work, but what we have today requires too many messages.  Also, going back to the RADIUS servers is an issue.  If the IETF doesn’t want to continue work on RADIUS, then we have a problem.

Tim: Should we be saying RADIUS and/or DIAMTER?

Comment: The signals are mixed if they want to do key distribution, even in DIAMTER.  I don’t know.  I would suggest not putting all your eggs in one basket.

Motion by Nancy Cam-Winget

Instruct the editor to insert the text from document 03/241r0 into the TGi draft as an optional Key Management scheme.

Second David Johnston

Discussion:

Comment: Against – The text is not ready.  There are inconsistencies.  The truncation of SHA is inconsistent.

Nancy: More revisions are forthcoming.  Can we adopt knowing that we need to make updates?

Comment: We need this, but need to fix first.  I am concerned with putting something in the text saying, “miracle happens here”.  Will draw too many LB comments.  Does this mechanism require EAPOL key exchanges discussed with 802.1 yesterday?

Tim: I don’t’ know what affects this will have on the 802.1X state machines.

Nancy: The new key management schemes for 802.1X are modular.

Comment: Against – A great scheme but not fully cooked.

Nancy: My concern in delaying this is that things are never fully cooked.

Comment: Against – There weren’t too many LB Comments regarding this. There are other ways to do this.  A major change like this at this point is not desirable.

Comment: Against – There are a lot of missing pieces at this point.  It will be more difficult to change this later if we put it in now.

Comment: For – There will be a lot more no comments if this is not in the draft.

Chair: For – It will be a good way to get feedback if this is a good direction.

Comment: For – As in implementer, I would like to know if this is the direction we are going.  We can fix it later.

Jesse: Call the question

Chair: Any objection

Yes

Vote on calling the question: 48-11-3 Passes

Vote on main motion: 34-23-10 Fails

Recess at 12:02pm

Resume 1:10pm

Chair: We concluded the Fast Roaming presentation with a failed motion, but we did succeed in merging the two different proposals into one.

Straw Poll by Dave Nelson:

How many people would vote for document 03/241 if the issues brought up during the debate were resolved?

Result: 28-3-5

Chair: Any other discussion on Fast Roaming?

Comment: Did the issues brought up address a proposal for a PMK delivery being in or out of scope for IEEE?

Chair: Yes

Chair: Resume Mike Moreton’s presentation on Comment Resolution doc 03/169r2

Motion by Mike Moreton

Accept the comment resolution for comment 2032 in document 03/169r2 and authorise the Editor to make the indicated changes.

Chair: We spent a lot of time in Sydney putting this in.

Mike: This will make it mandatory to use PSKs for IBSS.

Chair: So you will not be able to perform any EAP method as PSK will be the only option.

Comment: Against – An AS can be co-located on the STA.

Comment: Against – It is more difficult to implement to the AS in an IBSS, but not impossible.  Shouldn’t be prevented.

Second: Jesse Walker

Discussion:

Vote: 1-27-6 Fails

Jesse: I’m encouraged by the vote.  I call for support to close the gaps in the draft.

Motion by Mike Moreton 

Direct the editor to replace all instances of “Authenticated Key Management Suite” with “Authentication and Key Management Suite” .

Second: Greg Chesson

Discussion:

None

No objection

Motion Passes

Motion by Mike Moreton
Accept the comment resolution for comment 676 in document 03/169r2 and authorise the Editor to make the indicated changes.

Second: David Johnston

Discussion:

None

No objection

Motion Passes

Submission: Clint Chaplin – doc 03/242r1 - 

Comment: Is it mandatory to support key mapping keys in the base 1999 spec?

Clint: no

Comment: I need to study this more before I can vote on this.

Clint: Fair.

Comment: In the 3rd paragraph, 2nd line, should NIC be STA?

Clint: Yes.

Comment: Tou may want to change your parenthetical phrases to sentences.

Clint: Fair.

Comment: If this is a boundary condition, do we want to occupy a entire page to describe it?  Can we paraphrase?

Clint: Many developers have questions on this.

Comment: For – I never understood this section of the draft.

Clint: I suggest we delay making the motion for four hours to give people a chance to review the document.

Chair: Good suggestion.

Submission: Jesse Walker – doc 02/795r2a Proposed PRF Text Changes

Comment: AES has a block size of ?? bits.

Jesse: We believe one could end up with more entropy than what we have currently.

Comment: Is this the truncated CBC-MAC?

Jesse: No, the full version.

Comment: The author of HMAC said truncating is not a problem.

Jesse: The guidance I received from my previous presentation was to use a CBC-MAC function, and that is what I’ve done.

Comment: the variables in our doc go from 0 to n-1, rather than 1 to n.

Chair: We need to be consistent with NIST.

Comment: That is how they are in the current PRF.

Comment: By having an AES based key derivation function, we would be addressing two letter ballot comments.

Comment: If there is an AES engine in hardware, this would make things easier.

Comment: Regarding TKIP, it would be nice to have just one.

Comment: We have WPA that is currently implemented and tested.  If we change TKIP too much, people won’t implement it.  They will say WPA is good enough.

Comment: I’m hearing the reasons for doing this are no longer valid. (entropy reduction, NIST, …)

Jesse: The guidance I received was that we don’t like the one NIST is recommending.

Comment: Yes, we are losing some entropy, but so what.  We still have 160 bits remaining.

Jesse: What we are trying to do is address LB comments.

Comment: What was the motivation for the two LB comments?  We are relying on the crypto experts to tell us the right answer.  In the past we were told SHA1 was correct and we adopted it.

Jesse: The reason I wanted it was for highly restrained environments – only a single function required.  When NIST asked for review of their draft, they only had SHA algorithms.  Seemed like an opportunity to influence them.

Comment: If there is entropy reduction of 256 to 160 it could be an issue as some NIST algorithms require a 256 bit input.

Jesse: If we do not pass this, at the very least we need to decide if we want to stick with HMAC-SHA1 and ask for approval, or drop back to one of there approved algorithms.

Comment: One of the desires is to change to AES for everything, we still have HMAC for the 4-way.

Jesse: True

Comment: I’m not happy drafting a spec that has a know attack.

Chair: TKIP won’t be NIST approved.

Comment: All of the options on the table are above the security bar.  What it comes down to is if we want to propose an all AES solution.  When is NIST expected to make a decision?

Jesse: The comment period ends April 3rd.

Comment: So they will be done before us.

Chair: We weren’t going to say that FIPS compliant was a requirement, but we would work towards it.

Motion by Jesse Walker:

Instruct the editor to add the text of Clause 8.2.1.1 with text from doc 02-795r2 modifying it such that it only applies to CCMP.

Second: Dan Harkins

Discussion:

Comment: Against – It is a bad idea to have two different algorithms.

Comment: Against – We are going to be keeping TKIP around for a long time.

Comment: For – We have AES anyway for CCMP.

Comment: How will NIST react?

Jesse: NIST has been responsive/supportive thus far.  However, this is a different group within NIST.

Comment: NIST knew they had a very incomplete document, so this will round it out.  They should be responsive.  If there are a lot of comments, they will have another workshop.

Comment: The number if inputs to the PRF are different vs. the current draft.

Jesse: I wanted to map to the NIST parameters.  

Vote: 8-8-18 Fails

Jesse: We have a decision to make:

1. Replace the existing PRF with an approved one

2. Do nothing

3. Ask NIST to add HMAC-SHA1 to the approved list.

Comment: I don’t think the TG knows what it wants.

Comment: How about a variant?

Jesse: I would be happy to replace AES-CBC-MAC with HMAC-SHA1

Comment: What was the key size for AES?

Jesse: I intended to use 256

Motion by Jesse Walker:
Request the 802.11 Chair to submit the following comment to NIST comments list kmscomments@nist.gov by April 3:

“IEEE 802.11 would like NIST to allow HMAC-SHA1 and AES-CBC-MAC to be used in approved KDFs (Key Derivation Functions) as alternatives to a one-way hash function in Clause 5.3 of the draft SP 800-56.”

Also, instruct the editor to provide justification to be included in the document to the 802.11 WG Chair.

Second: Larry Green

Discussion:

Comment: What is the difference between this and the one we just voted on?

Chair: This includes both HMAC-SHA1 and AES-CBC-MAC.

Jesse: The intent is to get NIST to rule on all KDFs that this groups has found interesting.

No objection

Motion Passes

Jesse will provide additional text in a session later today.

Chair: Any objection to recessing until 3:30pm?

None

Recessed at 2:45

Resume 3:33pm

Motion by Frank Ciotti: (addresses Comment 301 – Clause 2)

In Clause 2, page 1 line 24, replace

FIPS PUB 197, Advanced Encryption Standard (AES), 2001 November 26H. Krawczyk, et al, "HMAComment: Keyed-Hashing for Message Authentication", RFC 2104, February 1997.

with:

FIPS PUB 197, Advanced Encryption Standard (AES), 2001 November 26.

H. Krawczyk, et al,  "HMAComment: Keyed-Hashing for Message Authentication", RFC 2104, February 1997.

Second: Nancy Cam-Winget

Discussion:

None

No objection

Motion Passes

Motion by Frank Ciotti

Instruct the editor to incorporate the changes specified in document 03/183r1 into the draft excluding the changes for comments 1367, 1310 and 2024.

Second: Dorothy Stanley

Discussion:

No objection

Motion Passes

Submission: Paul Lambert – doc 03/092r5 - Motions

Jesse: I need more guidance on incorporating the document specified in the second motion.

Paul: I will add more clarification.

Comment: There is a question regarding a MIB variable at the top of page 8.  Should that be answered before we make a motion?

Paul: The comment is not part of the proposed text.

Comment: In figure 4, are the reserved and priority fields swapped?

Paul: Yes.

Comment: Are we going to reference the NIST document?

Paul: Russ Housley has submitted a document to NIST and IETF.  Within a month we should have an RFC we can reference.

Comment: Can you reference documents not approved?

Paul: Yes.  Currently it is an Internet Draft, but should be converted to an RFC within a month.

Motion by Paul Lambert

Instruct the editor to replace Clause 8.3.3 in TGi draft 3.1 with the text in document 03/118r5, with the addition of changing the value of 13 to 6 in Figure 4, and swapping the Reserved and Priority fields in Figure 4.

Second: Dorothy Stanley

Discussion:

Comment: Did we leave in the term AAD in the draft?

Paul: We are referring to the RFC document using that term.

Chair: We did remove it from the definitions, and called out fields from 802.11 MAC header.

Paul: We could add the definition with a later motion.

No objection

Motion Passes

Motion by Paul Lambert

Instruct the editor to replace all TKIP and CCMP test vectors in TGi draft 3.1 with document 03/131r4.

Jesse: I would like to know which test vectors section this replaces.

Paul: Why don’t we replace all?  This document also has WEP and TKIP vectors.  Do we want these also?

Jesse: I thought we already had these.

Paul: I haven’t traded my vectors with anyone.

Comment: We did, but they didn’t match.

Comment: If they haven’t been validated, we shouldn’t add them.

Comment: Two implementations are not enough to know who is wrong.

Jesse: I feel it is fine to put them in and try to reproduce them with their implementation.

Paul: It would be nice to have normative test vectors.

Second: Jesse Walker

Comment: There are many sections with text vectors.  Is this for all including Michael?

Motion to amend by Paul Lambert

Instruct the editor to replace test vectors for TKIP clause F.9.3 and CCMP clause F.9.4 in TGi draft 3.1 with document 03/131r4.

Second: Dorothy Stanley

Discussion:

Comment: Is clause 6.2 out of motion or draft?

Comment: Motion

Comment: How have these been validated?

Paul: We need more TKIP implementations, but I’m confident in the CCMP vectors.

Comment: Can we remove TKIP from the motion?

Paul: I would prefer to leave it in.  It is better to be close than wrong.

Comment: Unless the drafts are available for others to implement, we can’t verify.

Any objection?

None

Motion Passes

New Main Motion:

Instruct the editor to replace test vectors for TKIP clause F.9.3 and CCMP clause F.9.4 in TGi draft 3.1 with document 03/131r4.

Discussion:

Comment: Against -We have been using the existing test vectors, and we are not sure which is correct, the existing or the new ones.

Paul: We need to publish the vectors in order to receive feedback

Comment: But we have passed WiFi testing with existing vectors.  If we change, we may not pass WPA.

Paul: The intent is to match people’s implementations.

Vote: 23-1-4 Passes

Discussion on comments regarding Replay Counter.

Paul: Defer to further discussion on whether we want to make Replay Counters the same for TKIP and CCMP, either having them for both, or not having them for both.

Comment: Why was the comment of removing the mandatory EIV bit for CCMP Rejected?

Comment: The purpose is to allow a low level process to determine if the field is there without having to perform a higher layer key lookup function first.

Submission: Dorothy Stanley – doc 03/217r1 – Clause 5 Motions

Motion by Dorothy Stanley

Instruct the editor to replace Clauses 5.9.3 with the text from document 03/217r1, and to remove the current Clause 5.9.3.1, renumbering Figures as needed, omitting the Association Request line in Figure 2, and swapping the arrowheads on the Identity Request and Identity Response messages in Figure 2.

Second: David Johnston

Motion to amend by Dave Nelson

Instruct the editor to replace Clauses 5.9.3 with the text from document 03/217r1, and to remove the current Clause 5.9.3.1, renumbering Figures as needed, omitting the Association Request line in Figure 2, and swapping the arrowheads on the Identity Request and Identity Response messages in Figure 2, and removing the second sentence in list item one of the Pre-Shared Key description.

Second: David Johnston

Discussion:

None

No objection

Motion Passes

New Main Motion

Instruct the editor to replace Clauses 5.9.3 with the text from document 03/217r1, and to remove the current Clause 5.9.3.1, renumbering Figures as needed, omitting the Association Request line in Figure 2, and swapping the arrowheads on the Identity Request and Identity Response messages in Figure 2, and removing the second sentence in list item one of the Pre-Shared Key description.

Discussion:

None

No objection

Motion Passes

Motion by Dorothy Stanley (LB52 comments: 4, 5, 219, 255, 314, 320, 905, 906, 1093, 1194, 1205, 1236, 1498, 1678, 1679, 1998

Instruct the editor to change the text in TGi draft 

5.4.2.2 Association

Add the following paragraph after the second paragraph of clause “5.4.2.2 Association”:

“Within an RSN this situation is slightly different. In an RSN the IEEE 802.1X port determines when to allow general data traffic across an IEEE 802.11 link. A single IEEE 802.1X port maps to one association, and each association maps to an IEEE 802.1X port. The IEEE 802.1X port blocks general data traffic from passing between the STA and the AP until an IEEE 802.1X authentication procedure completes. Once IEEE 802.1X authentication and key management completes, the IEEE 802.1X controlled port unblocks.”

Second: Dave Nelson

Discussion:

None

No objection

Motion Passes

Chair: Given that we are not going to make it to re-circulation this meeting, we should plan to have a TGi ad-hoc meeting before the next IEEE meeting.  Are there volunteers?

Straw Poll

Location for the TGi AdHoc meeting before the Singapore meeting

· Santa Clara (nVIDIA) 20

· Paris, France (Gemplus) 7

· Mansfield, MA (Motorola) 15

The ad-hoc will be hosted by nVIDIA in Santa Clara

Chair: We need to give 30 days notice.

Chair: The dates shall be April 22, 23 & 24.

Clint withdraws his submission 03/181 until the Singapore meeting.

Recess until 7:00pm

Resume 7:10pm

Submission: Jesse Walker – doc 03/204r0 – EAP Archie

Comment: the Internet Draft made it out in time.

Jesse: The third message on Slide 6 should not have the counter parameter in it.

Comment: Would you put this in as an EAP default for 802.11?

Jesse: I don’t know.  It is an IETF document now.

Comment: You’re not going to be able to deprecate MD5.

Comment: What IETF working group?

Jesse: EAP

Comment: Could you contrast Archie with Kerberos?

Jesse: This is a two party scheme, Kerberos is a three party.  Kerberos would be issuing a ticket.

Comment: Take a look at the EAP Kerberos draft.

Comment: Is there a time synchronization required for this?

Jesse: No, just a nonce exchange.

Comment: What goes into the nonce?

Jesse: 256 random bits, AES encrypted with AES Key Wrap.

Comment: Why the name Archie?

Jesse: A year ago we started work on a new scheme at the St. Louis meeting, under the “Arch”.  The protocols were called Louie.

Submission: Dorothy Stanley – doc 03/243r0 – Input to IETF EAP Working Group

Dorothy: We’ve been asked to provide input to the IETF on a couple of topics (EAP methods & credentials, key strength requirements).

Dorothy: There was not much of a response to the request for input in Seattle.

Dorothy: Any additions to the list in the document?

Jesse: Protection against Man-in-the-middle attacks.

Jesse: Fast resume is very important

Dorothy: Whenever using EAP protocols, does that require accessing the EAP server?

Jesse: Yes, but no more costly than going to a new AP.  TLS fast resume replaced public operation with symmetric key operation.

Jesse: Another issue is how to get new credentials out to the mobile terminals?  A mechanism is needed to automate the process.

Jesse: The only item on the list that I am concerned about is the identity hiding since I don’t know how to do that.

Dorothy: Perhaps we could divide the list into desired and required.

Chair: Some of the fast resume solutions we’re seeing do not have pre-authentication in them, so a fast resume would be necessary.

Chair: For identity hiding, if we’re talking about MAC addresses, that is an issue.  But PEAP does provide hiding for the user name.  

Dorothy: We had discussion on MAC address hiding, but the group decided that wasn’t something we wanted to pursue.

Comment: There are two lists we need – mandatory items we must have to meet our security goals, and other.

Jesse: The appropriate thing to say is the mandatory EAP method doesn’t meet our requirements. 

Dorothy: Any feedback on asymmetric support?

Jesse: My prejudice is that enrollment methods will all take this form.

Dorothy: So leave this item as a “nice to have”?

Jesse: Yes.  I worked on a solution for this.  We will see if my company wants to move forward with it.

Dorothy: Any feedback on key strength?

Comment: Move this paragraph to the beginning of the letter.

Dorothy: Agree.

Dorothy: There is now an RFC for a liaison report that I will draft.

Dorothy: I need to get this on the server tonight.

Chair: If we could get this on the server tonight, then it could be presented tomorrow as a task group item instead of an individual submission.

Motion by Frank Ciotti:

Move to empower TGI to hold an interim meeting in May 2003 to conduct business required to making progress with respect to letter ballot or re-circulation process, conduct teleconferences, create new draft and handle other business necessary to progress through the IEEE standards process.

Second: Clint Chaplin

Discussion:

None

Vote: 19-0-0 Passes

Chair: Jesse, do you have the NIST letter text available?

Jesse: Yes.

The text for the letter to NIST will be as follows:

A strong theoretical basis exists for using HMAC-SHA1 and AES-CBC-MAC as pseudo-random functions. Also, HMAC-SHA1 and block ciphers in CBC-MAC mode are used widely as pseudo-random functions. Since the heart of any key derivation function is typically a pseudo-random function, it seems appropriate to consider these for use in NIST-approved key derivation functions. The IEEE 802.11 Task Group i has already adopted HMAC-SHA1 and is considering using AES-CBC-MAC.

Submission: Clint Chaplin – doc 03/242r3

Clint: The standard algorithm for key mapping indicates the key mapping key index will be zero.

Clint: This clarifies the need of the pairwise key subfield flag.

Clint: The only reason we did not get LB comments on this is because the implementers had not implemented it yet.

Clint: The AP controls how the STA handles keys.  If the STA cannot support key mapping, the AP needs to know that.

Comment: This is TSN only.

Comment: I think this is too long and confusing.  It should be shortened.

Clint: We tried a shorter version, but we still had questions.

Comment: If the STA doesn’t support key mapping, then we shouldn’t support them.

Clint: The install base is too large to ignore them.

Comment: Is this for CCMP as well?

Comment: No, only for TSN.

Comment: But CCMP STAs can be part of a TSN.

Comment: Yes, but CCMP STAs are required to support key mapping.

Clint: This is not a technical change, it is simply explaining what is already there.

Motion by Jon Edney

Instruct the editor to incorporate the text from document 03/24r3 into the TGi draft.

Second: Clint Chaplin

Discussion:

Comment: Against – The text will raise more letter ballot comments.

Comment: For – Better to have descriptive text and fix later.

Call the question by Mike Moreteon

Any objection to calling the question?

None

Vote: 13-3-3 Passes

Submission: Mike Moreton – doc 03/168r0

Mike: This is a way that management frames could be encrypted.

Comment: Does the existing standard say anything about setting the WEP bit on management frames?

Mike: No.

Chair: Dorothy has new text for the IETF Letter:

From: Stuart Kerry, Chairman IEEE 802.11

To: Harald Alvestrand, Chairman IETF, IESG

Title: Input to IETF EAP Working Group on Methods and Key Strength

Purpose: For Information

Dear Harald,

We thank the IETF and the EAP WG for its ongoing work supporting the specification of EAP methods, EAP keying, and RADIUS keying attributes. 

The purpose of this letter is to provide the EAP WG with additional input on (a) the EAP methods and credentials that are important to IEEE 802.11 wireless LAN deployments, and (b) IEEE 802.11i EAP Key Strength requirements.

EAP Methods and Credentials

Deployments of IEEE 802.11 WLANs today use several EAP methods, including EAP-TLS, EAP-TTLS, PEAP and EAP-SIM. These methods support authentication credentials that include digital certificates, usernames and passwords, secure tokens, and SIM secrets.

The IEEE 802.11i draft specification requires that one or more published, reviewed EAP methods are available which 

· Support the following credentials: digital certificates, user-names and passwords, existing secure tokens, and mobile network credentials (GSM and UMTS secrets). 

· Generate keying material

· Support mutual authentication

· Are resistant to dictionary attacks, and

· Provide protection against man-in-the-middle attacks.

It is desirable that the EAP methods have the following attributes

· Support fast resume

· Support end-user identity hiding

· Support for public/private key (without necessarily requiring certificates)

· Provide asymmetric credential support (password on one side, public/private key on the other), and

· Protect legacy credentials, such as passwords, from direct attack.

The current mandatory-to-implement EAP method is EAP-MD5. EAP-MD5 does not meet IEEE 802.11’s requirements. We request that the mandatory to implement EAP methods be augmented to include one of the methods that IEEE 802.11 is able to use.

Key Strength Requirements

IEEE 802.11i RSN networks will use IEEE 802.1X and EAP methods to implement end user authentication, and require that these EAP methods provide keying material. The IEEE 802.11i requirement is that

The EAP method must be capable of generating keying material with 128-bits of effective key strength. Key material must be at least 256 bits in length.

Please contact Stuart Kerry, IEEE 802.11 Working Group Chair and David Halasz, IEEE 802.11i Task Group Chair dhala@cisco.com with any questions, and to discuss IETF follow-up.

Stuart Kerry

Motion by Dorothy Stanley:

Request IEEE 802.11 Working Group Chair to forward the above letter to the IETF Chair.

Second: Jesse Walker

Discussion:

None

No objection

Motion passed

Submission: Mike Moreton – doc 03/152 Michael Countermeasures State Machines

Comment: Is this SDL?

Mike: No.  

Motion by Mike Moreton:

Instruct the editor to incorporate document 03/152r0 into the TGi draft

Second: David Johnston

Discussion:

Comment: Is this informative?

Mike: Yes.

No objection

Motion Passes

Chair: Are there any further motions?

Motion by Paul Lambert

Instruct the editor to replace the second sentence of the first bullet of clause 8.3.3.3.3 with following text:

“Construction of the Nonce when QoS traffic class is available as specified in clause 8.3.3.6.1.”

Instruct the editor to add the following text to the first paragraph of clause 8.3.3.6.1:

“When there is a QoS traffic class, the traffic class is encoded in bits 0, 1, 2 and 3 of the Nonce Priority octet.  Bits 4, 5, 6 and 7 are reserved, and they are always set to zero.”

Second: Dorothy Stanley

Discussion:

None

No objection

Motion Passed.

Paul will place the document on the server as revision 7.

Chair: There are three items we need to cover in tomorrow’s Closing Plenary; empowerment for May mtg, the IETF liaison letter, and the letter to NIST.

Chair: Are there any objections to adjourning?

None

Adjourned at 9:30pm
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