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Abstract

This submission proposes changes to the Pairwise Key Subfield explanation in Clause 8.5.1.

Motivation

The current text about the “Pairwise Key Subfield” in the draft is quite possibly the most confusing and least understandable part of the current IEEE 802.11i Draft 3.0.  This text has caused the most number of clarification followup qusetions from engineers attempting to implement the draft (at least three attempts from one group of engineers alone).

The proposed text attempts to clarify the conditions under which this bit should be used, and the consequences of using this bit.  This proposed text is a result of a clarification dialog between the original author of the clause and a team of engineers attempting to implement the clause.

Proposed Text

Add the following text to the end of 8.5.1 “Key hierarchy”:

Informative Note: A STA shall support a single pairwise key for any TA/RA pair. The TA/RA identifies the pairwise key, which does not correspond to any WEP key id.

TKIP STAs in a TSN are required to support a single Pairwise key, either with a key mapping key or by mapping to default key 0. The key lookup algorithm for unicast messages uses the key lookup in this standard: if a key mapping key is available the ra/ta finds the key, if there is no key mapping key then the default key 0 is used because the key index in the message will be 0.

In a TSN, an AP may be talking to both TKIP STAs and WEP STAs that use preshared WEP keys.  WEP STAs may use key indexes 0 through 3.  If the AP is configured to use key index 0 as a WEP key there is a problem due to the use of the same key for those TKIP STAs that do not support key-mapping keys.

As TKIP STAs associate and authenticate with the AP, the AP will give the TKIP STA a pairwise key to be used for unicast traffic between the AP and the STA.  Some TKIP STAs are not capable of handling key-mapping keys.  For these STAs, the STA advertises its lack of this capability by setting the “Pairwise Key Subfield” flag in the element sent in the association request to the AP.  If the AP wants to use key index 0 for WEP transmissions, the AP will, in response to the STA having the “Pairwise Key Subfield” flag set, clear the install bit in the third message of the four-way handshake with this STA to notify the STA not to install the pairwise key.  The AP will then send the preshared key index 0 WEP key to this STA to be plumbed as the key index 0 as a Group key IEEE 802.1X message; this key will then be used with WEP encryption to send and receive unicast traffic between the AP and the STA.

The TKIP STA without key-mapping keys may not know that it will be forced to use WEP for all transmissions until it has associated with the AP and been given the keys to use, because the STA cannot know that the AP has been configured to use WEP key index 0 for WEP communication.  If the STA thinks that this situation is too insecure, the only recourse the STA has is to disassociate and try to associate with a different AP.

Because unicast traffic with this STA will use the preshared key index 0 WEP key, the security limitations are great.  The TKIP STA will actually be using WEP for all communication.  All other STAs that have this preshared WEP key can listen in on the unicast traffic (which is a limitation that exists with legacy preshared WEP systems).  In addition, the extra traffic using the preshared WEP key makes the breaking of the WEP key easier.
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