May 2003

doc.: IEEE 802.11-02/241r2

IEEE P802.11
Wireless LANs

Keying for Fast Roaming

Date:
May 12, 2003

Author:
Nancy Cam-Winget

Cisco Systems, Inc.

3625 Cisco Way 

San Jose, Ca. 95134

Phone: 408-853-0532

e-mail: ncamwing@cisco.com

 HYPERLINK "mailto:dstanley@agere.com" 



Clint Chaplin

Symbol Technologies, Inc.

6480 Via Del Oro

San Jose, CA

Phone: 1-408-528-2766

e-mail: cchaplin@sj.symbol.com


Tim Moore 

Microsoft Corporation

1 Microsoft Way, Redmond, WA

Phone: 1-425-703-9861

e-Mail: timmoore@microsoft.com

Fred Stivers

Texas Instruments Incorporated

3000 Aerial Center Parkway, Suite 160

Morrisville, North Carolina 27560

Phone: +1-919-463-1054

e-mail: fstiver@ti.com


Jesse Walker

Intel Corporation

2111 NE 25th Avenue,

Hillsboro, OR

Phone: 1-503-712-1849

e-Mail: jesse.walker@intel.com

Abstract

This submission is the compromised proposal based on documents IEEE 802.11 03/160 and IEEE 802.11 03/202.  The joint proposal addresses the following Letter Ballot #52 comments: 74, 117, 246,  270,  710,  807,  1082, 1261, 1332,  1537,  1577, 1613,  1956,  1995,  2069.

Motivation 

This document defines an optional key management scheme, called Alternate Pairwise Key Management, to supplement the mandatory-to-implement Default Pairwise Key Management scheme. Default Pairwise Key Management, implemented by the 4-way Handshake, was designed to be generic, enabling the basic keying functionality in every context. However, generality comes with a performance cost. While it would be desirable to evolve the 4-way handshake into a “one size fits all” solution, it does not seem feasible to make all the optimizations needed to satisfy the most performance hungry applications and still provide key management suitable for all possible environments. Hence, it is necessary to define two key management schemes, one being generic and the other tailored for applications with very demanding performance constraints.

The requirements for a more optimized key management protocol are:

a. Explicitly identify the PMK being used.

b. Minimize the computational load on all types of machines.

c. Support multiple back-end infrastructures.

d. Minimize the number of messages required while roaming.

e. Minimize the number of serialized steps in the key management.

f. In particular, allow PTK pre-computation to accommodate highly constrained devices.

The 4-way handshake could be streamlined to provide (a), (b), and (c), leaving (d), (e), and (f) as the justification for a new key management.

To remain wholly within the IEEE 802.1X framework any redesign of the 4-way handshake, will still require 4 messages for two entire round trips, falling one message short of the minimum required for secure key management. This is a minor inconvenience, but removal of every message can make the design of upper layer mechanisms more tractable. This is not simply a matter of transmission time, because each additional message increases channel contention.

Serialization and pre-computation are different. The 4-way handshake used by Default Pairwise Key Management can rely on a static PMK if implementations use random values for ANonce or SNonce. This feature of the 4-way handshake enables support for the IEEE 802.11i PSK mode. Such a scheme does not allow PTK pre-computation, as neither the Supplicant nor the Authenticator can compute the PTK until both nonces become available. When the PMK is static, freshness derives from the unpredictability of the nonces.  Since the 802.11i ciphersuites require the PTK to be fresh, any design that deserializes the PTK computation from the rest of the protocol must assume a fresh PMK to provide the same level of security. This sacrifice in flexible usage for performance is the primary trade-off between the two approaches.

Alternate Pairwise Key Management is optional, because it is only required by specific applications within certain deployment scenarios. Default Pairwise Key Management is mandatory to implement, because it can be used in all environments.

Key management of group keys is the same for both the Default and the Alternate Pairwise Key Management protocols.  The group keys are expected to be updated and distributed using the Group Key Handshake as described in Clause 8.5.4.  The only exception in which the group keys are distributed, is during reassociation;  when using the Alternate Pairwise Key Management on a reassociation, the group key is distributed in the reassociation message exchange to further optimize the number of roundtrips required to establish a security association.

3 Definitions 

Default Pairwise Key Hierarchy – the mandatory to implement key hierarchy that allows for static PMKs but requires a nonce exchange to derive fresh PTKs.

Roaming Key Hierarchy – the optional key hierarchy that requires fresh PMKs to allow for a counter based PTK generation.

Network Access Identifier – the user identity as defined by IETF RFC 2486

PMK Key Hiearchy – the key hierarchy used to generate a PMK

Default Pairwise Key Management – the mandatory to implement key management, referred to as the 4-way handshake.

Alternate Pairwise Key Management – the optional key management that uses a 3-way handshake on an association and compresses the required handshakes by embedding information elements in the reassociation messages.

Base Roam Key – the root key from which AP unique PMKs are derived

4 Abbreviations and Acronyms 

RKH – Roaming Key Hierarchy

DPKM – Default Pairwise Key Management

APKM – Alternate Pairwise Key Management

BRK – Base Roam Key

NAI – Network Access Identifier

MSK – Master Session Key

EMSK – Extended Master Session Key

5.9.3 Functional model description

This section summarizes the system set-up and operation of an RSN, in two cases: when an IEEE 802.1X Authentication Server is used and when a PSK is used.  In addition, the operation under the Default Pairwise Key Management and the Alternate Pairwise Key Management is shown.
The functional model for the Default Pairwise Key Management applies to both the ESS and IBSS architectures. For an ESS, the AP is the Authenticator, and associated STAs are the Supplicants. For an IBSS, each STA is an Authenticator and Supplicant. Each IBSS STA implements an Authentication Server, or uses a Global Pre-Shared Key.
The functional model for the Alternate Pairwise Key Management applies to the ESS architecture only.  In this case, the AP is the authenticator, and the associated STAs are the Supplicants.

The following authentication and key management operations are carried out when an IEEE 802.1X Authentication Server is used:
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Figure 1—Establishing the 802.11 association for the Default Pairwise Key Management and for initial association for the Alternate Pairwise Key Management

1. The Authenticator and Authentication Server authenticate each other and create a secure channel between them (some possibilities include RADIUS, IPsec, TLS). The security of the channel between the Authenticator and the Authentication Server is outside the scope of this specification. 

Authentication credentials must be distributed to the Supplicant and Authentication server prior to association.

2. For Default Pairwise Key Management and for initial association under the Alternate Pairwise Key Management, a supplicant STA performs 802.11 Open System Authentication and Association with an AP and negotiates a security policy.  The supplicant STA then requests to start the EAP authentication process.  The AP opens the uncontrolled port of an IEEE 802.1X access control port so that EAP authentication frames are permitted to pass between the STA and the Authenticator. This is shown in  REF _Ref37573110 \h 
.

3. The Supplicant and Authentication Server authenticate each other (e.g., EAP-TLS) and independently generate a Pairwise Master Key (PMK). For the Default Pairwise Key Management system, the PMK may be generated via a one-way function from the EAP master key, but this is not a requirement. All that is required is that possession of the PMK must not provide an attacker with any information useful in recovering the EAP Master Key. For the Alternate Pairwise Key Management system, the PMK that is sent is defined to be the R-PMK, and the generation of this R-PMK is defined in this standard.  The PMK or R-PMK is sent from the AS to the Authenticator over the secure channel. See  REF _Ref37582910 \h 
.
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Figure 2—IEEE 802.1X EAP Authentication

4. For the Default Pairwise Key Management system under all associations a 4-way handshake utilizing EAPOL-Key messages is initiated by the Authenticator to

a. Confirm the existence of the PMK; 

b. Confirm that the PMK is current;

c. Derive a unique Pairwise Transient Key from the PMK;

d. Install the encryption and integrity keys into IEEE 802.11;

e. Confirm the installation of the keys.

Upon completion of the 4-way handshake, the AP changes the state of the IEEE 802.1X access port, opening the controlled port to permit general data traffic to pass onto the DS.  See  REF _Ref37583025 \h 
.
5. For the Alternate Pairwise Key Management system initial association, a 3-way handshake utilizing EAPOL-Key messages is initiated by the Supplicant to

a. Confirm the existence of the MKID and R-PMK; 

b. Confirm that the MKID is current;

c. Confirm that the Pairwise Transient Key is current;

d. Install the encryption and integrity keys into IEEE 802.11;

e. Confirm the installation of the keys.

Upon completion of the 3-way handshake, the AP changes the state of the IEEE 802.1X access port, opening the controlled port to permit general data traffic to pass onto the DS.  
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Figure 3—Establishing Pairwise Keys for the Default Pairwise Key Management
6. For systems that have used the 4-way handshake or the 3-way handshake, the Group Transient Key is sent from the Authenticator to the Supplicant to allow the Supplicants to receive broadcast messages, and optionally to transmit and receive unicast packets. EAPOL-Key messages are used to carry out this exchange.
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Figure 4—Delivery of Group Keys
7. For systems that are using the Alternate Pairwise Key Management and the Supplicant and the Authenticator have not established a R-PMK, then upon association, a 3-way handshake is carried out using EAPOL-Key messages:

a. Confirm the existence of the correct MKID and R-PMK; 

b. Confirm that the R-PMK is current;

c. Derive a unique Pairwise Transient Key from the R-PMK;

d. Install the encryption and integrity keys into IEEE 802.11;

e. Confirm the installation of the keys.

Upon completion of the 3-way handshake, the AP changes the state of the IEEE 802.1X access port, opening the controlled port to permit general data traffic to pass onto the DS.  See Figure 5.  The group key handshake is then carried out.
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Figure 5 —Establishing Pairwise Keys for the Alternate Pairwise Key Management Upon Initial Authentication
8. For systems that are using the Alternate Pairwise Key Management and the Supplicant and the Authenticator have already established a R-PMK, then upon reassociation, Roaming Key Hierarchy information elements (RKH IE) are used in the reassociation frames to:

a. Confirm the existence of the correct MKID and R-PMK; 

b. Confirm that the R-PMK is current;

c. Derive a unique Pairwise Transient Key from the R-PMK;

d. Transmit the GTK from the Authenticator to the Supplicant;

e. Install the encryption and integrity keys into IEEE 802.11;

f. Confirm the installation of the keys.

Upon completion of the 3-way handshake, the AP changes the state of the IEEE 802.1X access port, opening the controlled port to permit general data traffic to pass onto the DS.  See Figure 6.
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Figure 6: —Establishing Pairwise Keys for the Alternate Pairwise Key Management Upon Reauthentication
The following authentication and key management operations are carried out when the Session Key (the Pairwise Master Key) is a PSK.

1. A supplicant STA associates with an AP and negotiates a security policy.  A Pairwise master key (PMK) is generated for use between the Supplicant and Authenticator. The PMK is the PSK.

2. The 4-way handshake using EAPOL-Key messages is used just as in the Authentication Server case. In the absence of an explicit authentication process, authentication is implicit in the successful completion of the four-way handshake, and no Master Key is constructed. See Figure 3.

3. The Group Transient Key is sent from the Authenticator to the Supplicant just as in the Authentication Server case.  See Figure 4.
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7.2.3.6 Reassociation Request frame format 

Add the following rows to the end of Table 9 in Clause “7.2.3.6 Reassociate Request frame format”:

6
RSN Information Element
A Reassociation request may specify a single RSN Information Element.

7
RKH Information Element
A Reassociation request may specifiy a single RKH Information Element

(Instruct the editor to request a new reason code from the Numbers Authority to assign the value and add the following row) to “Table 18 – Reason Codes”  

(Assigned value from Numbers Authority)
PMK Hiearchy selection is not valid

7.3.2.17 RSN IE 

Replace the 1st sentence of Clause 7.3.2.17 to the following:

The RSN Information Element (RSN IE) lists authentication, PMK hierarchy and pairwise key cipher suite selectors, a single group key cipher suite selector, and an RSN Capabilities field. All STAs implementing RSNA shall support this element.

Replace Figure 10 with the following Figure:

Element ID

1 octet
Length

1 octet
Version

2 octets
Group Key Cipher Suite

4 octets
Pairwise Key Cipher Suite Count

2 octets
Pairwise Key Cipher Suite List

4(m octets
Authentication and Key Management Suite Count

2 octets
Authentication and Key Management Suite List

4(n octets
PMK Hiearchy Suite Count

 2 octets
PMK Hiearchy Suite List

4(l octets
RSN Capabilities

2 octets

Replace Table titled “Authentication and Key Management Suite Selectors” with the following table:

OUI
Value
Meaning



Authentication Type
Key Management Type

00:00:00
0
Reserved
Reserved

00:00:00
1
Unspecified authentication over IEEE 802.1X– RSNA default
IEEE 802.1X Default Pairwise Key Management as defined in 8.5 – RSNA default

00:00:00
2
None
IEEE 802.1X Default Pairwise Key Management as defined in 8.5, using pre-shared key or when roaming back to an AP

00:00:00
3
None
Alternate Pairwise Key Management as defined in 8.5, using a pre-existing PMK

00:00:00
4
Unspecified authentication over IEEE 802.1X
Alternate Pairwise Key Management as defined in 8.5

00:00:00
5-255
Reserved
Reserved

Vendor Specific
Any
Vendor Specific
Vendor Specific

Other
Any
Reserved
Reserved

Add the following text between  the 2nd Informative note and the ‘Cipher Suite Selector’ table:

The Authentication and Key Management suite selector value 00:00:00:3  “None” with “Alternate Pairwise Key Management” is used during a reassociation when the STA believes it has an established PMK with the targeted AP. This value may be used to optimize the RSN SA establishment upon a reassociation.  This value shall be used with the Roaming Key Hierarchy only.

The Authentication and Key Management suite selector value 00:00:00:4  “Unspecified authentication over IEEE 802.1X” with “Alternate Pairwise Key Management” is used to initialize a security association that employs the Roaming Key Hierarchy to optimize subsequent security associations established by reassociations.

Add the following text after the ‘Cipher Suite Usage’ Table:

The following Table defines the valid PMK Hierarchy values:

OUI
Value
Meaning

00:00:00
0
PSK

00:00:00
1
Default EAP PMK

00:00:00
2
EMSK Derived PMK

00:00:00
2-255
Reserved

Vendor OUI
Other
Vendor Specific

Other
Any
Reserved

The PMK Hierarchy Suite selector defines the different key hierarchies used between the STA and ESS or IBSS to establish PMKs. PMK derivations are dependent on the EAP methods; further, backend protocols such as Radius currently default to transmitting a specific key that is consumed by this specification as the PMK.  This is referred to as the Default PMK Hierarchy and shall be the mandatory to implement for this specification.

It is not necessarily valid to employ any PMK Hierarchy with all the valid Authenticated Key Management Protocols (AKMPs). The following table indicates the pairings defined by this standard. Other pairings may be possible but are outside the scope of this document and are discouraged.

PMK Hiearchy
Authenticated Key Management Protocols


Authentication Type
Key Management Type

PSK
None
IEEE 802.1X Default Pairwise Key Management

Default EAP PMK
None
IEEE 802.1X Default Pairwise Key Management 

Default EAP PMK
IEEE 802.1X
IEEE 802.1X Default Pairwise Key Management

EMSK Derived PMK
None
Alternate Pairwise Key Management

EMSK Derived PMK
IEEE 802.1X
Alternate Pairwise Key Management

[Editor’s note: 8.1.5 is a proposed new clause. If the text of this document is adopted the old clause 8.1.5 will be renumbered as clause 8.1.6]

8.1.5 Security Associations

Key management within the IEEE 802.1X framework relies on a hierarchy of three different security associations, the Root SA, the Pairwise SA, and the RSN SA. The Root and Pairwise SAs are not part of this standard, and are  included here as informative; they serve only as an implementation aid. The RSN SA is normative.

8.1.5.1 Root SA (Informative)

The top level security association for  Key Management is shared between the STA and the IEEE 802.1X AS. This is called the Root SA. The STA and AS establish the Root SA during authentication by using a concrete EAP method. The purpose of the Root SA is to provide scope, definition, and control over subordinate  SAs. While its defintion is outside the scope of this document, it is assumed that the Root SA consists of at least the following information:

· The NAI the STA used to identify itself to the AS.

· The NAI the AS used to identify itself to the STA.

· The MSK and EMSK.

· The MKID identifying the MSK and EMSK.

· The MAC address of the STA.

· The BSSID of the original AP the STA was using to establish this SA.

· The SA expiry, i.e., the conditions causing this SA to expire.

The STA and the AS use the shared MSK to derive AP-specific PMKs. Note that this description assumes that the MSK is itself fresh, so that the triplet <STA NAI, AS NAI, MKID> uniquely distinguishes this Root SA from any prior or future Root SA.

Concrete authentication methods may add other fields to the Alternate Root SA defintion.

8.1.5.2 Default Pairwise SA (Informative)

Subordinate to the Root SA is the Default Pairwise SA. This SA is outside the scope of this standard, but the assumptions made concerning it are given here. The STA instantiates this SA when it includes an AP as a candidate for association within the same SSID as that of the initial contact AP, and it plans to use Default Key Management with that AP. The AP instantiates this SA when it receives the Default PMK and associated information for this STA from the AS. This security association is shared between the AP and the roaming STA to facility reassociation. The Default Pairwise SA consists of at least the following information:

· The AP’s BSSID.

· The STA’s MAC address.

· The PMK.

· The SA expiry, i.e., the conditions causing this SA to expire.

The STA and the AP use the PMK to derive the PTK, using the 4-Way Handshake. The  <STA MAC Addr, BSSID> pair, identifies the Pairwise SA. 
8.1.5.3 Alternate Pairwise SA (Informative)

Subordinate to the  Root SA is the Alternate Pairwise SA. This SA is outside the scope of this standard, but the assumptions made concerning it are given here. The STA instantiates this SA when it includes an AP as a candidate for Reassociation and fast roaming within the same SSID as that of the initial contact AP. The AP instantiates this SA when it receives the R-PMK and associated information for this STA from the AS. This security association is shared between the AP and the roaming STA to facilitate roaming. The Alternate Pairwise SA consists of at least the following information:

· The AP’s BSSID.

· The STA’s MAC address.

· The R-PMK.

· The R-PMK Counter, initialized to 0, to be used for PTK derivation.

· The MKID for the EMSK from which the R-PMK was derived.

· The SA expiry, i.e., the conditions causing this SA to expire.

The STA and the AP use the R-PMK and R-PMK Counter to derive the PTK, using the 3-Way Handshake or using the reassociation exchange with embedded Roaming Key Hierarchy information element. If the BRK is fresh, then so is the MKID, so the the triplet <STA MAC Addr, BSSID, MKID> uniquely identifies the Alternate Pairwise SA. The AP and the STA must invalidate the SA rather than allowing the R-PMK Counter to wrap.

8.1.5.4 Default RSN SA (Normative)

Subordinate to the Default Pairwise SA is the Default RSN SA. The STA and the AP instantiate this SA each time they execute the 4-way handshake using a Default Pairwise SA. The Default RSN SA shall include at least the following information:

· The AP’s BSSID.

· The STA’s MAC address.

· The PTK derived using the 4-Way Handshake.

· The ANonce value used in the 4-Way.Handshake

· The SNonce value used in the 4-way Handshake

· The SA expiry, i.e., the conditions causing this SA to expire.

The STA and the AP use the PTK to complete the 4-way handshake, to distribute the Group Key, and to protect unicast data traffic crossing the link between them. The SA is uniquely identified by the 4-tuple <STA MAC Addr, AP BSSID, SNonce, ANonce>. Note that this enables the Default Pairwise SA to be reused to construct different Default RSN SAs across different associations between the same <STA, AP> pair.

The conditions under which each of the SAs’ expiry is intentionally unspecified, as this might vary from implementation to implementation, and in any case is the subject of local policy.
8.1.5.5 Alternate RSN SA (Normative)

Subordinate to the Alternate Pairwise SA is the Alternate RSN SA. The STA and the AP instantiate this SA each time they execute the 3-Way handshake using an Alternate Pairwise SA. The Alternate RSN SA shall include at least the following information:

· The AP’s BSSID.

· The STA’s MAC address.

· The PTK derived using the R-PMK Counter value and R-PMK.

· The R-PMK Counter value used to derive the PTK.

· The MKID for the BRK from whith the R-PMK of the superordinate Alternate Pairwise SA was derived.

· The SA expiry, i.e., the conditions causing this SA to expire.

The STA and the AP use the PTK to complete the 3-Way handshake, to distribute the Group Key, and to protect unicast data traffic crossing the link between them. The SA is uniquely identified by the 4-tuple <STA MAC Addr, AP BSSID, MKID, R-PMK Counter>. Note that this enables the Alternate Pairwise SA to be reused to construct different Alternate RSN SAs across different associations between the same <STA, AP> pair.

The conditions under which each of the SAs’ expiry is intentionally unspecified, as this might vary from implementation to implementation, and in any case is the subject of local policy.
8.4 RSN Security association management 

Two key management hierarchies are defined:

1. The Default Key Hierarchy, which is mandatory.  This key hierarchy takes the key material that comes from the authentication process or is preshared, and derives the Pairwise Transient Key (PTK) from this key material and material that is shared between the AP and the STA in a BSS, or the two STAs in an IBSS.  This shared material is passed between the two entities through a four way handshake.  The Default Key Hierarchy requires the authentication process to be invoked every time an association is made; there is no secure method to sidestep the authentication process when a reassociation happens between two entities that have been previously associated.

2. The Roaming Key Hierarchy, which is optional.  This key heirarchy also takes the key material that comes from the authentication process and derives the Pairwise Transient Key, but in such a way that subsequent reassociations between the two entities can be faster and the authentication process can be skipped.  This shortcut is through a roaming key that is derived from the key material from authentication, a naming process that names the roaming keys, and the use of a counter rather than a random nonce to derive the PTK from the roaming key.

8.5.1 Keys hierarchy 

Replace item 1 in the two key hierarchy description with the following text:

1. Pairwise key hierarchy, to protect unicast traffic.  Two different hierarchies are defined for use as the Pairwise key hierarchy: the Default Pairwise Key Hierarchy and the Roaming Key Hierarchy.  The Default Pairwise Key Hierarchy shall the mandatory to implement.

Rename Clause 8.5.1.1 from “PRF” to “PRF for Default Pairwise and Group Key Hierarchies”

Add the following new Clause after Clause 8.5.1.1:

<Add New Clause titled:> PRF for use in the Roaming Key Hierarchy

A new PRF, referenced as APRF,  is used when the ESMK Derived PMK is selected as the PMK Hierarchy and the Alternate Pairwise Key Management type is selected as the AKMP.  The notation is similar to that of the default PRF where APRF-X outputs X bits.  APRF is defined as follows:

Given:

K :  Key

L : Label

N : Nonce

X : Output Length in octets

The Output, Out of length X is specified as:

Out ← “”

for  i = 1 to (X+15)/16 do

Out ← Out | AES-CBC-MAC(K, i | L | N | X)

return first X octets from Out

8.5.1.2 Pairwise Key Hierarchy 

Rename Clause 8.5.1.2 from “Pairwise Key Hierarchy” to “Default Pairwise Key Hierarchy”.

Add the following Clause immediately following Clause 8.5.1.2:

<Add new Clause 8.5.1.3 titled:> Roaming Key Hiearchy

The Roaming Key Hierarchy begins with a PMK (denoted as R-PMK)  resulting from a successful EAP authentication.  Additionally,  an identifier, MKID,  for the R-PMK is defined as:

MKID = AES-Encrypt(PMK, 0)

The PMK (as used in the Default Pairwise Key Hierarchy) is used to identify the R-PMK.  The PTK is identified by the MKID, BSSID for the AP involved, the STA’s MAC address and a Counter.  

The Roaming Key Hierarchy relies on an EMSK Derived PMK hierarchy.  The EMSK is the additional 64 octects of keying material derived between the Supplicant and AS.  The EMSK is known only by the Supplicant and AS and is used to further derive the Base Roam Key.  

The root of this key hierarchy is a Base Roam Key (BRK) which is mutually derived by the STA and AS:

BRK = APRF-256( EMSK, “Root or Roam Key” | STA-MAC-Addr |  BSSID | MKID )

The BRK is used by the STA and AS to mutually derive unique R-PMK’s for each AP the STA may associate to.  The R-PMK is derived as follows:

R-PMK = APRF-256(BRK, “Fast Roaming PMK” | MKID | STA-MAC-Addr | BSSID)

The IEEE 802.11 consumption of the Roaming Key Hierarchy structure is very similar to the Default Pairwise Key Hierarchy.  The main difference is in how the PTK is derived.  Figure XX depicts the Roaming Key Hierarchy:

Instead of relying on nonce exchange by both the STA and AP, the R-PTK relies on a 32-bit counter that is initialized to 1 when the R-PMK is derived and incremented  at least each time a new R-PTK is derived.
8.5.2 EAPOL Key Messages

<Append the following text after 1st  numbered item list of Key Description version number:>
1c. Default Pairwise Key Management protocol is used to manage PTKs

<Append the following text after 2nd numbered item list of Key Description version numer:>

2c. Default Pairwise Key Management protocol is used to manage PTKs

<Append the following text after 2nd numbered item list of Key Description version numer:>
3. Type 3 indicates “Key Descriptor Version 3 shall be used for all EAPOL Key messages to and from a STA when
a. Alternate Pairwise Key Management protocol is used to manage PTKs

b. HMAC-MD5 is the EAPOL-MIC

c. RC4 is the EAPOL-Key encryption algorithm used to protect the distributed GTK

4. Type 4 indicates “Key Descriptor Version 3 shall be used for all EAPOL Key messages to and from a STA when

a. Alternate Pairwise Key Management protocol is used to manage PTKs
b. HMAC-SHA1-128 is the EAPOL-Key MIC; HMAC is defined in RFC 2104, and SHA1 by FIPS-180-1. The output of the HMAC-SHA1 shall be truncated to its most significant 128-bits (octets 0-15 of the digest output by HMAC-SHA1).
c. The NIST AES key wrap is the EAPOL-Key encryption algorithm used to protect the distributed GTK. RFC 3394 defines the NIST AES key wrap algorithm
8.5.3 4-way handshake 

Rename Clause 8.5.3.”4-way handshake” to “4-way handhake: Default Pairwise Key Management”

8.5.3.5 Alernate Key management: 3-way handshake 

Insert the following  new Clause immediately after Clause 8.5.3:

<add new Clause 8.5.X  titled: > Alternate Pairwise Key Management

An Alternate Pairwise Key Management protocol is defined to leverage the Roam Key Hierarchy’s ability to precompute the R-PTK and minimize the number of messages exchanged to establish the Alternate RSN SA.  The number of messages required to establish the security association on first association is comparable to the Default Pairwise Key Management while establishing security associations for subsequent reassociations can be optimized.

8.5.X.1 (Initial) R-PTK establishment : 3-way handshake

A STA that has selected Alternate Pairwise Key Management and IEEE 802.1X authentication as its AKMP as well as the EMSK derived PMK Hierarchy (e.g. the Roaming Key Hierarchy) shall use a 3-way handshake to establish the R-PTK.

Since the R-PTK is generated from a Counter instead of nonces provided by both the Supplicant and Authenticator, both parties may precompute the R-PTK. The 3-way handshake is used to establish R-PTK liveness and to confirm possession of the R-PTK.  By generating a new R-PTK from a Counter and binding the MAC addresses of the communicating STAs, freshness is also guaranteed if the counter value has never been used with this R-PMK.  Like the Default 4-Way handshake, the R-PTK 3-way handshake completes the IEEE 802.1X authentication process. 

1. Using the notation of Clause 8.5.2.1, the information flow of the R-PTK 3-way handshake is:

2. Supplicant → Authenticator: 

EAPOL-Key ( 0, 1, 1, 0, 0, 1, MKID, SNonce, MIC, RSNIESTA)

3. Authenticator ← Supplicant: 

EAPOL-Key( 1, 1, 1, 1, 0, 1, MKID, SNonce|ANonce, MIC, RSNIEBSSID )

4. Supplicant → Authenticator: 

EAPOL-Key( 1, 1, 0,  1, 0, 1, ANonce, MIC, 0 )

Here

· EAPOL-Key (•) denotes an EAPOL-Key message conveying the specified argument list using the notation introduced in Clause 8.5.2.1

· Key Nonce is the concatenation of SNonce and ANonce.  If  either Nonce is not provided, it’s corresponding field shall be set to zero.

· MKID usurps the EAPOL-Key IV field

· MIC is computed over the body of the containing EAPOL-Key message (with the MIC field first zeroed before the computation) using the key MK defined in Clause 8.5.1.3. 

The  EAPOL-Key frame fields of the 3-way handshake is depicted below:

Descriptor Type – 1 octet

Key Information – 2 octets
Key Length – 2 octets

Unused – 4 octets

R-PTK Counter – 4 octets

(SNonce | ANonce) – 32 octets

MKID – 16 octets

Unused – 16 octets 

Key MIC – 16 octets

RSN IE Length – 2 octets
RSN IE – n octets

 The Alternate Key Management protocol distinguished the meaning of the EAPOL Key messages by defining the Key Descriptor type as being values 2 or 3 as defined in Clause 8.5.2.
8.5.X.1.1 Message 1

Message 1 uses the following values for each of the EAPOL-Key message fields

Descriptor Type = 254

Key Information.

Version = 3 (APKM using RC4 encryption with HMAC-MD5) 


or 4 (APKM using NIST AES key wrap with HMAC-SHA1-128)

Key Type = 1 (Pairwise)

Key Index = 0 

Install flag = 0

Key Ack = 1

Key MIC = 1

Secure = 0

Error = 0

Request = 0

Reserved = 0 – unused by this protocol version

Key Length =  ciphersuite dependent (16 if unicast cipher is AES-CCM, 32 if TKIP

Key Replay Counter = the R-PTK Counter

Key Nonce = SNonce must be random

Key IV = MKID

Key MIC = MIC( MK, EAPOL) – MIC is computed over the body of this EAPOL-Key message with the Key MIC field first initialized to 0

Key Data Length = RSN IE length

Key Data = the STA’s RSN IE

If 802.1X EAP Authentication succeeds and has R-PMK, initialize RSN SA for this STA-MAC-Addr and BSSID with:       MKID ← AES-Encrypt(PMK, 0)          Counter  ← 1                                    R-PTK ← APRF-X(R-PMK, …..)         Generate SNonce ← random value      Block 802.1X port                        Compose and send EAPOL Key Message 1 →                                  MLME-SetKeys.req(TK, Rx)    →

On initial contact,a fresh R-PMK results from successful IEEE 802.1X EAP Authentication.  After establishing the R-PMK, the Supplicant initializes an RSN SA for this STA’s MAC address and BSSID with:

· MKID ← AES-Encrypt(R-PMK, 0)

· Counter ← 1

· R-PTK ← APRF-X(R-PMK,  “Fast Roaming PTK” | Counter | BSSID | STA-MAC-Addr | MKID)

· Generate SNonce ← random value
The Supplicant, after initialization of the RSN SA, can compose the APKM EAPOL Key Message 1 and request its transmission by issuing an MA-UnitData.request to get the MAC to transmit APKM Message 1. The STA should then generate an MA-UnitData-Status.indication once it sends APKM Message 1.

The Supplicant shall also request for the unicast key, TK to be plumbed only for receive, by sending an MLME-SETKEYS.request(TK, Rx).  The STA shall confirm this request with an MLME-SetKeys.confirm.  

· The Authenticator shall have the R-PMK and have initialized the RSN SA for this STA MAC address and BSSID with:

· MKID ← AES-Encrypt(PMK, 0)          
· Counter  ← 0                                      

On reception of  APKM Message 1, the AP shall forward the message using MA-UnitData.request to the Authenticator.  The Authenticator then:

· Locates the RSN SA for the STA MAC address and BSSID; if there is none, then silently discard this message; otherwise, 
· If the APKM Message 1 Counter is less than or equal to the RSN SA counter, then silently discard this message; otherwise

· If the APKM Message 1 MKID does not match, then silently discard this message; otherwise
· Validate the RSN IE to ensure it bitwise matches to the RSN IE provided in the reassociation request, if it is invalid, silently discard this message; otherwise,
· Compute R-PTK ← APRF-X(R-PMK,  “Fast Roaming PTK” | APKM Message 1 Counter | BSSID | STA-MAC-Addr | MKID)
· Verify the APKM Message 1 MIC, if it is invalid, silently discard this message; otherwise
· RSN SA SNonce ← APKM Message 1 SNonce
· Generate RSN SA ANonce ← random value

· Plumb the unicast key, TK for both transmit and receive by sending MLME-SETKEYS.request
· After Authenticator is confirmed of TK being plumbed by a  MLME-SETKEYS.confirm, Authenticator shall compose APKM Message 2 and request it’s transmission using MA-UnitData.request

· The AP will transmit the encrypted APKM Message 2 to the STA

1. 
2. 
3. 
4. 
5. 
Informative Note: The RSN SA initialization and computation of the R-PTK on the Authenticator may be done well before it has received Message 1.

8.5.X.1.2 Message 2

Message 2 uses the following values for each of the EAPOL-Key message fields

Descriptor Type = 254

Key Information.

Version = 3 (APKM using RC4 encryption with HMAC-MD5) 


or 4 (APKM using NIST AES key wrap with HMAC-SHA1-128)

Key Type = 1 (Pairwise)

Key Index = 0 

Install flag = 1

Key Ack = 1

Key MIC = 1

Secure = 1

Error = 0

Request = 0

Reserved = 0 – unused by this protocol version

Key Length =  same as Message 1

Key Replay Counter = same value as Message 1 Replay Counter 

Key Nonce = SNonce | ANonce (ANonce must be random)

Key IV = MKID

Key MIC = MIC( MK, EAPOL) – MIC is computed over the body of this EAPOL-Key message with the Key MIC field first initialized to 0

Key Data Length = RSN IE length

Key Data = the STA’s RSN IE

The Authenticator sends Message 2 to the Supplicant.  On reception of Message 2, the STA:

· Checks the replay counter to ensure it is greater than the current value, if it invalid it silently discards this message; otherwise

· Decrypts the message and validates the MIC according to the 802.11 ciphersuite selection.  If the MIC is invalid, it silently discards this message; otherwise

· STA delivers APKM Message 2 to the supplicant using MA-UnitData.indication

The Supplicant receives APKM Message 2 and performs the following:
· Locates the RSN SA for the STA MAC address and BSSID; if there is none, then silently discard this message; otherwise, 

· If the APKM Message 2 Counter is not equal to the RSN SA counter, then silently discard this message; otherwise

· If the APKM Message 2 MKID does not match the RSN SA MKID, then silently discard this message; otherwise

· If the APKM Message 2 SNonce does not match the RSN SA SNonce, then silently discard this message; otherwise
· Validate the RSN IE to ensure it bitwise matches to the RSN IE advertised in the BSSID beacon, if it is invalid, silently discard this message; otherwise,
· RSN SA ANonce ← APKM Message 2 ANonce
· Verify the APKM Message 2 MIC, if it is invalid, silently discard this message; otherwise

· Plumb the unicast key, TK for transmit by sending MLME-SETKEYS.request

· After Supplicant is confirmed of TK being plumbed by a  MLME-SETKEYS.confirm, Supplicant shall compose APKM Message 3 and request it’s transmission using MA-UnitData.request

· The STA will transmit the encrypted APKM Message 3 to the AP


1. 
2. 
3. 
4. 
8.5.X.1.2 Message 3

Message 3 uses the following values for each of the EAPOL-Key message fields

Descriptor Type = 254

Key Information.

Version = 3 (APKM using RC4 encryption with HMAC-MD5) 


or 4 (APKM using NIST AES key wrap with HMAC-SHA1-128)

Key Type = 1 (Pairwise)

Key Index = 0 

Install flag = 1

Key Ack = 0

Key MIC = 1

Secure = 1

Error = 0

Request = 0

Reserved = 0 – unused by this protocol version

Key Length =  same as Message 1

Key Replay Counter = same value as Message 1 Replay Counter

Key Nonce = ANonce

Key IV = MKID

Key MIC = MIC( MK, EAPOL) – MIC is computed over the body of this EAPOL-Key message with the Key MIC field first initialized to 0

Key Data Length = RSN IE length

Key Data = the STA’s RSN IE

The Supplicant sends Message 3 to the Authenticator.  On reception of Message 3, the AP:

· Checks the replay counter to ensure it is greater than the current value, if it invalid it silently discards this message; otherwise

· Decrypts the message and validates the MIC according to the 802.11 ciphersuite selection.  If the MIC is invalid, it silently discards this message; otherwise

· AP delivers APKM Message 3 to the Authenticator using MA-UnitData.indication

The Authenticator receives APKM Message 3 and performs the following:
· Locates the RSN SA for the STA MAC address and BSSID; if there is none, then silently discard this message; otherwise, 

· If the APKM Message 3 Counter is not equal to the APKM Message 1 counter, then silently discard this message; otherwise

· If the APKM Message 3 MKID does not match the RSN SA MKID, then silently discard this message; otherwise

· If the APKM Message 3 ANonce does not match the RSN SA ANonce, then silently discard this message; otherwise

· RSN SA Counter ← APKM Message 3 Counter
· Verify the APKM Message 3 MIC, if it is invalid, silently discard this message; otherwise

· Proceed to the GTK handshake to deliver the GTK as defined in 8.5.4

1. 
2. 
3. 
8.5.X.1.1 3-way handshake implementation considerations

If the Supplicant does not receive APKM Message 2; its STA shall retry up to three times at 200millisecond intervals; if it still has not received a response after these retries, then the Supplicant’s STA should disassociate from the target AP.

Similarly, if the AP does not receive APKM Message 1 when it expects to, it should disassociate the STA.  Also, it the Authenticator does not receive APKM Message 3, its AP shall retry up to three times at 200 millisecond intervals; if it still has not received a response after these retries, then the Authenticator’s AP shall disassociate the STA . 

An implementation should save the EAPOL-Key MIC key MK and EAPOL-Key encryption key TK beyond the 3-way handshake, as they are needed by the Group Key handshake and to recover from TKIP MIC failures.

8.5.X.2 Establishing R-PTK liveness on Reassociation

Whether a STA roams to a new AP or is returning to an AP it was previously associated with, it must manage a Counter to ensure that R-PTKs are newly established on every re-association. This counter is part of the Alternate Pairwise SA. For the duration of the Alternate Pariwise SA, a STA can reestablish associations with the same AP without a full reauthentication to the AS.  Furthermore, it can precompute the R-PTK it shall use with the AP prior to re-association. With the ability to pre-stage the necessary information to establish the secure association, the STA can minimize the amount of time required to establish protected 802.11 communications.

Once the STA has the session identifier, MKID, it can establish a secure association in a three-message exchange:

1. STA → AP:  Reassociate Request (RSN IESTA, RKH IE( MKID, Counter, SRand, MIC, RSN IESTA))

The first message is accomplished in the following steps:

· Supplicant increments Counter: Counter ← Counter + 1

· Supplicant generates a random challenge Srand

· Once the STA identifies the AP to communicate with, its Supplicant  can generate R-PTKs

· R-PTK ← APRF-X (R-PMK, “Fast Roaming PTK” | Counter | new BSSID | STAMAC-Addr | MKID)

· Supplicant computes the MIC for the RKH IE

· Supplicant composes Reassociate Request’s RKH IE and passes it to the STA as part of MLME-Reassociate.request primitive,

· STA constructs and transmits Reassociation Request

· After the STA has transmitted the Reassociation Request, it shall request the Supplicant for the TK keys by sending an MLME-SETKEYS.indication

· Supplicant shall respond to the MLME-SETKEYS.indication by sending the unicast keys, TK for both transmit and receive using the MLME-SETKEYS.request

· The STA confirms TK keys are plumbed to the Supplicant by sending an MLME-SETKEYS.confirm
The MIC in the Reassociation Request does not demonstrate liveness. It exists to prevent an adversary from modifying the RSN IE. The RSN IE could be inserted into the third message, but that is an unacknowledged message and the Supplicant has no opportunity to initiate retries.

Upon receipt of the Reassociate Request, the AP delivers RKH IE to the Authenticator using the MLME-Reassociate.indication primitive. The Authenticator:
· Locates the RSN SA for the STA MAC address and BSSID; if there is none, then the Authenticator alerts the AP to respond to the Reassociation Request with a Status code of “PMK Hierarchy is not valid”; otherwise
· If the RKH IE Counter is less than or equal to the RSN SA counter, then the Authenticator alerts the AP to respond to the Reassociation Request with a Status code of “PMK Hierarchy is not valid” ”; otherwise
· If the RKH IE MKID does not match the RSN SA MKID, then the Authenticator alerts the AP to respond to the Reassociation Request with a Status code of “PMK Hierarchy is not valid” ”; otherwise
· R-PTK ← APRF-X (R-PMK, “Fast Roaming PTK” | RKH IE Counter | new BSSID | STAMAC-Addr | MKID)
· Verify the RKH IE MIC, if it is invalid, then the Authenticator alerts the AP to respond to the Reassociation Request with a Status code of “PMK Hierarchy is not valid” ”; otherwise
· RSN SA Counter ← RKH IE  Counter
· Block IEEE 802.1X Port 

· Generate ARand and RKH IE response that also includes the GTK       

· Plumb the unicast keys, TK by sending an  MLME-SETKEYS.request

· Progress the Reassociation Response by sending the responding RKH IE in the MLME-Reassociation.indication
· AP confirms TK keys being plumbed by sending MLME-SETKEYS.confirm to the Authenticator
· AP transmits Reassociation Response with RKH IE response
· 
· 
· 
· 
· 
· 
2. The AP generates a Reassociate Response containing the response RKH IE and sends this to the STA.

AP → STA : Reassociate Response(RSN IEAP, RKH IE( MKID, Counter, SRand, ARand, GTK, MIC, RSN IEAP))

Upon receipt of the Reassociate Response, STA delivers RKH IE to Supplicant using the MLME-Reassociate.indication. The Supplicant then:

· Locates the RSN SA for the STA MAC address and BSSID; if there is none, then silently discard this message; otherwise, 

· If the RKH IE Counter is not equal to the RSN SA counter, then silently discard this message; otherwise

· If the RKH IE MKID does not match the RSN SA MKID, then silently discard this message; otherwise

· If the RKH IE SRand does not match the RSN SA SNonce, then silently discard this message; otherwise

· Validate the RSN IE to ensure it bitwise matches to the RSN IE advertised in the BSSID beacon, if it is invalid, silently discard this message; otherwise,

· RSN SA ANonce ← RKH IE ARand
· Verify the RKH IE MIC, if it is invalid, silently discard this message; otherwise

· Plumb the unicast key, TK for transmit and the GTK for multicast by sending MLME-SETKEYS.request

· After Supplicant is confirmed of TK being plumbed by a  MLME-SETKEYS.confirm, Supplicant shall compose APKM Message 3 and request it’s transmission using MA-UnitData.request
· Supplicant unblocks IEEE 802.1X port
· The STA will transmit the encrypted APKM Message 3 to the AP






· 
3. STA → AP : EAPOL Key Message 3(ARand, MIC)

Upon receipt of the Reassociate confirm (i.e., APKM EAPOL Key Message 3), the AP:
· Checks the replay counter to ensure it is greater than the current value, if it invalid it silently discards this message; otherwise

· Decrypts the message and validates the MIC according to the 802.11 ciphersuite selection.  If the MIC is invalid, it silently discards this message; otherwise

· AP delivers APKM Message 3 to the Authenticator using MA-UnitData.indication

The Authenticator receives APKM Message 3 and performs the following:

· Locates the RSN SA for the STA MAC address and BSSID; if there is none, then silently discard this message; otherwise, 

· If the APKM Message 3 Counter is not equal to the RKH IE counter, then silently discard this message; otherwise

· If the APKM Message 3 MKID does not match the RSN SA MKID, then silently discard this message; otherwise

· If the APKM Message 3 ANonce does not match the RSN SA ANonce, then silently discard this message; otherwise

· RSN SA Counter ← APKM Message 3 Counter

· Verify the APKM Message 3 MIC, if it is invalid, silently discard this message; otherwise

· Unblock IEEE 802.1X port

· 
· 
· 
On the Reassociation request, the AP’s Authenticator shall execute the following steps to determine whether to use the fast roaming key hierarchy or the existing key hierarchy (from the RKH IE in the Reassociate message only):

if MKIDSTA == MKIDAP
if AKM == 00:00:00:3 and CounterSTA > CounterAP
R-PTK = APRF-X (PMK, “Fast Roaming PTK” | Counter | new BSSID | STAMAC-Addr | MKID)

else

initiate 4-way handshake

else

initiate IEEE 802.1X authentication

8.5.X.2.1 Roaming Key Hierarchy Information Element (RKH IE)

An optional Roaming Key Hierarchy (RKH) Information Element is defined to allow the inclusion of the PTK liveness exchange (typically transmitted using IEEE 802.1X) in the re-association request and response frames.  The RKH IE is defined as follows:

Element-ID – 1 octet
Length – 2 octets

RSN IE Length – 1octet

GTK Key ID – 1 octet
GTK Length – 1 octet

MKID – 16 octets

Counter – 4 octets

SRandom – 16 octets

ARandom – 16 octets

RSC – 8 octets

GTK – 40 octets

MIC – 8 octets

RSNIE – (RSN IE Length) octets

where:

Element ID is an assigned 802.11 element ID number to uniquely identify this information element.

Length: defines the length of this information element

RSN IE Length: defines the length of the RSN IE included in this information element.  GTK Key ID :  group key identifier, provided by the AP on a reassociation response.  This field shall be ignored in the reassociation request.

GTK Key Length : an unsigned value representing the octet length of GTK data. This value is specified by the Authenticator when transmitting the reassociation response and shall be set to 0 by the Supplicant on a reassociation request.

MKID: the session identifier as defined in Clause “Roaming Key Hierarchy”.   The Supplicant must specify a valid session identifier as defined by the RKH.  The Authenticator must validate the received session identifier as being valid and respond with the same value.

Counter: an unsigned 4 octet value.  The Counter value is used to derive a fresh PTK for the security association being established with the Authenticator.  On a roam, this Counter value must be greater than the previous value used with the Authenticator otherwise the reassociation fails.  

On a first roam to an Authenticator, the Supplicant sets the Counter value to 1; on subsequent roams to the same Authenticator, the Counter must be greater than the previous value used.

SRandom: a 16octet pseudorandom value that is provided by the Supplicant as its challenge.  This value shall be an unpredictable value.  The Authenticator must echo this value in its reassociation response RKH IE.

ARandom: a 16octet pseudorandom value that is provided by the Authenticator as its challenge.  This value shall be an unpredictable value when provided by the Authenticator in the reassociation response.  The Supplicant may set this value to 0 when composing the reassociation request.  

RSC:  an 8octet value defining the current PN value that corresponds with the group key. This value only has significance when sent by the Authenticator in the reassociation response, and shall be ignored otherwise.

GTK: group key protected using the AES Key Wrapping. This value only has significance when sent by the Authenticator in the reassociation response, and shall be ignored otherwise.

MIC: is the authenticated element that is computed over the entire RKH IE.  The MIC uses the current KCK to establish liveness of the entire PTK.

RSNIE: is the RSN IE provided by the transmitter.  The Supplicant shall copy the RSN IE element of  the reassociation request in the RKH IE.  Similarly, the Authenticator shall copy the RSN IE advertised in its beacons in the RKH IE of the reassociation response.

The RKH IE may be embedded in re-association request and response frames when the Alternate Key  Management is the selected AKMP and EMSK Derived PMK is the selected PMK Key Hiearchy.  

As the KCK may only reside in the IEEE 802.1X Supplicant, the RKH IE may be passed in its entirety from IEEE 802.11 to the IEEE 802.1X using an MLME-REASSOCIATE.indicate interface.

8.5.X.2.2 EAPOL Key Message Confirm

To complete the PTK liveness, the Supplicant shall respond to the reassociation response’s proof of PTK liveness with the same EAPOL Key Message 3  as defined in Clause 8.5.X.1.3.  


· 
· 
· 

· 
· 
10 MLME interfaces 

10.3.6.1.2 Semantics of the service primitive

Add the following line after “Pairwise Key Cipher Suite selector”:

PMK Key Hierarchy selector,

Append the following row to the MLME-ASSOCIATE.request table:

PMK Key Hierarchy selector
Integer
As defined in RSN IE format
PMK Key Hierarchy Suite requested for this association

10.3.6.3.2 Semantics of the service primitive

Add the following line after “Pairwise Key Cipher Suite selector”:

PMK Key Hierarchy selector

Append the following row to the MLME-ASSOCIATE.indication  table:

PMK Key Hierarchy selector
Integer
As defined in RSN IE format
PMK Key Hierarchy Suite requested for this association

10.3.7.1.2 Semantics of the service primitive

Add the following lines after “Pairwise Key Cipher Suite selector”:

PMK Key Hierarchy selector

RKH IE

Append the following rows to the MLME-REASSOCIATE.request  table:

PMK Key Hierarchy selector
Integer
As defined in RSN IE format
PMK Key Hierarchy Suite requested for this association

RKH IE
Roaming Key Hierarchy Information Element
As defined in RKH IE format
The requirement elements that must be validated and authenticated to establish liveness of the new PTK

10.3.7.2.2 Semantics of the service primitive (new update to TGi draft)

Add the following lines after “PeerSTAAdress” (from 1999 Spec):

RKH IE

Append the following rows to the MLME-REASSOCIATE.confirm  table:

RKH IE
Roaming Key Hierarchy Information Element
As defined in RKH IE format
The requirement elements that must be validated and authenticated to establish liveness of the new PTK

10.3.7.3.2 Semantics of the service primitive

Add the following line after “Pairwise Key Cipher Suite selector”:

PMK Key Hierarchy selector

RKH IE

Append the following row to the MLME-REASSOCIATE.indication  table:

PMK Key Hierarchy selector
Integer
As defined in RSN IE format
PMK Key Hierarchy Suite requested for this association

RKH IE
Roaming Key Hierarchy Information Element
As defined in RKH IE format
The requirement elements that must be validated and authenticated to establish liveness of the new PTK

11.3.3 STA Reassociation Procedures 

<Change the text in Clause 11.3.3 to:>

Upon receipt of an MLME-REASSOCIATE.request, a STA shall associate with an AP via the following procedure:

a) The STA shall transmit an association request to an AP with which that STA is authenticated. If the STA is operating in an RSNA, the STA shall include the RSN IE with only one pairwaise key cipher suite and only one authenticated key suite.  Furthermore, if  the STA successfully negotiated APKM on initial contact, it can negotiate APKM with the new AP as well.  Additionally, with the APKM as the selected AKM, the STA’s Supplicant may initialize a new RSN SA or update an existing RSN SA for this STA MAC address and AP’s BSSID, precompute the R-PTK and embed the RKH IE to optimize the required exchanges to establish the security association. 
b) If an Association Response frame is received with a status value of “successful,” the STA is now associated with the AP and the MLME shall issue an MLME-ASSOCIATE.confirm indicating the successful completion of the operation.  If the STA selected APKM, a “successful” status also indicates that there must be an RKH IE in the Reassociation Response which must be delivered to the Supplicant for validation and trigger of the APKM Message 3 confirmation to the AP.
c) If an Association Response frame is received with a status value other than “successful” or the AssociateFailureTimeout expires, the STA is not associated with the AP and the MLME shall issue an MLME-REASSOCIATE.confirm indicating the failure of the operation.

· 
· 
· 
11.3.4 AP Reassociation Procedures 
<Change the text in Clause 11.3.4 to:>
An AP shall operate as follows in order to support the Reassociation of STAs.

a) Whenever a Reassociation Request frame is received from a STA and the STA is authenticated, the AP shall transmit a Reassociation response with a status value as defined in 7.3.1.9. In an RSNA, the AP will check the values received in the RSN IE, to see if the values received match the APs security policy. If the status value is “successful,” the Association ID assigned to the STA shall be included in the response. If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA.
Futhermore, in an AKMP enabled AP, the AP shall check if the STA has enabled AKMP and included an RKH IE in the Reassociation request.  The AP shall deliver the RKH IE to its Authenticator for validation; if the RKH IE is invalid, the AP shall respond with the appropriate Status indication in the Reassociation Response.
b) In a STA that has not enabled AKMP, when the Reassociation response with a status value of “successful” is acknowledged by the STA, the STA is considered to be associated with this AP.  If a STA has enabled AKMP, a “successful” status value shall indicate delivery of the RKH IE in the Reassociation Response to the STA’s Supplicant.  The AKMP enable STA is not considered associated until the MLME-SETKEYS.request delivering the unicast TK transmit key and GTK is received.  Further, upon successful plumbing of the TK, the STA shall confirm this association to the Supplicant to trigger the AKMP Message 3 confirmation to the AP.
c) The AP shall inform the DS of the Reassociation and the MLME shall issue an MLME-REASSOCIATE. indication.

Annex A:
<Modify PCX.1.3.3 and sub-items to the following>
Item
Protocol Capability
References
Status
Support

 PCX.1.3.3
   RSN Key Mng.
8.5
PCX.1:M
Yes o No o

  PCX.1.3.3.1
    Key Hierarchy
8.5
PCX.1:M
Yes o No o

  PCX.1.3.3.1.1
     Default Pairwise Key Hierarchy
8.5.1.2
PCX.1:M
Yes o No o

  PCX.1.3.3.1.2
     Alternate Pairwise Key Hierarchy
8.5.1.3
O
Yes o No o

  PCX.1.3.3.1.3
     Group Key Hierarchy
8.5.1.4
PCX.1:M
Yes o No o

  PCX.1.3.3.2
    4 way handshake
8.5.3
PCX.1:M
Yes o No o

  PCX.1.3.3.3
    3 way handshake
8.5.3.5
O
Yes o No o

  PCX.1.3.3.4
    Group key handshake
8.5.4
PCX.1:M
Yes o No o





Annex D: 

Add the following text to Annex D:

The proposals adds the following to the Dot11RSNConfigEntry

dot11RSNPMKLifetime


Unsigned32

dot11RSNPMKReauthThreshold

Unsigned32

dot11RSNPMKLife OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

UNITS

"seconds"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The maximum lifetime of a PMK in the PMK cache."

::= { dot11RSNConfigEntry 17 }

dot11RSNPMKReAuthThreshold OBJECT-TYPE

SYNTAX

Unsigned32 (1..100)

UNITS

"percentage"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The percentage of the PMK lifetime that should expire before an 802.1X re-authentication occurs."

::= { dot11RSNConfigEntry 18 }
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