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Abstract

This submission merges proposals for fast roaming support, based on documents 03-160 and 03-202.

New Proposal Summary

Highlights of the merged proposals  include:

· Use of a new scheme to define the Master Session Key Identifier (MKID) based on the first PMK. This allows the STA and AS to mutually derive a common MKID.

· Use of the PMK delivered by the AS as a Base Roaming Key (BRK) to generate Pairwise Master Keys unique to each STA-AP pair.

· Use of IEEE 802.1X EAPOL-Key message for the Reassociation confirm message (new third message required to establish secure Reassociation)

· Inclusion of the MKID in the RSN IE as an optional field.

Fast Roaming Key Hierarchy

The Fast Roaming Key Hierarchy begins with a PMK resulting from a successful EAP authentication. The MKID is generated from the PMK as

MKID = AES-Encrypt(PMK, 0)

The existing key hierarchy remains in the draft unchanged. The PMK is named by the MKID. The PTK is named by MKID, BSSID for the AP involved, the STA’s MAC address, ANonce, and SNonce.

A new key hierarchy is also established. The root of this key hierarchy is the same PMK. The roaming PMK, called the PMK-R, is derived as

PMK-R = Roaming-PRF-256(PMK, “fast roaming pmk” | MKID | STA-MAC-Addr | BSSID)

The name for the PMK-R is MKID | STA-MAC-Addr | BSSID.

The PTK for the fast roaming key hierarchy, or PTK-R, is derived as

PTK-R = Roaming-PRF-X(PMK-R, “fast roaming ptk” | new BSSID | Counter)

where counter is a 32-bit counter initialized to 1 when the PMK-R is derived, and incremented at least each time a new PTK-R is derived.

Fast Roaming PRF

The fast roaming PRF is defined by

Given:

K :  Key

L : Label

N : Nonce

X : Output Length in bytes

The Output, Out of length X is specified as:

Out ← “”

for  i = 1 to (X+15)/16 do

Out ← Out | AES-CBC-MAC(K, L | N | i | X)

return first X octets from Out

Fast Roaming Negotiation

To use fast roaming the STA shall include the fast roaming key management selector 00:00:00:2, but only when the targeted AP advertises this selector in its Beacons and Probe Response.

	OUI
	Value
	Meaning

	
	
	Authentication Type
	Key Management Type

	00:00:00
	0
	Reserved
	Reserved

	00:00:00
	1
	Unspecified authentication over IEEE 802.1X– RSN default
	IEEE 802.1X Key Management as defined in 8.5 – RSN default

	00:00:00
	2
	None
	IEEE 802.1X Key Management as defined in 8.5, using pre-shared key

	00:00:00
	3
	Unspecified authentication over IEEE 802.1X
	Fast Roaming Key Management – Optional

	00:00:00
	4-255
	Reserved
	Reserved

	Vendor Specific
	Any
	Vendor Specific
	Vendor Specific

	Other
	Any
	Reserved
	Reserved


Rekeying Reassociation

Whether a STA roams to a new AP or back to the same AP, it must manage a Counter to ensure that PTK-Rs are newly established on every re-association. For the duration of the MKID session timeout, a STA can establish associations without the need to invoke a full authentication to the AS.  Furthermore, it can precompute the PTK-R it shall use with the AP prior to re-association. With the ability to pre-stage the necessary information to establish the secure association, the STA can minimize the amount of time required to establish protected 802.11 communications.

Once the STA has the session identifier, it can establish a secure association in a three-message exchange:

1. STA → AP:  Reassociate Request (RSN IESTA, Fast Rekey IE( PMKID, Counter, SRand, MIC))

The first message is accomplished in the following steps:

· Counter ← Counter + 1

· Generate a random challenge Srand

· Once the STA identifies the AP to communicate with, it can generate PTKs

· PTK ← Roaming-PRF (PMK, “Fast Roaming PTK” | BSSID | STAMAC-Addr | PMKID | Counter)

· Compose Fast Rekey IE

· MIC = HMAC-SHA1-96(KCK, RSN IESTA | Fast Rekey IE sans MIC)

· Transmit Reassoc Request

The MIC in the Reassociation Request does not demonstrate liveness. It exists to prevent an adversary from modifying the RSN IE. The RSN IE could be inserted into the third message, but that is an unacknowledged message and the Supplicant has no opportunity to initiate retries.

Upon receipt of the Reassociate Request, the AP must

· validate all information elements,

· Compute PTK

· Generate a random challenge Arand

· Compose Fast Rekey IE, including GTK protected using KEK and the AES Key Wrapping algorithm

2. AP → STA : Reassociate Response(RSN IEAP, Fast Rekey IE( MKID, Counter, ARand, GTK, MIC))

Upon receipt of the Reassociate Response, STA validate the information elements

· Plumbs the PTK-R and GTK

· MIC = HMAC-SHA1-64(KCK, Srand | RSN IEAP | Fast Rekey IE sans MIC)

· Compose Fast Rekey Confirm element

Unblocks 802.1X port

3. STA → AP : EAPOL Key Message (Fast Rekey Confirm( ARand, MIC) )

Upon receipt of the Reassociate confirm (i.e., EAPOL Key message), the AP must

· Validate MIC = HMAC-SHA1-64(KCK, ARand)

· Plumb the PTK 

· Unblock the 802.1X port

On the Reassociation request, the AP shall execute the following steps to determine whether to use the fast roaming key hierarchy or the existing key hierarchy:

if MKIDSTA == MKIDAP
if AKM == 00:00:00:3 and CounterSTA > CounterAP
PTK-R = Roaming-PRF-X(PMK-R, , “fast roaming ptk” | new BSSID | Counter)

else

initiate 4-way handshake

else

initiate IEEE 802.1X authentication

Fast-Roaming IE

An optional Fast Rekey (re)associations Information Element:

	Element-ID – 1 byte
	Length – 1 byte

	GTK Key ID – 1 byte
	GTK Length – 1 byte

	PMKID – 20 bytes

	Counter – 4 bytes

	Random – 16 bytes

	RSC – 8 bytes

	GTK – 40 bytes

	MIC – 8 bytes


where:

Element ID is an assigned 802.11 element ID number to uniquely identify this information element.

Length: defines the length of this information element

GTK Key ID :  group key identifier

GTK Key Length : an unsigned value representing the byte length of GTK data 

PMKID: the session identifier, typically constructed as BSSID | STA-MAC-Addr | NTP Timestamp

Counter: an unsigned 4 byte value 

Random: a 16byte pseudorandom value that is used as the challenge

RSC:  an 8byte value defining the current PN value that corresponds with the group key.

GTK: group key protected using the AES Key Wrapping 

MIC: is the authenticated element that is computed as 

This information element may be embedded in association or re-association response as well as in the new action management frames when the Fast Roam Key Management is negotiated.  The MIC computation is slightly different in each instance.  The MIC computation for the new frames have been previously defined; for a re-association response, the MIC is computed as follows:

MIC = HMAC-SHA1-64( KCK, SRand | RSNIEBSSID | Element-ID | Length | GTK Key ID | 

GTK Length | PMKID | Counter | ARand | RSC | GTK)

Rename 5.9.4 to 5.9.5

Add 5.9.4 PMK caching

The authenticator and supplicant may cache PMK keys in a PMK cache. They must not cache keys longer than the PMK lifetime as indicated either from the authentication server or from the dot11RSNPMKLifetime MIB variable. A PMK can be deleted from the cache when it is not being used.

Changes to the RSN IE

Add to 7.3.2.17

The RSN IE becomes

	Element ID

1 octet
	Length

1 octet
	Version

2 octets
	Group Key Cipher Suite

4 octets
	Pairwise Key Cipher Suite Count

2 octets
	Pairwise Key Cipher Suite List

4(m octets
	Authenticated Key Management Suite Count

2 octets
	Authenticated Key Management Suite List

4(n octets
	RSN Capabilities

2 octets


	PMK identifier

16 octets


The new PMK identifier shall not be used the RSN IE in a Beacon or Probe response from an authenticator. 

The PMK identifier shall be included in the RSN IE in an Associate or Re-associate Request when the supplicant has a PMK key available for the remote MAC address. The PMK identifier shall not be included if the supplicant does not have a PMK key.

MIB Enhancements

Add to Annex D

The proposals adds the following to the Dot11RSNConfigEntry

dot11RSNPMKLifetime


Unsigned32

dot11RSNPMKReauthThreshold

Unsigned32

dot11RSNPMKLife OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

UNITS

"seconds"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The maximum lifetime of a PMK in the PMK cache."

::= { dot11RSNConfigEntry 17 }

dot11RSNPMKReAuthThreshold OBJECT-TYPE

SYNTAX

Unsigned32 (1..100)

UNITS

"percentage"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The percentage of the PMK lifetime that should expire before an 802.1X re-authentication occurs."

::= { dot11RSNConfigEntry 18 }
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