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Abstract

This submission proposes a new authenticated key management (AKM) protocol to facilitate secure fast roaming.  This proposal optimizes the number of message exchanges required to establish a security association.  The optimization comes from adopting a new key management protocol which allows for the elimination of the group key handshake and compressing that information as well as the unicast key confirmation into the reassociation exchange.
Motivation

As an optimization for roaming, the current TGi draft 3.0 specifies the ability to pre-authenticate a client with multiple APs prior to reassociation.  However, once a client commits to reassociate to an AP, it must still affect a minimum of 10 to 14  packet exchanges:
1. STA ( AP:
Open System Authentication Request

2. AP ( STA:
Open System Authentication Response

3. STA ( AP:
Reassociate Request – RSN IE with pre-authentication capability
4. AP ( STA:
Reassociate Response

a. STA ( AP:
EAP-Identity/Start 

b. AP ( STA:
EAP-Identity/Request 

c. STA ( AP:
EAP-Identity/Response 

d. AP ( STA:
EAP-Success 

5. AP ( STA:
4-Way Handshake Message 1 

6. STA ( AP:
4-Way Handshake Message 2 

7. AP ( STA:
4-Way Handshake Message 3 
8. STA ( AP:
4-Way Handshake Message 4 
9. AP ( STA:
Group Key Handshake Message 1 

10. STA ( AP:
Group Key Handshake Message 2 

Messages a thru d may be needed to appease the 802.1X state machines in both the 802.1X supplicant and 802.1X authenticator that pre-authentication was achieved.

Cellular  networks’ handoff latency window is ~30ms to achieve undisrupted voice service; the maximum allowed latency being 50ms before voice service is disrupted.  Preliminary measurements and study demonstrate the quantity of messages required to establish a secure association when roaming will not meet the performance requirement to support voice.   While the air time for each message may not be substantial, the cumulative effect of the computational burden imposed on the 4-way handshake and group ke handshake messages increase the probability for further delays.
Delays can occur in one of two ways:
1. A packet must perform cpu intensive computations such as nonce generations or MIC calculations.  Table 1 demonstrates the overall cryptographic cpu overhead required to execute the 4-way and group key handshakes.  The table demonstrates the number of HMAC computations required; though two internal MD5 computations must be executed to compute an HMAC-MD5.  The computational overhead is dependent on the cpu and memory configuration of the system. 

2. An intervening packet from other STAs are interjected during the secure association establishment.  For example, if a single 1500 byte packet intervenes when an AP is operating at a 6Mbps throughput rate, a 2ms delay is incurred.  On a 10 packet exchange, this can amount to a 20ms delay in addition to the cost of the 10 messages themselves!

Table 1 Cryptographic Computations for key establishment
	
	Message
	Nonce Generation
	HMAC-SHA1
	HMAC-MD5

	AP ( STA
	4-way: 1st msg
	1
	-
	-

	STA ( AP
	4-way: 2nd msg
	1
	3
	2

	AP ( STA
	4-way: 2nd msg
	-
	3
	2

	STA ( AP
	4-way: 2nd msg
	-
	-
	2

	AP ( STA
	Group key: 1st msg
	(13)
	3
	2

	STA ( AP
	Group key: 2nd msg
	-
	-
	2

	Total
	6 msgs
	2
	9
	10


While the atomic computational overhead and the mac layers delays may seem small on a per packet basis, the cumulative effect indicates that the additional 4-way handshake and group key handshake will exceed the minimum required handoff latency of 50ms.  Early preliminary measurements of the 4-way handshake along have shown an overall performance of 40ms further substantiating this assertion.
An optional Authenticated Key Management protocol 
An optional Authenticated Key Management (AKM) mechanism is proposed to facilitate roaming, especially  for voice.  The new AKM relies on a mutual authentication between the client (station, e.g. STA) and authentication server (AS). Further, the AS establishes a unique session identifier, MKID and session timeout that is used define when the MKID session is to expires.  Along with this convention is a predefined function that llows for the generation of unique Pairwise Master Keys (PMKs) and End-to-End Keys (ETEKs).  The PMKs are used to generate the Pairwise Transient Keys (PTKs) while the ETEKs are used for liveness proof.  The new key hierarchy is depicted in Figure 1.
Three new 802.11 action management frames are defined in this protocol.  These messages follow the management action frame as defined in the TGh draft 2.2, Clause 7.2.3.12, 7.3.1.11 whose frame bodies include the information elements as defined below:
1. New Session Initiate action frame

	Order
	Information
	Description

	1
	MKIDE
	Authenticated session identifier as defined by the AS

	2
	RSN IEBSSID
	RSN element provided in the beacon or probe response

	3
	Fast Rekey IE
	Element distributing GTK information

	4
	RSN IEAP
	Optional element to define AP’s final negotiated unicast and multicast cipher


The Fast Rekey IE MIC is computed as follows:

MIC = AES-CBC-MAC( KCK, RSNIEBSSID | Element-ID | Length | GTK Key ID | GTK Length |

MKID | Counter | ARand | RSC | GTK)
2. New Session Confirm action frame

	Order
	Information
	Description

	1
	RSN IEAP
	STA’s RSN IE provided at (re)association request

	2
	Fast Rekey Confirm IE
	Includes challenge response


The Fast Rekey Confirm  MIC is computed as follows:

MIC = AES-CBC-MAC( KCK, Element-ID | Length | ARand )
3. Reassociation Confirmaction frame

	Order
	Information
	Description

	1
	Fast Rekey Confirm IE
	Includes challenge response


The Fast Rekey Confirm  MIC is computed as follows:

MIC = AES-CBC-MAC( KCK, Element-ID | Length | ARand )
The proposed protocol introduces 3 new elements:

1. MKIDE : used  verify the session identifier between the AP and STA
The session for the STA is uniquely identified by the AS, the session name persists for the duration of a session timeout also defined by the AS.  The session timeout must be defined and propagated from the AS  along with the PMK and ETEK to the AP.
This information element is used only at initial association by the AP to prove possession of the PMK and ETEK by authenticating the MKID.
	Element ID
	Length
	MKID
	MIC

	1byte
	1byte
	20bytes
	8bytes


Where:

Element ID is an assigned 802.11 element ID number to uniquely identify this information element.

Length: set to 30 bytes
MKID: the session identifier, typically constructed as BSSID | STA-MAC-Addr | NTP Timestamp
MIC: is the authenticated element that is computed as 
MICETEK = AES-CBC-MAC(ETEK, Element-ID | Length|MKID)

2. Fast Rekey (re)associations Information Element:

	Element-ID – 1 byte
	Length – 1 byte

	GTK Key ID – 1 byte
	GTK Length – 1 byte

	MKID – 20 bytes

	Counter – 4 bytes

	Random – 16 bytes

	RSC – 8 bytes

	GTK – 40 bytes

	MIC – 8 bytes


Where:

Element ID is an assigned 802.11 element ID number to uniquely identify this information element.

Length: defines the length of this information element

GTK Key ID :  group key identifier
GTK Key Length : an unsigned value representing the byte length of GTK data 
MKID: the session identifier, typically constructed as BSSID | STA-MAC-Addr | NTP Timestamp
Counter: an unsigned 4 byte value 
Random: a 16byte pseudorandom value 
RSC:  an 8byte value defining the current PN value that corresponds with the group key.
GTK: group key protected using the AES Key Wrapping 
MIC: is the authenticated element that is computed as 

This information element may be embedded in association or re-association response as well as in the new action management frames when the Fast Roam Key Management is negotiated.  The MIC computation is slightly different in each instance.  The MIC computation for the new frames have been previously defined; for a re-association response, the MIC is computed as follows:

MIC = AES-CBC-MAC( KCK, SRand | RSNIEBSSID | Element-ID | Length | GTK Key ID | 

GTK Length | MKID | Counter | ARand | RSC | GTK)
3. Fast Rekey Confirmation Information Element

	Element ID – 1 byte
	Length – 1 byte

	Random – 16 bytes

	MIC – 8bytes


Where:

Element ID is an assigned 802.11 element ID number to uniquely identify this information element.

Length: defines the length of this information element

Random: a 16byte pseudorandom value 
MIC: is the authenticated element that is computed as 

Figure 1 Fast Roaming Key Hierarchy

[image: image1]
Initial Association

IEEE 802.11 association is used as is defined in TGi draft 3.0 to negotiate the Fast Roam Key Management (FRKM) as the authenticated key management (AKM) through the RSN IE.  IEEE 802.1X EAP authentication also proceeds as defined in TGi draft 3.0.  However, since the AS has defined an MKID and provided the AP with the key pair <MKID, ETEK>, on first initial contact, the AP uses the initial counter value of 1 to derive the corresponding PTK.  With possession of the PTK and the ETEK, the initial contact handshake is optimized to 2 messages as the AP can both distribute the group keys using the PTK and prove liveness by authenticating it’s message using the ETEK. The initial handshake post a successful 802.1X EAP authentication is thus:

1. AS → AP  MKID, PMK, ETEK

Upon receipt of the MKID, PMK and ETEK, the AP sets Counter ← 1, 

AP computes PTK1 ← Roaming-PRF(PMK, “Fast Roaming PTK” | BSSID | STA-MAC-Addr | MKID | Counter)

AP composes MKIDE  with MIC ← AES-CBC-MAC(ETEK, Element ID | Length | MKID)

AP composes Fast Rekey IE
2. AP  → STA : New Session Initiate (MKIDE, RSN IEAP​, Fast Rekey IE) 

STA receives MKIDE, verifies the MIC if invalid, discard the packet, if valid:

Counter ← 1

STA computes PTK1 ← Roaming-PRF(PMK, “Fast Roaming PTK” | BSSID | STA-MAC-Addr | MKID | Counter)

Decrypts GTK, initializes group key’s PN ← RSC and plumbs group key

STA plumbs PTK

3. STA → AP : New Session Confirm( RSN IESTA, Fast Rekey IE)
AP validates Fast Rekey IE and plumbs PTK1

Re-Associations
Whether a STA is roaming to a new AP or back to the same AP, it must manage a Counter to ensure that PTKs are newly established on every  re-association.  For the duration of the MKID session timeout, a STA can establish associations without the need to invoke a full authentication to the AS.  Furthermore, it can precompute the PTK is shall use with the AP prior to re-association.  With the ability to pre-stage the necessary information to establish the secure association, the STA can minimize the amount of time required to establish protected 802.11 communications.
1. Similar to the initial association, once the STA has the session identifier, it can establish a secure association in a three message exchange:
2. STA → AP :  Reassociate Request (RSN IESTA, Fast Rekey ID( MKID, Counter, SRand) )

Counter ← Counter + 1

Generate SRand

Once the STA identifies the AP to communicate with, it can generate PTKs

PTK ← Roaming-PRF ( PMK, “Fast Roaming PTK” | BSSID | STAMAC-Addr | MKID | Counter)

Compose Fast Rekey IE

Transmit Reassoc Request

Upon receipt of the Reassociate Request, the AP must validate all information elements,

Compute PTK

Compose Fast Rekey IE, including GTK protected using KEK and the AES Key Wrapping algorithm

3. AP → STA : Reassociate Response( Fast Rekey ID( MKID, Counter, ARand, GTK, MIC) )
Upon receipt of the Reassociate Response, STA validate the information elements

Plumbs the PTK and GTK

Compose Fast Rekey Confirm element

Unblocks 802.1X port

4. STA → AP : Reassociate Confirm Action Frame (Fast Rekey Confirm( ARand, MIC) )

Upon receipt of the Reassociate Confirm Action Frame, the AP Plumbs the PTK 

Unblocks the 802.1X port

Roaming-PRF

An AES based pseudo-random number generating function is defined to construct the keys in the Fast Roaming Key Hierarchy.  
Given:

K :  Key

L : Label

N : Nonce

OL : Output Length in bytes

The Output, Out of length OL is specified as:

Out ← “”

for  i = 1 to (OL+15)/16 do

Out ← Out | AES-CBC-MAC(K, L | N | I | OL)

return first OL octets from Out
Summary
The proposed submission allows for an optional key management scheme that optimizes the number of exchanges required between the AP and STA to establish a secure association at both initial contact and across roams.












































































































PTKCounter = Roaming-PRF(PMK, “Fast Roaming PTK” | BSSID |STAMAC-Addr |MKID | Counter)





MIC Keys (TKIP only)
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Generate PMK | ETEK: Roaming-PRF(MK, “Fast Roaming PMK”, MKID | BSSID)











MK named 


MKID = BSSIDoriginal | STA-MAC-Addr| NTP Timestamp
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