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Abstract

Motions drafted to address Letter Ballot 52 Comments on clause 3 of 802.11i draft 3.0.

Editorial Motions

Clause 3
Comments 2, 105, 218, 303, 897, 1229, 1312, 1430, 1617 – Clause 3, editorial

In Clause 3, page 2 line 9, replace

Cipher Suite: a set of one or more algorithms, designed to pro provide data privacy, data authenticity or integrity, and/or replay protection.

with:

Cipher Suite: A set of one or more algorithms, designed to provide data privacy, data authenticity or integrity, and/or replay protection.

Comments 217, 302, 1228 – Clause 3, editorial

In Clause 3, page 2 line 1, delete the definition for the term “Associated Data”

(no longer used in draft)

Comment 3 – Clause 3, editorial

In Clause 3, page 2 line 9, replace

“RC4-based protocols” 

with

“RC4-based security protocols”

Comment 305 – Clause 3, editorial

In Clause 3, page 2 line 24, replace

Group: the entities in a wireless network; an AP and associated STAs, or all the STAs in an IBSS network.

With:

Group: the identifiable set of entities in a BSS (an AP and associated STAs), or all the STAs in an IBSS network.

Comments 306, 1814 – Clause 3, editorial

In Clause 3, page 2 line 34, replace

“Key Management Service: A service to distribute and manage cryptographic keys within an Robust Security Network”

With:

“Key Management Service: A service to distribute and manage cryptographic keys within a Robust Security Network.”

Comment 309 – Clause 3, editorial

In Clause 3, page 2 line 29 and page 3 line 16, replace

“split up”

With:

“split”

Comments 895, 896 – Clause 3, editorial

In Clause 3, page 2 lines 4,6,9,15,16,20,21,24,25,28,31, and page 3 lines 5,7,9,12,16,26,31,33, begin definition with upper case

Comment 898 – Clause 3, editorial

In Clause 3, page 2 line 11, replace:

“Controlled Port: An IEEE 802.1X concept, referring to an IEEE 802.1X Port. See IEEE 802.1X for this concept.”

With:

“Controlled Port: An IEEE 802.1X concept, referring to an IEEE 802.1X Port. See IEEE 802.1X for the definition of this concept.”

Comments 898, 1618 – Clause 3, editorial

In Clause 3, page 3 line 5, remove the definition for the term “Offset Codebook Mode”.

(WRAP deleted in draft 3.1)

Comments 900, 1089, 1090, 1313, 1431, 1619, 1816, 2056 – Clause 3, editorial

In Clause 3, page 3 line 9, replace:

“Pairwise: two entities that is associated with each other; an AP and one associated station, or a pair of stations in an IBSS network, used to describe the key hierarchies for keys that are shared only between the two entities in a pairwise.”

With:

“Pairwise: Two entities that are associated with each other; an AP and one associated station, or a pair of stations in an IBSS network, used to describe the key hierarchies for keys that are shared only between the two entities.”

Comments 1086, 1675 – Clause 3, editorial

In Clause 3, page 2 line 28, replace:

“Group Transient Key: a value that is derived from the Pseudo-Random Function using the Group Nonce, and is split up into as many as three keys (Temporal Encryption Key, two Temporal MIC Keys) for use by the rest of the system.”

With:

“Group Transient Key (GTK): A value that is derived from the Pseudo-Random Function using the Group Nonce.  The Group Temporal Key is derived from the Group Transient Key”

Comment 1087 – Clause 3, editorial

In Clause 3, page 3 line 16, replace:

“Pairwise Transient Key (PTK): a value that is derived from the PRF using the SNonce, and is split up into as many as five keys (Temporal Encryption Key, two Temporal MIC Keys, EAPOL-Key Encryption Key, EAPOL-Key MIC Key) for use by the rest of the system.”

With:

“Pairwise Transient Key (PTK): A value that is derived from the PRF using the Snonce.  The Pairwise Temporal Key, EAPOL-Key Encryption Key and EAPOL-Key MIC Key are derived from the Pairwise Transient Key”

Comment 1087 – Clause 3, editorial

In Clause 3, page 3 line 5, replace:

Nonce: a value that is never reused with a key. “Never reused within a context” means exactly that, including over all re-initializations of the system through all time.

With:

Nonce: A value that is never reused with a key. “Never reused within a key” means exactly that, including over all re-initializations of the system through all time.

Comments 1091, 1674 – Clause 3, editorial

In Clause 3, page 3 line 19, replace:

Pass phrase: A secret text string supposedly known only by a particular user, employed to prove the user’s identity.

With:

Passphrase: A secret text string supposedly known only by a particular user and the Authenticator, employed to prove the user’s identity.

Comments 1230, 1675 – Clause 3, editorial

In Clause 3, page 2 line 13, replace:

“Counter-CBC-MAC Mode: a symmetric key block cipher mode providing both privacy using Counter mode and data origin authenticity using CBC-MAC.”

With:

"Counter-CBC-MAC Mode (CCM): A symmetric key block cipher mode that provides confidentiality for a payload using Counter mode as well as data integrity and data origin authentication of the payload and associated data using CBC-MAC."

Comments 1232, 1675 – Clause 3, editorial

In Clause 3, page 3 line 1, replace:

“Message Integrity Code: A cryptographic digest, designed to make it computationally infeasible for an adversary to alter data. This is usually called a Message Authentication Code, or MAC, in the literature, but the acronym MAC is already reserved for another meaning in this standard.”

With:

“Message Integrity Code (MIC): A value generated by a symmetric cryptographic function.  If the input data is changed, a value cannot be correctly computed without knowledge of the secret key. Thus, the secret key protects the input data from undetectable alteration. This is traditionally called a Message Authentication Code, or MAC, but the acronym MAC is already reserved for another meaning in this standard.”

Comments 1673, 2055 – Clause 3, editorial

In Clause 3, page 2 line 21, replace:

“Encapsulation: a noun meaning the cryptographic payload constructed from plaintext data. This is comprised by the ciphertext, as well as any associated cryptographic state required by the receiver of the data, such as initialization vectors, sequence numbers, message integrity codes, key identifiers, etc.”

With:

“Encapsulation: a noun meaning the cryptographic payload constructed from plaintext data. This is comprised of the ciphertext, as well as any associated cryptographic state required by the receiver of the data, such as initialization vectors, sequence numbers, message integrity codes, key identifiers, etc.”

Comment 1367 – Clause 3, editorial

In Clause 3, page 3 line 12, replace:

“Pairwise Master Key (PMK): the key that is generated on a per-session basis and is used as one of the inputs into the PRF to derive the Pairwise Transient Keys (PTK).  For EAP-TLS authentication, the Pairwise Master Key is the key from the RADIUS MS-MPPE-Recv-Key attribute.  For Pre-Shared Key authentication, the Pairwise Master Key is the Pre-Shared Key.”

With:

“Pairwise Master Key (PMK): The first 32 octets of the Master Session Key (MSK) derived by the EAP method, that is used as one of the inputs into the PRF to derive the Pairwise Transient Keys (PTK). Where the RFC 2548 RADIUS attributes are used for transport of master session keys, the PMK is contained within the MS-MPPE-Recv-Key attribute. For Pre-Shared Key authentication, the Pairwise Master Key is the Pre-Shared Key.”

Comment 1675 – Clause 3, editorial

In Clause 3, page 2 line 3, replace:

Authentication Server: See the IEEE 802.1X specification for a definition of this concept.

With:

Authentication Server (AS): See the IEEE 802.1X specification for a definition of this concept.

In Clause 3, page 2 line 25, replace:

“Group Master Key: the key that is used as one of the inputs to the Pseudo-Random Function to derive the Group Transient Key.”

With:
“Group Master Key (GMK): the key that is used as one of the inputs to the Pseudo-Random Function to derive the Group Transient Key.”

In Clause 3, page 3 line 29, replace:

“Robust Security Network: An IEEE 802.11 LAN relying on IEEE 802.1X for its authentication and key management services and CCMP, WRAP, or TKIP for data protection.”

With:
“Robust Security Network (RSN): An IEEE 802.11 LAN relying on IEEE 802.1X for its authentication and key management services and CCMP, WRAP, or TKIP for data protection.”

In Clause 3, page 3 line 29, replace:

“Selector: an item specifying a list constituent in an IEEE 802.11 Management Message Information Element.”

With:
“Selector: An item specifying a list constituent in an IEEE 802.11 Management Message Information Element.  In this standard the selector consists of an OUI and a cipher or authentication suite type."

Technical Motions

Clause 3
Comment 308 – Clause 3, technical

In Clause 3, page 3 line 14, replace

“For EAP-TLS authentication, the Pairwise Master Key is the key from the RADIUS MS-MPPE-Recv-Key attribute.”

with:

“For example, in EAP-TLS authentication, the Pairwise Master Key is the key from the RADIUS MS-MPPE-Recv-Key attribute.”

Comments 310, 1675, 2057 – Clause 3, technical

In Clause 3, page 3 line 26, replace

“Pseudo-Random Function: a function that hashes various inputs to derive a pseudorandom value.  To add liveness to the pseudo random value, a nonce should be one of the inputs; in our case the Key Counter provides nonce.”

with:

“Pseudo-Random Function (PRF): a function that produces output that is indistinguishable from a true random sequence.”

Items for Discussion

Comment 1231 – Clause 3, editorial

Comment:

Page 2, lines 15-23.  I believe that the definitions related to encapsulation should not be specific to security processing.  These concepts are pervasive in layered protocol environments.

Recommended Change:

Delete definitions for Decapsulate, Decapsulation, Encapsulate, and Encapsulation.

Issue:

TGi’s defines these terms to mean encryption and decryption of payload and the inclusion of any associated cryptographic state instead of the more conventional definition.

Comments 1310, 2024 – Clause 3, editorial

Comment:

Big-endian and little-endian generally refer to byte orderings, and not necessarily the ordering of bits within each octet. (See http://www.webopedia.com/TERM/b/big_endian.html)

Recommended Change:

If specifying how these terms will be used within the standard only, specify that this particular definition holds true for this standard only. I am not sure that these definitions of little-endian and big-endian hold true even within the 802.11i draft, since that would mean that some fields have reversed bit orders from others (e.g. . At any rate, using different endianness for different fields makes the whole standard extremely confusing to decipher and implement.
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