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Abstract

This document contains instructions to the editor to insert normative text concerning Site Rreports and AP Channel Maps.  Site Reports are a way for the STA to obtain ESS wide information about AP’s that the STA may or may not already know.AP Channel Maps are used to tell the STA the frequencies of interest in the area.

Insert the  following into section 3 where appropriate

Fast Roaming

Fast Roaming is a disassociate, reassociate and reauthenticate such that an encrypted data stream can resume within 40ms.

Roaming

Roaming occurs when a STA, along with the appropriate Authentication Algorithm, either Associate or Re-Associates with another AP with the intent of no discernable disruption in the upper layer protocol, or user.

7.3.2.9 Probe Response frame format

Insert following element into Table 12: 

Table 12 – Probe Response frame body

	Order
	Information
	Notes

	11
	 AP Channel Report
	The AP Channel Report information element is only present within Probe Response frame generated by a Radio Resource Measurement capable AP.


7.3.2 Information Elements

Insert Element ID 40-42 into Table 3-1 and change the Reserved row accordingly: 

Table 0‑1 – Element IDs

	Information Element
	Element ID

	AP Channel Report
	40

	Site Report 
	41


Insert the following new subsections under Section 7.3.2, adjusting the subsection numbers, figure numbers and table numbers as necessary: 

7.3.2.21  AP Channel Report Element

The  AP Channel Report element indicates channels that a STA could potentially find a known, trusted and preferred AP. This element is included in probe response in response to a probe requests with radio resource measurement capability bit set. The format of the  AP channel Report element is shown inFigure 0‑1.

	
	
	
	
	

	
	Element ID

	Regulatory Domain
	Number of Channels
	Channel Map

	Octets:
	1
	1
	1
	variable


Figure 0‑1 – AP Channel Report element format

The Element ID field shall be equal to the AP Channel Report value in Table 0‑1.

Regulatory Domain is the domain in which the channel map is valid. The reserved bits on the channel map will reflect the PHY frequency channel plan as defined in Table 64 for 802.11b and Table 88 for 802.11a.  For example a country code of Japan, MKK, for the 802.11b channel map would have bits 0- 13 reserved.

Number of Channels is the number of channels the ESS supports. Each bit in the Channel Map represents a different channel. Table 0-2 illustrates the channel mapping:

Table 0‑2 – Channel Map

	Bit 
	Channel

	0
	Reserved

	1
	1

	2
	2

	3
	3

	4
	4

	5
	5

	6
	6

	7
	7

	8
	8

	9
	9

	10
	10

	11
	11

	12
	12

	13
	13

	14
	14

	15
	Reserved

	16
	36

	17
	40

	18
	44

	19
	48

	20
	52

	21
	56

	22
	60

	23
	64

	24
	100

	25
	104

	26
	108

	27
	112

	28
	116

	29
	120

	30
	124

	31
	128

	32
	132

	33
	136

	34
	140

	35
	149

	36
	153

	37
	157

	38
	161

	39
	Reserved


Although only 5 bytes are used in this revision of the specification for channel map, the intent is to make this table flexible enough for adding new channels. Software implementations should take this into account.

7.3.2.22 Site Report element

Site Report element contains pertinent information on a collection of  AP’s that are candidates to which STAs can roam to. The format of the Site Report element is shown in Figure 0‑2.

	
	
	
	
	
	
	

	
	Element ID
	Length
	
	
	
	

	Octets:
	1
	1
	
	
	
	

	
	
	
	
	
	
	

	
	BSSID
	BSSID Match Status
	Current Channel
	PHY Type
	The element contains zero or more quadruplets
	

	Octets:
	6
	2
	1
	1
	
	


Figure 0‑2 –Site Report element format

The Element ID field shall be equal to the Site Report value in Table 0‑1.

The Length field is variable and shall be set to the number of the quadruplets that follow multiplied by the size of the quadruplet (i.e., 10). Each quadruplet describes a  AP and consists of BSSID, BSSID Status, Current Channel and PHY type.   The minimum value of the Length field is 0 (e.g., with no neighbor AP in the Site Report element).

The BSSID is the address of the STA contained in the AP.  The subsequent fields; BSSID Match Status, Current Channel and PHY type are presumed to be for the corresponding BSSID.

The BSSID Match Status is a two octets field containing the following information.  The format of the BSSID Match Status is shown as follows:

	
	

	
	Preferred
	ESS
	Subnet
	Cap
	Supported Rate
	Rogue
	Trusted
	Reserved

	Bit:
	0
	1
	2
	3
	4
	5
	6
	7-15


Figure 0‑3 – BSSID Match Status field format
· The preferred bit in the BSSID Match Status field indicates that the Current AP believes that the AP represented by this BSSID is a preferred BSSID.  The determination of how an AP determines another AP is preferred is outside the scope of the specification, but can include factors like load balancing, load limiting and a trusted relationship.

· The ESS bit, if set, indicates that the AP represented by this BSSID advertises the same SSID as the current AP. If the bit is not set it indicates that either the SSID does not match, or the AP does not have that information at the current time. 

· The Subnet bit, if set, indicates that the AP represented by this BSSID is on the same subnet as the current AP.  If the bit is not set it indicates that either the subnet does not match, or the AP does not have that information at the current time.

· The Capability bit, if set, indicates that the AP represented by this BSSID’s advertised Capabilities match the current AP’s capabilities.  If the bit is not set it indicates that either the capabilities do not match, or the information is not available to the AP at this time.

· Supported Rates bit, if set indicates that the AP represented by this BSSID’s advertised Supported Rates matches the current AP’s Supported Rates.  If the bit is not set it indicates that either the Supported Rates do not match, or the information is not available to the AP at this time.

· Rogue Bit, if set indicates that the AP represented by this BSSID has been determined to be a Rogue AP by the ESS, or BSS.  The means by which an AP has been determined to be Rogue is outside the scope of the specification.

· Trusted bit, if set indicates that the AP represented by this BSSID has been determined to be a trusted member of this ESS.  If the trusted bit is not set either the current AP has not determined this BSSID to be a trusted AP, or it is not a Trusted AP.  The means by which an AP has been determined to be trusted is outside the scope of the speocifiation.

Current Channel field specifies the  AP’s current operation channel .

PHY Type is a field that represents the PHY type of the AP represented by this BSSID.  If the BSSID has more than one PHY type there will be a duplicate BSSID entry in the Site Report. The PHY type will be encoded as defined by dot11PHYType.

Insert the following new subsection under Section 7.4, adjusting the subsection number, figure numbers and table numbers as necessary: 

7.4.1 Radio Measurement Action Details

Two Action frame formats are defined for Radio Measurement purposes. An Action field, in the octet field immediately after the Category field, differentiates the two formats. The Action field values associated with each frame format are defined in Table 5.

Table 5 – Radio Measurement Action field values 

	Action field value 
	Description

	0
	Measurement Request

	1
	Measurement Report

	2
	Site Report Request

	3
	Site Report Response

	4
	Disassociation Imminent

	5-255
	Reserved


7.4.1.3 Site Report Request frame format

The Site Report Request frame uses the Action frame body format and is transmitted by a STA requesting the DS related information in the Site Report about neighboring AP’s.  The format of the Site Report Request frame body is shown in Figure 0-4.

	
	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Activation Delay
	SSID IE

	Octets:
	1
	1
	1
	1
	variable


Figure 0-4 – Site Report Request frame body format

The Category field shall be set equal to the value indicating the Radio Measurement category, as specified in Table 1 in 7.3.11.

The Action field shall be set equal to the value indicating Site Report Request, as specified in Table 5 in 7.4.1.

The Dialog Token field shall be set equal to a non-zero value chosen by the STA sending the measurement request to identify the request/report transaction.

There will be no activation delay for this action frame.  The Activation Delay field shall be set equal to 0. 

The SSID element specifies the ESS of which the STA is interested in getting the site report. If the field is omitted, the Site Report Response will contain the Site Report element for the current SSID the STA is associated with.  If the SSID is present in the Site Report Request, the Site Report Response will contain the Site Report for the SSID requested.

7.4.1.4 Site Report Response frame format

The Site Report Response frame uses the Action frame body format and is transmitted by a STA in response to a Site Report Request frame or by a STA autonomously providing Site Report information. The format of the Site Report Response frame body is shown in Figure 0-5.

	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Site Report Elements

	Octets:
	1
	1
	1
	variable


Figure 0-5 - Site Report Response frame body format

The Category field shall be set equal to the value indicating the Radio Measurement category, as specified in Table 1 in 7.3.11.

The Action field shall be set equal to the value indicating Site Report Response, as specified in Table 5 in 7.4.1.

The Dialog Token field shall be set equal to the value in any corresponding Site Report Request frame. If the Site Report Response frame is not being transmitted in response to a Site Report Request frame then the Dialog token shall be set equal to zero.

The Site Report Elements field shall contain the Site Report elements described in 7.3.2.22. If the STA has no information in response to the Site Report Request, the Site Report element will be omitted. 

7.4.1.5 Disassociation Imminent frame format

The Dissassociate Imminent fame is sent by the AP to the STA to indicate that the disassociation will be sent from the AP to the STA shortly. The format of the Disassociation Imminent frame body is shown in Figure 0-6.

	
	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Activation Delay
	Site Report
Elements

	Octets:
	1
	1
	1
	1
	variable


Figure 0-6 – Disassociateion Imminent frame body format

The Category field shall be set equal to the value indicating the Radio Measurement category, as specified in Table 1 in 7.3.11.

The Action field shall be set equal to the value indicating Disassocation Imminent, as specified in Table 5 in 7.4.1.

The Dialog Token field shall be set equal to a non-zero value chosen by the STA sending the measurement request to identify the request/report transaction.

The activation delay shall be set equal to the number of TBTT until the AP will send the disassocation frame to the STA. The miminum value is 1, indicating the next TBTT.  

The Site Report Elements field shall contain the Site Report Request elements described in 7.3.2.23.  If the AP has no Site Report to provide, the Site Report element will be omitted. This element is sent to the STA to help it in finding another AP to roam to. The STA receiving the frame shall start preparing fo rroaming before the Disassociation frame.

11 MLME

Insert the following new subsections under Section 11, adjusting the subsection numbers, figure numbers and table numbers as necessary: 

11.8 (Fast) Roaming

The algorithm used by a STA to decide when to disassociate with a particular AP, and which AP to re-associate with (see above clause 11.3)  to maintain the upper layer connection is outside the scope of the specification.  While not mandatory it is assumed that AP’s that advertise the same SSID (i.e. part of the same ESS) are preferable to roam to, but this too is a decision, made by the STA, that is outside the scope of the specification.  

There are many factors that are available to a STA to help it’s roaming decision.  Factors that may affect the quality of the connection between the AP and the STA include;

· SSID

· Received Signal Power

· Security

Factors that affect which AP, currently, would be the best choice for a STA to (re)associate with to maintain the upper layer connection include the above considerations plus;

· Loading/Load Balancing Considerations

· Subnet Matching

· Capability matching.

The STA can assess received signal power from the beacons of other AP’s.  The STA can also match the capabilities, and proper security suites, from the beacon, however the STA can not know what subnet an AP is on without first associating with it.  Additionally the STA may not know which AP’s in an ESS are overloaded, which may be designated for the type of traffic the STA which may be more efficient, either in traffic handling or in the roaming procedure itself, or while the security suite may be compatible, the security policy of the ESS may not allow the kind of access the user of a particular application requires.   While such designations are site and vendor, and application specific for both AP’s and STA’s, and are outside the specification, an AP may tell the STA which AP’s contain desired characteristics to be used as a factor in the STA’s (fast) roaming decision.

The mechanism for facilitating the communication of this type of information is the Site Report.  The site report contains pertinent information on a collection of AP’s that are candidates to which STAs can handoff. This report is compiled by the AP and can include information from measurement reports sent by either the STA to whom the report is addressed to, other STA’s within the BSS, as well as information via the mangagement interface, the DS via IAPP, or other of which other AP’s the current AP determines would be best in the event of a roam of the STA who received the Site Report . The AP’s best choice would be the first in the list. However, this does not mean that the STA should always choose the first AP in the list. The site report information element just provides the information to the STA and the STA is the one that makes its own roaming decision. Additionally the AP may not have the appropriate information at the time. If a STA is anticipating roaming it may request a Site Report.  An AP, configured to do so, will send a directed action frame containing the Site Report Information Element to the STA.  If an AP determines that it needs to send an STA a disassociate message for whatever  reason, for example reason code 1 in table 18 (unspecified), it may send a Dissassociate imminent message with a Site Report, unsolicited, to the STA.  This would give the STA n number of TBTT’s to find a new AP to associate with.

There may be additional considerations that are vendor, or site, specific.  While these considerations are outside the scope of the specification, an example of this may include BSS’s within the ESS designated/configured for specific types of traffic, or support specific upper layer applications.  These types of site level operations would be configured and entered via proprietary mechanisms, and may affect the BSSID match status for a particular AP information element.

The algorithm used for determining which AP’s within an ESS will be included in the site report is outside the scope of the specification.   While the meaning of the BSSID match Status is interoperable, the algorithm, and mechanisms, used to determine the BSSID match status are vendor specific and is outside the scope of the specification.  However, the AP may use information gained by measurement reports from all STA’s within the BSS, to populate the AP IE.

11.8.1 STA Site Report Request Procedure

When an STA is about to roam (clause 10 request here?), it may;

A) Send a Site Report request to the currently associated AP.

B) Upon receipt of the site report response the STA will determine which AP is the best candidate to roam to.

C) The STA will attempt to roam to the other AP.

The STA may, or may not, roam to a BSS with a different SSID.   If this is the case the above sequence will occur with the optional SSID IE in the Site Report request.

11.8.2 STA Site Report Response Procedure

When the AP receives a Site Report Request from a STA it will;

A) Send the Site Report Response for the ESS specified.  

B) If the SSID IE is not present it will send a Site Report for the SSID for the current ESS.

C) If the AP has no information on the ESS of which the SSID has been requested it will send a Site Report Response with a Site Report IE that contains a length of zero.

11.8.3 Disassociate Imminent

When a STA receives a Disassociate Imminent message, meaning it has n number of TBTT’s before a disassociate message shall come, it will;

A) Determine which AP it shall (re)associate to next based on it’s internal algorithms.

B) If the STA determines that it should switch to another ESS, it may request a Site Report for that SSID from the current AP.

.
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