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Abstract

This submission describes a proposed update to the 802.11 MIB to include radio resource measurement variables developed by TGk members.
This particular submission contains the description and the related MIB text for a new table under MAC branch of the current MIB, dot11peerStaStatsTable, which contains per-STA counters and measurements that are passively obtainable during the routine MAC operations. Along with the MIB text, a set of descriptions for variables in the table and their envisioned usages are included. 171ar2 and 273r0 contain additional details and usage scenarios.
1. Characteristics and Purpose of per STA statistics table

The proposed per STA statistics table, named dot11peerStaStatsTable, is a functional extension of the existing dot11CounterTable that keeps track of various counters per interface. As the current dot11CounterTable contains variable that are updated during routine MAC operations, the proposed dot11staStatsTable also contains variables that can be updated as part of the routine local MAC operations, entirely passively observed. However, the difference is, as in the name, the variables are kept per-STA, instead of per-interface. This table is being placed under the MAC branch of the overall 802.11 MIB, along with the existing dot11CounterTable.

This table contains variables that are passively and locally observed and counted during routine MAC operations, regardless of the BSS that a particular STA belongs to. This table does not involve any active measurements,  and over-the-air signaling. The only difference in the variables tracked is the removal of the count of FCS errors received. This was removed because when a frame with an FCS error is received the source mac address of the station that sent the frame may be in error, so cannot be relied upon. Hence FCS errors cannot be reliably counter per peer sta.
Some potential uses of per-STA statistics are described in doc# 03-273r0. The examples in doc 273 are mainly from the perspective of enterprise network management, accessing per-STA statistics via SNMP from APs, and running various algorithms on the collected data to perform network management and optimization. Also, most of the examples are impossible to implement with only per-interface counters, and shows that even a set of basic variable, when updated per-STA, can enable a wide-variety of interesting solutions for 802.11 network management.

Some of the examples are...

· Detect Potential Coverage Problems: consistently low signal strength and/or quality from a set of STAs in BSS
· Potential Interference Problems: Signal quality and strength comparisons 

· Identify new AP locations

· Long-term Load monitoring/balance, Coarse location tracking

· Usage data for upgrade planning

· System-wide Frequency Selection based on long-term stats

· System-wide Power adjustment

· Identify Trouble Makers: e.g., too much multicast from a STA

· Supplement Accounting information

· Distinguish system-wide problem from link-specific problem

· Remote diagnosis of STAs and APs

There already exist several proprietary implementations of per-STA statistics recording in MIB variables, mostly found in high-end enterprise APs, thus demonstrating the feasibility and the perceived utility of per-STA statistics. As with the current MIB, the implementation of the proposed table may be observable only in high-end APs implementing an SNMP agent, despite the standard is written to apply to all STAs and APs. The implementation of this table or a subset of this table in some memory structure may be observable locally in STAs as evidenced by the NDIS 802.11 objects reflecting some of the current MIB counters. This is overviewed in doc # 03-172r1. Nonetheless, the proposal shall be mandatory for all STAs (which includes APs). The conformance specifications are under development.
Below is the proposed Normative Texts which include detailed descriptions for each variables.

After the normative texts, some usage and purpose for the variables are presented for informational purposes as well as suggestions for additional updates by TGk.
2. Proposed Normative Texts
Annex D (normative) ASN.1 encoding of the MAC and PHY MIB

Update the MIB entries in Annex D according to this unified diff (additions coloured in yellow):
--- dot11mib+with+11a+11b+and+11d.mib.orig
2003-05-13 14:28:18.000000000 -0700

+++ dot11mib+with+11a+11b+and+11d.mib
2003-05-14 13:53:38.000000000 -0700

@@ -91,6 +91,7 @@

          --  dot11OperationTable   
    ::= { dot11mac 1 }

          --  dot11CountersTable    
    ::= { dot11mac 2 }

          --  dot11GroupAddressesTable 
::= { dot11mac 3 }

+         --  dot11peerStatsTable
        ::= { dot11mac 4 }
 --  Resource Type ID

     dot11res 


OBJECT IDENTIFIER 
::= { ieee802dot11 3 }

@@ -993,7 +994,9 @@

             

dot11MaxTransmitMSDULifetime    Unsigned32,

             

dot11MaxReceiveLifetime         Unsigned32,

             

dot11ManufacturerID             DisplayString,

-            

dot11ProductID                  DisplayString }
+            

dot11ProductID                  DisplayString,

+            

dot11peerStatsTableBSSaging     Unsigned32,

+            

dot11peerStatsTableIBSSaging
Unsigned32 }
 dot11MACAddress OBJECT-TYPE

         SYNTAX MacAddress

@@ -1113,6 +1116,36 @@

             The default value of this attribute shall be null."

     ::= { dot11OperationEntry 9 }

+dot11peerStatsTableBSSaging OBJECT-TYPE

+

SYNTAX Unsigned32

+

MAX-ACCESS read-write

+

STATUS current

+

DESCRIPTION

+


"The peerStatsTableBSSaging indicates the period of time

+


which entries for peer STAs that are in the peerStatsTable

+


because the peer STA was authenticated or associated with the

+


local STA must be kept in the table after the peer STA

+


becomes disassociated. The peer STA entry may be kept in the

+


peerStatsTable for longer than this time."

+
::= { dot11OperationEntry 10 }

+

+dot11peerStatsTableIBSSaging OBJECT-TYPE

+

SYNTAX Unsigned32

+

MAX-ACCESS read-write

+

STATUS current

+

DESCRIPTION

+


"The peerStatsTableIBSSaging indicates the period of time

+


which entries for peer STAs that are in the peerStatsTable

+


because the peer STA was in an IBSS that the local STA was

+


joined to, and send a data frame to the local STA, or the

+


local STA attempted to send any frame to the peer STA

+


must be kept in the table after the peer STA

+


last communicated with the local STA. The peer STA entry

+


may be kept in the

+


peerStatsTable for longer than this time."

+
::= { dot11OperationEntry 11 }

+

+
 -- **********************************************************************

 -- *    End of dot11OperationEntry  TABLE

 -- **********************************************************************

@@ -1369,6 +1402,211 @@

 -- **********************************************************************

 -- **********************************************************************

+-- *    dot11peerStatsTable TABLE

+-- **********************************************************************

+dot11peerStatsTable OBJECT-TYPE

+        SYNTAX SEQUENCE OF Dot11peerStatsEntry

+        MAX-ACCESS not-accessible

+        STATUS current

+        DESCRIPTION

+

+            "This table contains statistics for peer STAs. The following

+        peer STAs appear in this table:

+        

+        1. Authenticated peer STAs must appear in this table. Their

+        entries must not be removed until at least

+        dot11peerStatsTableBSSaging seconds have passed after they are

+        marked as deauthenticated. 

+        

+        2. Peer STAs joined to the same IBSS as this STA that have

+        sent any data frame to this STA must appear in this table.

+        Entries for these peer STAs may be removed when this STA

+        is no longer joined to the same IBSS, or if

+        dot11peerStatsTableIBSSaging seconds have passed since a data

+        frame was exchanged with the peer STA.

+        

+

3. Other peer STAs may be included in this table."

+

+    ::= { dot11mac 4 }

+

+dot11peerStatsEntry OBJECT-TYPE

+        SYNTAX Dot11peerStatsEntry

+        MAX-ACCESS not-accessible

+        STATUS current

+        DESCRIPTION

+            "An entry in the Dot11peerStaStatsEntry Table.

+            Indexed by ifIndex and the mac address of the remote STA - dot11peerStaAddress"

+        INDEX { ifIndex, dot11peerAddress }

+    ::= { dot11peerStatsTable 1 }

+

+Dot11peerStatsEntry ::= SEQUENCE {

+            dot11peerAddress





MacAddress,

+            dot11peerTransmittedFragmentCount

Counter32,

+            dot11peerMulticastTransmittedFrameCount Counter32,

+            dot11peerFailedCount                    Counter32,

+            dot11peerRetryCount                     Counter32,

+            dot11peerMultipleRetryCount             Counter32,

+            dot11peerFrameDuplicateCount            Counter32,

+            dot11peerRTSSuccessCount                Counter32,

+            dot11peerRTSFailureCount                Counter32,

+            dot11peerACKFailureCount                Counter32,

+            dot11peerReceivedFragmentCount          Counter32,

+            dot11peerMulticastReceivedFrameCount    Counter32,

+

    dot11peerTransmittedFrameCount          Counter32,

+

    dot11peerWEPUndecryptableCount          Counter32,

+
    
dot11peerWEPDecryptionFailureCount

Counter32,

+
    
dot11peerReceivedByteCount              Counter32,

+
    
dot11peerTransmittedByteCount           Counter32,

+
    
dot11peerReceivedBeaconCount


Counter32,

+
    
dot11peerLastReceivedRCPI



INTEGER (0..255) }

+


+dot11peerAddress OBJECT-TYPE

+        SYNTAX MacAddress

+        MAX-ACCESS read-create

+        STATUS current

+        DESCRIPTION

+            "MAC address identifying a peer STA."

+    ::= { dot11peerStatsEntry 1 }

+

+dot11peerTransmittedFragmentCount OBJECT-TYPE

+        SYNTAX Counter32

+        MAX-ACCESS read-only

+        STATUS current

+        DESCRIPTION

+            "This counter shall be incremented for an acknowledged MPDU

+            with an individual address in the address 1 field or an MPDU

+            with a multicast address in the address 1 field of type Data

+            or Management."

+    ::= { dot11peerStatsEntry 2 }

+

+dot11peerMulticastTransmittedFrameCount OBJECT-TYPE

+        SYNTAX Counter32

+        MAX-ACCESS read-only

+        STATUS current

+        DESCRIPTION

+            "This counter shall increment only when the multicast bit

+            is set in the destination MAC address of a successfully

+            transmitted MSDU.  When operating as a STA in an ESS, where

+            these frames are directed to the AP, this implies having

+            received an acknowledgment to all associated MPDUs."

+    ::= { dot11peerStatsEntry 3 }

+

+dot11peerFailedCount OBJECT-TYPE

+        SYNTAX Counter32

+        MAX-ACCESS read-only

+        STATUS current

+        DESCRIPTION

+
        "This counter shall increment when an MSDU is not transmitted

+
        successfully due to the number of transmit attempts exceeding

+
        either the  dot11ShortRetryLimit or dot11LongRetryLimit."

+    ::= { dot11peerStatsEntry 4 }

+

+dot11peerRetryCount OBJECT-TYPE

+        SYNTAX Counter32

+        MAX-ACCESS read-only

+        STATUS current

+        DESCRIPTION

+            "This counter shall increment when an MSDU is successfully

+            transmitted after one or more retransmissions."

+    ::= { dot11peerStatsEntry 5 }

+

+dot11peerMultipleRetryCount OBJECT-TYPE

+        SYNTAX Counter32

+        MAX-ACCESS read-only

+        STATUS current

+        DESCRIPTION

+            "This counter shall increment when an MSDU is successfully

+            transmitted after more than one retransmission."

+    ::= { dot11peerStatsEntry 6 }

+

+dot11peerFrameDuplicateCount  OBJECT-TYPE

+        SYNTAX Counter32

+        MAX-ACCESS read-only

+        STATUS current

+        DESCRIPTION

+            "This counter shall increment when a frame is received

+            that the Sequence Control field indicates is a

+            duplicate."

+    ::= { dot11peerStatsEntry 7 }

+

+dot11peerRTSSuccessCount OBJECT-TYPE

+        SYNTAX Counter32

+        MAX-ACCESS read-only

+        STATUS current

+        DESCRIPTION

+            "This counter shall increment when a CTS is received in

+            response to an RTS."

+    ::= {  dot11peerStatsEntry 8 }

+

+dot11peerRTSFailureCount OBJECT-TYPE

+        SYNTAX Counter32

+        MAX-ACCESS read-only

+        STATUS current

+        DESCRIPTION

+
        "This counter shall increment when a CTS is not received in

+
        response to an RTS."

+    ::= { dot11peerStatsEntry 9 }

+

+dot11peerACKFailureCount OBJECT-TYPE

+        SYNTAX Counter32

+        MAX-ACCESS read-only

+        STATUS current

+        DESCRIPTION

+            "This counter shall increment when an ACK is not received

+            when expected."

+    ::= {  dot11peerStatsEntry 10 }

+

+dot11peerReceivedFragmentCount OBJECT-TYPE

+        SYNTAX Counter32

+        MAX-ACCESS read-only

+        STATUS current

+        DESCRIPTION

+            "This counter shall be incremented for each successfully

+            received MPDU of type Data or Management."

+    ::= { dot11peerStatsEntry 11 }

+

+dot11peerMulticastReceivedFrameCount OBJECT-TYPE

+        SYNTAX Counter32

+        MAX-ACCESS read-only

+        STATUS current

+        DESCRIPTION

+            "This counter shall increment when a MSDU is received

+            with the multicast bit set in the destination

+            MAC address."

+    ::= { dot11peerStatsEntry 12 }

+

+dot11peerTransmittedFrameCount OBJECT-TYPE

+        SYNTAX Counter32

+        MAX-ACCESS read-only

+        STATUS current

+        DESCRIPTION

+


"This counter shall increment for each successfully transmitted MSDU."

+    ::= { dot11peerStatsEntry 13 }

+

+dot11peerWEPUndecryptableCount OBJECT-TYPE

+        SYNTAX Counter32

+        MAX-ACCESS read-only

+        STATUS current

+        DESCRIPTION

+
        "This counter shall increment when a frame is received with

+
        the WEP subfield of the Frame Control field set to one and the

+
        WEPOn value for the key mapped to the TA's MAC address

+
        indicates that the frame should not have been encrypted or

+
        that frame is discarded due to the receiving STA not

+
        implementing the privacy option."

+    ::= { dot11peerStatsEntry 14 }

+

+dot11peerLastReceivedRCPI OBJECT-TYPE

+        SYNTAX INTEGER (0..255)

+        MAX-ACCESS read-only

+        STATUS current

+        DESCRIPTION

+
        "The RCPI from the most recently received frame, or 0 if no

+
        frames have been received."

+
::= { dot11peerStatsEntry 15 }

+

+

+-- **********************************************************************
 -- *    Resource Type Attribute Templates

 -- **********************************************************************
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