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Abstract

Draft 3.1 contains a  number of references to the QoS header added in the TGe draft.  These dependencies would make it impossible for the TGi amendment to be approved before TGe was completed.  The dependencies can not be removed as they are also needed to support CFP which is part of the existing standard.
There would appear to be three possible solutions to this impasse.

(1) Wait until TGe is approved before starting sponsor ballot on TGi.

(2) Add the relevant parts of the TGe QoS header into the TGi draft.

(3) Replace the references to the TGe QoS header with references to a new traffic flow identifier field held in the IV of TKIP and CCMP frames.

This submission considers the last two options.  
 Including the QoS Header
Change the text of 7.1 as follows:

Each frame consists of the following basic components: 

 a)
A MAC header, which comprises frame control, duration, address, sequence control information, and, for QoS data frames, QoS control information;
Make the following changes to 7.1.2 and Figure 12:

The fields Address 2, Address 3, Sequence Control, Address 4, QoS Control, and Frame Body are only present in certain frame types. 
	Octets: 2
	2
	6
	6
	6
	2
	6
	2
	0-2312n
	4

	Frame
Control
	Duration
/ ID
	Address
1
	Address
2
	Address
3
	Sequence
Control
	Address
4
	QoS Control
	Frame
Body
	FCS

	MAC Header


Figure 12 – MAC frame format

Change the contents of Table 1 and insert the note below Table 1 as follows:

Table 1 - Valid type and subtype combinations 
(numeric values in Table 1 are shown in binary)
	Type value
b3 b2
	Type description
	Subtype value 
 
b7 b6 b5 b4
	Subtype description

	00
	Management
	0000
	Association request

	00
	Management
	0001
	Association response

	00
	Management
	0010
	Reassociation request

	00
	Management
	0011
	Reassociation response

	00
	Management
	0100
	Probe request

	00
	Management
	0101
	Probe response

	00
	Management
	0110-0111
	Reserved

	00
	Management
	1000
	Beacon

	00
	Management
	1001
	Announcement traffic indication message (ATIM)

	00
	Management
	1010
	Disassociation

	00
	Management
	1011
	Authentication

	00
	Management
	1100
	Deauthentication

	00
	Management
	1101-1111
	Reserved

	01
	Control
	0000-1001
	Reserved

	01
	Control
	1010
	Power Save Poll (PS-Poll)

	01
	Control
	1011
	Request To Send (RTS)

	01
	Control
	1100
	Clear To Send (CTS)

	01
	Control
	1101
	Acknowledgement (ACK)

	01
	Control
	1110
	Contention-Free (CF)-End

	01
	Control
	1111
	CF-End + CF-Ack

	10
	Data
	0000
	Data

	10
	Data
	0001
	Data + CF-Ack

	10
	Data
	0010
	Data + CF-Poll

	10
	Data
	0011
	Data + CF-Ack + CF-Poll

	10
	Data
	0100
	Null function (no data)

	10
	Data
	0101
	CF-Ack (no data)

	10
	Data
	0110
	CF-Poll (no data)

	10
	Data
	0111
	CF-Ack + CF-Poll (no data)

	10
	Data
	1000-1111
	QoS DataReserved

	10
	Data
	1001
	QoS Data + CF-Ack

	10
	Data
	1010
	QoS Data + CF-Poll

	10
	Data
	1011
	QoS Data + CF-Ack + CF-Poll

	10
	Data
	1100
	QoS Null (no data)

	10
	Data
	1101
	QoS CF-Ack (no data)

	10
	Data
	1110
	QoS CF-Poll (no data)

	10
	Data
	1111
	QoS CF-Ack + CF-Poll (no data)

	11
	Reserved
	0000-1111
	 Reserved


Insert after 7.1.3.4.2 the following subclauses 7.1.3.5, as well as the new figures contained therein, and renumber subsequent 7.1.x-subclauses and figures as necessary:
7.1.3.5 QoS Control field

The QoS Control field is a 16-bit field that identifies the traffic flow to which the frame belongs. The QoS Control field is present in all frames that have the type bits, b3 b2 in the frame control, set to 10 and the bit 7 (MSB of the subtype bit) in the frame control set to 1. The format of the QoS control field is defined in table 3.1.
Table 3.1 – QoS Control field

	Bits 0-3
	Bits 4-15

	TID
	Reserved


7.1.3.5.1 TID field

The TID field contains the value of the priority parameter from the MA-UNITDATA.request primitive that provided the MSDU to which the QoS control field applies.   The format of the TID field is defined in table 14.1.
	Bit in QoS Control field:
	0
	1
	2
	3

	Contention:
	0
	0
	0
	0

	ContentionFree:
	0
	1
	1
	0


Figure 14.1 – TID field
7.2.2 Data frames

Change the text, figures and tables in 7.2.2 as shown, renumber subsequent figures as necessary:

The frame format for a Data frame is independent on the QoS bit of the subtype field.and is as  Data frames with a value of 0 in the QoS bit of the subtype field are used for basic transfers, and have the format defined in Figure 22.

	Octets: 2
	2
	6
	6
	6
	2
	66 or 0
	0-2312n
	4

	Frame Control
	Dur/ID
	Address
1
	Address
2
	Address
3
	Seq
Ctrl
	Address
4
	Frame Body
	FCS

	MAC Header
	
	


Figure 22 – Basic Data Frame
Data frames with a value of 1 in the QoS bit of the subtype field are used for transmission of MSDUs where the transmission of associated QoS control data is required.  These subtypes are collectively referred to as QoS data type frames.  Each of these data subtypes contains "QoS" in their names, and this frame format is distinguished by the presence of a QoS Control field in the MAC header. 

	Octets: 2
	2
	6
	6
	6
	2
	6 or 0
	2
	n
	4

	Frame Control
	Dur/ID
	Address
1
	Address
2
	Address
3
	Seq
Ctrl
	Address
4
	QoS Control
	Frame Body
	FCS

	MAC Header
	
	


Figure 22.1 – QoS Data Frame
Add the following to the PICS table in Annex A of the TGi draftreplacing Y with the appropriate number, and renumbering as required.

	PCX.Y.1
	 Reception of the QoS Control field
	7.1.3.5
	PCX.1:M
	Yes o No o

	 PCX.Y.2
	  Transmission of the QoS Control field
	7.1.3.5
	PCX.1:O
	Yes o No o


Changes to the TGe Draft
Some changes will also be required to the TGe draft, which currently assumes that only QSTAs may send or receive QoS frames.
Adding a Traffic Flow Identifier

This section considers the changes that would be required to add a new Traffic Flow Identifier.  

Add the following definition to section 3 and the equivalent abbreviation to section 4.
Traffic Flow Identifier:  An identifier in the range to 0-15 used to distinguish between traffic flows for the purposes of replay detection.  Encrypted protocol data units to with the same value of the tuple (receiver address, transmitter address, traffic flow identifier) will have their order maintained by the MAC.  Encrypted protocol data units that are reordered relative to each other must be given different values of this tuple.
Add a new section 8.3.1.1 Traffic Flow Identifier (TFI)
For the purposes of replay protection, every unicast frame for transmission shall be allocated to a traffic flow.  Unicast frames which the transmitting MAC may reorder relative to each other shall be assigned to different traffic flows.  . 

The TFI field in encrypted frames is used by the transmitter to indicate the traffic flow containing the frame.  The transmitter may select any value for the TFI with the following limitations:

· All frames from the same traffic flow encrypted with the same temporal key shall have the same value of TFI.

· Unicast frames from different traffic flows encrypted with the same temporal key shall be given different TFI values.

· The numerical value of the TFI shall be less that the number of TKIP replay counters advertised by the receiver in the RSN Information Element.
Failure to observe these rules may cause frames to be discarded by the receiver as out of sequence. 
In section 8.3.2.2, modify diagram 14 so that bits 0-3 of byte 3 are changed from “reserved” to “TFI”, and add the following paragraph at an appropriate point:
The TFI field is described in section 8.3.1.1.  

In section 8.3.3.2, modify diagram 23 so that bits 0-3 of byte 3 of the CCMP header are changed from “reserved” to “TFI”, and add the following paragraph at an appropriate point:
The TFI field is described in section 8.3.1.1.  

� Decoding the subtypes of data type frames can take advantage of the fact that each subtype field bit position is used to indicate a specific modification of the basic data frame (subtype 0). Frame control bit 4 is set to 1 in data subtypes which include +CF-Ack, bit 5 is set to 1 in data subtypes which include +CF-Poll, bit 6 is set to 1 in data subtypes that contain no Frame Body, and bit 7 is set to 1 in the "QoS data" subtypes, which have QoS Control fields in their MAC headers.
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