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Abstract

PMK caching allows the reuse of PMKs derived from previous 802.1X authentications to be used across multiple 802.11 assoications. This reuse reduces the load on the authentication servers and speeds up the roaming times to just the key management including the 4-way handshake and group key update.
Version 1 PMK caching

Rename 5.9.4 to 5.9.5

Add 5.9.4 PMK caching

The authenticator and supplicant may cache PMK keys in a PMK cache. They must not cache keys longer than the PMK lifetime as indicated either from the authentication server or from the dot11RSNPMKLifetime MIB variable. If the authenticator supports PMK caching it must advertise this in the RSN IE capabilities. A PMK can be deleted from the cache when it is not being used.

Add to 7.3.2.17

Figure 8


B2 -> PMK caching

Add paragraph

The PMK caching bit shall be set in the RSN IE in a Beacon or Probe response from an authenticator which supports PMK caching. The PMK caching bit shall not be set if the authenticator does not support PMK caching.

The PMK caching bit shall be set in the RSN IE in an Associate or Re-associate Request when the supplicant has a PMK key available for the remote MAC address. The PMK caching bit shall not be set if the supplicant does not support PMK caching or it does not have a cached PMK key for the authenticators MAC address.

Rename 8.4.6.1 to 8.4.6.2

Add 8.4.6.1 PMK cache usage

If the authenticator supports a PMK cache, as indicated by the authenticator in the RSN IE capabilities in the Beacon or Probe Response, and the supplicant has a PMK for the authenticator’s MAC address the supplicant may indicate that it has a PMK to the authenticator using the RSN IE capabilities in the associate or re-associate request.

If the authenticator receives an associate or re-associate request with the PMK cache capability set and it has a PMK available for the supplicant’s MAC address then it responds to the supplicant with message 1 of the 4-way handshake. If the authenticator does not have a PMK available or does not support PMK caching then it initiates 802.1X authentication.

The authenticator when the PMK lifetime reaches the re-authentication threshold dot11RSNReauthThreshold may request the supplicant to re-authenticate using 802.1X. 

Add to Annex D

Add to Dot11RSNConfigEntry

dot11RSNPMKLifetime


Unsigned32

dot11RSNPMKReauthThreshold

Unsigned32

dot11RSNPMKLife OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

UNITS

"seconds"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The maximum lifetime of a PMK in the PMK cache."

::= { dot11RSNConfigEntry 17 }

dot11RSNPMKReAuthThreshold OBJECT-TYPE

SYNTAX

Unsigned32 (1..100)

UNITS

"percentage"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The percentage of the PMK lifetime that should expire before an 802.1X re-authentication occurs."

::= { dot11RSNConfigEntry 18 }

Version 2 PMK caching using PMK Identifier
Rename 5.9.4 to 5.9.5

Add 5.9.4 PMK caching

The authenticator and supplicant may cache PMK keys in a PMK cache. They must not cache keys longer than the PMK lifetime as indicated either from the authentication server or from the dot11RSNPMKLifetime MIB variable. A PMK can be deleted from the cache when it is not being used.

Add to 7.3.2.17

Change Figure 6 to

	Element ID

1 octet
	Length

1 octet
	Version

2 octets
	Group Key Cipher Suite

4 octets
	Pairwise Key Cipher Suite Count

2 octets
	Pairwise Key Cipher Suite List

4(m octets
	Authenticated Key Management Suite Count

2 octets
	Authenticated Key Management Suite List

4(n octets
	RSN Capabilities

2 octets


	PMK identifier

4 octets


Add paragraph

The PMK identifier shall not be used the RSN IE in a Beacon or Probe response from an authenticator. 

The PMK identifier shall be included in the RSN IE in an Associate or Re-associate Request when the supplicant has a PMK key available for the remote MAC address. The PMK identifier shall not be included if the supplicant does not have a PMK key.

Rename 8.4.6.1 to 8.4.6.2

Add 8.4.6.1 PMK cache usage

If the supplicant has a PMK for the authenticator’s MAC address the supplicant may indicate that it has a PMK to the authenticator using the RSN IE PMK identifier field in the associate or re-associate request.

If the authenticator receives an associate or re-associate request with the PMK identifer and it has a PMK available that matches the PMK identifier then it responds to the supplicant with message 1 of the 4-way handshake. If the authenticator does not have a PMK available or does not support PMK caching then it initiates 802.1X authentication.

The authenticator when the PMK lifetime reaches the re-authentication threshold dot11RSNReauthThreshold may request the supplicant to re-authenticate using 802.1X. 

The PMK identifier is defined as follows:

PMK_identifier = AES-CBC-MAC(PMK, 0)
where the PMK is the PMK to be identified and 0 is a 32 bit value set to 0.

Add to Annex D

Add to Dot11RSNConfigEntry

dot11RSNPMKLifetime


Unsigned32

dot11RSNPMKReauthThreshold

Unsigned32

dot11RSNPMKLife OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

UNITS

"seconds"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The maximum lifetime of a PMK in the PMK cache."

::= { dot11RSNConfigEntry 17 }

dot11RSNPMKReAuthThreshold OBJECT-TYPE

SYNTAX

Unsigned32 (1..100)

UNITS

"percentage"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The percentage of the PMK lifetime that should expire before an 802.1X re-authentication occurs."

::= { dot11RSNConfigEntry 18 }
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