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Abstract

This submission describes the state machines for the TKIP Michael MIC Countermeasures.  The specification is far from complete, and often less than formal, but the key aspects are covered.  These state machines are an extension for existing state machines not a replacement – for example data frames from disassociated stations are discarded in the existing state machines, so there is no need to repeat that in this description.  Error paths are also often not fully specified.
It is assumed that the reader has read the textual description of the countermeasures.
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Figure 1 - System Structure
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Figure 2 - Client STA MAC Part 1
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Figure 3 - Client STA MAC Part 2
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Figure 4 - Client STA Higher Layer Software
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Figure 5 - AP MAC
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