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1. Introduction

The 802.11k vision is to make PHY and MAC layer measurements available to upper layers.  This means that it is expected that the upper layers can and will make decisions about the radio environment and what can be accomplished in that environment.  

The most important information is that about the Access Points and the PCMCIA cards (STAs in 802.11 jargon).  This information includes all the APs and STA radios that can be seen even if they are not on the same subnets.

2. Normative references

Normative references include all the 802.11 documents:


802.11


802.11b


802.11a


802.11f


802.11g


802.11h


802.11i

3. Definitions

4. Abbreviations and acronyms

5. Requirements

The Radio Resource Measurement (RRM) Issues document goes into the requirements for measuring the radio environment.  The primary requirements are those listed and described below:

Data, Voice, and Video

The Internet has changed and continues to evolve to include voice and video in the data environment it has grown from.  The bursty nature of the Internet has been somewhat tamed and garnered to include the added benefits of voice and video in making realistic representations of the real world through networking and computing.  Therefore, the primary requirement is to enable that voice and video to extend to the radio and wireless LAN environment.

Rogue Access Points

The companies delving into wireless LANs on a big scale must have some means of controlling and managing their environments.  This includes the unlicensed radio environment that has become prevalent with the use of wireless LANs.  One of the primary requirements is to be able to identify who is in your radio environment and what they are transmitting. 

Quantify WLAN radio topology for AFS and TPC

Also inherent in needing to understand and manage your radio environment are the radio measurements that precipitate either a change in frequency or in the power that you are transmitting with.

Measure BSS overlap to feed mitigation (TGe) and help balance coverage, capacity, and QoS

Another requirement is to balance the radio environment to its maximum efficiency.  The measurements needed to accomplish this purpose are the loads on the Access Points and the STAs themselves.  By measuring or asking for the measurements of the other APs and STAs in an area, the WLAN acts as a synchronized network and enables maximum use of that network.  

Quantify each station’s local performance to assist admissions control (TGe) and to facilitate roaming and load balancing

By understanding and measuring the performance of the individual pieces of the network, the whole can facilitate roaming and load balancing of the entire mechanism.

Detect non-802.11 interference and quantify noise to facilitate adjustments in WLAN configuration (radar)

Enabling measurements and adjustments to the radio environment is a requirement if the system is to be capable of understanding its environment.

6. Scope of RRM

•In practice the protocol elements that are specified will be MAC and PHY extensions 
–most likely MLME and PLME services

•The standard should deal with protocol and not decision-making  or algorithms

–for example a set of measurements may be defined but not any specific rule as to when these measurements should be made, or how the results should be used

•Effectively the standard should provide a tool-kit for RRM

Framework of RRM within Scope

The framework within which 802.11k is mandated to work is within its scope.  The scope is: “This project will define Radio Resource Measurement enhancements to provide mechanisms to higher layers for radio and network measurements.”  The framework is laid out in the following manner:
Obtaining Measurements

One of the pieces of the framework is to obtain measurements of the radio, the data rate through the MAC, and the other measurements that are of value to higher layers.

Exchanging Measurements

The method of obtaining measurements must include being able to get measurements from those APs and STAs around the requesting device.  So, part of the framework is being able to obtain from and send to other 802.11 devices that are part of the network.   This exchange of information enables appropriate decisions about the radio and wireless network environment.

Authorizing Measurements

Included in the framework is the need to be private and authorize who knows where you are and what measurements you are seeing.  This amounts to being able to refuse the information request.

Names of Measurements

Part of the framework is making sure that when the 802 wireless family uses terms, that they are the same terms and have the same meaning.  Without this, the discussion is not based on common meaning and understanding.

Topology of Measurements

Another key element of the framework is in understanding the strength of signals and those using the same frequency space you are.  There is a topology or surface map of the frequencies around the measuring device.  The most simplistic map is the RSSI of all the surrounding STAs and how they are changing.

Topology of APs and STAs

Another fairly simple topology is being able to map the APs and STAs and display them as measurement sources.  The topology should include those APs and STAs that may not be in your subnet.  The wireless connection enables one to measure the environment through the wireless environment.  There are some issues around this approach that include being able to change channels to measure them.

Rearranging the Topology

When considering that part of the framework is making the information available to higher layers, one of the primary considerations is that there is enough information or measurement values to rearrange the topology.  For example, if there is a larger workload on one AP as opposed to another, and both can see the STA, that the associated AP be able to transfer the association to the other AP.  They should have enough information to make this kind of decision.

UIs to Upper Layers

Included in the framework are the User Interfaces in order to make decisions and have them enacted upon.  The Policy Decision Points (PDPs) and Policy Enforcement Points (PEPs) are the means by which the measurements make a difference and how they might be acted upon.  Generally, the PDPs are in the SME of the APs and STAs of the environment.  The Policy Enforcement Points are also within these APs and STAs, and could either be in the PHY, MAC, SME, or higher layers.  These decisions can only be acted upon if they have a way to pass between the MAC and PHY and the higher layers.  These UIs include the NDIS layer and yet-to-be-defined Linux interface layer.

NDIS

NDIS is a Microsoft defined layer that programmers can use to interface to higher layers.  The NDIS layer is generally used by session persistence software to interface to higher layers.

Linux/Unix

The Linux Wireless Extension and the Wireless Tools are an Open Source project sponsored by Hewlett Packard since 1996, and build with the contribution of many Linux users all over the world. 
The Wireless Extension is a generic API allowing a driver to expose to the user space configuration and statistics specific to common Wireless LANs. The beauty of it is that a single set of tool can support all the variations of Wireless LANs, regardless of their type (as long as the driver support Wireless Extension). Another advantage is these parameters may be changed on the fly without restarting the driver (or Linux). 

The Wireless Tools is a set of tools allowing to manipulate the Wireless Extensions. They use a textual interface and are rather crude, but aim to support the full Wireless Extension. 

· iwconfig manipulate the basic wireless parameters 

· iwlist (formerly part of iwspy) allow to list addresses, frequencies, bit-rates... 

· iwspy allow to get per node link quality 

· iwpriv allow to manipulate the Wireless Extensions specific to a driver (private) 

Modern versions of the Pcmcia package offer the possibility to set up various wireless parameters at boot-time (or card insertion time) through the file wireless.opts. This allow to fully integrate wireless settings in the Pcmcia scheme mechanism. This, of course, requires that the above Wireless Tools are installed on the system. 

Most distributions also have integrated Wireless Extensions support in their networking initialization scripts, for easier boot-time configuration of wireless interfaces. They also include Wireless Tools as part of their standard packages. 

Performance Measurements

The performance measurements include the data rate in the MAC.  This data rate gives a throughput measurement and reflects the efficiency of the STA in the AP or in the PCMCIA STA.

Balancing the Measurements

In addition to the need for raw measurements are the needs of those systems attempting to load-balance the ESS, the BSS, or the overlapping ESSs.  In those cases, the measurements can give the basic requirements for moving a STA to another AP.  The need for a topology map of the entire radio environment is a measurement tool so upper layers can assess the advantages of moving a STA to another AP.

7. Specific RRM Requirements

7.1 Capabilities, Measurements, and Statistics

•It should be possible to identify an RRM capable AP, or STA
•It should be possible for a management entity to request that an Access Point make appropriate measurements to determine the radio environment

–prior to MLME-START.request being issued

–while operating

•STAs should have the ability to make and report measurements on the radio environment

–autonomously

–when requested via the AP

•It should be possible for a Network Management Entity to obtain configuration and statistics information
–extend AP MIB for per-STA statistics and not global MAC statistics as already discussed in RRM SG/TGk

–it should be possible to generate management alerts for certain conditions

7.2 Improved BSS Information

•Information should be available to STAs to assist in making association decisions that result in
–good service characteristics for the individual STA without affecting those experienced by other STAs in the ESS

–efficient usage of the available resources.

–likely to be particularly important if applications with Quality-of-Service (QoS) requirements are being supported

–e.g. the provision of BSS load information

7.3 Information to Streamline Roaming

•Information should be available to STAs that assists in streamlining the roaming process
–Overall objective to improve the user experience at handover through the provision of additional radio resource and system information

–Transmitted by the AP

–Information regarding other APs in the ESS (neighbourhood or co-located BSSs) and possibly the boundary of an ESS 
–This is just provision of information – the decision of when to scan for and join a given BSS is unchanged as an STA decision

8. Objectives

8.1 RRM is about obtaining radio and WLAN information and delivering it to the higher layers

8.2 Improved observation of AP and client performance and environment to facilitate

•Improved WLAN client performance though better network management 
•Optimization of the overall system capacity – particularly in dense BSS environments

•Refinement of system installation/deployment – are new APs required? Are existing APs badly sited?

•Improved diagnosis of network management problems – audit trails, system alerts

•Managed link quality for QoS provision

•A flexible framework that can be adapted for new services

8.3 Enhancing information provided to WLAN clients to:

•Improve the AP selection process both when joining and when roaming
•Provide assisted handover support

8.4 Information for assisted, or possibly autonomous network configuration during installation and expansion

The topology of measurements can give a quick and effective analysis of the radio environment measurements for analysis by the upper layers.  It can also provide information about problem sources anywhere in the entire radio environment.

9. Summary of Actions Addressed by 802.11k

To summarize the entirety of the RRM scope can be encompassed by the following two questions:

9.1 What do you hear? (802.11 and non-802.11)

“What do you hear?” asks about everything in the radio environment that might affect the efficiency of a wireless LAN.   That would include any other 802.11, including frequency hoppers or direct sequence.  It  would include microwave ovens and transmitters like autoclaves for cooking carbon fiber parts.  

Extended CCA and RPI Histogram reports

There needs to be an extension of the 11h Clear Channel Assessment and the RPI Histogram reports to extend the measurements into measuring processes that extend across the ESS and possibly across multiple ESSs.

Radar

The radar in Europe measurements were assessed and processes described for avoiding those radars in 802.11h.  The measurements will be expanded in the RRM architecture to meet the needs of any emissions in the same bands as the radios are working.

802.15

IEEE 802.15 is already in the 2.4GHz bands and UWB (3.1GHz to 10.6GHz) and is contemplating moving into the 5.1GHz spectrum.  These PAN sources of emissions are an eminent source of radio emissions that need to be identified and delivered to all 802.11 LANs through radio resource measurement.

802.16

IEEE 802.16 is presently available as a standard and emits in the 5.15GHz NII bands to non-mobile environment.  These emissions must be measured and made available to adjust to the multiple-use scenarios of these unlicensed frequencies.

9.2 Who do you hear? (802.11)

The second category of measurements is a part of the measurement scenario that includes identifying what and who it is that is heard by the radios.  The radios detect other radios primarily through beacons.  The contemplation for the architecture is to include some measurement information in the beacon so that there will be some identifying characteristics immediately available in the per-AP and per-STA tables at all times (as soon as the beacon is detected).  In this manner, at a minimum, the 802.11 family of standards will understand and be able to determine who it is in the 802.11 family that they hear.  This method could also easily be extended to all the 802 family when the desire and need for such measurement arrives.

Beacon and frame reports

The beacon reports are those contemplated from the other 802.11 standards as was mentioned in the previous paragraph.  The frame reports encompass using the 11h mechanisms and frame reports to determine who it is that was heard.  In the 11h case, the radar signature is characteristically a pulse that can be detected and determined from it’s radio signature to be a radar.  Therefore, the measurement determines that it is a radar and makes the report available to upper layers to make the determination about what to do about the presence of a radar.  The same technology can be applied to UWB transmissions in the noise floor of the 5.15GHz UNII bands.  Both beacon and frame reports make and identify measurements to enable action frames used by the applications or the other upper layers.

10.  Elements of RRM

Base Measurements

The base measurements are the elemental values like RSSI and DR.

Per AP Measurements

The per AP measurements are those that reflect everything the AP can see in its radio environment.  An example might be the Airmagnet model in which the device reports on the entire 2.4GHz radio environment and gives reports on the values that it can see.

Per STA Measurements

The per STA measurements are those that reflect everything that the STA can see in its radio environment.  In contrast to the AP, it might not care what the associations around it are, but it might be interested in moving to a less crowded AP, so the measurements that would allow it to move to another AP are appropriate.

Requested Measurements

Requested measurements might be those that are needed to make a decision on the availability of bandwidth for a voice call, vs a bursty data communication.  The request for measurements could validate the availability of sufficient bandwidth to enable such a communication.

Handoffs to Higher Layers

In response to a request, there may be the need to move measurements into higher layers.  This request is handed through the NDIS layer or the Linux equivalent to meet the request.

Measurement Policies

There are Policy Decision Points and Policy Enforcement Points that must be included in the process of providing measurements and responding to request for making measurements.  The 11h measurement policy mechanism is the fundamental mechanism for responding to these measurement requests.

Measurement Topologies

The maps of measurements make the relative decision capabilities easier by enabling changes in relative location as a STA moves through a radio environment.  The topology (map) can be used to make assumptions about the movement and transfer between AP boundaries and the importance of those boundaries.

11. Standardizing Values for Measurements (timestamp all)

In order to determine the validity of the measurements obtained, all measurements must be time-stamped for determination of relevance to the appropriate measurement. 

11.1 RSSI

Relative Signal Strength Indicator (RSSI) is the common measure that all vendors use to express their signal strength.  The problem is that the chip vendors measure the RSSI at different places in their processing of the radio signal.  The one common place that makes sense is to measure the RSSI at the antenna.  This place can be made to be the standard 802.11k measure of RSSI  and most of the chip manufacturers have verified that they can deliver that value to + or – 1dB.  

11.2 Signal Quality

Signal Quality (SQ) measure 

11.3 RPI Histogram

The reference is to 11h and the RPI Histogram methods of the 11h standard.

11.4 PSNI

Proposal: Use a demodulator-specific, subjective estimator of S/(N+I) to provide quantized FER indication.
· All digital demodulators use tracking loops and complex post-processing to demodulate received symbols.  Many internal demodulator metrics are proportional to perceived S/(N+I).  Examples:

· PSK:  baseband phase jitter

· DSSS:  spreading code correlation quality

· OFDM: frequency tracking and channel tracking stability

· Demodulator internal metrics are available on a frame-by-frame basis.

· Demodulator metrics proportional to analog S/(N+I) are available at all   data rates.  Metric may be rate dependant or not.

· Demodulator internal metrics may be calibrated with respect to actual FER  performance (at any specified data rate/coding rate) in controlled environment to accurately indicate perceived or delivered S/(N+I).

· Such demodulator internal metrics are fast estimators of S/(N+I) in both interference environments and interference-free (noise only) environments.

· TGK need not specify which demodulator metrics to use, but needs only to specify how the quantized indicator relates to S/(N+I) and FER
11.5 DR

The Data Rate is a measurement out of the MAC and is a reflection of the usability of the frequency and the channel for applications.  This measure needs to be reflected to upper layers as an indication of the availability of radio reliability and availability.

11.6 Loading (requested vs served)

Loading of the BSS can be reflected in the usability values obtained by a combination of the data rate, the PSNI, and the topology map.  The measurements will be available for evaluation by higher layers of the amount of requested bandwidth and the served amount of bandwidth.  

12. RRM Services


The services that are reflected in the RRM architecture are the basis for use by higher layers to evaluate and manage the radio environment.   The following figure is a reminder of the layers and the available interfaces for access to the radio information:
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12.1 Basic Measurement Service

The basic measurement service is to provide some very elemental measurements about the radio environment.  There are the 802.11 basic measurements like “what APs are available” and “what other STAs are around” in the environment.  The non 802.11 basic measurements are “what is the noise level” and “what are the interference factors” in my environment.

Per AP Measurements

Per STA Measurements

12.2 Reports from the SME

The SME has traditionally not been defined in 802.11.  This tradition continues by stating the functions needed for RRM, but not laying out the specifications for the elements of the SME.  So, as 11h did, 11k provides the framework and states what must be in the SME, but does not provide the detailed implementation in the specification.  The measurements and reports on measurements that traverse the SME are the following:

12.2.1 SNMP MIB Information

The existing (pre-11k) basic means of moving information about the wireless environment is via SNMP agents.  The SNMP agents, however, are only commonly found on APs and not on STAs.  In fact, the STAs may not have enough processing power to have an SNMP client onboard the device.  In the decreasing range of devices that might use wireless LANs, there are the desktops, laptops, notebooks, CE PDAs, Palms, and then embedded devices.  The means by which to get information outside of the SNMP client is to enable the interface to the OS.  The interfaces to the OSs follow:

12.2.2 NDIS

The NDIS interface enables Microsoft Windows and CE devices to pass information and objects to higher layers.

12.2.3 Linux

Linux has an equivalent interface that enables Linux devices to pass information and objects to higher layers.

12.2.4 Wind River

Wind River is the maker of embedded systems operating systems.  There is an equivalent interface that enables embedded devices to pass information and objects to higher layers.

12.2.4 Reports

Reports are those informational messages that contain measurement information that has been collected and made available.

12.2.5 RPI Histogram

The RPI Histogram is the measure of non-802.11 noise and interference in the radio environment.

12.2.6 Frame Report

The frame report gives the measurement information about the ability to move a frame through the MAC and its functional data rate.

12.3 Requests to the SME

Report Request

The fundamental element that goes to the SME is the report request.  There are a number of reports that can be requested, including MIB information and action requests both to APs and to STAs. 

12.4 Requests from SME to MLME

11h Get (see 11h)

12.5 Requests from MLME to SME

11h Put (see 11h)

12.6 Passing Requests and Receiving Responses Across the PLME SAP

The requests and receiving responses across the PLME SAP are defined by the 11h mechanisms.

12.7 Passing Requests and Receiving Responses Across the PMD

The requests and receiving responses across the PLME SAP are defined by the 11h mechanisms.

12.8 Information to Higher Layers within a given station (to and from the SME which are action frames and action frame responses)

Objects for NDIS

Objects for Linux

· iwconfig manipulate the basic wireless parameters 
· iwlist (formerly part of iwspy) allow to list addresses, frequencies, bit-rates... 

· iwspy allow to get per node link quality 

· iwpriv allow to manipulate the Wireless Extensions specific to a driver (private) 

Wind River (embedded systems operating system)

13. Framework – Six RRM Functional Scenarios

13.1 AP MIB Related Configuration and Statistics

13.2 AP Measurements Outside the MIB (per AP)

13.3 STA Measurements Outside the MIB (per STA)

13.4 Distribution of RRM Information to APs and STAs

13.5 STA Statistics Gathering

13.6 AP Commanded STA Actions

13.7 STA Autonomous Action

14. MIB Approaches

14.1 Per Client MIBs

14.2 AP MIBs

15. RRM Protocol Elements

•Add a bit to the Capability Information fixed field to indicate RRM capability
•Use the Action management frame type as defined in the IEEE802.11h draft

–define a new Action category value defined for RRM

•Extension of the AP MAC MIB

–enhance for per-STA link statistics

•Use the measurement request and measurement report elements and protocol as defined in the IEEE802.11h draft 
–Define measurements to meet the requirements

•RSSI, retry statistics, CCA busy fraction, noise floor, observed BSSs, non-IEEE802.11 signals

–Consider cross-band measurements

•Define a BSS load element

–Review the QBSS load element in the IEEE802.11e draft as a starting point

•Define an ESS Information element

–potential neighbour BSSs

–indicate the boundary of the ESS

16. Sources of Measurement

16.1 AP Distribution of Service Information on Setup

There is a need to include some information about the radio environment on setup.  This means that there needs to be simple information in the beacon or probe response that gives some basic information about the AP or the STA showing up or responding to a probe response.  

Probe Response

Frequency, Channel, and RSSI are the basic probe response requirements.

Beacon

The beacon should contain the same information as a probe response.

Special Action Frames

There will be special action frames for special measurements needed from the requested radio environment or device.

16.2 Passively Observed Parameters

16.2.1 MIB Variables

CCA

RSSI

Noise Power

Frame Counts

States

MAC addresses

Beacons

16.2.2 Extend/replace with dot11macStatsTable for per Interface stats

16.2.3 Extend doc11phy/dot11phyDSSSTable and dot11phyOFDMTable stats

16.2.4 Tables of all known STAs, APs, regardless of association

Station Tables

DotremSTAstatsTable

Dot11remSTAconfig

Dot11remSTAstatusTable

Dot11remSTAactions

AP Tables

16.3 Transfer of Parameters between STA and AP: Measurements that require specific action (11h-like)

16.3.1  Requests

Set through measurement action table in MIB

Include any required measurement parameters

May pertain to AP radio and/or client radios

16.3.2  Measurements

Serving channel is measure without disrupting traffic

Off-channel measurements temporarily disrupt traffic

Station’s traffic is buffered if it measures off-channel

Station may decline if measurement poses undue burden

16.3.3  Reports

Communicated through new MIB tables

16.3.3.1  Beacon Report

Purpose

Detects possible rogue APs

Quantifies WLAN radio topology

Measures BSS Overlap

How it Works

Each request specifies channels or asks for current beacon table

Measure at AP radio and/or client radios

Measure on serving channel or off-channel

For each detected beacon and probe response

Always report channel, BSSID, RSSI, and time of detection

Optionally report other fixed fields and information elements

16.3.3.2  Extended CCA Report

Purpose

Quantifies each station’s current local performance

How it Works

Measure at AP radio and/or client radios

Measure on serving channel only

Measured parameters

CCA busy fraction indicates degree of local contention at STA

Histogram of recent backoff translates to radio-related jitter at STA

16.3.3.3  Non-802.11 RPI Histogram Report

Purpose

Detects non-802.11 interference and quantifies noise

How it Works

Measure at AP radio and/or client radios

Measure on serving channel only

Measured parameters

Received power indicator (RPI) is a quantized measure of received power

TGh defines eight RPI levels with 5dB ranges for inner levels

RPI Histogram measures occurrences of each RPI level

RPI Histogram in TGh does not distinguish non-802.11 energy

16.3.3.4  Frame Report

Purpose

Identifies a station’s local contending stations

Information needed if AP detects acceptable CCA, but station detects unacceptably high CCA

How it Works

Finds the station causing the contention

Measure at AP radio or client radios, but typically client

Measure on serving channels only

Report one sub-element for each detected contending station

Transmitter MAC address

BSSID to which contending STA belongs

Number of frames decoded from STA

Average signal strength of frames from STA

Store the reported measurement table in MIB under SMT

16.3.4  Transfer Mechanisms

Request/Response Over Air

Passively Measured Parameters

Actively Measured Parameters

NDIS

Linux

Wind River

16.3.5  Reported parameters from other STAs should go under dot11smt, indexed via integer containing reporters’ address and observed address

16.4  Actively Measured Parameters

Quiet the Medium

17. Logical service interfaces

17.1  BSS/ESS Setup (Zhong paper 798r0)

17.2  MIB Variables

17.3  TGh-like Request/Response

18 Overview of the RRM services

18.1  Initial AP Setup Services

18.2  Relationships Between RRM Services

18.3  Relationships Among RRM Services

18.4  Differences between ESS and IBSS LANs

19. Coexistence 

20. Interaction with other IEEE 802 layers

21. Interaction with non-802 Protocols

22. Reference model 
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