February 2003

doc.: IEEE 802.11-03/072r2

IEEE P802.11
Wireless LANs

Security Network Definition

Date:
7th February 2003

Author:
Mike Moreton

Synad Technologies Ltd

1650 Arlington Business Park, Reading, RG7 4SA, United Kingdom

Phone: +44 118 929 8008

e-Mail: Mike.Moreton@synad.com

Abstract

In the past, the term “RSN” has been used to identify both a BSS using robust security network procedures, and the the procedures themselves.  This has led to confusion, especially when considering behaviour in a TSN.  In addition, there was no consistant definition of whether a TSN was a sort of RSN, or something distinct.
This submission removes both confusions by defining TSN as distinct from RSN, and by introducing a new term (Robust Security Association) for an association using robust security procedures.
 Suggested Changes

Replace definition of Robust Security Network with the following:

Robust Security Association: A pair of  STAs is said to be using a Robust Security Association if the Authentication/Association between them includes the 4-way handshake.  Note that the existance of a Robust Security Association by a pair of devices does not of itself provide robust security – for that all devices in the network must use Robust Security Associations..
Pre-Robust Security Association: A pair of STAs is said to be using a Pre-Robust Security Association  if the Authentication/Association between them does not include the 4-way handshake. 
Security Network: A BSS where the STA starting the BSS provides information about the security capabilities and configuration of the BSS by including the RSN information element in beacon frames.
Pre-Security Network: A BSS that is not a Security Network. 
Robust Security Network: A Security Network where the only STAs that are allowed to associate are STAs that use the Robust Security Network procedures.  An RSN can be identified by the indication in the SN information element of beacons that the group key cipher suite in use is other than WEP. 
Transition Security Network: A Security Network that allows STAs to associate that do not implement the Robust Security Network procedures as well as stations that do.  A TSN can be identified by the indication in the SN element of beacons that the group key cipher suite in use is WEP.
Robust Security Association Capable Equipment: A STA is said to be Robust Security Association Capable Equipment if it is capable of using Robust Security Association Procedures.  Such a device may not actually use Robust Security Association Procedures during an association due to configuration of other STAs.
Pre-Robust Security Association Equipment:  A STA is said to be Pre-Security Association Equipment if it is not capable (due to configuration or design) of carrying out Robust Security Association Procedures.

From section 5 onward make the following changes (in the indicated order)s:

· Change all occurances of RSN to RSA, 
· Change all occurances of Robust Security Network (apart from those above) to Robust Security Association.

· Change all occurances of RSA IE back to RSN IE

· Cange all occurances of RSA Information Element back to RSN Information Element

· Change all occurances of dot11RSA back to dot11RSN

· In section 5.4.2.2, change “In an RSN IEEE 802.1X” to “In an RSA IEEE 802.1X”.
· In section 5.4.3, change “In a pre-RSA WLAN” to “In a Pre-Security Sentwork”.
· In section 5.4.3.1, change “In a pure RSA—that is, one deploying only RSA security mechanisms—“ to “In an RSA”.
· In section 5.4.3.1, change “If the ESS is an RSA” to “If the ESS is an SN”.
· In section 5.6, change “In an RSA ESS” to “In an RSA in an ESS”.
· In table 18 – reason codes, change two occurances of “RSAE” to “RSN IE”.
· Change all occurances of “RSA capabilities” back to  “RSN capabilities”.

· In 7.3.2.17, change four occurances of  “RSA Capability Information” to “RSN capabilities”.
In section 8.1, make the following changes:


This standard defines two classes of security algorithms for IEEE 802.11 networks: pre-RSA security algorithms, and algorithms for a Robust Security Association, called RSA algorithms. Equipment implementing Robust Security Association algorithms are called RSA-capable, while earlier IEEE 802.11 equipment are called pre-RSA equipment. 
A network in which only Robust Security Associations are allowed is called a Robust Security Network. A network which allows a combination of RSAs and pre-RSAs is called a Transition Security Network, or TSN, to emphasize the transitional nature of such combinations.

Important Informative Security Warning. Transition means just that. A TSN cannot provide the assurances of an RSN. Compromise of communication between pre-RSA and RSA equipment can compromise communication strictly among RSA equipment. Organizations mixing RSA and pre-RSA equipment should be encouraged to migrate to homogeneous RSN networks as rapidly as is feasible.
· In section 8.4.1.1, delete the sentence “In fact, the terms RSA and an IEEE 802.11 LAN using IEEE 802.1X and CCMP or TKIP are synonymous.”.
· In section 8.4.1.1, change “know that this particular STA desires to join the RSA” to “know that this particular STA desires to join the SN”.
· In section 8.4.2, change “In an RSA or a TSN” to “In an SN (RSN or TSN)”.

· In section 8.4.2, change “In an RSA a STA may also include” to “In an SN a STA may also include”.

· In section 8.4.2, change “with a STA that does not assert RSA is a policy question” to “with a STA that does not include the RSN IE is a policy question”.

· In section 8.4.2, just after “It should be possible to independently enable or disable the following in an RSA AP”, change “RSA” back to  “RSN”.

· In section 8.4.2,  “For RSA an AP should support TKIP as well as CCMP” change “RSA” back to  “RSN”. 

· In section 8.4.2, just after “It should be possible to independently enable or disable the following in an RSA STA”, change “RSA” back to  “RSN”.

· In section 8.4.3, in “It is invalid in an RSA to specify “None” as the Pairwise cipher.”  change  “RSA” back to  “RSN”.

· In section 8.4.3.1, in “An RSA-capable AP configured to operate in a TSN may include the RSN IE” change “may” to “shall”.

· In section 8.5.2, change “RSA element id” to “information element id”.
· In section 8.7.1 change “and the network is RSA” to “and the association is RSA”.

· In section 8.7.3 change “and the network is RSA” to “and the association is RSA”.

· In section 11.3.2 change “If the AP is operating as an RSA, the AP will check” to “In an RSA, the AP will check”.

· In section 11.3.4 change “If the AP is operating as an RSA, the AP will check” to “In an RSA, the AP will check”.

· In Annex A, change the title of PCX to be “Robust Security Association Capable”.
· In Annex D, change “The MIB module for 802.11 entities implementing 802.11i (RSA/TSN)” to “The MIB module for 802.11 entities implementing Robust Security Associations”.

· In Annex D, change “Robust Security Association (RSA (and TSN)) Configuration” to “Robust Security Association (RSN and TSN) Configuration”.

· In Annex D, change “The table containing RSA/TSN configuration objects” to “The table containing RSA configuration objects”.

· In Annex D, change “the RSA entity shall use the password-to-key algorithm specified in section XXX” to “the STA shall use the password-to-key algorithm specified in section F.8”.
· In Annex D, change the description of dot11RSNConfigTSNEnabledto the following: “When dot11PrivacyInvoked and dot11RSNEnabled are both set to TRUE, signaling that RSA is enabled on this entity, this object shall indicate whether association with pre-RSA STAs is also allowed.  If set to TRUE, such associations are allowed, if set to FALSE, no such associations are allowed.  The default value of this object shall be FALSE.”
· In Annex D, change “RSA/TSN statistics” to “RSA statistics”.
· In section F.7.1, change “This clause defines a pass-phrase to preshared key mapping that is the preferred mechanism of this sort for RSA and TSN networks” to “This clause defines a pass-phrase to preshared key mapping that is the preferred mechanism of this sort for use with Robust Security Associations”.
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