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Abstract

This document includes suggested text that provides a more rigourous set of definitions relating to the terms RSN and TSN.  A later version will also include suggested changes to the draft to incorporate these new definitions.

Justification

The current draft of the TGi amendment is inconsistent in its use of the terms RSN and TSN.  Sometimes TSN is an alternative to RSN, and sometimes TSN is a special sort of RSN. 

Suggested Changes

Suggested Changes To Definitions

Replace definition of Robust Security Network with the following:

Robust Security Network Procedures: A STA is said to be using Robust Security Network Procedures if its Authentication/Association includes the 4-way handshake.  Note that use of Robust Security Network Procedures by a pair of devices does not of itself provide robust security – that requires use of Robust Security Network Procedures by all devices in the network.
Pre-Robust Security Network Procedures: A STA is said to be using Pre-Robust Security Network Procedures if its Authentication/Association does not include the 4-way handshake. 
Security Network: A BSS where the STA starting the BSS provides information about the security capabilities and configuration of the BSS by including the RSN information element in beacon frames.
Pre-Security Network: A BSS that is not a Security Network. 
Robust Security Network: A Security Network where the only STAs that are allowed to associate are STAs that use the Robust Security Network procedures.  An RSN can be identified by the indication in the SN information element of beacons that the group key cipher suite in use is other than WEP. 
Transition Security Network: A Security Network that allows STAs to associate that do not implement the Robust Security Network procedures.  A TSN can be identified by the indication in the SN element of beacons that the group key cipher suite in use is WEP.
Robust Security Network Capable Equipment: A STA is said to be Robust Security Network Equipment if it is capable of using Robust Security Network Procedures.  Such a device may not actually use Robust Security Network Procedures during an association due to configuration of other STAs,
Pre-Robust Security Network Equipment:  A STA is said to be Pre-Security Network Equipment if it is not capable (due to configuration or design) of carrying out Robust Security Network Procedures.

Motion:  The TGi Task Group requests that Mike Moreton submit, for their consideration, proposed draft changes that incorporate the new definitions described in document 11-03-072r0.
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