March 2003

doc: IEEE 802.11-03/050r2


IEEE P802.11
Wireless LANs

Modifications to the 802.11e-D4.2 
Direct Link Protocol Specification

Date:
March 11, 2003

Authors:
Carlos Rios (RiosTek LLC)


Abstract

This document contains normative text for the Direct Link Protocol (DLP).

DLP lets stations in an infrastructure BSS establish a direct communications link to a receiver in the same BSS. When the direct link is active, the sender may send frames directly to the receiver, instead of via the AP. This text replaces the Direct Link Protocol specifications in P802.11e-D4.2.

This text is based on:

03/049 Direct Link Protocol Modifications (Carlos Rios)

02/438 Direct Link Protocol (Sidelink Ad Hoc Group)



Editorial notes appear in bold italic Times New Roman font. 

_____________________________________________________________________________________________

Change the text in 3.57 as follows:

3.57 direct link: A link from one non-AP STA to another non-AP STA operating in the same (infrastructure) BSS that does not pass through a AP. Once a direct link has been set up, all frames are exchanged directly between the two non-AP STAs.

Change the text in clause 5.8 as follows:

5.8 Direct Link Protocol

In the IEEE 802.11 Std. 1999 STAs in a BSS are not allowed to transmit frames to other STAs which are not APs. This clause allows the exchange of frames directly between one non-AP STA-1 and another non-AP STA-2 in the same BSS (while retaining the active BSS association to the common AP) using the Direct Link Protocol (DLP). Alternately, a STA-1 actively associated to an AP may exchange frames directly with a STA-2 completely outside its BSS/ESS by invoking DLP.

DLP permits the stations to exchange capabilities, rate sets, security information elements and other information in order to set up the direct link. Also, in those situations where the DLP stations are both associated to a common BSS, the common AP operates as a DLP gatekeeper and facilitor by enforcing local policy regarding direct links, dealing with recipient stations operating in Power Save Mode and providing essential security services.

DLP does not apply in an IBSS, where frames are always sent directly from one STA to another.

Three distinct 802.11 MAC frames are defined for DLP purposes, the DLP-Request and DLP-Response Management Action frames and the DLP-Key Management Authentication frame. The general DLP handshake, applicable to STAs associated to a common AP, is illustrated in Figure 10.1




Figure 10.1- Direct Link Protocol handshake

A station STA-1 that has data to send to another station STA-2 invokes DLP by sending a DLP-Request action frame to the AP (1a in Figure 10.1). This request contains the (extended) capabilities, rate set and RSN (enhanced security) information element of STA-1, as well as the MAC addresses of STA-1 and STA-2.

The AP forwards the DLP-Request to the recipient STA-2 (1b) if a) direct streams are allowed per BSS policy, and b) STA-2 is associated in the BSS and is not currently in Power Save mode. If not, the AP responds immediately to STA-1 with a DLP-Response action frame (2b) containing DLP status codes “Not Allowed” or “Not Present”, respectively. Should STA-2 be in power-save mode upon the AP’s receipt of the DLP-Request frame, the AP will proceed to buffer the frame and announce pending traffic to STA-2 in the next TIM. STA-2 then retrieves the frame when it emerges from its sleep state. STA-2 shall not revert to power-save for, at a minimum, the duration of aDLPIdleTimeout after it responds to the DLP-Request.

Having received the forwarded DLP-Request frame from the AP, should STA-2 consent to the direct link it will transmit a DLP-Response frame to the AP (2a) containing its own (extended) capabilities, rate set, RSN IE, the MAC addresses of STA-1 and STA-2, and the “Success” DLP status code. Should STA-2 refuse to engage in direct communications with STA-1 for any reason (for example, due to unacceptable STA-1 security provisioning) STA-2 thentransmits a DLP-Response frame to the AP containing the DLP status code “Refused”. 

The AP will then complete the DLP handshake by forwarding the DLP-Response frame to STA-1 (2b).

In cases where the DLP-candidate stations are both actively conducting encrypted BSS communications, the AP may also facilitate security provisioning for the imminent DLP link. In general, stations wishing to engage in a DLP session do not possess the necessary common key material to establish a cryptographically private link. The AP, however, is cognizant of the security (authentication, key management and encryption) capabilities of both stations (by virtue of having discovered their respective RSN information elements upon their initial BSS association) and is also able to, perhaps in conjunction with other (higher layer and/or external) security provisioning services, generate an appropriate common Pairwise Master Key to enable DLP link encryption. 

Under this scenario, the AP determines the authentication, key management and cipher suites appropriate to the imminent STA-1/STA-2 DLP link and also generates (or is provided with) an appropriate DLP PMK. The AP then transmits a DLP-Key frame (actually a new 802.11 Authentication frame encrypted with the operative BSS cipher suite and key) containing this security information sequentially to both STA-1 and STA-2. 

In situations where the AP to STA links are not encrypted, an appropriate common security suite is not determined or a DLP PMK cannot be generated or provided, the AP will not transmit the DLP-Key frames. Establishment of an encrypted DLP session under these scenarios requires the deposit of appropriate common security key material at both candidate DLP STAs by mechanisms external to the WLAN.

Appropriate security framework established and both STA-1 and STA-2 prepared and capable, the requestor STA-1 then initiates an 802.11 authentication and key management handshake with STA-2 per the directives contained within the DLP-Key frame. Handshake successful and appropriate security mechanisms initialized, the stations may then engage in direct DLP communication. 

A DLP session may also be established when one station associated to a BSS (and desiring to maintain the active association) wishes a direct link to an off-ESS station (for example, a STA not authorized to join the BSS, as in the case of a first-time, not yet enrolled guest to a WLAN-enabled facility). In this situation either STA assumes the role of DLP link initiator and transmits a DLP-Request frame directly to the other station. The recipient station then directly responds with the appropriate DLP-Response frame. Establishment of a secure link in this situation requires prior exchange of common key material by mechanims external to the WLAN, and once provided such the STAs may then carry out the appropriate authentication handshake and security initialization to engage in the DLP link.

The direct link becomes inactive when no DLP frames have been exchanged for the duration of aDLPIdleTimeout. After the timeout, frames exchanged between STA-1 and STA-2 are routed through the AP. A new DLP session must be established for the stations to communicate directly once again.

Insert text in clause 7.3.1.1 as follows:

Insert “Authentication algorithm number = 3: DLP-Key” before “All other values of authentication number are reserved.”

Modify Table 20 in clause 7.3.2 as follows:

Replace “Random Data” with “DLP PMK” as the information element corresponding to Element ID 44.

Replace clause 7.3.20 with the following:

7.3.20 DLP PMK Element

The DLP PMK element contains the 256-bit Pairwise Master Key to be used as basis for authentication, key management and encryption by the two stations engaging in an imminently established DLP session. The element structure is defined in Figure 42.15, below. 

	Element ID (=44)

1 Octet
	Length (=32)

1 Octet 
	Pairwise Master Key

32 octets


Figure 42.15 – DLP PMK element format

Modify Table 20.7 in section 7.4.2 as follows:

Delete the next to last row of the table corresponding to Code 2, DLP Probe

Replace the Code field in the last row of the table with the entry “2-255”

Modify the table in section 7.4.2.1 as follows:

Table 20.8 – DLP Request action body 
	Order
	Information
	Note

	1
	Destination MAC Address
	

	2
	Source MAC Address
	

	3
	Capability Information
	

	4
	Supported rates
	

	5
	RSN
	

	6
	Extended Capabilities
	The Extended Capabilities information element is only present in DLP Request frames generated by QSTAs with Capability Information bit 15=1.


Add text between the last two paragraphs of section 7.4.2.1 as follows:
The RSN information element shall announce the security capabilities of the originating DLP candidate station. For purposes of DLP, the RSN IE “Group Key Cipher Suite” and “RSN Capabilities” fields are not relevant and shall be ignored.

Modify Tables 20.9 and 20.10 in section 7.4.2.2 as follows:
Table 20.9 – DLP Response Action Frame body

	Order
	Information
	Note

	1
	Destination MAC Address
	

	2
	Source MAC Address
	

	3
	Status Code
	

	4
	Reserved
	

	5
	Capability Information
	

	6
	Supported rates
	

	7
	RSN
	

	8
	Extended Capabilities
	The Extended Capabilities information element is only present in DLP Request frames generated by QSTAs with Capability Information bit 15=1.


Table 20.10 – DLP Response Action Frame status field

	Status Code
	Result Code
	Definition

	0
	SUCCESS
	The destination STA is willing to participate.

	1
	Not Allowed
	Direct Link is not enabled in the BSS policy

	2
	Not Present
	The destination STA is not present in this BSS.

	3
	Refused
	The destination STA is unwilling to participate 

	4-255
	Reserved
	


Add text between the last two paragraphs of section 7.4.2.1 as follows:
The RSN information element shall announce the security capabilities of the destination station. This information shall only be included if the action response status code corresponds to SUCCESS (status code 0). For purposes of DLP, the RSN IE “Group Key Cipher Suite” and “RSN Capabilities” fields are not relevant and shall be ignored.

Delete clause 7.4.2.3 “DLP Probe”

Add text after the last paragraph of section 8.1 as follows:

Another 802.11 key management service is available to two non-AP stations actively participating in a BSS that wish to establish direct communications (that is, want to exchange data without routing the frames through the AP) via the Direct Link Protocol. DLP Key Management, facilitated by the AP common to both stations, enables selection of the authentication, key management and cipher suites to be used in the direct link as well as the generation or otherwise provisioning of the Pairwise Master Keys required to establish a cryptographically private session.

Add clause 8.1.3 as follows: 
8.1.3 DLP Key Management

DLP Key Management allows an AP engaged in encrypted communications with two associated stations to set up and provision the security mechanims necessary for establishment of a private DLP session directly between the two stations. Such setup and provisioning is carried out using one 802.11 Management authentication frame, the DLP-Key frame. 

The DLP-Key frame is an encrypted authentication frame sent from the AP to each of two stations wishing to engage in a DLP session. The DLP-Key frame contains station ID information, DLP session security suite selectors and material for generation of the appropriate session encryption keys. Table 20.11, below, presents the precise structure of the DLP-Key frame information elements.

Table 20.11 – DLP Key authentication frame information elements 
	Order
	Information
	Note

	1
	Destination MAC Address
	

	2
	Source MAC Address
	

	3
	RSN
	

	4
	DLP PMK
	


The Destination MAC address shall be MAC address of the solicited station.

The Source MAC address shall be the MAC address of the originating station.

The RSN element shall announce the authentication and encryption mechanisms selected for the DLP session. The RSN IE shall specifically contain a Pairwise Key Cipher Suite Count equal to 1, a single item Pairwise Key Cipher Suite List containing the selected encryption mechanism, an Authenticated Key Management Suite Count equal to 1 and a single item Authenticated Key Management Suite List containing the selected authentication/key management mechanism. Also, the RSN IE “Group Key Cipher Suite” and “RSN Capabilities” fields are not relevant and shall be ignored.

The DLP-Key frame is encrypted using the same operative cipher suite and the encryption keys being used for private data communication between the AP and each candidate DLP station.

The DLP-Key frame format corresponds to that of a single message 802.11-1999 Authentication exchange, with Authentication Algorithm ID set to 3 (DLP-Key) and information elements corresponding to the MAC addresses of both candidate DLP stations as well as the DLP master Key. The precise DLP-Key message format is as follows:

DLP-Key frame

-Message Type: Management, Authentication

- Encryption: Yes, per the operative AP-STA cipher suite 

- Authentication frame Fixed Fields and Information Elements:

· Algorithm ID= DLP-Key (3)

· Sequence Number= 1

· Algorithm dependent information elements= Per Table 20.11, above

- Direction of Message: From AP to Station

The AP shall transmit appropriately addressed and encrypted DLP-Key frames to both respective candidate DLP stations.

Modify clause 10.3.13 and its subclauses as follows:

Replace Figure 63.1 and its caption with the following:




















Figure 63.1.  Direct Link Protocol message flow 

10.3.13.1
MLME-DLP.request

10.3.13.1.1 Function

This primitive requests that the MAC entity set up a direct link between two STAs.

10.3.13.1.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-DLP.request 
(





Sender MAC Address





Receiver MAC Address





)

	Name
	Type
	Valid Range
	Description

	Sender MAC Address
	MACAddress
	Any valid individual MAC address
	Specifies the MAC address of the non-AP STA originating the data flow. 

	Receiver MAC Address
	MACAddress
	Any valid individual MAC address
	Specifies the MAC address of the non-AP STA that is the intended recipient of the data flow.


10.3.13.1.3 When generated

This primitive is generated by the SME at a STA that wishes to set up a Direct Link to another STA.

10.3.13.1.4 Effect of receipt

This request intiates the DLP handshake.

10.3.13.2
MLME-DLP.indication

10.3.13.2.1 Function

This primitve indicates the reception of a DLP-request frame.

10.3.13.2.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-DLP.request 
(





Sender MAC Address





Receiver MAC Address





)

	Name
	Type
	Valid Range
	Description

	Sender MAC Address
	MACAddress
	Any valid individual MAC address
	Specifies the MAC address of the non-AP STA originating the data flow.

	Receiver MAC Address
	MACAddress
	Any valid individual MAC address
	Specifies the MAC address of the non-AP STA that is the intended recipient of the data flow.


10.3.13.2.3 When generated

This primitive is generated when the MAC received a DLP-request.

10.3.13.2.4 Effect of receipt

This primitive informs the receiver about the pending Direct Link handshake.

10.3.13.3
MLME-DLP.confirm

10.3.13.3.1 Function

This primitive informs the node about the decision that was taken regarding the pending Direct Link request.

10.3.13.3.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-DLP.confirm 
(





Sender MAC Address





Receiver MAC Address





Result Code





)

	Name
	Type
	Valid Range
	Description

	Sender MAC Address
	MACAddress
	Any valid individual MAC address
	Specifies the MAC address of the non-AP STA originating the data flow.

	Receiver MAC Address
	MACAddress
	Any valid individual MAC address
	Specifies the MAC address of the non-AP STA that is the intended recipient of the data flow.

	Result Code
	Enumeration
	SUCCESS, NOT_ALLOWED, NOT_PRESENT,

REFUSED 
	Indicates the result of the data flow exchange


10.3.13.3.3 When generated

This primtive is generated by the MLME after a decision was taken regarding the pending Direct Link request.

10.3.13.3.4 Effect of receipt

If the AP receives a positive confirmation, it will send a confirmation to the sender STA, STA-1. At the sender, the confirmation indicates the point at which the Direct Link becomes active. 
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