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Agenda:
Discuss write-ups on the four security solutions (A, B, C & D) for Side Channel communications proposed during the June 5th conference call.

Dorothy gave a brief recap on how Side Channel communications operate.

Comment: A solution here may lend itself to the IBSS case

Comment: Are we losing legacy support by doing any of this (e.g. DOS, older clients)

Comment: We don’t think so, haven’t discussed it directly.

Comment: We seem to be putting more burden on client instead of AP.

Comment: For DOS its independent.  Application layer.

Comment: Why must stations that are both authenticated via the AP authenticate with each other for side channel?

Comment: In order to exchange keys.

Russ Housley’s presentation (Option C – 802.15.3 approach)

Russ sent the document “Using the Certified RSA Public Key to Establish a Pairwise Encryption Key” to the email reflector.

Infrastructure Requirement:
Requires vendor to embed certificate (signed public key + MAC address) and key pair in NIC at time of manufacture.

This is one example of a way to do this – there are several others in the literature.  Taken from the Louie discussion.

Key Management:
The two stations exchange certificates and nonces.

Pros:

· The two stations can establish a key without any other parties being involved.  Similar to an IBSS running within a BSS.

Cons:

· RSA operations involves exponentiation (expensive), but done only once when side channel established.

· Certificates and key pairs must be installed on the NICs

Discussion:

Comment: How vulnerable is this  to Man in the middle attacks?

Russ: It’s not because of the combination of the encrypt operation and signature.

Comment: Other issues: Which CA’s do you trust?  Have the keys been compromised?

Russ: Agreed.  We need to discuss further.  This is only 1 page summary.

Comment: How much detail needed for first cut?

Russ: No other presentations to compare against.  Details tie into an initiative at WECA.

Comment: No user interaction required?

Russ: Correct

Comment: That may be an over simplification

Comment: Hard coding keys is risky

Comment: Vendor would be asserting that the private key and MAC address go together.

Comment: Windows requires that the MAC address be able to be spoofed.

Comment: Different issue.  You would only be able to use this key mgnt technique and authenticate yourself using the manufacture’s assigned MAC address

Comment: Can key be spoofed?

Russ: Techniques available to thwart this (e.g. smart card)

Comment: Avoid putting secret in flash.  User entered.

Comment: User should not be involved.  Secret handed out by AP or CA.

Comment: If each card will have both the certificate and secret, and the card is compromised, everything is compromised.

Russ: A secret is needed somewhere, and the NIC is going to need access to it.  We need to decide if it is a long or short term one.  My proposal in long term.  If RSA key is compromised, it is only a per NIC attack.  Not like WEP.

Comment: Once the NIC is compromised, it must be reflashed.  Can it be reused?  If reflashed with new key & secret, then there will be two NIC’s (old & new).  

Comment: An enrollment process may be necessary.

Comment: Every NIC should be field upgradeable.

Comment: Not a 802.11 requirement

Comment: Do not give people ability to change MAC address in flash.

Comment: Would this replace all of TKIP or some of TKIP?

Russ: None of TKIP.  If used w/TKIP, it would be used to establish the Temporal Key at the top of the key hierarchy.

Comment: This Addresses what happens before you start performing encryption.

Comment: One of the advantages of this solution is that it can be used with TKIP and WRAP as well.  It is not only an IBSS solution.

Comment: What is required to obtain an RSA public key

Comment: RSA’s patent has expired.  Both hardware and software are available to generate them.

Comment: Would the certificates be self-signed?

Comment: No, they would be signed by the vendor.  WECA has proposed that they would be a Root.

Comment: There should be an option to allow the user to place a certificate on the NIC to avoid trusting NIC vendor (key may have been compromised).  I can be my own CA.

Comment: Agree

Carlos Rios’ presentation (Option B - Pre-shared keys among the stations. No AP involvement)

Carlos sent the document “Proposed 802.11 Direct Frame Transfer Security Protocol- Pre-shared Key” to the email reflector.

There has to be a compelling reason to not use the DS.  It should be verified that a direct link between stations is faster than going through the AP due to topology.

The MAC address or alias of the peer station and a Direct Frame Transfer (DFT) pairwise secret is configured at each station.

<Carlos walked through DFT Setup, Execution and Teardown from his document>

Comment: Has anything been done to MIC the session setup frames?

Carlos: No, these are management frames.  Similar to management frames now.

Discussion:

Comment: Is this like an IBSS

Carlos: No.  You’re still associated to the AP and receiving Beacons from the AP, not each other.  The AP will still CCA the medium and defer during side-channel comm..

Comment: Is the intent to allow multiple side channels setup?

Carlos: Yes:

Comment: A DLP projector is a good example where side channel is useful.

Carlos: Yes, for this case there will be a lot of data that can be sent more efficiently via side channel than via the DS.

Comment: With this scheme, you must give a visitor a key.  With Russ’s scheme, you do not.

Comment: But the secret key can be very temporary – only for the life of this session.

Comment: But now you have to provision the key at both ends.

Comment: Requiring a solution that requires a UI limits its use.

Carlos: This does not need to be exclusive.  Other schemes can be used as well.

Comment: It all comes down to how do you authorized the two peers to talk to each other.

Comment: Russ’s is more scalable.

Comment: Perhaps we should just use an IBSS for this instead.  Why does the visitor need to be connected to the infrastructure?  If we allow only users only side-channel conversations, and not access to the infrastructure, are creating an new security threat?

Comment: If we make this more difficult to use than an IBSS, no one will use it.

Carlos: This is orthogonal to an IBSS.  What we do will not change an IBSS.

Comment: Isn’t the side channel nothing more than an IBSS from a security perspective?

Comment: Some of the other schemes not presented today do involve the AP for authentication.

Dorothy Stanley’s discussion (Option D - STA as AP proxy)

Not a lot of support within the group, but wanted to document for completeness.

Cons:

· A lot of overhead in administering an provisioning.

· Assumes STA has access to infrastructure and Authenticator functionality.

· STA must be configured with RADIUS server info.

· If STA does not have access to infrastructure, then a solution like B or C is required.

Dorothy will write a description of this scheme and send it to the email reflector.

Discussion on Option A - AP responsible for side-channel key management

AP responsible for authenticating both STAs.  AP supplies key material to the side channel stations.

Comment: In options B & C, the side channels STAs don’t necessarily need to be associated with an AP.  Is that secure?  Is that what we’re trying to do?

Comment: A lot of the solution we’ve talked about here are applicable to the IBSS case as well.  Can we re-use any of this?

Comment:From a TGe perspective, side channel stations must be Authenticated and Associated to AP.  If a STA is not Associated, it could setup an IBSS, but not a side channel.

Comment: For solutions B & C, Association to an AP is not required to work.  It can be stated that Association is required, but solution A won’t work without it.

Comment: Why did TGe require an Association?

Comment: An association is required for Polled access (HCF).  Also channel allocation.

Comment: If associated with a BSS, you’re authententicated as well.

Comment: Yes, to the AP, but not with each other.

Comment: It seems like the A scheme is what TGe is looking for.

Comment: There’s a big difference between Authentication and Authorization.  What Tge cares about is the Authorization.

Comment: If the purpose of side channel communication is to reduce the burden on the AP, wouldn’t this solution go against it.

Comment: The purpose of side chan is to avoid bandwidth consumption by sending the frames twice.

Comment: Process power on the AP is being affected as well.

Comment: This would only be used for large transfers.  The percentage of processing power overhead should be small.
Comment: The user may not know how large the transfer is going to be.

Comment: For key distribution, the AP will use EAPOL-Key messages to send the encrypted keys to the side channel stations.

Comment: EAPOL will need some additions for freshness.

Comment: This requires a three party security scheme.

Comment: The other choice requires the STA to have an EAP server stack.  Which is preferable?

Comment: What is the criteria?

Criteria for selection:

1. End user involvement (high bad, low good)

2. Amoount of remediation required if the key is compromised

3. Initial system configuration (vendor, deployer & end user)

4. Computation & resource complexity

5. Scalability

6. Cryptographic review grade

7. Reuse across other 802 standards

For next meeting, have each of the advocates of B & C fill in table.  Dorothy will distribute table to list.

Dynamic Fragmentation discussion:

Comment: Do we really want to protect the Associated Data for each fragment?

Comment: What do you mean by protect?

Comment: Protect all the data that is currently protected in the MIC for TKIP on an MPDU basis rather than MSDU.

Comment: What are the benefits of protecting the MPDU Vs. the MSDU?

Comment: Does dynamic fragmentation occur in addition or instead of the current fragmentation?

Comment: The basic model of fragmentation in a QOS is different.

Comment: There is no set fragementation level.  Tge is looking into a mininum time.

Comment: The current OCB AES encrypts on the MSDU level.  CCM, TKP and WEP encrypt on an MPDU level.

Comment: Shouldn’t they all be the same?  Why can’t AES encrypt on an MPDU level?

Comment: It can, that is just not the way it is currently defined.

Comment: Having them all the same would allow a NIC driver to deal with all schemes the same way.

Discussion on encryption of MPDU Vs. MSDU

Comment: If there is a min TXOP time set, then the MSDU will have been previously fragmented based on the min TXOP time and it will always fit in the TXOP.

Comment: If a min TXOP time is not set, the MSDU becomes an MPDU.  The MPDU will not fit in the TXOP and a xmit decision needs to be made in 10us (must fragment and encrypt in 10us).

Comment: Encryption can happen on the fly

Comment: Only if you have hardware.

Comment: If somebody has implemented OCB instead of CCM, they can’t do encrypt in software.

Comment: They could encrypt in software, if there is a min TXOP time.

Comment: The Tge spec states the min TXOP time is 32us.

Comment: That is not a useful value.  You can’t send anything.

Comment: Agree.  We should not do encryption on an MPDU basis

Comment: We ought to do the protection at a higer level and however the fragmentation sorts itself out we’re still fine.

Comment: If we fragment at such a low level, we don’t need to do any decryption or integrity checking until after reassembly.

Comment: Right, just cut the packet and stick the FCS on it.

Comment: WEP doesn’t allow you to do that.

Comment: WEP hardware will allow it to be done.

Comment: If you have a WEP hardware engine, not everbody does.

Comment: WEP will be dead by the time Tge is implemented

Comment: But TKIP won’t.  Same RC4 hardware.

Comment: Is anybody doing RC4 in software?  If no, then it is possible to dynamically fragment on the fly.

Comment: Since AES is encrypting at the MSDU level, it can be fragmented on the fly after that.
Comment: The Associated Data is at the MSDU level.  There are no concerns with performing encryption on the MSDU level.  

Comment: Does the CCM proposal need to be modified to facilitate this?

Comment: No, CCM doesn’t care which of these places you pick.

Comment: We would have to change some of the CCM documentation.

Comment: Could be done at the time we agree to intregrate it into the draft.  Not rocket science.

Comment: Will any of the AD get modified when the MSDU is fragmented?

Comment: Fragment number portion of Sequence number.

Comment: Is that part of the AD for AES?

Comment: For the current OCB spec, yes.  But not for the current CCM.

Comment: Any Associated Data affected by the fragmentation can be removed from the draft.

Comment: So everyone is fine with encrypting on an MSDU level

Comment: No security issue, just ballot resolution issue.

Comment: With CCM, that would be a good thing.

Comment: We need to talk to Jesse about this conclusion.

Next call (June 18th, 2002  Same bridge info)

Adjourned
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