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Abstract

This document contains a description of a mechanism to achieve mobility of the AP functionally between STAs.  The purpose is to avoid the need to form an IBSS and thereby gain the benefits of infrastructure operation in what would otherwise be an IBSS network.
1 Introduction

1.1 Contributors

The following are members of the “AP Mobility” ad-hoc:

John Kowalski

David Hunter hunter@timefactor.com
ccwang@tvia.com
sukechan@sm.sony.co.jp
hoinjeon@netsgo.com
brian.forde@s3group.com
takemoto@slab.tnr.sharp.co.jp
joerg.habetha@philips.com
Mary Duval

Simon Black

1.2 Purpose

There are a number of issues with the operation of a network in IBSS mode:

· Power-saving in IBSS is based on unreliable knowledge of destination power-saving state.  This results in unpredictable delay and may increase MSDU loss.

· There is no support for an HC in TGe.  This reduces bandwidth and QoS control.

· TGi hasn’t solved the problems of how to create a security association between IBSS stations.

· TGh hasn’t solved the problems of DFS in IBSS networks.

The aims of this document are to define techniques to support AP mobility so that a group of stations where one or more support this feature will operate as an infrastructure network with all its features.

1.3 Definition:

A station supporting AP-mobile capability is called a QAPCS (AP-capable station)

Note – this doesn’t mean the device is physically mobile – just that the AP function is mobile between QAPCS stations in a network.

1.4 Features of the mechanism

· A group of stations containing at least one QAPCS will operate as an infrastructure network.

· A group of stations including QAPCS and a legacy AP will use the legacy AP.

· At any time the most capable QAPCS will be active as the AP. The definition of “most capable is below”.

· If the most capable AP becomes inactive, the next most capable QAPCS will take over as the AP.

· If a more capable QAPCS arrives in a network with an active QAPCS,  it will take over as the active AP.

· There is no additional protection against hidden node problems.  It is assumed that all QAPCS stations in the network are in range.

· Switching between APs using this mechanism does not preserve any security associations (this means athat the TGi protocols for key derivation have to be performed with the new AP), power management or QoS commitments (this means that any TSPECs that have been negotiated have to be re-negotiated after a re-association).  It is more akin to a normal roaming process.  The BSS identity is not preserved, but the SSID is.  The “network” is identified by a single SSID.  

1.5 Status of this Revision

Changed since r1:

Text for 5.9 added (Kowalski/Stephens).

1.6 Things to consider in future revisions of the draft

The proposal in this version is complete and internally consistent.  During discussion within the ad-hoc the following points were raised that do not invalidate the current proposal,  but may or may not need more consideration in a later revision of the draft.

What happens if we do have hidden-nodes in the network and multiple APs?  This can be mitigated at least partially if QAPCSs have multiple SSIDs, known to the STAs.  Applications would manage connections to the “correct” AP in such a case.

The hidden node problem can potentially be solved by including number of visible stations in the QAPCS metric.  However, this makes the metric potentially dynamic and may introduce thrashing.

Definition of metrics broadcast in the QAPCS parameter set and a ranking criterion provoked a lot of discussion.

Active QAPCS channel scan – need input from TGh as to the nature of their scan.

Is QAPCS mandatory for all 802.11e APs?  Is it mandatory for all 802.11e Stas?  (if yes to both,  we now have no distinction between AP and STA!)

1.7 Editing Instructions

Editing instructions are shown in bold italic.

3 Definitions

Add the following to an appropriate location in section 3.

3.xxx Mobile Unit (MU)

A Mobile Unit is a QSTA that is not operating as a QAP.

3.xxx QAP-capable STA (QAPCS)

A QAP-capable STA is able to operate either as a QAP or an MU.  

A QAPCS can be active or inactive.   An active QAPCS is currently operating as a QAP.  An inactive QAPCS is 

currently not operating as an MU.

The transition between operating as a QAP and operating as an MU is defined in 11.4.

A QAPCS is backwardly compatible with an AP, and thus is able to function as an AP for legacy STAs, if so desired. 

4 Abbreviations and Acronyms

Add the following to an appropriate location in section 4.
QAPCS
QAP-capable QSTA

5. General Description

Add the following section 5.9 

5.9 AP Mobility

In 802.11, there is nothing to preclude the concept of a mobile AP, as well as mobile STAs.  This document defines, in addition, the concept of a “Quality of Service AP-Capable Station” (QAPCS).   Such a STA has the ability to become an AP (regardless of whether it is physically mobile). It can continue (with reassociations) the operation of a particular SSID if an AP goes out of  range or becomes unavailable. A group of stations containing at least one QAPCS operates as an infrastructure network. A QAPCS acts as an AP in accordance with the following rules:

· A group of stations including QAPCS and a legacy AP uses the legacy AP.

· At any time the most capable QAPCS is active as the AP. The “most capable” AP is the one that has the highest ranking based on whether it is line powered or not, its Supported Rates of data transmission, and the bandwidth connection to the infrastructure. A QAPCS can inhibit transfer to another QAPCS.  

· If the most capable AP becomes inactive, the next most capable QAPCS takes over as the AP.

· If a more capable QAPCS arrives in a network with an active QAPCS, it takes over as the active AP.

· There is no additional protection against hidden node problems.  It is assumed that all QAPCS stations in the network (identified by its SSID) are in range.  In order to protect against the possibility of hidden nodes,  QAPCS may use one of a plurality of SSIDs, identifying different wireless networks.

Transfer of AP responsibility using this mechanism does not preserve any security associations (i.e. protocols for key derivation have to be performed with the new AP), power management or QoS commitments (i.e. any TSPECs that have been negotiated have to be re-negotiated after a re-association).  Following a transfer, the BSS identity is not preserved, but the SSID is. 

For the STAs using the SSID, a transfer of AP responsibility devices triggers a normal roaming process.  
7 Frame Formats

Insert the following at a suitable location in 7.3.2 and assign an element ID in table 20.

Add a reference to this element to Beacon, Probe Response, Association Response and Deassociation Response MMPDUs in 7.2.3.1, 7.2.3.5, 7.2.3.7, 7.2.3.9 as transmitted by a QAPCS only.

7.3.2.xxx QAPCS parameter set element

This element is present in Beacon, Probe Response, Association Response and Reassociation Response MMPDUs transmitted by a QAPCS.

	Element ID
(xxxx)
	Length
(5)
	QAPCS Control Field

(1 Octet)
	Highest Supported PHY Rate

(1 Octet)


Figure xxx.1 – QAPCS parameter set element format

The QAPCS Control Field is defined in figure xxx.2

	bits:  0
	1
	2-3
	4
	5
	6
	7

	Inhibit QAP Mobility
	Line Power
	Reserved
	Infrastructure Bandwidth


Figure xxx.2 – QAPCS Control Field

The Inhibit QAP Mobility field is 1 when the active QAPCS is not willing to become inactive.  Otherwise it contains 0.  See 11.4.1.3.

The Line Power field is 1 when the QAPCS is operating off line power.  Otherwise it is 0.

The Infrastructure Bandwidth field is set according to figure xxx.3 based on the bandwidth of its connection to an infrastructure.

	Infrastructure Bandwidth Value
	Description

	0
	0 = No connection

	1
	1 = POTS modem

	2
	2 = ISDN modem

	3
	3 = ADSL / Cable Modem / < 10Mbps

	4
	4 = >=10 Mbps LAN

	5
	5 = >=100 Mbps LAN

	6
	6 = >= 1Gbps LAN


Figure xxx.3 - Infrastructure Bandwidth Field

The Highest Supported PHY Rate field contains the value of the highest rate supported by its PHY, expressed in units of 500kbps.

Add a management action code for QAPCS assertion to table 20.3 of D2a.

Add the following after 7.4.2.

7.4.3 QAPCS assertion action frame format

The frame body of a QAPCS assertion action request frame contains a QAPCS parameter set element as defined in 7.3.2.xxx.

The frame body of a QAPCS assertion response frame is null (zero length).

One additional status code is defined for the QAPCS assertion action response frame in figure xxx.x

	Status Code
	Definition

	2
	The request is refused because the active QAPCS has a higher rank than the requesting QAPCS.


Figure 1 - QAPCS assertion action frame status field

Add the following sections after section 11.3.4 and renumber 11.4 to 11.5.

11.4 Description of QAPCS behavior

Sections 11.4.1 and 11.4.2 define rules followed by QSTAs that support the optional QAPCS behavior.

Section 11.4.3 defines rules that shall be followed by all QSTAs in support of QAPCS behavior.

11.4.1 Behavior supported by the active QAPCS

An active QAPCS shall broadcast a QAPCS parameter set element in every beacon. 

An active QAPCS that receives a beacon containing a lower ranked (as defined in 11.4.4) QAPCS parameter set shall send a QAPCS assertion action request to that QAPCS.  This should cause the lower ranked QAPCS to stop operation as a QAP and to start operation as an MU.

An active QAPCS that knows it is going to stop operating for any local reason (for example, before powering-down) should, if it has time, disassociate its associated stations.

The active QAPCS shall periodically scan all channels for APs with higher QAPCS priority using the procedure defined in 11.4.1.2.  An active QAPCS that receives a beacon from a (Q)AP with higher QAPCS rank can disassociate all its stations and shall stop operating as an active QAPCS. 

NOTE: this ensures that a legacy AP that stops operation and then re-starts can regain control of the STAs associated with the SSID.

An active QAPCS that receives a QAPCS assertion action request shall respond with a QAPCS assertion action response.  If the request is from a higher ranked QAPCS, the QAPCS can deassociate its stations, shall send a response with “success” status and shall become an inactive QAPCS.   If the request is from a lower ranked QAPCS, the QAPCS shall send a response containing a “refused” status and continue operation as the active QAPCS.

11.4.1.2 Scanning by the active QAPCS

The active QAPCS passively scans for a duration equal to dot11APMobilityScanRate percent of a beacon interval every dot11APMobilityScanInterval beacon intervals.  It shall listen on a single channel per scan.  

(Ed – This section may need to be replaced with a reference to the scanning procedure adopted by TGh,  as it makes sense to scan for beacons and perform any TGh scanning off channel at the same time).

11.4.1.3 Active QAPCS willingness to become inactive

An active QAPCS may indicate its unwillingness to become inactive using the Inhibit QAP Mobility field of the QAPCS parameter set. This field may be based on a local knowledge of negotiated TSPECs or other local information.

NOTE: this means that an active QAPCS can prevent a new QAPCS coming online from attempting an active takeover procedure while the active QAPCS is aware of current activity (e.g. a current TSPEC).

A QAPCS that has observed a legacy AP in the SSID shall never set the Inhibit AP Mobility bit.

11.4.2 Behavior supported by the inactive QAPCS

An inactive QAPCS shall not broadcast beacons.

An inactive QAPCS that receives a beacon shall evaluate the relative rank of the active QAPCS and itself using 11.4.4.   If the inactive QAPCS has higher rank, it shall perform the active takeover technique defined in 11.4.2.1.

An inactive QAPCS detects failure of its current AP if it fails to receive dot11MissedBeaconThreshold successive beacons from that AP. An inactive QAPCS that detects failure of its AP shall perform the passive takeover technique defined in 11.4.2.2.  

An inactive QAPCS that becomes active shall operate using its own BSSID.  It may start operation on the same or a different channel.

11.4.2.1 Active Takeover

This section defines procedures performed by an inactive QAPCS to request an active QAPCS to become inactive.

The inactive QAPCS sends a QAPCS assertion action request MMPDU to the active QAPCS.  If the transmission fails, the inactive QAPCS shall become an active QAPCS.

Otherwise, it waits for waits for a QAPCS assertion action response.   It no response is received within 2 beacon intervals, the QAPCS shall become an active QAPCS.

If the response status is “success”, the inactive QAPCS shall become an active QAPCS.

If the response status is “refused”, the inactive QAPCS shall remain an inactive QAPCS.

11.4.3.2 Passive Takeover

This procedure is performed by an inactive QAPCS that detects loss of its AP.

The QAPCS shall delay for a period of time based on its own score (see 11.4.4) given by:


delay = beacon interval of the lost AP * (max-score – score) / max-score

If it receives a beacon from a QAPCS with higher rank during this time, the QAPCS shall cancel the delay and continue operation as an inactive QAPCS. Otherwise, the QAPCS shall become an active QAPCS at the end of the delay.

11.4.3 Behavior at the QSTA

When a passive or an active takeover occurs, A STA in the BSS may or may not receive a disassociation from the old (Q)AP depending on the reason for  the takeover.

The STA will see that the old (Q)AP stops transmitting beacons.  This causes the STA to search for an AP with the same SSID.  Assuming that there is at least one QAPCS present, the STA scan will discover a new active QAPCS, not necessarily on the same channel as the old (Q)AP.

The STA will associate and authenticate with the new QAPCS.

11.4.3.1 Selection of an AP

A QSTA that scans for an AP shall select between available APs as described in this section.

A QSTA that sees one or more legacy APs and one or more QAPCSs shall not select a QAPCS as its AP.

Otherwise, a QSTA that sees multiple QAPCSs shall select the one with the highest QAPCS rank.

11.4.4 QAPCS ranking

This section defines how to compare the ranking of two QAPCSs or a QAPCS and a legacy AP sharing the same SSID.

A legacy AP (identified by having no QAPCS parameters element in the beacon) is considered to be the highest rank of all.

NOTE: This means that a QAPCS will always remain inactive while a legacy AP is operational.

Otherwise, if one of the QAPCS parameter sets has the Inhibit QAP Mobility bit set, it is ranked higher.

Otherwise a score is formed from both parameter sets using the encoding of the fields in the parameter set:


score = (line power * 256 * 16) + (highest supported PHY rate * 16) + infrastructure bandwidth

The higher score indicates the higher rank.

Ties between two equal scores are resolved in favor of the parameter set from the QAPCS with the numerically highest MAC address (treating the MAC address as a 48-bit integer with the I/G bit in the least significant position).

For the purposes of 11.4.3.2, the maximum score max-score is defined to be:


max-score = (256 * 16) + (255 * 16) + 16

Annex D

Add the following MIB variables at a suitable place in Annex D.

dot11MissedBeaconThreshold, 
INTEGER

dot11APMobilityScanRate, 
INTEGER

dot11APMobilityScanInterval,
INTEGER

Add the following MIB variables at a suitable place in Annex D.
dot11MissedBeaconThreshold OBJECT-TYPE


SYNTAX INTEGER (0..255)



MAX-ACCESS read-write


STATUS current


DESCRIPTION


“This attribute shall indicate the number of successive missed beacons received by a QAPCS in order to detect that it must perform a passive QAP takeover procedure defined in ??.  The default value of this attribute shall be 11.”


::= ( dot11MissedBeaconThreshold xxx )

(Ed – This two variables may need to be replaced replaced by the scanning mechanism adopted by TGh,  as it makes sense to scan for beacons and perform any TGh scanning off channel at the same time).

dot11APMobilityScanRate OBJECT-TYPE


SYNTAX INTEGER (0..100)



MAX-ACCESS read-write


STATUS current


DESCRIPTION


“This attribute shall indicate the percentage of a beacon interval that an active QAPCS spends scanning for beacons in a beacon interval in which a scan is required.  The default value of this attribute shall be 10%.”


::= (dot11APMobilityScanRate xxx )

dot11APMobilityScanInterval OBJECT-TYPE


SYNTAX INTEGER (0..255)



MAX-ACCESS read-write


STATUS current


DESCRIPTION


“This attribute shall indicate the number of beacon intervals that shall elapse between scans for beacons by an active QAPCS.  The default value of this attribute shall be 10.”


::= (dot11APMobilityScanInterval xxx )
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