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Purpose

There are a number of issues with the operation of a network in IBSS mode:

· Power-saving in IBSS is based on unreliable knowledge of destination power-saving state.  This results in unpredictable delay and may increase MSDU loss.

· There is no support for an HC in TGe.  This reduces bandwidth and QoS control.

· TGi hasn’t solved the problems of how to create a security association between IBSS stations.

· TGh hasn’t solved the problems of DFS in IBSS networks.

The aims of this document are to define techniques to support AP mobility so that a group of stations where one or more support this feature will operate as an infrastructure network with all its features.

Definition:

A station supporting AP-mobile capability is called an APCS (AP-capable station)

Note – this doesn’t mean the device is physically mobile – just that the AP function is mobile between APCS stations in a network.
Features of the mechanism:

· A group of stations containing at least one APCS will operate as an infrastructure network.

· A group of stations including APCS and a legacy AP will use the legacy AP.

· At any time the most capable APCS will be active as the AP. The definition of “most capable is below”.
· If the most capable AP becomes inactive, the next most capable APCS will take over as the AP.

· If a more capable APCS arrives in a network with an active APCS,  it will take over as the active AP.

· There is no additional protection against hidden node problems.  It is assumed that all APCS stations in the network are in range.

· Switching between APs using this mechanism does not preserve any security associations (this means athat the TGi protocols for key derivation have to be performed with the new AP), power management or QoS commitments (this means that any TSPECs that have been negotiated have to be re-negotiated after a re-association).  It is more akin to a normal roaming process.  The BSS identity is not preserved,  but the SSID is.  The “network” is identified by a single SSID.  
Description

An APCS follows the following rules.

An APCS currently acting as the AP (an “active APCS”) broadcasts an APCS parameter element in every beacon.  This contains the APCS priority field (see below).  Note,  an APCS that is not currently acting as the AP (an “inactive” APCS) does not broadcast beacons.
An inactive APCS receiving a beacon checks the relative priority of the active APCS and itself.   If the inactive APCS receives a lower-priority APCS parameters element,  it shall perform the active takeover technique defined below.

If an active APCS receives a beacon containing a higher APCS priority, the active APCS ceases operation as an active AP immediately.   This should only occur during a passive takeover when multiple APCS with similar priorities start simultaneously.  In this case,  the loosing APCS should not have had time to respond to any association requests.
If an active APCS receives a beacon containing a lower APCS priority, it shall send an “APCS assertion request” to that APCS causing the lower priority APCS to stop operation as an active APCS.
An active APCS that knows it is going to stop operating should, if it has time, disassociate its associated stations.
If an inactive APCS notices that the active AP is no longer active,  it shall perform the passive takeover technique defined below.  It determines that the active AP is no longer active if it fails to receive TBD successive beacons from that AP.  This number is in the mib variable dot11MissedBeaconThreshold that takes the default value 10.
When a takeover procedure completes,  stations in the BSS may or may not receive a disassociation from the old AP.  They will certainly see that it stops transmitting beacons.  Stations roaming will find a single AP with the same SSID on the same channel as the old AP.  Stations are required to associate and authenticate with the new AP in the normal way as if roaming.

When a station scans for APs, if it sees multiple APCS stations active it should only attempt to associate with the station with the highest APCS priority.  A legacy station may associtate with an APCS that is not the highest priority (according to its own roaming selection criteria) that subsequently disappears.  In this case the legacy station will detect loss of its AP and repeat the roaming resulting in it finding the only active (highest priority) APCS.
APCS Parameter Set

This contains the following: fields:

	Field
	Description
	Representation

	Line Power
	Indicates if the APCS is powered using line power.
	1 = line power
0 = battery power

	Highest MAC supported rate
	Indicates the highest MAC supported rate
	The highest rate in units of 500kbps.

	Bandwidth to infrastructure
	Indicates the bandwidth to infrastructure available
	0 = POTS modem
1 = ISDN modem
2 = ADSL / Cable Modem
3 = 10 Mbps LAN
4 = 100 Mbps LAN

5 = > 100 Mbps LAN


APCS ranking
(Ed – this section has been the single most contentious).

Given its own APCS parameter set and an APCS parameter set received from an active APCS,  an APCS can determine a ranking between itself and the active APCS.

The parameters within the parameter set are compared using the following order (most significant first): line power, highest supported rate, infrastructure bandwidth.


A legacy AP (identified by having no APCS parameters element in the beacon) is considered to be the highest priority of all.   The means that an APCS will always defer to a legacy AP that starts operation on the network.

Ties are resolved in favour of the numerically highest MAC address (treating the MAC address as a 48-bit integer with the I/G bit in the lsb position).
Active Takeover

The APCS sends an “APCS assertion request MMPDU” to the current AP.  The current AP can optionally disassociate all its stations.  The current AP then sends an “APCS assertion confirm MMPDU” to the new AP,  and the new AP starts operation  using its own BSSID and the same SSID.
(Ed note – need input from TGh regarding interaction with a pending DFS channel switch).
Passive Takeover

The APCS starts operation  using its own BSSID and the same SSID.   The APCS delays a period inversely proportional to its priority before beaconing in order to reduce the likelihood of multiple APCS becoming active following the failure of the current active APCS.   If this happens,  the one with the highest priority will survive.

Legacy AP restart on a different channel

If a legacy AP fails and restarts, its DFS mechanism may result in it starting operation with the same SSID on a different channel.

The active APCS shall periodically scan all channels for APs with higher APCS priority.  If it discovers a BSS with higher APCS priority,  the APCS can disassociate all its stations and shall stop operating as an active APCS.

TBD – the parameters of this scan.
(Ed – need to make consistent with TGh scanning mechanism.  Need input from TGh regarding the characteristics of that scan).
The active APCS passively scans for TBD % of a beacon interval every TBD % beacon intervals.  It shall listen on a single channel per scan.  If it receives a beacon from a legacy AP with the same SSID,  it can disassociate its stations and shall stop operating as an active APCS.
Issues

Change “priority” to “goodness value”
Security is not  preserved on an AP  handover.
What happens if we do have hidden-nodes in the network and multiple APs?
Definition of metrics broadcast in the APCS parameter set and a ranking criterion.
Broadcast a “hello” frame by all APCS stations containing APCS parameter set?  - rejected.
Active APCS channel scan.

Is APCS mandatory for all 802.11e APs?

The hidden  node problem can be solved by including number of visible stations in the APCS metric.
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