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Abstract

This document contains the minutes of Task Group I meetings held during the 71st Session of the IEEE 802.11 Working Group in Dallas, Texas January 21st – 25th, 2002.

Monday - January 21, 2002

Chair: Meeting called to order 10:45 AM

Chair: Jesse Walker asked to step down as Recording Secretary.  Frank Ciotti will replace him.  Any objections?  No objections.  Dorothy Stanley substituting now for Frank (he's late).

Chair: Introduced and discussed proposed agenda.

Point of Information: Didn't Bernard want to make a presentation on re-keying.  Can we adopt the agenda and still have him present? Yes.

Are there any objections to adopting the agenda?

POI: Jon Edney was asked to present a paper on encrypting the MAC address.

Chair: Front end the schedule with items that affect letter ballot.  Can we have your presentation on Thursday?  Presenter agreed.  Chair added presentation to agenda.

Agenda adopted, no objections.

Monday & Tuesday AM - 802.1X Re-keying, TKIP MIC, WEP

List of presentations added:

· Presentations 802.1X keying:

· Tim Moore: Re-keying

· Niels Ferguson - MIC

· Dorothy Stanley - IV Sequencing

Chair Status:

Letter Ballot 25 May 2001

Draft 1.5 discussed on August 28th
Draft 1.7 discussed on January 11th
Chair discussion: I would like to see us go to letter ballot again.  We've changed the direction significantly, and have made a number of other changes. I would like to get feedback on the current direction.  Put new topics on Thursday.

Comment: Can we add a discussion of OCB mode to the agenda?

Chair: Do you want the OCB discussion prior to Russ's presentation?

Comment: Agreed.

Chair added to agenda.

Chair: Go to Jesse's first presentation

Comment: Background: We have a draft 1.7. I would like to get sense of the group on our direction. Then incorporate changes into a draft 1.9 which will be issued by Thursday. Then we can debate on Thursday, to determine whether or not to go to letter ballot.

Motion by Jesse Walker (Normative): Instruct the editor to delete the old WEP2 text from the draft (in Draft 1.7, from line 29 page 57 through line 1 page 60).

Chair: Need a second. 

Seconded by Albert Young

Discussion:

Comment: Does WEP2 include changes made at the last meeting?

Reply: The intent of this motion is to remove old WEP2 text, even though these were re-named TKIP.

Comment: What were the section numbers?

Answer: 8.6 is the section number

Motion to amend: Remove section 8.2.2, titled: "Improved WEP Algorithm (WEP2)", in draft 1.7.

Discussion:

Comment: Can't use the page numbers. Use the clause numbers.

Seconded by Jesse

No further Discussion.

Vote on Motion to amend: Motion passes 13-0-1

New Main Motion:

Motion by Jesse Walker (Normative): Instruct the editor to delete the old WEP2 text from the draft (in Draft 1.7, Remove section 8.2.2, titled: "Improved WEP Algorithm(WEP2)").

Discussion on main motion: None

Vote on Main Motion: Motion passes 13-0-0.

Motion by Jesse Walker (Normative): Instruct the editor to add language in the appropriate place to require the same authentication mechanism, unicast cipher suite, and multicast cipher suite to be used throughout a single roaming domain.

Discussion: Introduced motion

Second: Nancy Cam Winget

Discussion:

Chair: What is the enhancement required to ensure this?

Comment: No mechanism in mind. TGi needs to decide how to address this.

Comment: Would it be the same single authentication mechanism?

Comment: The current draft, can re-start completely.

Comment: Can we have plurals on the mechanisms?

Comment: All 3 require the Station or AP to respond to at most 1.

Comment: Is this a requirement on the vendor producing the product, or on the enterprise? Can this be required?

Comment: Share your sentiments. If we don't restrict this, then we'll have unreasonable level of conformance testing on the vendors.

Comment: We need a more detailed definition of a roaming domain.

Comment: It is "From where one can roam and do a Fast Handoff".  It may coincide with an ESS, or may span several ESSs.

Comment: Would that mean that you have to do an all or nothing upgrade in a roaming domain?

Comment: Yes

Comment: Are you proposing this because the session key is transferred? There is confusion over what is

Sent.

Comment: It is not my issue.  I'm not in favor of this.  We need to figure out how to close on the issue.

Chair: If the first association was AES, then roam to an AP that supports TKIP.

Comment: If we need to set a client policy, we can do that now.

Comment: Can we tell TGf that we are making this change? 

Comment: Why should they care?

Comment: No, need us to take a stand.  It may be premature. We need to hash out our relationship with TGf. Maybe we can't resolve this now.

Comment: Why must this be normative?  TGf is not normative. Perhaps it should be informative.

Comment: Motion is to make normative. Does TGi believe that this should be informative?

Comment: Suggest switching keys is dangerous. I would be in favor if this is acceptable to users.

Comment: I object to single authentication. Would this require only one? 

Comment: Address roaming. 

Chair:  Is the negotiation protected?  Should it be protected in some way?  If an administrator says "only AES", then attacker can try to get in with TKIP?

Comment: In AES algorithm, there is protection on authentication algorithms, they are used to construct the key. Consider using this kind of construction to all of the keys.

Comment: That makes it harder on the vendor - they have to support everything going forward.

Comment: We need to come to a resolution.

Comment: We need resolution; I want to close the issue in the document.  We need to decide one way or the other.

Comment: There are two cases.  If the user is roaming, and wants to change completely, they should be able to change.  If Fast-Handoff, then must stay the same.

Motion to Amend:

Amendment text: Instruct the editor to add language in the appropriate place to require the same unicast cipher suite, and multicast cipher suite to be used when performing fast-handoff.

Second: Al (Albert Young?)

Vote on motion to amend: Passes 15-0-0

New Main Motion:

Motion by Jesse Walker (Normative): Instruct the editor to add language in the appropriate place to require the same unicast cipher suite, and multicast cipher suite to be used when performing Fast-Handoff.

Discussion on new Main Motion:

Comment: If new AP doesn't support the old cipher suites, then will new authentication occur?

Comment: Yes

Comment: Do we preclude existing implementations?

Comment: No

Vote on motion: Passes 9-0-6

Motion by Jesse Walker (Normative): Instruct the editor to remove WEP from Table 2, labelled "Cipher Suite Selectors", of negotiated cipher suite selectors, of draft 1.7

Second: Jon Edney

Vote on Motion: Motion passes 8-0-6

Motion by Jesse Walker (Normative): Instruct the editor to clarify the TKIP cipher suite selector in Table 2, of draft 1.7, to indicate this uses the mixing function and MIC specified in Annex F of the draft.

Seconded: Onno Letanche

Discussion:

Comment: Intent of motion. We have made TKIP partially normative and partially informative.  The text allows any MIC function and mixing function.  The intent is to pin down the MIC and mixing function to the ones discussed here.  One of the mandatory to implement parts is to implement the re-key EAP-OL.

Comment: The real problem is that TKIP is not defined in the normative section.  It is better to define it properly.

Comment: The point of the motion is to make progress on the definition of the ciphersuite.

Comment: It is important to specify what the ciphersuite selects.

Vote: Passes 12-1-2

Motion by Jesse Walker (Normative): Instruct the editor to incorporate the following text in clause 8.2 of the TGi draft:

Legacy 802.11 authentication and WEP are deprecated.  Whenever feasible, neither should be implemented in new equipment.  They may be implemented for backward compatibility with legacy equipment only, and if implemented, they should not constitute the default security choices.

Second: Nancy Cam Winget

Discussion:

Comment: Is this really needed? 

Comment: We need to close the issue.

Comment: We need a way of saying what is and is not secure.

Motion to amend: Delete sentence "Whenever feasible, neither should be implemented in new equipment".

Second on motion to amend: Dorothy Stanley

Discussion:

Comment: The text should state what the default is, not what it isn't.

Comment: We should agree on the default.  Can it be selected as a UCSE element?

Comment: A vendor could build an old WEP implementation, and there would be no negotiation.  WEP will still be used even if it isn't negotiated.

Comment: Today we negotiate via configuration.

Vote on motion to ammend: Passes 11-0-3

Motion by Jesse Walker (Normative): Instruct the editor to incorporate the following text in clause 8.2 of the TGi draft:

New main motion:

Motion by Jesse Walker (Normative): Instruct the editor to incorporate the following text in clause 8.2 of the TGi draft:

Legacy 802.11 authentication and WEP are deprecated. They may be implemented for backward compatibility with legacy equipment only, and if implemented, they should not constitute the default security choices

Discussion:

Comment: How strong is "should"?

Comment: Not normative, not mandatory.  Some text is in the draft to make political statements.

Vote on Main Motion: Passes: 14-1-1

Recess: for lunch

Resume: 1:00pm session

Motion by Jesse Walker (Normative): Instruct the editor to remove second paragraph of TGi draft 1.7 clause 8.2.2.1 Introduction, which is the paragraph reading:

Data confidentiality depends on an external key management service to distribute data enciphering/deciphering keys.  The IEEE 802.11 standards committee specifically recommends against running an IEEE 802.11 LAN with privacy but without authentication.  While this combination is possible, it leaves the system open to significant security threats.

Second: Nancy Cam-Winget

Discussion:

Jesse: I'm not sure if it belongs here.  Do we delete the text entirely, or move it? 

Comment: Is it better to place in Section 5?  Clause 5.4.3.4 talks about key distribution, and not key mgt.  Propose to move to this section.

Comment: For: Advise against keeping text.  It doesn't make to much sense. It would require a re-write to keep it.

Comment: For: Sections 8.2.2.2/3 are provided for backward compatibility.  I suggest replacing 8.2.2.1 & 8.2.2.2 with text stating that this has been deprecated.

Jesse: I removed marketing type text and placed it as informative 

Vote: 13-0-1 Passes

Motion by Jesse Walker (Non-normative): TGi calls for proposals at the 802 Plenary meeting in St, Louis, March 2002, for incorporating the aspects of Association and Re-Association required by TGi security into the IBSS architecture.

Discussion:

Chair: Association/Re-assoc is already defined.  Do we need to go beyond this?

Jesse: That is for the body to define.

Chair: Is there a deadline or it will be removed?

Jesse: The motion is open to friendly amendments.

Chair: We may want to amend this to make this clear.

Comment: It may be better to discuss this with the TGe joint mtg.

Second: Dorothy

Comment: The current security solution is not supported in an IBSS.  We should consider if our solution applies to the IBBS.

Chair: We talked about this before.  It's not very clear and it makes sense to make it clearer.

Comment: The re-use of Assoc/Re-assoc may run into a problem because it is not present in IBSS.  Some other mechanism is needed.

Chair: If vendors wanted to implement TGi, Assoc needed…

Jesse: If we don't get features required for IBSS, …

Comment: If we force Assoc in an IBSS, is the STA an AP?

Jesse: The point of the motion is for people to fill in what that means.

Chair: Implicate deadline in motion.

Jesse: The intent was to start making a decision by that time.

Comment: Against: We can get security in an IBSS without forcing an Association.  Shared key.

Jesse: The motion does not call for including Association in IBSS, it calls for the mechanism needed to make the security architecture work.

Comment: We tied those into Association because it was convenient - not necessary.

Comment: Tied to 802.1x?

Comment: Jesse is calling for proposals of how we can do this in an IBSS.

Jesse: Currently we don't have text for …

Vote: 8/3/3 Passes (procedural)

Motion: by Jesse Walker (Non-normative): Instruct the editor to propose text for inclusion in Annex F by the 802 Plenary in St. Louis, March 2002, specifying the Michael message integrity code and its use in TKIP.

Motion: Direct the TGi to raise the following issue with Exec Com: To enable adequate review, take all necessary steps to assure that all TGi documents including its drafts, are publicly available on one page of the 802.11 web site.

Second: Nancy Cam-Winget

Discussion:

Comment: Currently, drafts are only available on the private area.

Comment: We need to put a procedure in place for allowing discussion as well.

Jesse: Before the discussion makes sense, we need to fight the political battle of allowing the draft to be public for this one draft.

Chair: I'm in favor of this.  It would be difficult to get passed - you have to be a voting member.

Comment: A venue for comments to will cause a parallel discussion group.

Chair: You must be present to comment.

Comment: Against: The discussion will take place in the press.  We'll be attacked for publishing a poor draft.

Comment: For: Public review is the only way to catch the issues you would normally catch after the draft is published.

Chair: If it's a valid comment, listen to it.  If we wait until it is a standard, it too late to make any changes.

Comment: For: The logistics of getting feedback can be worked.  At the Microsoft meetingg, a Berkeley student did not have access to the private area.

Comment: For: People who want to participate don't have access to documents.

Comment: For: It is not perfect, but we want feedback from those not in the IEEE loop.

Comment: Is there anything that prevents a member from forwarding the document on non-members?

Chair: not sure

Jesse: I am always worried about sending the document out.  I would like clarification of the rule.

Chair: When I am asked for the draft, I point people to the web site.

Comment: The motion says all documents.

Jesse: Send them to a URL.

Comment: The copyright statement on the draft indicates that the draft cannot be forwarded to non-members.

Comment: For: It is important for us to be able to make this available for review to non-members.

Comment: The Chair could make a decision of who should have access to the documents for review.

Comment: Once WECA starts publishing that we have a solution, what is the availability then?

Chair: Those docs are not available to everybody.  Some are simply referenced.

Jesse: Not just Michael - it 's all the docs that we want reviewed.

Comment: In the past, drafts have been published as a paper in some other forum

Jesse: We need to be careful regarding the copyright issues.

Comment: For: All docs are already sorted for TGe.

Vote: 11-1-2 Passes

Presentation: Bernard Aboba/Microsoft  - Document 11-02/104 "EAP Keying Overview"

Discussion:

Comment: The EAPOL has keys that it uses.  Where did the keys themselves come from?

Bernard: We will talk about those.  The master session key is larger than any transient key you will need.

Comment: Explain NAS

Bernard: Network Access Server

Comment: what is PRF2 used for?

Bernard: IV

Bernard: Tim - is MIC key (MS-MPPE-Send-Key(APEncKey) correct?

Comment: MIC key is correct from the Authenticator's point of view.

Comment: I'm getting confused with the term management frame.

Bernard: Referring to 802.11 management frames.

Comment: Required for roaming.

Bernard: I thought we eliminated Deauthentication.

Jesse: We had to retain it for the legacy scenario.

Comment: What is the Transient Session Key?

Bernard: The Transient Session Key is used to encrypt data.  Some crypto separation is needed between all the keys.

Comment: Would 3079 be a good example for a cipher suite key for TLS?

Bernard: You need to define the derivation for the specific cipher suite you are implementing.

Bernard: For the multicast key you cannot use a nonce.  For unicast key it is okay.

Comment: It would be helpful to describe how the master key is generated.

End of discussion.

Chair: People who are interested in the letter to the IETF for EAP WG should get to together for an ad-hoc discussion.

Recess to 3:30pm

Resume 3:30pm Session

Presentation: Tim Moore - Document 11-01/667r1 “Text for 802.1X Rekeying Proposal”

Discussion:

Comment: A different word should be used for Signature - confusing.  Call it a MIC.

Tim: Agreed.

Comment: Is there agreement on the number of bits for Nonce?

Tim: Not defined here.

Comment: I am confused on the magic secure channel between old & new AP.  I Don't know how to do the security analysis.  TGi always says TGf is defining it. TGf says TGi is doing it.  Also, this is really defining a 3 party protocol.  We assume that we can plug in two of the parties and that it is secure - I don't buy it.

Comment: TGf will supply a non-secure UDP transport.  The security is in the bubble.

Comment: We can discuss this in the TGf/TGi joint mtg.

Comment: We need to agree on the authentication sequence.

Comment: We don't know that nonces will work until we know what the back-end protocol is.

Comment: Can you get in a situation where a station will flip-flop between AP's if it continues to fail authentication?

Tim: Yes, if coded poorly.

Comment: When the key is handed off, do you use the new key immediately?

Comment: Comment on Keying slide - encryption key implies transient session key

Comment: In the past we've used the term temporal key.  Where would the temporal keys come from here?  

Comment: The truncated transient session key

Comment: You cannot forget the truncated portion - it is needed for generating new keys.

Tim: Should I change the truncated transient session keys to be temporal keys?

Jesse: I'll need guidance.

Comment: I suggest the term operation session key.

Comment: We should stick with EAP terminology.

Tim: There are MIB conflicts.

Jesse: The MIB Needs to be cleaned up.

Comment: Delete that section of the MIB and define a new one.

Jesse: Bernard's presentation was TLS specific.  Other methods need to define their own.  A better source of randomness than the MAC address is needed.

Tim: Everyone needs the same value of randomness.

Comment: Are symmetric keys used?

Tim: yes

Comment: Have you thought about the impact with QOS?  Do 802.1x packets need to be at a higher priority?

Tim: Yes - that's probably going to be required.  We should probably use the IETF rule of priority 7 for management traffic.

Comment: TKIP counter measure may change our mind on whether we need a specific acknowledgement.

Comment: Where is the right place to discuss the RADIUS attributes?

Comment: The RADIUS WG is dead.

Tim: We should go to the IESG.

Comment: Key descriptors: Would you want to use AES CTR mode for the encryption?

Comment: We have two now, do we need these two?

Comment: Is there a way for the station to initiate the key derivation?

Tim: no

Tim: Is the same IV used for retries?  What was decided at TGe/TGi mtg at the last session?

Comment: Yes.  This is okay because it is the same data.

Comment: The term sequence number should be changed to IV to avoid confusion.

Tim: Agreed.

Comment: Could Tim address problems with adopting some, but not all motions?

Tim: It won't work.  Some pieces are absolutely required.  Some could be added later.

Comment: It would be unfair to have a ballot at this time without a chance for people to review it.

Chair: We're trying to go to Letter Ballot.

Comment: Including only pieces of this are going to confuse people.

Chair: We should try to prioritize it.

Comment: Two options:  Try to get it all. If it fails, go back and try it piecemeal.  If a piece doesn't get in, go back and try to fix it, or put something else in its place.

Comment: It doesn't make sense w/o all the pieces, but some parts are more mature than others.  If we find something that is onerous, voters could vote to block a change to protect their equipment.

Comment: It is dangerous to leave pieces out.  We should not put in normative text in unless we feel it is good. It is difficult to get out later.

Tim: I propose to vote the whole text in as information, and then go piece by piece voting on normative.

Comment: We need to discuss changes to existing text before voting.

Comment: We should adopt Tim's document as a baseline.  Once it appears we have a 75% agreement. Then we vote to put it in the draft.

Comment: Certain parts are needed to implement 802.1x.  We should attack those first.  We could have different implementations if we provide no guidance.

Comment: If we want to go to Letter Ballot, we need to incorporate all text so people can understand it.  Can we include the whole thing as informative?

Comment: Is our goal to have as much content in the draft that goes to Letter Ballot as possible?  Are we trying to identify the areas of controversy?

Chair: Generate an outline of solutions.

Comment: It is much better to put all text in instead of doing it piecemeal.  Instead having the editor put it all in before Letter Ballot, …

Comment: If we put draft to Letter Ballot and it passes, can we withdraw it if we find a problem?

Chair: Yes.  We need to vote on going Sponsor Ballot.

Comment: How do we prevent manufactures from incorporating the current mechanism and them blocking us from changing it later?

Comment: In the long run, it may be better to resolve this issues now.

Comment: The way to accomplish that is to go piece by piece.

Motion by Tim Moore: To incorporate document 01/667r1 into TGi draft with instruction to the editor to include the text marked as "normative" as informational with editorial text "This section is intended to be normative when appropriate motions are passed"

Second: Alan Chickinsky

Discussion:

Comment: What is needed to change from informative?

Comment: 50% + 1

Comment: What will that look like if we include all text as informative?

Chair: It will be viewed as compromise.

Jesse: It would be ugly.  We want feedback on the re-key approach. This is the only text we have to use.

Comment: Text is not mature yet, but progress on Tim's draft has been good. 

Comment: We can still put it in now, and then improve it over the next one or two meetings.

Tim: We wanted feedback from the Letter Ballot.

Comment: We should include the text for wider distribution.

Comment: Why is there a wider audience

Comment: People are forced to look at it if it is a Letter Ballot.

Question called.

Vote: 17/6/7 passes

Comment: If everyone voted on the text as is, can it be changed before being added to draft?

Comment: No

Presentation: - Dorothy Stanley; Document 02/006r1

Discussion:
Comment: The TGe draft states 16 MPDUs, which means up to 256 fragments.

Dorothy: Understood.  We can make changes to the proposal in the future.

Comment: On the sending side, host needs to…

Comment: The MIC cannot cover the IV.

Comment: Fragmentation cannot be supported.

Dorothy: The IV will not need to go to the host.

Motion: Direct the editor to add the text in Section 2 02/006r2 and the proposed text in Section 3 into Annex F, Clause 1.1

Second: Jesse Walker

Vote: 24/1/3 Passes

Motion: John Edney

Second: Dorothy Stanley

Discussion:

Comment: What ends up being required for security?  

Chair: The PICS says what is mandatory and optional.  TKIP is optional, AES is mandatory.

Comment: Do you mean the algorithm specified in Annex F is the mandatory to implement TKP MIC and TKIP Mixing function?

Jesse: The intent is to indicate a clear definition of what TKIP is.  Make it normative and remove ambiguity.  This by itself doesn't accomplish that.

Comment: As the draft is written now, it would not appear at all.

Chair: Correct.

Comment: The way it is written now, we must implement MIC, mixing,..

Comment: The Editor is still not clear on what to do if this passes.

Comment: Two problems: The algorithms we are defining are for TKIP are TKIP.  They are not suggested.  Second, where does TKIP fit in the document?

Jesses: Does it suggest more than one algorithm?

Comment: No

Comment: If this passes, changes to Annex F become Normative

Comment: Do changes to Annex F now require 75%?

Comment: Yes

Chair: A 75% vote is required for normative text.  There was an error made before break stating it was 50%.

Comment: There is much discussion on the topic that it was a compromise to put TKIP in the draft as informative.

Comment: We've discussed TKIP algorithms to a great degree.  The algorithms we discussed before dinner are new. We haven't discussed them as a group. There is maturity here.

Comment: TKIP is really just re-keying on per packet basis.  Key distribution is not clear.

Chair: This only has to do with draft 1.7.

Motion to amend: Replace original motion with:

To make the algorithms in Annex F the algorithms for TKIP, and make TKIP normative and optional.

Second: Albert Young

Vote on motion to amend: 19-0-1 Passes

New Main Motion: To make the algorithms in Annex F the algorithms for TKIP and make TKIP normative and optional.

Second: Dorothy Stanley

Vote: 19-0-1 passes

Presentation: Niels Ferguson - Michael (MIC) document

Discussion:

Comment: Why is the IBSS case fundamentally different?

Niels: If every station stops listening for one minute, the attacker still gets 200 attempts per minute using the broadcast key.

Niels: The document does not indicate which header fields are covered by the MIC.  The TGi draft discusses this.

Comment: What kind of attack can a person do.  If you flip a bit the CRC will catch it.

Niels: If you flip a bit in the packet, you can figure out which bit in the CRC/ICV to make it match.  If it passed CRC/ICV and fails the MIC, then we know there is a smart attacker out there.

Niels: Both MPH and MMH have 26-28 bit security level.  30 bits are insufficient unless you have countermeasures.

Comment: Can you talk about countermeasures?

Niels: The countermeasures are triggered when you detect a packet with a forged MIC.  The goal is 1) to destroy temporal key you were using & re-key.

Comment: This exposes a DoS attack.

Niels: There is no way to avoid a DoS attack.

Niels: 2) log it to the user.  3) rate of detection should be kept below 1 per minute.  When STA detections a forgery, Disassociate and Re-associate with a bit set indicating why it is Re-associating.  AP then knows not to let one of these types of Re-associations succeed every minute.

Comment: to have this discussion we need a motion.  

Niels: I was answering questions on the presentation.

Comment: RSA looked at this and the conclusion is that 20 bits is well within what is expected.

Comment: Are there Copyright issues? 

Niels: No known patents on this.  An IP statement has been submitted.

Comment: Could you summarize what the countermeasure is going to be?

Niels:

AP:

· Delete temporal key

· Disassociate station

· Log event

· Disable both receiver & transmitter on the AP

· ???

· Re-enable receiver & transmitter

· Station automatically Re-associates

STA:

· Delete keys

· Disassociate

· Send mgt frame to AP detailing MIC failure

Comment: couldn't that be forged?

Niels: yes

Niels: 

· Station then Re-associates with a bit set to inform the AP of MIC failure.  

· The AP will pace these at one per minute.

Niels: Association Request is authenticated so it can't be forged.

Comment: The 1 minute value should be a MIB variable.

Niels: Security parameters should not be configurable.  We're cutting it close with 20 bit security.  1000 CRC errors/sec yields one false positive per month.  Two of these Re-association frames in one minute is very unlikely.

Comment: We shouldn't be worried about noisy DoS attacks.  If two packets once/minute does it, is the computation required to forge two packets doable in less than 1 minute?

Niels: Yes.  You need to modify an existing packet.

Comment: A pass-through AP could force a Station to Associate to it to see the ciphertext.

Niels: Yes

Comment: This countermeasure is the least onerous of the ones considered.  It is the most implementable on the APs that are deployed.

Comment: What advantage is there to shutting down the entire BSS if there is a per station key?

Niels: If there are 200 Stations on the BSS - Without countermeasures, the attacker could forge 200 packets per minute.

Comment: Shouldn't the IT manager recognize the attack?

Niels: Don't trust them, they'll disable security to make the alarm go away.  The IT guy is not your ally for security.

Niels: To receive an encrypted frame, but stop the destination from receiving the frame, the Attacker jams only the CRC portion of a packet to force an error. He knows what the CRC is - he can calculate it.

Motion by Niels Ferguson: Move to instruct the TGi editor to work with Niels Ferguson to incorporate Michael document 02/020r0 as the normative MIC for TKIP.

Second: Ron Brockman

Discussion:

Comment: For: The process we went through to agree upon Michael was difficult.  This was a choice we did not like, but all the other options were significantly worse.  Other options could only be implemented on a small fraction of APs.

Comment: Should countermeasures be informative or normative?

Niels: I believe we must incorporate countermeasures as stated (normative)

Comment: Do the countermeasures include IBSS?

Niels: There is nothing for IBSS at this point.

Comment: There is nothing for BC/MC either.

Comment: If AP allows both TKIP and WEP stations, does that mean that every Multicast is sent twice?

Chair: Yes

Comment: Why do the mc countermeasures need to be different?

Niels: We don't know yet.

Vote: 23-0-2 Passes

Comment: Before moving on to AES, Greg would like to talk about a EAPOL re-key variant without key material to flip key index.  Should I generate some text regarding this?  

Comment: Wow would this work?  If you receive one of these frames without key material, how do you know to accept it?

Comment: How do you know to not let this happen?

Comment: Greg is offering to make a proposal on this.

Comment: Would now be a good time to go through the details of the re-keying that we adopted as informative?

Chair: We are going to leave it as is until we go to Letter Ballot.

Comment: If we were to start AES discussions early, would anybody be missing?

Chair: We're unable to know.

Chair: The group would like to see Greg's proposal

Greg will try to get this done.

Chair: Move on to AES modes

OCB Mode Discussion

Comment: Patent discussions from IBM will hold this group harmless.  There is a lack of initiative to validate OCB.

Chair: IP statement from ?.  Also, we can't discuss pricing

Comment: (Greg) we are equally concerned about licensing OCB.  All three have terms on file.  There will be a forthcoming statement from all IP holders.  The terms that Rogaway offers is a fixed fee, the other two will follow suit.  The rules don't allow IEEE to ask the question.  In a couple of weeks, a statement may be available on the web site answering some of these questions.

Comment: Is it improper to discuss pricing on source licensing?

Chair: Yes

Comment: Phil's website has pricing

Comment: Do you pay all three IP holders?

Comment: Worst case, yes.  But that is unlikely.

Comment: At NIST, they knew this was going to take some time.  All the other algorithms have not been ruled out.

Presentation: Russ Housley - document 02/001ar0 "AES Encryption & Authentication Using CTR Mode & CBC-MAC"

Discussion:

Comment: Are you proposing that the entire header is encrypted?

Russ: Only the non-mutable fields.

Comment: MSDU or MPDU?

Russ: It would work either way, I suggest MPDU

Comment: What key?

Russ: There is only one key.

Comment: Assuming pseudo random permutation for the block cipher?

Russ: Yes

Comment: For key generating, are we always running through the same set of fours?

Russ: There are n changes for eack pkt, c changes for each block.

Russ: This is a plaintext block, not the key.

Comment: It's like WEP with a better cipher.

Comment: Do you require twice the number of AES operations than in OCB mode?

Russ: Actually 8/3rds.

Comment: Neils - not 8/3rds.   Factor of two.

Comment: This IV needs to made bigger to make room for the bits.

Russ: No, we have room.

Russ: We are considering using the same alogirthm in a IPSEC document.

Comment: We should allow more than 16 bits for length.

Russ: It is not an issue here - 4k max pkt size.

Comment: Can you compare OVB with this?

Russ: It would be best to refer to document 01/634r1

· No patents on CTR mode or CBC-MAC.

· CTR w/CBC-MAC is smaller than ARC-OCB.  Greg says maybe not that much difference.

·  OCB is twice as fast as CTR w/CBC-MAC.

· Cleartext integrity coverage: with CBC-MAC, an arbitrary number of plaintext bytes can be covered.

· Both require 128 bit keys.

· Packet overhead the same.

· OCB is new but there is a proof.  CTR w/CBC-MAC is 20+ years old with new proof.

Comment: is your proposal mature now?

Russ: Yes

Comment: Question for chair - We now have two complete proposals.  How do we go forward?

Chair: A motion is needed to replace AES OCB.

Comment: When will proof be finished?

Russ: In about a month.

Comment: What data rates are supported? 

Comment: In hardware, AES is about a gigabit.

Comment: There is no compelling difference between the two based on speed.

Comment: Since there are a number of OCB implementions far along, Greg would like to have one optional.

Comment: Which one?

Russ: The IP encumbered one would be the one to make optional.

Comment: Greg looks as CTR mode as an insurance policy.  There is no compelling reason to change OCB plans now.  We do not want legacy chips with OCB not to be able to talk to any future chipset.  If group removes OCB, there will be OCB stations out there.

Recess: Until 8:00 am tomorrow morning

Tuesday, January 22, 2002

8:10am

Chair: We are ahead of our agenda.  We've moved ahead into the AES sessions scheduled for tonight and Wednesday.

Russ has a follow-up on his presentation he would like to present. Then we will get into the motions that are queued.

Presentation: Russ Housley - document 02/001ar0

Russ: I Neglected to mention the significance of including the Transmit Address.  It provides protection against pre-computation attacks.  There are 2^64 keys.  The attacker needs to build a dictionary per transmitter.

Comment: If you target an AP, do you know the key info?

Russ: Yes

Comment: Not only per transmitter, but per packet number.

Russ: Correct.  This makes these attacks nearly infeasible.

Comment: Is the pkt number sequential?

Russ: Yes

Comment: How many bits are added to each pkt?

Russ: Up to 32 bits.

Motion: by Dorothy Stanley:

To instruct the TGi editor to include AES CTR with CBC-MAC as per document 02/001 as the normative and mandatory to implement encryption algorithm.  Include AES-OCB as the normative and optional algorithm.

Discussion:

Comment: All three patent holders have submitted IP statements w/IEEE.  Is that true?

Chair: I haven't seen one from IBM.

Comment: That has been done in the past 24 hrs.

Comment:Is there a number assigned to OCB mode for cipher suite negotiation?

Chair: We need to follow up on that.

Comment: What is the solution for nonce stealing?

Comment: The TGi editor is not willing to undertake work if the group wants to remove OCB.

Comment: The cryptographers tell us not to use the same key for two different algorithms. Which is what CBC-MAC does.  A proof is forthcoming.  OCB is new, but so is TKIP.  There is no compelling reason to make a change right now.  For some people, the IP issue has not been cleared up.  This is not a good reason to make a change.  The same arguments should be applied to both algorithms.

Comment: Having something optional sends the wrong message. I would prefer to have one or the other.  Market view.

Comment: The comments made regarding OCB were not an attack on OCB, rather an attempt to get the groups feeling on OCB.  I feel it is also premature to make a change.  

Chair: What are the interoperability issues?

Comment: If we make changes, existing implementations will need to change from OCB to CBC-MAC.

Comment: I acknowledge that it would be better to have only one algorithm.  The issue is that there will be OCB silicon on the street.

Comment: I support the motion.  OCB is too new.  CBC-MAC is stable.

Comment: CBC-MAC does use a novel approach with the use of the key twice.  The record in the crypto industry with copyrights is abysmal.

Comment: I suggest that CBC-MAC should be adopted as optional.

Comment: Having both algorithms adds a lot of complexity (gates) to the hardware.  

Chair: Regardless of which algorithm is selected, which fields would you want to protect?

Comment: This is something that needs to be reviewed for both modes

Comment: For the fields we want to protect, is the nonce stealing large enough?

Comment: Do we need the WEP bit any more?  If yes, we should adandon nonce stealing and go with Associated Data.

Comment: If we want to cover more fields than we already defined, or increase the IV size, we need to move to Associated Data.

Comment: The operation is over the MSDU.  We may need to change to MPDU for QoS to work.  Sequence numbers are then an issue.

We need some compromise to reach 75%.

Comment: Support for motion: We would eliminate risk from lawyers.  This is a way to come to a consensus

Comment: Against: OCB is one of the few stable parts in the draft.  There are complaints that it is too new, but we are replacing it with something newer.

Call the question.

Vote on calling the question: 27-2-8 passes

Second to Main Motion: Albert Young

Vote on Main Motion: 24-12-3 fails 

Straw poll: Would you support a motion to support AES CTR mode with CBC-MAC as the only selection?

Vote: 34-18-7

Comment: A mechanism is needed for selecting the method

Chair: We have that today.

Straw poll: - Would you support a motion retaining AES OCB as mandatory and AES CTR mode with CBC-MAC as normative and optional?

Vote: 4-42-12

Chair: Recap - OCB mode is still in the draft.  CTR mode with CBC-MAC is not.  I suggest that we recess until the 6:30pm session to work on the letter to the IESG & IETF.

Comment: Could you explain the purpose of the letter?

Chair: Desire is to create an EAP IETF WG.  We would like to have input into the charter of the EAP WG.

Chair: Any objections to recess?

None

Recessed until 6:30pm

Resume 6:38pm

Chair: We left of with AES modes.  Russ wanted a couple of closing comments before we move on.  There will be joint TGe & TGf meetings on Thursday morning

Review letter drafted to IETF/IESG.

AES Modes – Russ Housley

Russ: Regardless of the decision, we are going to be facing a change in the protocol because of the larger IV.  Once that is opened, we may want to change other things as well, e.g.. increase 2 bit space for key id.

Presentation: Greg Chesson - Document 02/071r0 “EAPOL-Key clarifications”

Greg: This is needed for legacy hardware that can maintain only a single key.

Discussion:

Comment: How would the AP know when to use this method?

Greg: The AP is the one with the problem, so it would know of its own limitations.

Comment: Adding Greg’s explanation as informative text would be very beneficial.

Greg: I could write this if it is wanted.

Comment: I’m worried about the new message.  We don't throw away the old key material.

Greg: Tim's method doesn't do that.  This is a modification of Tim's document.

Comment: Now attackers can maybe play games in getting the STA to switch keys.

Greg: This should be sound because of the strength of the key management protocol.

Comment: All key material is thrown away when Re-Associating or Disassociating.

Comment: The key is implicit and not authenticated.  Perhaps adding the hash of the key may be needed.

Greg: This is trivial to add, but I don't think we need it.

Comment: It is safer if we add the key hash instead of the key material.

Greg: A key length of zero implies there is a key hash there instead.

Greg: The AP would need to keep the keys, the STA only keeps the hash.

Comment: In an IBSS case, the keys would need to be retained.

Comment: In Tim's proposal, is retaining the keys a "may"?

Greg: No, it is a “must”.

Comment: One must loose the keys on re/disassociate and…

Greg: There is additional burden on the STA that the AP is performing this, and to retain the key hash.  A method for negotiating this needs to be addressed.

Comment: How is the out of order (QoS) problem handled?

Greg: Same as the method used without this proposal.  There is a period of time where both keys need to be active to account for QoS queues being flushed that were encrypted with the previous key.

Comment: It seems you are throwing away the "ping" key message too quickly.  There may be residual messages in queues on station encrypted with the old key.

Greg: I left it to the spirit of the document to resolve the "skid" issue.

Comment: Is it your intention to retain the same re-key key for multiple messages?

Greg: Yes, until the IV space for re-key is exhausted.

Comment: Is the re-key key different for each STA?

Greg: Yes

Greg: Tim Moore performed experiments with a non-handshake re-key algorithm & UDP.  The packet loss wasn't that bad.

Comment: In existing hardware, encryption is done in hardware so if there is a re-key, the new key can be applied immediately to the next message to be sent.  With new re-key (TKIP), host is involved so there will be more residual packets encrypted with the old key.

Greg: True

Comment: I suggest that you rephrase the term used for zero key length message to be a compression option.  Some linkage of message to key.

Comment: 802.1x already allows you to do this.

Greg: We need to check this out

Comment: I did.

Comment: The new TKIP descriptors have no definition for a key length material of zero.

Greg: There is precedent.

Comment: 802.1x does not do this.

Comment: Clause 7.6.7. in 802.1x

Motion by Greg Chesson:

Instruct the editor to work with Niels Ferguson and Greg Chesson to incorporate the appropriate informational text as exemplified in document 02/071 for fast key switching in TGi draft 1.7 as defined in document 01/667.

Second: Jesse Walker

Vote: 19-0-4 passes

Chair: We are finished with the AES discussion.  The Editor is adding changes needed to go to letter ballot.

Editor: All text is in except for new changes we just voted on.  If I receive new text tonight, I will try to have a new draft on the server tomorrow morning for review.  The text needs to be on the server 4 hours before a Letter Ballot vote.  It is a two-stage process.  The Task Group reviews the new draft, and then the editor makes any modifications before the motion to full Working Group on Friday.

Chair: Work has been done on the letter to the IETF/IESG.

Chair: Can we have the presentation on stream cipher scheduled for Thursday now?  [presenter not present]

Chair: Move on to the review of letter to the IETF/IESG.

Presentation: Dorothy Stanley - document 02/040r0 “EAP Group Letter”

Dorothy: The purpose of the letter is to provide the IETF with IEEE TGi's expectations.

Chair: EAP authentication types are out of scope for us.  At the last IETF PPP WG meeting, the chair had more proposals than he could handle.  If a new WG gets started, we would like input into it's charter.

Discussion:

Comment: Looks fine

Comment: If we adopt the letter, can we wordsmith?

Comment: What concerns are there?

Comment: Grammatical, not informational.

Comment: Can you elaborate on the EAP keying framework?

Chair: When an authentication type receives keying material, it is for a particular usage.  This defines the usage.

Chair: If we do not provide a letter, an EAP WG may not be created, or its charter may not include EAP types.

Comment: Is there a timeframe?

Comment: This in an introductory letter.  There will be follow-up letter.

Comment: Could we have a more cordial introduction?  It seems harsh.

Chair: We already started discussions with the IETF/IESG.

Comment: Replace "expectations" with “needs” in the abstract.

[Dorothy modified]

Comment: If we don't get this letter to the IETF before their March meeting, it is useless.

Motion by Dorothy Stanley:

Instruct the IEEE 802.11i chair to bring the letter, in submission 02/040, to the full IEEE 802.11 working group. This letter is to go from IEEE 802.11 to the IETF/IESG chair.

Second: Bernard Aboba

Vote: 15-0-5 passes

Chair: Are there any new agenda items?

[None]

Chair: The editor should have a new draft on server tomorrow.  We could meet tomorrow morning to discuss the new draft.

Chair: Any objection to recessing until 9:00am tomorrow morning?

Hearing none, we are recessed until 9:00am tomorrow.

Wednesday, January 23, 2002

9:01 am

Chair: I talked to Stuart Kerry regarding the motions we plan to make.  The first is to make all TGi drafts publicly available.  Stuart said he would rule that out of order.

Comment: Stuart’s position is that he does not want it reviewed by outside parties.

Chair: He is supporting the IEEE rules.  I could still bring it up.  Options are to add the draft as a submission on the status TGi section on the web site.

Comment: I see that as necessary.

Comment: If ruled out of order, can we override him?

Chair: Yes

Comment: We're not asking him to change rule - he can't.  We're asking for an exception in this case since it is important to have outside review.  We should talk to Stuart more so that he knows what our intent is.  We are not asking him to change the rule - we know he can't.

Comment: Does he know of some other way to do this?

Chair: I prefer not to wait to Friday.  Jesse and I will talk to Stuart before Friday.

Comment: Ask Stuart to find a solution to the problem.  We need public review.

Comment: Is there a problem with creating a tutorial?

Comment: There is not sufficient technical detail.

Chair: Is the group okay with Jesse and I talking to Stuart, and then bringing it up on Friday based on what Stuart says?

Jesse: If we have the discussion, we will know if this is amenable to him.

Comment: P1363 does not make their work publicly available.  As an alternative, we can get permission to share with specific cryptographic groups.

Comment: We could organize a presentation at the Santa Barbara Crypto event.  Documents are available to all who attend.

Chair: I mentioned to Stuart that the letter to IESG may take some time.

Editor: Draft 1.8 is on Venus in the “To_Doc_Keeper” folder.

Chair: I expect a decision tomorrow if we should go to Letter Ballot.

Editor: In order to send the draft to Letter Ballot, we need a motion to advance it to version 2.0, and remove revision marks.

Chair: After our vote, the draft needs to be on the server 4 hours before the 802.11 vote.

Comment: Can we send version 1.8 out for Letter Ballot?

Editor: We need to remove revision marks and spell check.

Chair: Are we ready to vote to go to Letter Ballot now?

Comment: I think we need more time to review.

Comment: The draft could use some figures to walk through the authentication protocol.  This would be great for an implementer.

Editor: Let's have that discussion after the review of the draft.

Comment: I'm going to have to do this for my company anyway. I could provide this.

Chair: Please review draft 1.8 so that we can vote on it tomorrow.

Presentation: John Edney, doc 02/109r0 “Temporary MAC Addresses for Anonymity”

John: The goal is to separate MAC address from the identity of the station.

Comment: Would it make sense to have a DHCP server pass out these addresses as well?

John: Yes, we may need to invent something

Comment: IAPP uses an IETF protocol to distribute MAC addresses.

Comment: We're not out of capability bits, it may be better to use one of those.  ACLs will no longer be feasible.  If MAC addresses are no longer unique, you give up control.

Comment: There are issues with legacy systems & ACLs

Comment: The initial DHCP work used a similar system of client selecting a random address.  It did not scale.

Comment: This may be an issues using VPN's.

John: Some VPN's may rely on the uniqueness of the MAC address.  This may break that.

Comment: If the broadcast key is not updated, we have trouble.

Comment: Jamming/forging beacons could force everyone to use their static MAC address.

Chair: What is the usefulness?  You could track the random address just as easily.

John: You choose a new MAC address every time you Associate.

John: If the MAC address only needs to be unique in a BSS, then the problem is simpler.

Comment: That is all that is needed.

Comment: Would this cause a problem with the authentication server?

John: This would provide an anonymous ID only to the AP.  We would still use the static MAC for identity to the authentication server.

Comment: Can the AP provide address translation to the actual MAC address?

John: There is an issue when roaming.

Comment: That could be solved with IAPP.

Recessed: until 8:00 am Thursday

Thursday January 24, 2002

8:00 am - Joint session with TGe

Meeting called to order at 8:17am

[meeting chaired by TGi chair David Halasz]

Chair: The purpose of this meeting is to create a forum to discus issues presented between the TGi and TGe groups.  This is meant to be an open discussion.

Discussion:

Comment: One and a half years ago, IE space between TGi & TGe was allocated.  TGe is encroaching on TGi space.  TGe/i should move their IE space so we don't overlap.  How are we to move forward?

Chair: We should catalog the current issues and start discussion between editors and have them report back to their respective groups.

Comment: QoS Traffic Class.  There are issues with Burst ACK’s within Traffic Classes and replay attacks.  How do we deal with key management for side-stream traffic without going to manual configuration?

Comment: For QoS, we need to deal with the secure fast re-authentication.  A mutual authentication with AP is needed when roaming.  Whatever solution we come up with, it must be independent of infrastructure mode.

Chair: There has been a lot of work done on re-keying.  Is there justification for follow-up?

Comment: The Microsoft document on re-keying would be sufficient if secure.

Comment: There is an issue with fast authentication when roaming.  It is nearly impossible to perform a fast re-authentication without it being noticeable to the user.  We should adopt a model used with cell phones - associated with 3 towers at once.  Perform some background work with new AP before making the switch.

Chair: The "make before break" concept has been discussed before.  Currently, you cannot do that due to Association rules.

Comment: The reason this hasn't been looked at up until now is because of the Association rule.  Perform a "pre-Assoc" to not violate the rule.

Comment: There is currently a proposal in TGe (doc 02/066r2) where stations are capable of becoming an AP.  TGi needs to be involved with that effort to see if there are security issues related to this.  

Comment: The security issues with this seem to be great.  The AP gets to see all traffic in plaintext.  An attacker will claim to be new AP.  We will loose all security.

Comment: IE's 32, 35 are being used by both TGe & TGi.

Chair: Jesse brought that up as the first issue.  Can we solve this right now?

Jesse: No, because of coordination needed with other task groups.

Chair: Since we are in a joint TGe/i meeting, let's fix it right now.

Comment: At the WG Closing plenary, we should ask the WG to assign a block for each TG.

Motion: by Michael Fischer

Move that blocks of Element ID Codes, Status Codes, and Reason Codes be allocated to each Task Group whose PAR includes MAC changes to allow non-conflicting code assignments working in parallel.  Upon completion of any PAR, allocated but unassigned codes will revert to being reserved.

Second: Jesse Walker

Discussion:

Comment: As the motion stands, it is unilateral between the two task groups. I don't think we have the power to do that.

Comment: Shouldn't we state who would make these allocations?

Chair: It is assumed to be the editors. You are welcome to make an amendment.

Comment: I would like to amend the motion (text drafted).

PoI: Can I ask if adding the IE's is technical or editorial?

Comment: Editorial now because we are not in Sponsor Ballot process.  This reduces probability of editorial becoming a technical one.

Motion to Amend: by Alan Chickinsky

Allocation be done by WG chair and this motion if passed be taken on behalf of this joint TGi/TGe group to the Full WG for approval.

Second: Jesse Walker

Vote on motion to amend: 45-1-6 Passes

Comment: The motion indicates that these are going to be block assignments.  We did this initially and we are running out.  Maybe it would be better to allocate codes as needed and have the list maintained by a single source (e.g. Harry).

Comment: More blocks can be allocated to each TG later.  We are not restricted to a single block.

Comment: We are spending too much time on discussing this.

Call the question: Duncan

Second: Michael Fischer

No objection

New Main Motion:

Move that blocks of Element ID Codes, Status Codes, and Reason Codes be allocated to each Task Group whose PAR includes MAC changes to allow non-conflicting code assignments working in parallel.  Upon completion of any PAR, allocated but unassigned codes will revert to being reserved. Allocation be done by WG chair and this motion if passed be taken on behalf of this joint TGi/TGe group to the Full WG for approval.

Moved by: Michael Fischer

Second: Jesse Walker

Vote: 48-0-3 Passes

Chair: I will meet with the TGi/TGe editors to prepare a motion for the Full WG mtg.

Chair: Any further discussion.  None

Chair: Next agenda item is the issue with Burst Acknowledgements.

Comment: In Austin, Traffic Categories (TC) were discussed.  Replay prevention would work as long a sequence number was allocated per TC.  Then we learned about Burst ACK's.  Retransmission of an older sequence number would be seen as a replay attack.  A sequence number window may resolve this.  What is an acceptable size for the window?

Comment: Since Burst Acks are at such a low level of the MAC, why not perform security check after the full burst is received?

Comment: Skipped sequence numbers will be buffered until previous (missing) numbers are received.

Comment: We are comfortable with this then.

Comment: Is Burst mode intended to go into legacy HW?

Comment: This is dependent upon legacy HW being capable of recognizing new frame types.

Comment: TKIP is dependent on assumption that it can be handled by legacy HW.  Burst mode must be implemented below security.

Comment: The Burst ACK mechanism was proposed to resolve issues with previous Delayed ACK mechanism.  

Comment: There is a mechanism in place for legacy HW that would violate security.  

Comment: Logically, QoS would lie under Security.  This is an implementation issue.  

Comment: Burst Acks, as originally defined, covered 16 MSDU's.  Has that changed?

Comment: A change was made to support up to 8 MSDU's which results in a maximum of 128 MPDU's, or an option to support up to 128 unfragmented MSDU's.

Comment: Within reassembly, the MSDU's are in order.  Out of order fragments will be rejected.  I would like to see a picture showing the structure within the MAC.

Comment: Agree.  The diagram is needed.  It needs to be a coordinated effort between all groups.  An ad-hoc group between MAC TG's would appropriate.

Comment: These Acks are at the MSDU, where others are at MPDU level.  I now have more concerns regarding security.

Comment: The Acks are logically still at the MPDU level.

Side-stream Discussion:

Comment: Side-stream was originally treated like ad-hoc.  We learned that the AP is to play a role.  We would like an overview from TGe on side-stream communications.

Chair: Any volunteers?

Comment: Term "Side-stream" does not appear in TGe draft.  If both stations are associated to the same AP, why is there a security concern?

Comment: Side-stream overview:  The AP governs all side-stream traffic.  The STA indicates to the AP that it is capable of side-stream communications.  The AP can choose to not allow the side-stream channel to occur.

Comment: Are broadcasts allowed in side-stream traffic?

Comment: No, unicast only.

Comment: Prohibiting the use for MC/BC is quite useful.  The keys are established between the stations and AP.  We need a pair-wise key between the stations involved in the side-stream traffic.  Perhaps the AP could distribute the keys.  Perhaps an ad hoc group could be formed to discuss this issue.

Chair: Any further issues?

[none]

Chair: Any objection to recessing until 10:30am and the people interested in forming an ad hoc to discuss these issues meet here?

[No objections.]

Recessed at 9:33am

10:30am - Joint TGi/TGf Meeting

Called to order at 10:34am

[meeting chaired by TGi chair David Halasz]

Chair: There is no formal agenda.  Items to discuss are:

· Update from TGf

· Presentation from Jesse Walker

Are there any further presentations?

[none]

Open up to general discussion.

TGf update - Dave Bagby

TGf is close to completing its work for the week.  Two drafts posted this morning; V2.4 with revision marks, V3.0 without.  SLP is no longer part of draft.  We have completed processing of the Letter Ballot comments.

Presentation: Jesse Walker - doc 02/113 Fast Roaming Observations

Issues:

· Updating bridges

· Association to new AP without disassociating with old AP

· Move QoS from old to new AP

· Use of TGi for moving key material from old to new AP.

Comment: Most of the work needs to be done in TGi, and this is not being done.

Comment: There is a new authenticator element in the re-association request.  New and old AP's utilize an authentication server to establish a secure connection between each other.

Comment: There are issues with sharing the same key material between n AP's.  This increases the chance of a key being compromised.  How are new keys obtained?  Do keys live forever?

Comment: To guarantee liveness, either timestamps or nonces are required.

Comment: Is more authentication is needed between the old AP, new AP, and the station that roams?

Comment: "A Different Architecture" slide: Shouldn't there be a separate key per AP per Station?

Jesse: No, this is only between the AP and the AS.

Comment: A new Key Sharing protocol introduced.

Comment: I thought the idea was to avoid going back to the AS.

Jesse: The operations we tried to stay away from are those that impose a high burden on the AS, like TLS.

Comment: We will have a real issue with ensuring liveness if we rely on TGf.

TGf has chosen to use IPSec which is going to increase the price of AP's.  TGf is using the AS for IPSec, which is going to require a lot of analysis.

Summary: TGf should not compromise it own architecture just to accommodate TGi.

Dave Bagby: TGf did not do all this only for TGi.  We needed a general mechanism for transferring context for any TG, not just TGi.

Jesse: How much security do you need?

Dave Bagby: It is not TGi's charter to be security for all things.  

Jesse: I'm not sure what TGi is going to do about the key passing issue.  This is not in TGf's charter.  Relying on IPSec for protection of key material is inappropriate.

Comment: Is the issue of securing the channel between AP's separate from the need for securing the information for TGi?

Jesse: We don't know what people are going to invent in the future.  The original goal is to provide Wired Equivalent Privacy.  Until we have a need to secure the backend, do we want to address it?

Comment: If an AP/Station key is compromised on the old AP, then it will be compromised on the new AP and will be passed along.

Jesse: Yes, that is one of the main issues I'm concerned with.

Comment: It is a TGi issue, not TGf.  How do I perform a key renewal between STA & AP?

Jesse: I believe what we are doing now is making it a TGf issue, but it shouldn't be.

Comment: Two approaches: TGi has a need to transfer security information for roaming.  TGf needs to solve this for other purposes.  What do the powers say about this?  TGf says we need security and that is TGi's job.

Dave Bagby: From TGf’s standpoint, IAPP shall be "reasonably" secure.  Letter Ballot responses were that security was not reasonable.  The new draft provides better security.  TGf does not want to look at the contents of what is in the container, just provide a secure channel for transferring it.

Chair: Our PAR says MAC enhancements.  TGi does not have to solve all problems just because they relate to security.  I’m not sure if all things being discussed fall with our PAR.  Having this joint meeting is useful to determine if these issues are within our scope.  The home for the solution may be TGi, TGf, some outside group, new TG.

Comment: What is really needed is a TGf meeting where all TGi experts show up.

Dave Bagby: I encourage some of those people to attend TGf meetings.  We would like to have them review our latest draft.

Niels: Protocols for distributing keys among old AP, new AP, Authentication Server and Station are very difficult to implement.  The chances of getting it right are very low.  I worry about several WG's trying to solve a piece of the puzzle.  There will not be enough quality review.

Comment: One of the goals of TGf is to avoid having to re-authenticate.  We want to make sure we can trust the information from the old AP.  Is that accurate?

Dave Bagby: Yes. We are trusting the information from the old AP.  We don't know if it is valid because we don't know what is in the container.

Greg Chesson: question for Niels:  Are there examples like Jesse presented that have been broken after being in place for 10 years?

Niels: Yes

Greg: Where are the hard parts?

Niels: The inability to understand the trust relationship.

Greg: The more parties, the more difficult the problem?

Niels: Yes - exponential.

Comment: Is a secure back channel needed? Its purpose is to secure the fast handoff.  A back channel would most likely be at layer 2.  A wire is most likely trusted.  A user could install dedicated wiring between AP's, or have each AP use VPN.

Dave Bagby: We are being driven by the Letter Ballot comments.  It became clear when reading the comments this is what we needed to do.

Comment: One of the applications that can really benefit from fast handoffs is VoIP, but these are not fast enough for this purpose.

Comment: Read the new TGf draft.  Caching is allowed between AP's.  If that is not fast enough, forget it.

Chair: Any further discussion?

[None]

Chair: TGi's next meeting will be at 1:00pm today.  The major issue is to vote on going to Letter Ballot.  The new draft 2.0 will need to be on the server by 4:30pm to be eligible for a vote to the WG on Friday morning.

Chair: Any objections to recess?

[None]

Recessed at 11:50 until 1:00pm

1:00pm – TGi Session

Called to order at 1:01pm

Chair: Agenda items:

· Decision to go to Letter Ballot.

· John Edney has an editorial change he would like to make.

Jesse: The term ESN is used to refer to Enhanced Security Network.  I suggest that we change it to Robust Security Network (RSN).  This could be done by the 4:30 deadline if there is not too much discussion.

Chair: Is there any objection to editorial change?

[None]

Chair: No motion necessary - editor has agreed.

Comment: Are we planning on using the terms RSTA and RAP, similar to the terms QSTA and QAP used in TGe?

Chair: In order to go to Letter Ballot we need draft 2.0 on the server by 4:30.

Discussion: Should we go to Letter Ballot?

Chair: There are no state diagrams, but 11b did not have state diagrams before going to Letter Ballot.

POI: When will the chair discuss the conversation the editor and chair had with Stuart?

Chair: After vote on going to Letter Ballot

Chair: There will be missing and incorrect items in the draft. We want to go to Letter Ballot before we spend too much more time on the path that we are currently going to make sure it is the correct one.  This also forces people to take a serious look at the draft.

Open for discussion:

Against: There are areas that do not hang together.  For example section 8.2.1.2 shared key.

Chair: If we don't go to Letter Ballot, what type of issues will we be focusing on?  Probably larger issues.  Going to Letter Ballot forces us to clean these up.

Against: There is enough incoherence that we risk alienating our reviewer committee.

Against: We know it doesn't have to be perfect.  When is it not repulsive?  It has to reach a certain level.  I'm highly confident we could get there by the next meeting.

Chair: What will happen between now and the next meeting is not cleaning up the text.  There will be other issues/motions.  Editorial and technical changes will be added.

For: The benefit is that it can educate the other members in the WG on recent changes.  The negative aspect is if it wastes their time.  They will be angry.

Comment: How would we go forward regardless of Letter Ballot?  We should have a moratorium of new items going into the draft until after the Letter Ballot.

Chair: We should try to clean-up what we have before adding more features.  If we go too long, I do have the right to determine when things are out of scope - we need to make progress.  Our PAR has a lifetime.

Against: We need to prevent adding new items.  The draft is not good at informing people.  I am unable to write an introduction based on the current text.

Comment: It is urgent to fix WEP for WECA.  Is TKIP good enough?

Comment: No.

Comment: It would be interesting to have someone fresh read this.

Comment: They would be totally confused.

Comment: Can we make a motion that we will not add any new proposals and only clarify the current draft for the next meeting?

Chair: We don't need a motion; I can adjust the agenda accordingly.  We should look to go to Letter Ballot at the beginning of the next meeting.

Comment: This is the first time I've reviewed the draft.  There are missing and implicit parts.  I find it hard to read.

Comment: What is not ready with TKIP?

Comment: A few technical details are missing that will lead to interoperability problems.

Comment: There is a tool available if we don't go to Letter Ballot.  Schedule an editing meeting before the next IEEE meeting.

Chair: We have had these types of meetings in the past.

Editor: I would support going to Letter Ballot at the beginning of next meeting.  By definition, when this meeting ends, we will add no more text.  Re: TKIP, key mixing and MIC are there, however all other components have been pasted together - there will be inconsistencies due to haste.  An example of the piecemeal is that nowhere do we define where we get the key for the MIC.

Comment: Can you end it now, procedurally, with these issues?

Chair: Yes.

Comment: We will be doing a disservice.  The rest of the WG may say we're going in the wrong direction.

Editor: I’m not in favor of holding the draft from Letter Ballot until all technical issues have been resolved.  However, sending out a draft that our reviewing committee cannot comprehend is not a good idea.

For: It would be good to get feedback to see if we are on the right path.

Comment: Is six weeks enough time to get the document in good shape?

Editor: I don't know.  20% of the document needs to be modified.

Comment: MIC is there; per packet re-key is there - but not reviewed.  They are there as informative, normative.

Comment: It will require a number of us getting together.

Comment: If we can't do it in six weeks, something is very wrong

Comment: If the major technical issues are complete, is there much value in involving the rest of the group?

Comment: Is the Letter Ballot the best venue for that?

Chair: The order is Letter Ballot, re-circulation, Sponsor Ballot.  By the time we get to Sponsor Ballot, all technical issues should be resolved.

Comment: Is there some mechanism other than Letter Ballot to get feedback without putting that much burden on the WG?

Against: The "cake is not baked" enough to go to Letter Ballot without it going flat.  We have made a lot of progress.

Comment: I don't think we'll get any feedback that we don't already know.  Going to Letter Ballot will slow us down due to comment resolution.

Comment: If we don't go to Letter Ballot, how will this affect WECA?.

Comment: We will look at the current draft to plan.

Comment: Maybe the best way to get a feel of Task Group is to take a straw poll

Straw Poll: Should we attempt to go to Letter Ballot this session?

Vote: 15-34-8

Comment: Are there are any preparations that need to be done now in preparation for going to Letter Ballot at the next session?

Chair: We have to take care of editorial changes.  We also need to setup meetings and conference calls at end of this session.

Comment: Tim has prepared doc 02/114 as an overview.

Comment: a new document is being prepared describing the frame format for counter mode.

Presentation: Rene Struik - doc 02/042r0 RC4 Stream Cipher Variant and their use in IEEE P802.11 WLAN

Comment: With 4 bytes of IV, aren't there 4 billion IV's?

Rene: Yes, but this was based on a theoretical value.

Rene: Only 8.4% percent overhead.

Comment: The main reason we came up with TKIP is because both the cipher and the key setup are being done in hardware.

Rene: This information was unavailable.

Chair: Agenda discussion

There are two remaining sessions to figure what we need to do to get to Letter Ballot.  Are there any technical motions to clarify text?

[None]

Chair: Is it worthwhile to get together in an ad-hoc fashion to discuss how we get to Letter Ballot?

Comment: Yes

Chair: Are there any objections to recessing until the 3:30pm session and have ad hoc meetings during this time?

[None]

Recessed at 2:30.

3:30pm TGi Session

Called to order at 3:50pm

Chair: Tim Moore has a presentation going through an example.

Comment: Dorothy has a presentation on frame format mapping for Counter Mode.

Chair: Does it have something to do with clarifying text that is already in the draft?

Comment: No.  It clarifies the presentation from Russ.

Editor: This is not text to replace OCB.

Chair: I don't see how this will help us go to Letter Ballot.

Chair: We need to discuss possible interim meeting times and locations.

Comment: Larry Green has offered the use of his facility in Santa Barbara.

Chair: would one day be sufficient?

Comment: 2 or 3 days would be needed.  There is enough work to warrant this amount of time.

Comment: Russ could get us a room at the RSA conference for half a day.

Comment: Would any votes taken at the meeting be binding?

Chair: The meetings are mostly for editorial changes.

Comment: Any decisions that are made need to be ratified at the next session.

Comment: If the Letter Ballot is approved at the beginning of the next session, what will we do for the remainder?

Chair: There will be demand for new motions.

Straw Poll: Should we have an editing ad hoc meeting in Santa Barbara?

Vote: 20-0-8

Comment: Can we sustain two meetings within six weeks?

Consensus is no.

Chair: The meeting will take place in Santa Barbara on February 11th & 12th.  The Results of meeting will not be valid until approved at the St Louis meeting.

In order to get a count on the size of the facility needed, Larry Green asked for a count of the number of people that plan to attend.  The following question was posed to the TG:

“I intend to attend the TGi Ad Hoc meeting in Santa Barbara being proposed on February 11th and 12th, 2002.”

Count: 15

Chair: I will send out a message stating details of meeting on the website.

Comment: Please post something on the reflector as well.

Motion by Greg Chesson: To hold an Ad Hoc meeting in Santa Barbara on February 11th & 12th hosted by CMC Corp by Larry Green.

Second: Jesse Walker

Vote: 12-0-3 Passes

Presentation by Tim Moore - doc 02/114r1 TGi Security Overview

Comment: When reading the document, a warning that in some places we say to authenticate then associate, and others to associate then authenticate.

Comment: Put a section in about sending 802.1x unencrypted.

Editor: Slide 7 - this would make good informative text in an Annex.

Comment: Put the informative text in as an Annex for Letter Ballot, and then take it out if someone objects.

Comment: If you send the master key to the AP, doesn't that mean the AP can impersonate the STA?

Tim: You send the master session key, not master key.

Tim: At Microsoft, 2 to 3 hops for authentication takes 800ms.  Fast reconnect takes about 100ms.

Comment: Is the master key derived from the certificate?

Tim: Yes, using a hash with a random value.

Tim: There is no liveness for nonce - this is a weakness.

Tim: The draft currently does not state how the temporal key for TKIP is generated.

Comment: Also, the draft doesn't state where the keys live.

Comment: To go from the transient session key to the temporal key, do you simply truncate?

Tim: Yes.

Comment: Is the IV needed?

Tim: Yes.

Comment: In what cipher suite is the ICV used?

Tim: None - it is used in TLS.  We basically need a nonce for TLS.

Comment: What does the draft say?

Tim: It doesn't.  

Comment: Slide 19; what are APIV and PAIV?

Tim: PAIV is the peer to authenticator initialization vector. APIV is the authenticator to peer initialization vector.

Comment: The method used to derive the temporal key should not allow cipher text encrypted with an older key to be decrypted if a newer key is compromised.

Tim: There is not a MIB object to indicate when the RX IV space is about to be exhausted.  There is one for TX.

Comment: Could splitting the 256bit key be used in Counter Mode as well?

Comment: There is a performance reason that we don't do that.

Comment: Slide 25 - Where does the IV come from?

Tim: It is not defined in the draft.

Tim: Some people may make the mistake of using the TKIP method for IV instead of AES.

Comment: Talking to Rene, we may want to make minor changes to the key mixing.

Comment: Remember, some implementations can only do 1 bit rotates.

Comment: What is the speed goal for fast handoff?

Tim: About 20ms.  If updating switching tables takes more then 20ms, we're out of luck.

Chair: Any objections to adjourning for the week?

Comment: If we still have time, I would like to hear Dorothy's presentation.

Chair: Will that help us get to Letter Ballot?  Or just bring up new issues?

Straw Poll: Who would like to continue with the session and see Dorothy's presentation?

Vote: 18-4-11

Comment: Will there be any motions from the presentation?

Comment: No.

Chair: Any objections to adjourning and then continuing in an ad hoc session?

[None]

TGi Session adjourned at 5:33pm.
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