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Abstract

Part of the overall solution to the problems identified in WEP includes constraints on the generation and use of Initialization Vector values. This paper summarizes the requirements on IV usage. These requirements apply to the TKIP solution only; they do not apply to AES cipher based solutions.

1 Background

IEEE Std 802.11-1999 specifies the definition of WEP, including the use of an IV. The current algorithm allows for the reuse of  IV values, leads to the reuse of RC4 key streams, which leads to a data recovery attack.  Discussions have been ongoing to identify the changes needed to use the RC4 algorithm on a per-frame basis in a secure manner. The requirements here have come from those discussions, notably 11-01-550r3-I-Temporal Key Hash, and a joint TGi/TGe meeting, held November 2001.
2 Requirements on IV usage

1. Each party must ensure that it does not encrypt more than one packet under a given temporal key (TK) with the same initialization vector (IV) value.  

2. The IV must be implemented as a 16-bit counter, starting with zero.

3. Implementations must ensure that the TK is updated before the full 16-bit IV space is exhausted.  If a new TK cannot be obtained, then encrypted communications must cease.  Reuse of an IV will result in the reuse of the associated RC4 key stream, enabling a data recovery attack.

4. The WEP IV format carries 3 octets.  Step 3 of Phase 2 in the temporal key hash function is used to determine the value of each of these octets.  The construction was selected to preclude the use of weak keys.  The recipient can reconstruct the 16-bit counter by concatenating the first and third octets, ignoring the second octet.

5. The receiver must check that the received IV (16 bit counter) is strictly greater than the IV of the previous frame received in the same message class. This provides replay protection and accommodates frames that may be delayed due to message class priority values. No specific IV windowing is needed.

6. IVs (16 bit counters) must be selected from a single pool.

Note that MAC level re-transmissions re-transmit the frame using the same IV and encryption. Security is not compromised, since a given IV is associated with one and only one encrypted data payload. Re-transmissions will not affect the requirement for incremented IVs at the receiving station, since in-order delivery is supported:  The frame transmission must be completed from station A to station B before advancing to a succeeding frame destined to station B. With QoS enabled, the rule is applied to frames at the same priority.  This eliminates the issues of different retransmission timing for prioritised or scheduled frames.

If Needed:

Draft Motion: Direct the editor to add the text in Section 2 above into Annex F, Clause 1.1.
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