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1 Call to Order

Tuesday, December 4, 2001  12:05 PM EST

In Attendance:

Dave Halasz, Jesse Walker, Frank Ciotti, Bill McIntosh, Carlos Rios, Nancy Cam-Winget, Albert Young, Bob Byard, John Edney, Richard Paine, Russ Housley, Ron Brockman, Karnoud Pwemmer, Keith Smith, Harshal Chhaya, Tim Moore, John Hughes, Mike Fabin, Larry Greens.

2 Austin Meeting Recap

We did not make it to letter ballot.

For legacy equipment, a mixing function and framework was added to normative text.

Presentation on CTR AES.  Straw Poll to follow up with CTR AES 35-21-7.

3 Agenda Discussion

Items on agenda:

Follow up on MIC

PICS Proforma

Security Summary

Side Channel communications (TGe)

AP-AP Communications

SA/DA vs TA/RA

IAPP (TGf).  

Jesse recommends having a joint meeting with TGf.  Dave mentioned this to Stuart Kerry at the Austin meeting.  Dave will bring it up in the next chairs conference call.

Chair: Other topics for this meeting?

Comment: small/med size networks issues.

Jesse has not received any response from Tim Moore.  We adopted document 01/610 at the last meeting

Comment: WDS issues.  

Comment: Security work TGi has done so far doesn’t address WDS.

Chair: WDS is not interoperable.  How would TGi follow up on security when the operation is not fully defined?  

Comment: Many customers are trying to deploy WDS, but are concerned about security.

Chair: WDS needs to be defined before we can define security for WDS.

Comment: Is there a similar problem w/IBSS

4 TGe Side Channel Discussion

Is this defined in TGe?  A new TGe draft is available.

Chair: Is Tim Moore working on IBSS security?

Comment: Yes, working on a paper currently.  Not for Side Channel.

Comment: Move to CBC mode – but breaks everyone’s hardware.

Comment: We should issue a Call for Proposals.

Chair: Just trying to understand all the issues.

Comment: Tell TGe the level of complexity for Side Channel communications.

Chair: What about TGf?

Comment: Some consensus has been reached between the two groups on how to proceed.  But there is no definition on who is to do what.

Comment: There are two issues with TGe.  Side Channel and when to assign sequence numbers.

Chair: Would Russ prepare a presentation for the joint TGe meeting in Dallas?

Comment: If I(Russ) get authorization to go to Dallas, then yes.

Jesse volunteers to backup Russ to give presentation.

Comment: Russ and Jesse will collaborate in preparing the presentation, and Jesse present if Russ cannot make it.

Chair: For Side Channel, we’re better off not trying to solve it right now.  Wait for Tim to write text.  Does anyone want to try to solve it now?  

Comment: List issues (e.g. broadcasts)

Comment: Main issue is what it does to our architecture.  When are assign sequence numbers assigned?.

5 TGf Discussion

Comment: Concerned about the handoff of the Key as STA roams.  How will this be secure?

Comment: Comment on how 802.1x works in a llf environment and the information that needs to be transferred between APs.

Comment: We need to provide/define the content – TGf simply provides carriage.

Comment: We have the content defined.

Comment: We need to ensure the content is secure when transferred.

Comment: Statement made at Austin that the draft was held up because the secure transfer was not yet complete.

Comment: 11f can go between subnets.  Do we need a layer 3 security protocol?

Comment: Layer 3 is wrong layer to solve the problem – it is an application layer problem.

Comment: Agreed.

Chair: We eliminated the mandatory authentication type.

Comment: Every time we remove something, we dilute the security.

Comment: Presentation on secure AP to AP roaming.  Talked to TGf.

Comment: TGf spec talks about the use of IPSEC.

Comment: TGf agreed the content of the blob is up to TGi.  TGf is busy trying to define the secure transfer of the blob.

Comment: Who is checking their security?

Comment: Bob Moskowitz and Dave Bagby.

Comment: Ensure TGf does not move too much security work to TGi.

Comment: We need to look at TGf/TGi as a system to ensure a new AirSnort program for the Internet doesn’t appear.

Comment: Joint TGi/TGf mtg needed to define scope and responsibilities of the 2 groups.

Chair: Is the tone of the attendees – “should we be doing anything about the TGi/TGf security?”

Comment: We agree that we will provide the content blob, and leave it to TGf to deliver it in a secure manner.

Comment: Okay with that as long as we can ensure the keys are safe.

Chair: It’s up to us to verify the transfer is secure.

Comment: Leave it to TGf to deliver.

Chair: A joint TGi/TGf mtg is needed in Dallas

6 MIB and PICS

Comment: We need to wait on the MIB until we have more defined.

Comment: The PICS is usually written later on.

Comment: We should be using it as a spec tool - text is not always precise.  PICS came to be because interoperable implementations could not always be created from the text.

Comment: PICS is a good check list.

Chair: It would be good if someone would want to come up with a document to start this.

Comment: Does anyone have a clear understanding of what is needed for the MIB?

Comment: Much is premature because there is little detail at this point for managed objects.

Chair: Tasks for Dallas Meeting:

Talk to TGe/TGi

Think about objects for MIB

Comment: PICS

Comment: Someone should be working on a TGi/TGf presentation for Dallas

Bill McIntosh volunteers

7 Encryption of Source & Destination Addresses

Chair: Any proposals? – None

8 Other topics

Comment: In Austin – straw poll.  Not enough support to remove OCB mode, but not enough to pass letter ballot either.  What needs to be done to get acceptance of OCB or CBC-MAC and to avoid a battle?

Comment: Is IP a big issue?

Comment: Yes, it’s huge.  We’re in a position where we’re going to be deadlocked.  Options are to drop one of the two, or come up with a way to allow both, (or a completely new method).

Comment: There didn’t seem to be much support for OCB.  It seems the only reason for continued support of OCB is if an implementation has already been started, or it is felt to be more secure.

Comment: OCB is better for a software solution.

Comment: Has Rogaway been approached to release the patent to IEEE?  A similar approach was taken for FDDI (Sperry & Burroughs) and was successful.

Comment: There are two other inventors that claim IP rights.  But this a good idea and we will think about it.

Comment: It may be better for the IP holder to release the patent for dot11 than to get nothing at all.

9 Agenda items complete

Next conf call on Jan 11, 2002.

Jesse is working on draft 1.6

Comment:When will Tim Moore have text for rekey available?

Comment: Next week

Comment: Is there still a separate TGi reflector?

Comment: There is an RSA reflector for private email – it is not a TGi reflector.

Comment: I will post the rekey text to IEEE reflector.

Chair: It would be nice to have the draft available before the next conference call.

Comment: Plan to have it ready by Jan 10th.  Due to rules, unable to modify normative text in draft unless it has been voted on.  Unable to add 802.1x rekeying text.  Unable to remove WEP2.

Chair: Vote on text in Dallas.

Comment: Yes, a pro-forma vote is needed.

Comment: Intent is to add editorial comments to draft for review in Jan 11th meeting.

Chair: Sense of people who would be opposed to going to letter ballot in Dallas.

Comment: If there are things that we know are broken, then I don’t want to go to LB.

Chair: Take into consideration the outcome of the TGe/TGf meetings.

Comment: If we go to LB and state the draft does not cover Side Channel, it forces some feedback in that area.

Comment: It would be nice to have a 1.7 on the server for the necessary time at the Dallas meeting.

Comment: It would be nice to be ready to go at the Dallas meeting, but if there are unfinished sections, then opt not to proceed to LB.

Chair: I will talk to Dave Bagby at the chairs’ meeting to indicate the need for a joint meeting.  We do not need to have everything complete before going to LB.  If forces others to look at the draft and verify we are going in the right direction.

Comment: Incomplete is fine.  But we should not go to LB with a known broken algorithm, as we will get beat-up in the press.

Chair: Discuss more on the Jan 11th conference call.

Chair: Is there any further discussion?

None

10 Adjourn

1:30 PM EST

Submission
page 1
Frank Ciotti, LinCom Wireless




