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1 Call to Order

Tuesday, July 10, 2001, 3:37 PM.

2 Agenda Discussion

Proposed agenda:


Chair status


Discussion of timelines and scope


Review and discussion of requirements


Presentation of papers


Comment resolution


Presentation of papers


Comment resolution

Q: In requirements discussion, there are presentations related to this. Need call for papers

Chair: Let’s review and discuss requirements, and defer presentation of papers afterward. Don’t want to look at presentations until we know what direction we are talking.

Q: Need call for papers to accommodate our guests.

Chair: want to put off papers. Any objection to agenda as stated? Agenda accepted without objection.

3 Chair status

Chair: A number of proposals were given. We amalgamated a number of proposals to construct first draft. This went to letter ballot and failed. We are now in comment resolution, to try to accommodate the no ballots. Need a motion to change text, with 75% to change normative text, so it is hard to get change. Main motions from last meeting:

· Remove Kerberos as mandatory-to-implement authentication mechanism, failed

· Call for new proposals: passed

· Remove WEP2: failed

WEP2: it is an attempt to find a stop-gap for existing customers. If it is just a plecebo, we probably shouldn’t do anything.

4 Discussion of Timelines and Scope

Chair: Many parties want to expedite parts of the security work. 802.11a is coming and people are designing silicon now. If we don’t do something quickly, we will not have a solution for the first generation 802.11a products. Also we are finding more and more attacks on WEP. Keep getting question as to what to do about this. Can we split the PAR, to remove authentication to a new TG? This approach has resistance. On the other hand, EAP types like Kerberos, TLS, etc. are defined in IETF. Maybe work doesn’t belong here. If we are trying to expedite this work, the IETF or WECA might be the correct body. Let’s make EAP the mandatory to implement authentication algorithm.

The problem with this approach is 802.11 loses control, but we reach a standard more rapidly for the critical core components that. Could also create yet another PAR. The goal of this discussion is to phase the work. But if we keep on with the current scope, then we will not make progress.

4.1 Discussion

Comment: It is sensible to work on the mandatory method(s) and to defer the argument for what is mandatory. We spend much time applying how the IETF Protocols are defined.

Comment: There is lots of work to move protocol from the network layer to link layer. Plus the security work in IETF is already swamped.

Chair: When EAP types are defined, this done in IETF. Isn’t doing this here against their process? A: Don’t have to go the WG for that; there is a well-define way to define new EAP types outside the IETF.

Comment: One thing to consider is what parts of overall security model are appropriate here. But now have started fast hand-over and questions raised about context text transfer, so we are having to do security on wired side too to work this problem. We have not defined which parts are within scope. Everything up to 802.1X is within scope. We need to restrict, not expand.

Chair: Agree.

Comment: Agree too. Convinced that we don’t even have to interface with IETF. Maybe ok to really punt to WECA. We are not going anywhere until we can get the authentication problem off our plate. We will spend rest of our lives sorting out authentication.

Comment: Speak in favor of Simon’s proposal: remove mandatory to implement mechanism, but there is lots of work to adopt any EAP under .11 requires a lot of work. Need an Annex to describe guidance on how to do this.

Comment: At last meeting we issued a call for more proposals. Want to see results of call before we decide whether or not to punt. Also we have notion of Enhanced Security Network, and may be opportunities to adopt this.

Chair: since we have a call for proposal, we need to let people give papers.

Comment: No problem with saying that we aren’t going to talk about new papers. Authors should be sending these to IETF anyway. If we spend hours looking at subject we have agreed is outside scope, then that would be a waste of time.

4.2 Motion: TGi Cease discussing EAP Authentication Types and make 802.1X the mandatory-to-implement authentication type

Moved: Glenn Zorn

Second: Tim Moore

Discussion on Motion: Speak for motion, but want clarification concerning the intent. We never discuss authentication types again?

Mover: Want to cease discussing specific EAP authentication types. E.g. EAP-SRP out-of-scope, while discussing requirements of authentication types within scope. Can say “mutual authentication” within scope. Amendment needed?

4.3 Motion: Amend motion as follows: Insert “specific” between “discussing” and “EAP”.

Moved: Glenn Zorn

Second: Dorothy Stanley

Discussion: 802.1X is not an authentication mechanism. It is a framework

Comment: Correct, it is a framework.

Point-of-order: Can we change the motion without an amendment? Chair: No, need amendment.

Q: Can’t we vote on original amended motion and then amend motion again? Chair: Yes

Vote: 28-0-11, motion passes

4.4 Amended Motion: TGi Cease discussing specific EAP Authentication Types and make 802.1X the mandatory-to-implement authentication type

Point-of-order: If someone tries to discuss this topic, will it be ruled out of order? Chair: Yes. Comment: Think this is out-of-order, because can’t stop people from discussing this.

Comment: Two issues: buried is no mandatory-to-implement authentication algorithm. In the past we’ve talked about having one. Also talking about not picking on, nor talking about selecting a mandatory or set of mandatory algorithm. But we will have to discuss algorithms in various situations, so the motion is too strong. There may be a way to structure this and prioritize work. Get a list of all presentations and order them with WEP2 and AES first. But want to present proposals.

Chair: If we don’t limit the discussion, saying it’s ok to take longer getting to a standard. A number of IETF folks visiting us. In IETF more acceptable to divide-and-conquer and serialize work. In IEEE 802 need to deliver everything or nothing.

Comment: Support intent of motion, but if objective is not to specify EAP authentication types, we need to say that. If it were worded “TGi will not specify EAP authentication types” could support it.

Comment: Dangerous to make motion to not talk about something without first talking about requirements. Look at requirements before deciding to do this.

Chair: Understand. Motion is trying to shape requirements.

Comment: Speak against motion, we need to know whether we can achieve objectives without discussing authentication types. Perhaps we need limitations on discussion, but will be discussing in a vacuum with this

4.5 Motion: Amend motion on floor to: Specific EAP Authentication Types are out of scope for TGi specification except where it affects the 802.1X framework and make 802.1X the mandatory-to-implement authentication framework

Moved: Tim Moore

Second: Alan Chickinsky

Discussion: Question: What does this mean?

Answer: Intent was to say that we have to discuss specific method as it affects 802.1X to work with 802.11, but any other operation of methods are outside of scope.

Chair: We asked .1X to make changes to support changes. This kind of work is within scope.

Comment: Want clarification. When we discuss this, we are not ceasing presentations or ideas?

Answer: Should be talking about how method affects the work we are doing in 802.11, not talk about how the method works itself.

Question: If this motion passes, then it implies there is no mandatory to implement authentication algorithm in TGi? Answer: Yes, that was the intent of the original motion. Comment: Three months ago this was unaskable.

Question: Which EAP method you use has a big effect on 802.11 security. How does that work under motion?

Answer: If you describe a method, you need to describe what parts you want 802.11 to do for you. Question: .1X or or .11? Answer: Either. We are defining how .1X works in .11. Comment: The packet security is defined in .11. Answer: yes

Comment: Scared of discussion. If spec does not provide at least a minimum authentication requirement, we may end up with a more complex system. We need to define a minimum requirement.

Chair: How do we make a mandatory to implement authentication type that is not in the normative text?

Comment: Believe authentication method will be a rathole from which we can never emerge. We can spend rest of our lives and never reach consensus. People will just not implement Kerberos in Europe. What we are doing with mandatory to implement is invite vendors to ignore standard. Within EAP a couple of mandatory to implement types. They may not be appropriate, but that’s beside question. People will define and use their own authentication types.

Comment: Intuitively seems nice to have a common method, but because of how the security solution is distributed, it is difficult for 802.11 to specify how to do authentication for all possible deployments. In 802.11b the authentication scheme was within 802.11 and didn’t work.

Comment: The chance of agreeing on one mandatory to implement algorithm that works for all situations nil, so should define normative text on how to use algorithms, not use them itself.

Question: Motion only talks about 802.1X. Is talking about authentication with 802.11 within scope? The concern is the language does not seem to allow discussion of authentication methods if it affects 802.11?

Vote to amend: 17-4-17, Motion to Amend passes

4.6 Motion on floor: Specific EAP Authentication Types are out of scope for TGi specification except where it affects the 802.1X framework and make 802.1X the mandatory-to-implement authentication framework

4.7 Motion: Amend motion on floor to: Specific EAP Authentication Types are out of scope for TGi specification except where it affects the 802.1X and/or 802.11 framework and make 802.1X the mandatory-to-implement authentication framework

Moved: Tim Moore

Second: Albert Young

Discussion: If motion passes, we will still be able to make requirements for acceptable EAP authentication types for wireless LANs, e.g., establish key over link.

Chair: I think this would be out of scope

Comment: EAP is a great framework, but reality is there aren’t a lot of good EAP types except some of those in development. Where will discussion take place if not here?

Comment: Opinion is we can make recommendations of EAP types but not requirements, because not covered by standard

Comment: Can we make requirements on upper layer authentication methods? Can we say that “any EAP type which is used in an 802.11 network is required to support mutual authentication?” Chair: There will be debate on that issue. Want to talk about the motion to amend.

4.8 Motion to amend amendment: delete everything after 1st occurance of word “Framework” (motion becomes “Specific EAP Authentication Types are out of scope for TGi specification except where it affects the 802.1X and/or 802.11 framework”)

Moved: Glenn Zorn

Second: Bob Beach

Discussion: This is an attempt to separate two requirements: asking for clarification.

Question called

Vote: 32-0-7, Motion to amend amendment passes

4.9 Motion to amend: Specific EAP Authentication Types are out of scope for TGi specification except where it affects the 802.1X and/or 802.11 framework

Duncan Kitchin calls question, Victoria Poncini seconds

No objection to calling questions

Vote: 31-0-7, motion passes

4.10 Motion on floor: Specific EAP Authentication Types are out of scope for TGi specification except where it affects the 802.1X and/or 802.11 framework

Discussion: Confused. Plausible that it will take a long time to agree on a mandatory to implement method. But it is not technically feasible to separate authentication method from underlying protections.

Comment: It is required to be independent, since it is outside the MAC.

Comment: Speak in support of notion that authentication is a separable entity. The business of getting keys and authenticating is such it won’t be set up the same way.

Question: someone can be compliant without having any authentication? Answer: 802.1X mandates an authentication scheme

Question: where can you get 802.1X? Answer: 802.1X is now a standard, but it is sold for first 6 months unless you belong to 802.1X

Comment: 802.1X mandates an algorithm, although it is inappropriate for 802.11.

Vote: 36-2-9, motion passes

5 Discussion of Requirements and Requirments Papers

5.1 Report on Requirements Document History

Jesse Walker reports no progress on how document 137 became document 245. Still needs to discuss this with Greg Parks, review meeting minutes.

5.2 Discussion of re-opening requirements

Chair calls for discussion on this topic.

6 Motion to recess until 6:30

Moved: Jon Edney

Second: Alan Chickinsky

Vote: 31-0-0

7 Call to order from Recess

At 7:01 PM, July 10, 2001

8 Discussion of Requirements (Continued)

We originally planned long discussion on TGi requirements.

9 Motion: Move to authorize ad hoc session to propose TGi requirements and present initial recommendations to TGi on Thursday

Moved: Jesse Walker

Second: Alan Chickinsky

Discussion: Question: Where does that leave requirements in document 245? Starting point? Ignore them?

9.1 Motion to amend: add “based on document 00/245” after the word “requirements” in the original motion

Moved: Carlos Rios

Second: Richard Paine

Discussion: Question: which version? Answer: that was document 137.

Question: Please show document 245, so we know it is the right document.

Chair: Can someone get document 245, please?

Question: Is TGi in session all day on Wednesday? Answer: No. Time tomorrow afternoon.

Vote: 10-1-2, motion passes

9.2 Motion on the floor: Move to authorize ad hoc session to propose TGi requirements based on document 00/245 and present initial recommendations to TGi on Thursday

Discussion: Question: does “initial” mean group will meet after Thrusday? Answer: The ad hoc group is supposed to draft a set of requirements from which TGi begins

Question: The time for ad hoc session does not conflict with TGi’s scheduled meeting? Chair: Time tomorrow between 1 and 4 and tomorrow evening.

Vote: 14-0-4, motion passes

9.3 Call for volunteers to work in ad hoc group

Jon Edney

Paul Dodd

Richard Paine

Simon Blake-Wilson

Nancy Cam-Winget

Albert Young

Dan Nessett

Augustin Farrugia

Bob Beach

Dennis Volpano

Haverinen Henry

Aaron Friedman

Jesse Walker

10 Presentation of Papers

10.1 List of papers

Bob Moskowitz – 379

Albert Young – 400, authentication

Carlos Rios – 465, authentication

Dorothy Stanley – authentication

Phil Rogaway – 378, OCB

Jon Edney – 403, requirements (not planning to present)

Jesse Walker – 374, requirements (not planning to present)

Bob Beach – 456, requirements

Simon Blake-Wison – requirements (not planning to present)

Bernard Aboba – SRP, (not planning to present)

Bob Beach – 3 papers: 453, 454, 455: comment resolution

Nancy Cam-Winget/Jesse Walker – 382, comment resolution

Alan Chickinsky – 430, comment resolution

10.2 Announcement: 802.1X has been posted onto Venus

10.3 Bob Moskowitz, paper 379

HIP: Host Identity Payload

2nd BOF scheduled in IETF

Questions: What protect against? Answer: using Diffie-Hellman exchange

Q: This is per-machine identity only? Answer: host identity only, not user-level identity, but the identity can apply to anything, and can create additional SAs. Can share identities, even one per-IP stack

Q: URL A: http://homebase.http-consult.com/hip/
Q: N! is a large number. How to reduce? Q: If you use a relay the message exchange becomes 6 messages and extra latency.

Q: Why N! and not N2? A: It is N(N+1)/2

Comment: SAs were 1 way, so have to double this to N(N+1)

Q: Rekey strategy? A: Strictly local policy. The one who wants to do so first wins.

10.4 Albert Young, paper 400

Serial Authentication using EAP-TLS and EAP-MD5

Basic idea: First run EAP-TLS, and then run EAP-MD5 inside a secure channel based on EAP-TLS key. Unique idea: hierarchical EAP state machines, to avoid changing EAP.

Q: Want to use a per-session WEP key and a global WEP key. Don’t know when to enable both. Can’t start phase 2 until both are applied. Don’t see the trigger for that. A: Global keys distributed in phase 2.

Q: Current speification says .1X is unencrypted. How do you roam with this scheme? A: Roaming is a separate algorithm.

Q: How do you protect against the man-in-the-middle attack against the infrastructure? A: Need an ACL at the STA. This is easier to do in the enterprise than in the general case. The most relevant issue is what this does to 802.11. This is a new 802.11 authentication suite proposal, not an 802.1X authentication suite, even though it uses 802.1X.

10.5  Carlos Rios, paper 465

Optional MAC-Level Authentication and Key Management

TGi has good solution for enterprise, but don’t have a good solution for simple environments (home, SoHo), public environments, ad hoc networks. Propose Diffie-Hellman Authentication and Key Management.

Q: Looks complicated. Why not implement it all in EAP-802.1X, but would fit into existing framework? A: Think its complicated. Q: Why? A: Authentication Server. Comment: But you have it, because the AP plays the role of the Authentication Server. You wouldn’t need any special support.

Comment: seems like it is reinventing EAP w/o authentication server. Also trying to address how to make TLS in SoHo environment. Suggest using standard protocol instead of reinventing TLS.

Q: How do you address man-in-the-middle for Diffie-Hellman? How do you support central authentication? A: This is only for SoHo.

Q: You are assuming a secret key shared? A: this is factory assigned. The initial exchange is monitored. Comment: Have to define “monitor the exchange”

10.6 Dorothy Stanley, paper 459

Summary: In January Jon Edney described how to map GSMSIM into EAP. This presentation is 3G CDMA authentication mapped into EAP. Work done by people in Bell Labs. Direct transplant.

Q: CDMA 2000 and wide-ban CDMA use same authentication method: AKA? Use different versions of AKA.

Q: Does GSMSIM paper talk about roaming? A: No, but Henry is author.

11 Discussion

What does motion from today do to comments? A: Makes most or all of Kerberos work out-of-scope.

Comment: It makes writing motions simple. IBSS, though, still hard, because we don’t have a good solution. We have to convince ourselves EAP can be built into ad hoc or come up with a new mechan

12 Motion: Recess

Moved: Glenn Zorn

Second: Jesse Walker

Recess without objection

13 Call to Order

Wednesday, July 11, 2001, at 8:21 AM.

14 Presentations of Papers (Continued)

14.1 Phil Rogaway, paper 378

OCB Mode

Q: How to implement a good random number generator for nonces? A: Don’t need random nonce.

Q: IBM claims to have a patent on nonce? A: Haven’t heard of this.

Q: Can’t see how OCB can achieve both integrity and privacy with one key? A: Phil uses the slide diagramming mode of operation to outline discussion. Designed scheme to avoid these problems.

Q: Any other standard contemplating OCB mode? A: No other ones yet.

14.2 Tim Godfrey, history of TGe requirements

Agenda modified to allow Tim’s presentation at this time without objection.

Presentation rehashes the evolution of TGe requirements.

Q: document on server? A: yes

15 Discussion of agenda

Chair: Begin comment resolution now or recess?

15.1 Motion: Recess until 10:30

Moved: Alan Chickinsky

Second: Steve Williams

Adopted without objection

16 Call to Order from Recess

At 10:33 AM

17 Comment Resolution

17.1 Clause 5

Discussion led by Bob Beach

Q: How do you transition from state 3 to state 4? A: Bob led discussion through this transition.

17.2 Motion: That the TGi editor prepare text and diagrams that reflect the state diagram from slide8 of document 453r1 changes into the working document.
Moved by: Bob Beach

Second: Butch Anton

Discussion: Q: Need text to describe new state 5? Want description of each state, since other diagram is incomplete.

17.3 Motion to amend: add language “ and change the state labels ‘State n’ for n = 1…5 to descriptive English names used in document 453s1”

Moved by: Alan Chickinsky

Motion to amend withdrawn at this time.

Chair: We will have another meeting prior to September to review updates the editor has made toward product Draft 2.

Call the question

Vote: 15-1-1, motion passes

Q: Do APs authenticate with the Authentication Server? A: Interaction of AP and AS is non-normative.

Q: Won’t comments we reject arise on next ballot? A: We might not address every comment. Since Draft 1 failed letter ballot, don’t have to address any comments.

Comment: If we extend beacons legacy systems fail. Some of the new fields in the various working groups could make packet size assumptions break. Comment: If you send long beacons they will begin to overlap.

Q: Change state diagram to address transition between non-protected and protected packets? A: No, diagram only addresses when it is legal to send various types of packets.

17.4 Motion: The environment model of  ESF comformance contained in this document be added to the Tgi baseline.
Moved: Bob Beach

Second: Alan Chickinsky

Discussion: Comment: This will fracture market in such a way as to have any security at all. This makes security more expensive. Never get to a mass market.

Q: Clarify environment-based model? A: In realm A, use these features. Q: Then for, e.g., public space, have to implement a certain set of features to conform? A: This motion was written before we adopted motion yesterday not to consider Authentication methods themselves. Q: Don’t see how one can realize environmental model. A: Right, but there would still be levels of conformance with the environmental points.

Comment: Market will fragment, but would it be possible to reduce fragmentation by finding one solution? No. This would solve a WECA problem: how to identify features for various markets. If it is a good way to proceed, same type or profiling would work in other forums as well. A: QoS already has a built-in service levels.

Comment: One reason why people want conformance is there is too many options. Let’s get rid of “extra” things, eliminate what we don’t need.

Comment: Different security needs in different market segments. Levels allow customers to select features compatible with their budgets.

Q: Could environment have a set of requirements? A: This model was developed before we had jettisoned authentication suites. Q: Do you plan this to be normative or non-normative? A: The levels would be normative.

Comment: Serious problems with this idea. It is infeasible to classify environments broad enough to be meaningful. You will probably do things different even in “same” environments: two airports likely to operate differently. We want to encourage this in hardware. A: What about the service model? What about having to ESN having to do AES? R: You implement whatever ESN is defined to be. A: Abolish ESN? 

Comment: Application space is outside 802.11’s scope. If we want to help WECA or other groups identify these, fine, but that is not what 802.11 is for. As to service model, keeping it simple will work. Q: How many levels? A: Adding ability to negotiate, enhanced encryption, and upper layer encryption. Think conformant system must implement all three things. Comment: It is clear you can make levels by adding on these features one at a time.

Comment: Don’t know what we’ll have in document to know whether we should have WEP or AES or both; don’t know what we are being asked, since we don’t know what choices we will have. Postpone this motion.

Comment: Environment model not good for various reasons already given. Difficult to specify complicance in the PICS. In terms of service model and options, you don’t want to allow people to claim security level without a lower level security than only at lowest compliance level. QoS has gotten rid of all the levels. Important that there is only one security mechanism. Q: You must do AES? A: If that’s what we decide.

Comment: The crux of the matter though is “if it is appropriate…” It is responsibility to decide how devices will be used in real world, and we have not closed because we cannot agree about assumptions of environments. The other solution is to eliminate options.

Comment: The government has done this for a long time with FIPS and common criteria etc.

Comment: Cast doubt of government security levels for mass market products. But we do need to decide how products will be used. We have lots of real worlds. Not our business to adapt to all these market spaces. These devices exist to connect to a network.

Comment: Engineer is about compromise; we can’t determine best solution for all time. Instead decide what is best now and have mechanism to support upgrade.

Comment: Speak against environment model. Need service model specified before knowing whether to support it.

Vote: 2-16-2

18 Announcement

Ad hoc group meets here 1-3

19 Recess for lunch

20 Call to order

4:09 PM

21 Comment Resolution

21.1 Bob Beach: proposal for IBSS – paper 454

21.2 Motion: The model of IBSS ESN operation contained in this document be added to the Tgi baseline.
Moved: Bob Beach

Second: Glenn Zorn

Discussion: Question: This leads to two different mechanisms: one for BSS and a different one for an IBSS. A: Yes.

Q: Security coordinator elected or can anyone be it? A: Group decision as to whom.

Q: Skipped Kerberos slide; is this still included in the motion? A: No; the authentication method is outside of scope.

Q: What are the authentication requirements? Every station should be making its own decisions, so every station needs its own security coordinator? A: You trust IBSS for same reason as in a wired network. Comment: This is rather weak at best. A: All you may want to do is share with the other people in the room. I give them all the key. The model did not attempt to go beyond this.

Q: Described how security coordinator includes a mandatory KDC. Since we don’t have a mandatory-to-implement, have to include lots? A: A lot falls away without specifying the authentication mechanism

Q: First form unsecure network and then at some time transition to secure operation? A: Yes. Q: How to merge to IBSS’s? How does a STA leave an IBSS? How does one join?

Comment: Speak for the motion, since prior to this we have had no IBSS proposal.

Comment: This mechanism requires a flag day. A: The nature of an IBSS is that they are transitory.

Q: Every station can send and receive probes and beacons? A: Yes. Q: Must every station respond to every probe request? A: Yes, from any station. Each station generates beacons. Q;

Q: How does the probe request/response synchronized?

Comment: The statement that we have no IBSS mechanism is wrong. The existing work in an IBSS. Comment: We need some details. Comment: Associations are not allowed in IBSS. There is no way to derive keys without the nonce exchange.

Q: Did you say association allowed in IBSS? A: No. Q: Why send to guy who sent beacon, not guy you wan’t to talk to? A: You do send probe to your peer. Q: What does security coordinator do? A: Establishes cipher suite, authentication. Q: Why do you trust it?

Comment: Question need to have same cipher suite and authentication methods between stations. Can do everything perr-to-peer.

Comment: 802.1X defines how to do point-ot-point on shared media.

Vote: 3-9-7, motion fails.

Question: Were do we go from here? How do we specify how an IBSS work? Are comments such that they don’t understand how it works, or are there real technical issues? A: No one got to the step of making technical comment, because none could figure out how it was done. Not clear whether model is not present, or just non-obvious.

Comment: Comments in Clause 8 had to do with usability, not technical flaw.

Chair: We are going through motions, give instructions to editor. Someone can volunteer to explain how to make current scheme with IBSS.

Tim Moore volunteers to explain how to use existing model in an IBSS.

Comment: It is unclear how to use the 802.1X framework in a home or SoHo environment. Unclear to vendors how to employ it. Need at least a recommended practice. Comment: Vendors are looking at implementations, not the protocols.

Chair: 802.1X is in standard, so it is needed unless you want to make a motion to change this.

Comment: Problem of 802.1X in an IBSS, don’t know when your have to negotiate. You just start talking. No option in an IBSS to move from state 1 to state 3. There is no way to know that frames are being dropped. If the peer has been power cycled, don’t know that it is dropping your packets. Comment: 802.1X returns a message to say you have to reauthenticate.

Chair: Tim will describe how this works. Every station has to have its own “supplicant”, “authenticator”, and “authentication server”.

Q: What time frame will Tim’s presentation appear? A: By September.

Chair: Volunteers to hold interim in Akron. August 28, 2001

Q: Date: Chair: Postpone this discussion until tomorrow.

22 Clause 8 Comment Resolution

Alan Chickinsky leads discussion. Large number of editorial comments. There are still unresolved issues with no resolution suggested

23 Announcement

Documents from ad hoc group go onto the server.

24 Recess until 1 PM Thursday

25 Call to Order

1:02 PM, Thrusday

26 Announcements and Discussion

Doc 01/300r1 and doc 01/488 is on the server, updating comments on clause 7.

Comment: need motion to make it clear that motion 4.10 removes a mandatory-to-implement authentication algorithm.

Comment: Document 00/245 says there has to be a mandatory-to-implement authentication algorithm, so need a motion to change that

26.1 Motion: I move that there will be no mandatory authenticated key distribution method specified by TGi.

Motion: Albert Young

Second: Jon Edney

Discussion: Q: Why there be no mandatory authenticate key distribution? This allows mandatory unauthenticated key distribution method. A: That’s a good point.

26.2 Motion to Amend: Change motion to: “I move that there will be no mandatory authentication mechanism and no mandatory key distribution mechanism specified by TGi”

Moved: Tim Moore

Second: Albert Young

Discussion: Q: Is 802.1X a mechanism and it is mandatory? A: It is a framework. It does not do either key distribution nor authentication itself.

Q: Does this preclude us from a recommended practice? A: No.

Q: What do we mean by mandatory? A: “Mandatory” means “mandatory to implement.”

Question called b y Bob Beach, Second by Jon Edney. Objection raised.

Vote on calling question: 9-0-0

Vote on motion to amend: 9-0-0

26.3 Motion on the floor: I move that there will be no mandatory authentication mechanism and no mandatory key distribution mechanism specified by TGi

 Point of order: Can we recess until we check on working in 802.1X.

Discussion of motion on the floor:

Q: How do we achieve interoperability? A: We leave this to someone else

Comment: We need an informative Annex to describe how to use authentication/key distribution to make 802.11 Security secure. Comment: in the requirements ad hoc we added such a requirement. If it is adopted, it will address this point.

Q: Do we have a list? A: Yes: TLS, Kerberos, SRP, and GSM. Others may be added later.

Q: Is this a recommend list? A: Don’t know, we have been talking about a list of examples.

A: Do we know whether they are acceptable? A: Yes, we know all can work.

26.4 Motion to amend: change first “mechanism” to “protocol” in the motion

Moved by: Tim Moore

Second: Jesse Walker

Discussion: None

Vote: 11-0-0

26.5 Motion on the floor: I move that there will be no mandatory authentication protocol and no mandatory key distribution mechanism specified by TGi

Discussion: None

Vote on main motion: 11-0-0

Chair: Call for other clarifying motions? Hearing none, continue with comment resolution.

27 Comment Resolution, Continued

27.1 Clause 8.2.3 – 8.2.5

Led by Nancy Winget-Cam

27.1.1 Motion # 1a: Reduce MIC size to 8 bytes.

Moved: Jesse Walker

Second: Glenn Zorn

Discussion: Q: How to truncate? Take 8 MSBs.

Q: Anyone from outside the community? A: Consulted Phil. The proof shows it is 1/2–micsize. Hugo Krawczyk says this kind of construction is a good idea, but we haven’t consulted him regarding the the size we selected.

Vote: 10-0-1, motion passes

27.1.2  Motion # 1b: Supplant IV by replay sequence counter and use the counter as the OCB nonce.

Moved: Jesse Walker

Second: Jon Edney

Discussion: None

Vote: 11-0-0

27.1.3 Motion # 1c: Define replay sequence counter field as a 6 byte field: 5bytes of counter space and 1 byte for keyID allocation.  However all 6 bytes can be used for the nonce.  The nonce shall be 10bytes of 0-pad concatenated with the 6byte field.

Moved: Jesse Walker

Second: Glenn Zorn

Discussion: Q: Nonce is 10 bytes plus the 6 bytes of the nonce field? Yes

Q: Transmit 16 bytes? A: no, only 6 bytes of the counter plus key id

Q: You have to reset counter when replay counter after 240 packets? A: Yes

Comment: the counter can be reused.

Comment: if you make counter longer, you may not add to security if you don’t keep more history

Vote: 11-0-0, motion passes

27.1.4 Motion # 2:  Remove all references to IP statements regarding PMAC, AES and OCB encryption algorithms.  

Moved: Jesse Walker

Second: Butch Anton

Discussion: None

Vote: 10-0-0, motion passes

27.1.5 Motion # 3: Supplant the keyID bits into byte 3, bits 30 and 31 of the IV/Sequence No field in both WEP-N and AES.

Moved by: Jesse Walker

Second: Butch Anton

Comment: some people like the bits this way because of their implementation, but others won’t. A: This is how the SDL says to do the algorithm. You could reverse logic, but we did this to make it follow the standard implementation.

Comment: we don’t do it this way in our hardware.

Q: Is this still for software? A: This is forming the IV in the packet. If passed, software will have to operate this way.

Q: How long is the counter? A: The counter is 40-bits. With KeyID, the whole field is 48-bits.

Vote: 8-2-2, motion passes

27.1.6 Motion #4 :  Further protect header Addresses 3 and 4 (typically the DA and SA) and QoS Selector field by incorporating them in an  “associated data” field and and in the constructed nonce.  The associated data is then used as the first block in the OCB encipherment and decipherment computation of the MIC.

Moved: Jesse Walker

Second: Aman Singla

Discussion: Comment: Don’t believe the attack can happen, so don’t have to worry about the attack. If you worry about Source and Dest Addre, why not worry about Duration ID. A: we protected fields we believe need to be protected.  If there are other fields that need to be protected, they can be included into the AssociatedData block.  IF there are fields that do not need to be protected, they can be easily taken out.  This design was built with some flexibility to allow for inclusion or exclusion of fields.

Comment: the attack (man in the middle) is feasible; by blocking the AP.

Comment: you tell us what needs to be protected.

Comment: by changing the DA to adversaries address  you can sniff packets

Vote: 11-0-2 motion passes

27.1.7 Motion # 5: AES in OCB mode is the mandatory to implement encryption mechanism for ESN

Moved: Jesse Walker

Second: Kevin Barry

Discussion: Q: No mandatory to implement authentication or encryption mechanism? A: No, it was no mandatory to implement authentication protocol or key distribution mechanism

Q: If this passes, why do we want WEP2? A: There is a discussion on-going how to address WEP2, but it is not ready for airing yet. Comment: This doesn’t make sense to have an optional less secure mechanism if you mandate a more secure mechanism.

Comment: Speak against this motion. This prevents .11b products in field from being part of an ESN. There are allegedly 15 Million .11b NICs now.

Comment: Prefer this to WEP2. Industry cannot afford to rely on something broken.

Comment: You want this if you want to implement other encryption algorithms.

Comment: Last meeting has practical effect of eliminating WEP2. Legacy systems have to wait for upgraded hardware.

Comment: Is it intent of group to approve of any enhanced security outside of ESN? Chair: We had a motion to define levels of conformance and it failed.

Comment: This motion is purest. 

Comment: Can understand this may sound like the manufacturers trying to make more money, but customers expecting to throw everything away. Comment: Hope that is true. Comment: There is no way to fix WEP.

Comment: There are millions of .11b NICs, but we want WLAN to develop. The buzz is no security.

Comment: Don’t speak against AES; vendors that do will have an advantage. However, this motion makes upgrades difficult to impossible and not in the best interest of industry.

Comment: Don’t agree with view that have to do WEP2 or AES. Can do AES here and other solutions in a higher layer.

Comment: People talking about installed base have valid concern. Given there is significant work on WEP2, feasible to have recommended practices but not create the notion WEP2 is a really secure solution.

Comment: Inclined to speak against motion, but forced to speak for it. If you want to give customers security, you have to define a way to do it. Will support this out of necessity.

Comment: Speaking for motion. Saying we can’t help deployed systems at all is too bleak. It can be argued that we can support existing base via WECA or by individual corporations. Not right

27.2 Motion: Postpone this motion, until TGi has heard proposals to enhance WEP2.

Moved: Jesse Walker

Second: Tim Moore

Discussion: Point of order: Is motion in order? Chair: Correct, not valid.

27.3 Motion: Indefinitely postpone the motion on the floor (27.1.7)

Moved: Jesse Walker

Second: Butch Anton

Discussion: Comment: Don’t like the idea of postponing motion, because it hides the necessity of motion. Just having that motion gets rid of WEP enhancements in this group. There is no point in making WEP enhancements. Would prefer to put them in a different group entirely.

Comment: Speak against motion. We are wasting time. Vendors are waiting to begin hardware implementations.

Point of Implementations: Are we asking for proposals. A: We have one.

Question: We have to say something to having a better WEP for existing hardware. Can see separating this from AES. Don’t leave the embedded base stranded. Don’t see where else it goes. 802.11 has to fix.

Comment: Speak for the motion. Give an improved WEP2 a chance to be defined. There may be other proposals. There is no need at this point to make a decision.

Point-of-order: To indefinitely postpone is a technique to reject a motion without a vote.

Comment: We need WEP2 into a different 802.11 TG. In favor of original motion as long as it doesn’t cripple WEP. Original WEP2 wouldn’t run in existing hardware. Real thought in just past couple of days.

Comment: Speak against postponing, as chair says he is unaware of any proposal to fix WEP2. We are not making any progress. The group can label a WEP2 as something better than WEP but not ESN.

Comment: If you postpone indefinitely it never comes back. A: You can bring up a postponed motion at another session. Comment: If you postpone it definitely, going to later this session or next session.

Call the question

Vote: 10-9-0, motion to postpone passes

28 Motion to recess until 3:30

Moved: Alan Chickinsky

Second: Dorothy Stanley

Vote: 11-3-0, motion passes

29 Call to Order After Recess

At 3:37 PM

30 Motion for August 28 meeting: Authorize a TGi meeting August 28 2001 in Akron, Ohio, to address comments

Moved: Alan Chickinsky

Second: Dorothy Stanley

Discussion: Q: Where is the closest city? A: Cleveland.

Q: Is this a binding meeting. A: Yes, authorized for subject of addressing comments.

Comment: There will be a dial-in number.

Q: Can we present presentations? A: Yes.

Vote: 10-0-1, motion passes

31 Comment Resolution (Continued)

Review of comments that are no longer needed because of switch from preliminary to final version of OCB (see document 01/382r0.

31.1 Motion to accept the following comments labeled as technical as editorial comments instead (see d0c 01/382r0)

Moved: Jesse Walker

Second:Alan Chickinsky

Vote: 11-0-1

31.2 Motion to respond to comment 2298:

There is no definition of "association key". How is the association key found?

by defining this as the unicast key configured by Upper Layer Authentication, and that Upper Layer Authentication configures all keys for the AES algorithm.

Moved: Jesse Walker

Second: Dorothy Stanley

Discussion: Clarification: not just AES algo but whatever privacy algorithm is chosen. A: we could broaden definition, but reply was in context of AES.  But we would have to amend the motion.

Comment: is key derivation also part of upper layer authentication for all keys? A: it should say master key.  The derivation is part of the AES mechanism, regardless of the derivations the higher layers perform

Vote: 13-0-0 motion passes

31.3 Motion to resolve to comment 1174:

I thought the AES used the same key for encryption and decryption. This being the case, one man's transmit is another man's receive. So does the "transmit" and "receive" key also need to be qualified with the role of the station regarding the authentication (i.e. I was supplicant)?

by responding that the author is correct, but the text being commented on is unclear, and will be resolved by adopting the language

The derived keys are per-association, and a different key is derived for each direction of the association.

Moved: Jesse Walker

Second: Albert Young

Discussion: None.

Vote: 16-0-1 motion passes

31.4 Motion to respond to comment 2235

Should frame be ACKnowledged before it is discarded if it is unicast to prevent the sending station from retransmitting it?

by adopting language

The AES Algorithm architecturally lies above the MAC retry function. This is required since an MDSU may be accepted by the local MAC but its acknowledgement lost in transit to the peer. If the MAC were to lie below the MAC retry function, then it would be impossible to recover from this state, as the replay protection function would discard all further retries.

Moved: Jesse Walker

Second: Alan Chickinsky

Discussion: Comment: The wording of the last sentence is confusing.  A: we can amend this motion.

Comment: Should we just strike the last sentence?  Do the letters MAC in the last sentence mean the same thing? A: that’s the intent.  MAC generates retries and acks but has many things in it.

Comment: last sentence implies pieces of puzzle lies beneath it.  

Vote:

31.5 Motion to amend: change “If the MAC” to “If the replay protection in AES”

Moved: Tim Moore

Second: Ron Brockmann

Discussion: Nonce

Vote: 15-0-0 motion passes

31.6 Motion on the floor: respond to comment 2235

Should frame be ACKnowledged before it is discarded if it is unicast to prevent the sending station from retransmitting it?

by adopting language

The AES Algorithm architecturally lies above the MAC retry function. This is required since an MDSU may be accepted by the local MAC but its acknowledgement lost in transit to the peer. If the replay protection in AES were to lie below the MAC retry function, then it would be impossible to recover from this state, as the replay protection function would discard all further retries.

Vote: 15-0-1 motion passes

31.7 Motion to respond to comment 78

There is no description of how keys are dervice or used for multicast frames.

by adopting the text:

The IEEE 802.11 AES algorithm uses multicast/broadcast keys directly, without any key derivation step.

Moved: Jesse Walker

Second: Gary Spiess

Comment: Do we have to call it IEEE 802.11 AES algorithm?  A: I don’t like it either

Comment: It doesn’t have to be called that. A: We can make it an editorial change

Vote: 15-0-2 motion passes

31.8 Motion to respond to comment 1771

Need to support multicast, current references specify unicast support only

by noting this is not true.

Moved: Jesse Walker

Second: Alan Chickinsky

Discussion: Comment: your response doesn’t make sense.  A: I am rejecting the comment.

Comment: Then the response should be “comment is rejected”.

Question: which comments do we have to respond to?  If we wanted to, we don’t have to respond to all the comments (especially if we’re not doing anything with them).

Question: can we remove the motion? A: If it’s been 2nd then it can me done.

Jesse: I would like to withdraw the motion.

Discussion: just propose to continue with it.  Just move forward.

Vote: 13-0-2 motion passes

31.9 Motion to respond to comment 612

The key derivation procedure does not account for ad-hoc BSS

and to comment 1765

The key derivation procedure does not account for operation in an IBSS.

and comment 1179

Doesn't the receiver need to keep separate unicast and broadcast sequence numbers for each peer address? i.e. there is not a single multi/broadcast state as implied here.

by responding this is not true, but that Tgi must specify that use of the (Re)associate messages are mandatory in an IBSS that implements the AES algorithm:

It is impossible to detect when the entropy of a key has been completely consumed without coordinating sequence spaces. Similarly, the replay protection mechanism requires that peers exchange synchronize at the beginning of their key usage. They also need some means to exchange nonces. Since 802.11 uses (Re)associate messages for these functions, an IBSS desiring security must implement (Re)associate messages. It is naïve to believe that cryptographic mechanisms can provide any guarantees of any sort without these exchanges.

Moved: Jesse Walker

Second: Ron Brockmann

Discussion: can we use a different word than entropy? A: if we can take is as editorial comment, we’ll change it.

Comment: don’t understand 2nd sentence. A; you’re right they are supposed to synchronize. 

Comment: just make synchronize an editorial change.

Comment: yesterday Tim volunteered to write IBSS text will this be affected? A: His writing is for authentication.  Tgi basically punted on IBSS and we will need to address it.  We can begin with some language going in the right direction or we can reject motion until we have a better idea of what we’ll do.  But believe this will help us move in the right direction.  One could use probe messages for this too….as long as we have a synchronize function, we’re okay.

Vote: 17-0-0 motion passes

Question: you now need an associate response.  That affects more than this section, will they be addressed? A: Yes.  We just started here.  Not convinced this is the right approach but it’s a start.

Comment: we need a complete glossary of terms.

31.10 Motion to respond to comment 1308

"per-link" should be "per-association"

and to comment 768

per link should be per association

by accepting the language “per-association”.

Moved: Jesse Walker

Second: Alan Chickinsky

Discussion: None

Vote: 16-0-0

31.11 Motion to respond to comment 769

So there should be a new status code for association response that relates to a missing nonce element?

by adding a new status code to report this condition as a status code defined in clause 7.3.1.9.

Moved: Jesse Walker

Second: Alan Chickinsky

Discussion: None

Vote: 15-0-1 motion passes

31.12 Motion to respond to comment 770

Previous text led me to believe that just the nonce element contents would be used for key derivation. This text seems to imply that the whole frame is used   is this caching of the whole frame necessary?

and  to comment  2237

Are the entire Association Request and Response frames used?  Ie MAC header upto and including the FCS or just the MAC header and data fields?

by adopting the text

The unicast key derivation algorithm performs four functions. First, it protects all the fields extracted from the (Re)associate messages utilized to establish the association from undetected modification by an adversary. Second, assuming the Nonce Elements convey random data, it randomizes the keys actually used to protect the association data traffic, thereby making it unlikely that any key will ever be reused across different associations. Third, providing different keys for each direction of traffic flow protects each party from reflection attacks, where an adversary plays back a STA’s messages to itself. Finally, it “stretches” the entropy of the underlying association key, so that very low cost systems can maintain reasonable security guarantees without requiring frequent manual rekeying.

Moved: Jesse Walker

Second: Gary Spiess

Discussion: Q: ‘randomize the nonce’ which nonce are we talking about? A: this is the nonce element for the master key .  This is an editorial fix to make sure it is better understood.

Comment: are we only extracting specific fields now vs. the whole frame? A: yes, but even with the way the comment was written, we still need the text.

Comment: need to make editorial changes in the text where the UCSE subscripts are wrong and reassociate to reassociation.  

Vote: 13-0-1 motion passes

31.13 Motion to respond to comment 773:

I think sequence number is distinct from the current 802.11 sequence number used for duplicate detection. It might be worth saying so and also specifying the behaviour over retransmissions.

by addressing this as part of the update from the preliminary to the final OCB algorithm.

Moved: Jesse Walker

Second: Alan Chickinsky

Discussion: None

Vote: 13-0-1

31.14 Motion to respond to comment 80:

The algorithm must not vary because of what address might be in the frame.

and to comment 772

The algorithm varies slightly for unicast and muilticast/broadcast  should be  The algorithm varies slightly between unicast and muilticast data frames  The restriction to data frames needs to be applied elsewhere in this section too.

by addressing this as part of the update from the preliminary to the final OCB algorithm. In particular, it is necessary to add the following explanatory text:

Notice that a broadcast/multicast receive context maintains no replay window. This is because it is in principle impossible to detect broadcast/multicast replays using symmetric key techniques. In particular, any party holding the broadcast/multicast key can masquerade as any other member of the group, so can intrude on another’s sequence space without detection.

Moved: Jesse Walker

Second: Dorothy Stanley

Discussion: Comment: sounds like it is possible to mount an attack from a 3rd party.  A: it is possible to detect replay if all the members of the broadcast group follow the rules.

Comment: But is sounds like it’s almost free to do this.  A: but we’re throwing away some assumptions.  We could still put it in, but cryptographers would not accept it as a solution.

Vote: 13-1-0 motion passes

31.15 Motion to respond comment 2299

How does the STA get the multicast/broadcast encryption key?

by modifying the syntax of SetKeys to permit Upper Layer Authentication to distinguish multicast and unicast keys.

Moved: Jesse Walker

Second: Glenn Zorn

Discussion: None

Vote: 15-0-1 motion passes

31.16 (Not moved): To address comment 1178

The requirement to re-associate when the sequence-number wraps requires additional service primitives out of the MLME into the SME.

and comment 399

The statement is made that if the sequence number reaches 2^32-1 the association shall be rekeyed.  I believe the actions required of the peer who originally initiated the association are clear, but what does the other peer do with any data it might receive from this peer, or be required to send, in the meantime?  The actions of the non-initiating peer are not clear when this occurs, but the concern here is that QoS data would stop being sent until a rekey occurs.

and comment 774:

The peer who originally initiated the association shall initiate the reassociation. Is this not always the STA?

by adopting a new service primitive for this purpose, and to define new management frames for exchanging nonces for the purpose of deriving new association keys, and to request and distribute broadcast/multicast keys.

Moved: Jesse Walker

Second: 

Comment: why do we need to this?  A: need to allow for the key update to occur (at upper layer) with minimal to no disruption at the mac level.

Comment: why do you need a new nonce on rekeyeing? A: need it for randomising the keying process.  If the ULAP gives you a fresh key, then this function isn’t needed.  Mechanism is designed to make it work with static keys.  Need to decide which way to make this motion.

Comment: if rekey mechanism based on first key, would this work in the modified wep too? A: interesting observation, it might work.  We need to work on this text and make a new motion.

31.17 Motion to address comment 1418

The paragraph starting on line 37 mostly describes a particular implementation. It should actually describe the requirements, possibly with implementation hints as notes

and comment 1377

The replay window mechanism is hard to understand.

by moving the description of the replay window from normative text into implementation hints.

Moved: Jesse Walker

Second: Alan Chickinsky

Discussion: Just moving the description sections, doesn’t help clarify.  A: good point.

Comment: editorial comment to also make text easier to understand.

Vote: 13-0-1 motion passes

31.18 Motion to address comment 1511

The procedure leaves undefined the exact procedure for terminating the association that has used its key too long.

be addressed in part by the transition from the preliminary to the final OCB algorithm, and in part by delegating it to upper layer authentication.

Moved: Jesse Walker

Second: Tim Moore

Discussion: None

Vote: 14-0-0 motion passes

31.19 Clause 7

Discussion led by Tim Moore.

31.20 Motion: direct the editor to pick up all minor comments from doc 01/294r1

Move: Tim Moore

Second: Alan Chickinsky

Vote: 13-0-0, motion passes

31.21 Note: reject comment 1608: “Use of unspecified authentication selector is not allow”

31.22 Motion: Address comments 1159, 746, 1401, 1742, 1274, 351, 587, 588 by saying each STA/STA pair can negotiate UCS, the AP decides the MCS, if MCSE is not specified, defaults to AES.

Moved: Tim Moore

Second: Gary Spiess

Discussion: Comment: But if you have a different unicast suite, that is what you can probably do.

Comment: Can’t do this. Comment: No, we got it right.

Vote: 15-0-0

31.23 Motion: Respond to comment 1463 by disallowing AES without ULA and require to support ULA within an IBSS

Moved: Tim Moore

Second: Jesse Walker

Discussion:

31.24 Motion to amend: Change to “For ESN compliance you must use ULA”

Moved: Alan Chickinsky

Second: Tim Moore

Discussion: Q: Can you use AES without ULA? A: That will be a follow-on question. We will make that motion next.

Vote: 13-0-1

31.25 Motion on the floor: For ESN compliance you must use ULA

Discussion: Q: Can we have the AES motion next? A: Yes

Q: Since we are no longer defining the ULA algorithm, we aren’t implying any quality of authentication? A: Yes

Comment: We will have presentations saying what ULA has to do. Comment: No, just wondering current state.

Comment: In requirements there is much discussion of this.

Vote: 13-1-1

31.26 Motion: AES must be used within an ESN

Moved: Tim Moore

Second: Jesse Walker

Discussion: Is this similar to postponed motion? Let’s fix this

31.27 Motion to Amend: Change to “Only AES may be used within an ESN”

Moved: Glenn Zorn

No second, so motion is withdraw

31.28 Motion to Amend: Change to “AES must only be used within an ESN”

Moved: Tim Moore

Second: Alan Chickinsky

Discussion: Q: Is point that can’t use this without ULA? A: Yes.

Comment: Just reject the comment, don’t address the comment. A: The draft does not address the comment. We have to decide one way or the other.

Chair: The question is whether you are allowed to use AES outside of ESN. Could do it either way. Don’t care, but we have to decide what to say.

Q: Does this preclude a situation where STA and AP are incompatible, so can’t static key? A: Yes

Vote: 7-6-1, motion to amend passes, since it is procedural

31.29 Motion on the floor: AES must only be used within an ESN

31.30 Motion to amend: AES may be used within an ESN and outside an ESN

Moved: Ron Brokman

Second: Leo Monteban

Discussion: The comment asked whether AES can be used outside an ULA

Vote: 11-0-0

31.31 Motion on the floor: AES may be used within an ESN and outside an ESN

Discussion: None

Vote: 13-0-0, motion passes

31.32 Motion to address comment 1744 by allowing mixing ESN and legacy authentication but recommending homogeneous use of ESN or of legacy

Moved: Tim Moore

Second: Alan Chickinsky

Discussion: Q: Can a single AP have a single subnet, and some of its STA using one algorithm and others another? A: Yes. This is for migration.

Comment: This could be a MIB parameter. Every network does not have to allow it. Just don’t want to preclude this.

Comment: This talks about authentication, not encryption. Comment: All must use same multicast cipher.

Q: What is intent of motion? A: Authentication

Comment: That is equivalent to no authentication. A: The lowest common denominator. Comment: We have this problem now, because we can’t migrate all stations at once.

Comment: One of the new requirements covers this. Can’t force customers to use one ESN. A: The draft is ambiguous.

Vote: 11-1-1

32 Motion to recess until 7

Moved: Alan Chickinsky

Second: Glenn Zorn

Motion accepted by unanimous consent

33 Call to order from Recess

At 7:29 PM, July 12, 2001

34 Comment Resolution (Continued)

34.1 Comments on Clause 8.1

Discussion led by Dorothy Stanley. All motions pertinent to clause 8.1.3.

Comment: editor needs to verify whether Probe Request/Response follow rules for ESN: if STA doesn’t assert ESN bit, then AP doesn’t include any ESN fields.

34.2 Motion: motion text found in doc 01/295r2, p4

Moved: Dorothy Stanley

Second: Alan Chickinsky

Discussion: None

Vote: 8-0-0, motion passes

34.3 Motion: motion text found in doc 01/295r2, p 7

Moved: Dorothy Stanley

Second: Alan Chickinsky

Discussion: Q: Are we trying to put normative requirements on external protocols? A: We are saying that the ESN authentication is mutual authenticated key agreement. The motion removes the Kerberos text.

Vote: 6-0-1, motion passes

34.4 Motion: motion text found in doc 01/295r2

Moved: Dorothy Stanley

Second: Jesse Walker

Discussion: Expect Annex will evolve considerably so no need to have example implementations at this time.

Vote: 6-0-2, motion passes

35 Discussion of authenticating roaming

35.1 Presentation by Bernard Aboba, doc 01/488

Add authenticator information element to reassociation, disassociate message, and beacons.

35.2 Motion: To add the information element, processing rules and MLME-Reassociate-indication change as defined in this document to TGi draft

Moved: Bernard Aboba

Second: Jesse Walker

Discussion: Q: Is this mandatory or optional? A: If you don’t have access. Comment: Don’t see ability to roam over routers essential. A: Through 802.1v have ability to roam through switched campuses. The issue is the APs are in different subnets due to VLAN topology. The way this works now is putting up a server. No automatic way to automatic mapping of IP addresses across subnet boundaries.

Q: Objective? A: Eliminate registration service, rouge APs, disrupt service. Q: How do you avoid registration server? A: If the AP can provide that to the server, then don’t need registration service. AP sends IP address to STA, who puts it in context.

Q: Where does key come from? A: It’s the broadcast/multicast (group) key. Comment: Want it to be something known by all the APs. A: Better if not known by anyone else. Then stations can’t easily forge requests. Someone has to validate hash. This protects against unintentional APs.

Comment: Can’t use 802.11 in my hallway, because the tester in next office is running a “rogue” access point for development. This is a performance optimization, doesn’t have much security value.

Comment: Cryptography is usually not the cheapest way to solve a performance optimization problem. A: Replay counter may be of dubious value.

Q: Context transfer from station? A: No, only from AP.

Comment: The address in the reassociation id is the BSSID, not the MAC of the DSM side of the AP. The registration server is contained in the AP itself.

Comment: Concern using the multicast key for this. Not good for security. A: Right, but it just has to be a secret both station and APs know. Comment: Once it is compromised, this is a disaster. Clustering in a region is better, because only compromise one cluster. A: Can do this already. Each cluster can hand out different multicast key. Comment: You have to know the new and old AP in same cluster.

Comment: It would be nice to use mutual authentication on reassociation. A: The problem is where you are in sequence of events. Reassociate moves key to new guy. Then new guy has ability to do lots of things. Prior to that can’t do anything. Q: Is this supposed to replace mutual authentication? A: No. Q: New session key? A: Old context has to get transferred to session key. Can do some operation to change it.

Q: How often do you recalculate the MIC? A: You have to redo it on every one of the packets that are authenticated.

Comment: Want cluster attribute included.

Comment: We need to make a request to TGf.

35.3 Motion to amend to create text for eventual inclusion in TGi draft.

Moved: Bernard Aboba

Second: Albert Young

Discussion: Comment: Right direction to go. We need to pursue how to do things like retry counters.

Q: Is this saying what you want it to say? A: “I think so.” Creation of text does not guarantee its inclusion in draft; it will require another motion to actually include it.

Request: Need to answer whether it is mandatory or optional to implement. The text should specify which parts are mandatory to implement

Vote: 8-0-0, motion passes

35.4 Motion on the floor: To create text for the information element, processing rules and MLME-Reassociate-indication change as defined in document 01/488 for eventual inclusion in TGi Draft

Discussion: That still says eventual. Q: does someone want to amend it?

Vote: 8-0-0, motion passes

36 Motion to adjorn

Moved: Alan Chickinsky

Second: Dorothy Stanley

Adopted by unaminous consent.
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