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1 Call to Order

Monday, May 14, 2001, 3:37 PM.

2 Agenda Discussion

Major work item is comment resolution. Plan to have presentation of papers on Wednesday.

Agenda adopted without comment.

3 Comment Resolution Discussion

Chairs have been instructed to make clear whether times are hard or soft. We will use soft time for Wednesday papers.

So far we have drafted text, in letter ballot comment on draft 1 of security enhancements. Please include whether you are voting no.

Comment: If your comments has one technical comment listed as counting toward a no vote, then it is a no?

Chair: there are some comments without any indication of whether any of their comments count toward a no.

Comment: Tool can’t calculate whether you are abstaining.

How did people view using the tool?

One voter found it easy to use. People with non-Windows system couldn’t use it. It wouldn’t run on some machines.

Chair: Its intent is to make back end easier to compile.

Straw poll: Good to use tool: 5 No one thinks it’s a bad idea.

Comment: Tool instructions didn’t make sense.

Chair: No one owns this tool.

Chair: What is process to resolve comments? Need a motion to change the draft text. About 700 comments so far. Tool groups comments according to section. Could make single motion for each section. Typically TG tries to characterize comment and tries to formulate motions to address comments. We won’t get this done at this meeting.

Q: How do new members get access to materials being discussed? A: Venus:\\submissions\wg.

Q: Have editor consolidate the comments? Not practical.

Comment: Have ad hoc groups to address each of the sections. Present some order, and have regular conference calls or interims, to formulate motions to consider by Portland meeting.

Comment: Use way tool has comments, split by section. 

Comment: Give all editorial comments to editor.

Chair: to give a flavor of comments.

Comment: clone database to each ad hoc group to organize comments related to their assigned area.

Q: What is database? A: access database

Comment: Export it, so ad hoc groups can make comments regarding it.

Comment breakdown

Clause 5 – 175 comments

Clause 7 – 75 comments

Clause 8 – 415 comments

Clause 11 – 30 comments

This is with about half the ballots still outstanding. 4 ad hoc groups to address each of the different major sections.

Comment: don’t want new comments to unsettle the organization.

Group 8 has 2/3 of the work.

Can’t use resources effectively if we

Ad hoc Groups/Leaders:

Dave – 7

Jesse – 8.2 and 8.3

Alan – 11

Bob Beach – 5

Dorothy – 8.1

Give editorial comments to Jesse

Ad hoc groups prepare papers surveying landscape to prepare comment resolution planning.

Call for motion to enter ad hoc committees

3.1 Motion: To break TGi into ad hoc committees until Wednesday presentation of papers

Moved: Leo

Second: Denis

Discussion: Comment: Wednesday is too long.

Q: When does ballot close? A: Tuesday tomorrow night.

Q: Can’t we reconvene tomorrow to begin resolving comments? A: We could make ad hoc time shorter to meet until 9 tomorrow to find out our status.

3.2 Motion: To amend the motion to break until 9 PM this evening

Moved: Bob Beach

Second: Denis

Discussion: None

Vote: 13-0-0, Motion passes

Vote on main motion: 11-0-0

4 Recess for ad hoc operation

5 Announcement on Question of Voting Rights

Stuart Kerry made the following announcement during the work of the ad hoc subgroups:

ExCom members have discussed voting rights. The new voting members as of this session do not have vote according to 2.8.1 and so are not effected by any loss of voting rights for LB 25, 26, and 27.

The chair rules that those members that were in the 802.11 WG balloting group (see 2.8.1) and are eligible for loss of voting rights due to failure of submitting two out of 3 consecutive Letter Ballots will maintain their voting rights until noon Friday, at which time they will lose their voting rights.

New voters at this meeting are not part of the 802.11 WG balloting group for LB 27, so they are not effected

The chair restates that the rules state that voting on a letter ballot are based on voting status as of the start of the letter ballot.

Do comments then have to be in by Tuesday? Yes, because they are part of your vote.

Q: If I abstain, do I need to put the reason in a comment document? A: No, you can use the Subject line of the e-mail ballot.

6 Call to order in PM Session

Clause 7 Status: went farther than categorize; started discussion on how to fix real problems, and thought there would be a few. Need about 3 hours to complete discussion of clause 7.

Clause 5 Status: 175 Comments, most editorial. 6 areas of technical concern. Can’t determine answers to all these 6 areas in 3 hours. Suggest to OR the different lists together and look for common themes.

Clause 8.1. 90 comments, most editorial, 8 areas needing significant work. 4 can be dealt with by ad hoc, but 4 need full TG. Numerous comments that Kerberos should not be mandatory, but there is no agreement what to replace it with.

Clause 8.2 sub-group 1: out of 67 comments, 2 substantive, 2 other minor ones. Need 2-3 hours to make recommendations on the bulk of comments. 2 comments need clarification.

Clause 8.2 sub-group 2: About 8 categories where need direction from TG. Need a few hours to make recommendation

Clause 8.2. sub-group 3: 12 categories needed direction. Probably need 4 or 5 hours to make recommendations for comments we can resolve

Clause 10-11. Almost all editorial. Not a lot needed

Comment: If issue bogs down in ad hoc group, then it should be taken to the whole TG.

Discussion on whether to work any more tonight, set details of work tomorrow.

Q: When will more comments be available? A: We could get more comments tomorrow. 

7 Recess until Tuesday AM at 8

8 Call to Order

9 Recess until 2:30 PM to meet in ad hoc

10 Call to Order

Discussion of whether to begin meeting in plenary again at 3:30. Consensus this is not enough time to close issues, but we need to have conversation to synch ad hoc groups. Need to understand where all the groups are, find where the overlaps are.

11 Recess until 3:30

12 Call to Order at 3:32 PM

12.1 Clause 5 discussion

Bob Beach present findings for ad hoc group for clause 5. Over 200 comments, mostly editorial. 9 major areas. State diagram, replay protection, Kerberos, etc.

· State diagram. Response: fix state diagram and add additional explanation

· Replay protection. Wanted for multicast, but no one proposed an algorithm

· IBSS authentication not specified. Need to clarify what is intended.

· Kerberos applicability: should it be mandatory, is it applicable in SoHo. Response tbd

· AS/AP trust issue: people raised issue of whether AP and Auth server can trust each other

· Legacy compatibility.

· What is ESN compliance?

· Security Impact on QoS: authentication delay on roaming

· Mixed encrypte/non-encyrpted traffic. Not allowed

· Dissociation timeouts. Need a MIB variable.

· Deauthentication frame usage.

12.2 Clause 7 Discussion

Tim Moore presents. 

· Unspecified authentication to allow 802.1X to decide. TG discussed and decided on this. Should reject comment.

· Kerberos optimization: authentication elements must run w/o information element.

· Which messages do info elements go into?

· Selection of UCSE and MCSE

· ESN w/o ULA?

12.3 Clause 8.1 Discussion

Dorthy Stanley presents. Bulk of comments editorial

· Comment 320: Document focus not home or SoHo. Want IT free solution with mandatory to implement scheme. Solution: need username/password for any solution.

· Comment 321 – No IBSS solution. Commenter proposed solution: pre-shared keys without authentication.

· Comment 322 – Station to Station traffic. Investigate how to support this in a BSS.

· Comment 327 – forbid non-ESN stations? Necessary for migrating deployed equipment.

· Comment 330 – Multiple cipher and multicast support? 

· Comment 33? – Does it have to support multiple encryption suites simultaneously.

· Comment 337 – Should authentication algorithm be mandated. Is Kerberos a good solution?

· Comment 342 – What about Association frame and denial of service attacks? Association message authenticated? Not feasible. 

· Comment 356 – Split descriptive and normative information. 

· Comment 360 – support mechanism to support fast hand-off. Want details.

12.4 Clause 8.2 – 8.2.2

Mitch Buchman presents.

· Categories: editorial, minor technical, major technical

· Minor technical issues philosophical.

· Major: technical issues

· Data encapsulation or cipher suite?

· Strength of WEP

· Language to recommend not to use Basic WEP

· Use of Vernam cipher not applicable?

· WEP2 useless without MIC

· Use and confusion of Pad in IV?

· Problem with bit ordering.

· Remote station timing in establishing key.

· Inconsistancy on minimum packet length

12.5 Clause 8.2.2-8.2.3.3.3

Nance Cam-Winget presents.

· IP Issues. Remove IP statements. Some want licensing issues resolved.

· Comments regarding to details of OCB. An improved version of OCB. Adopt new algorithm and update text.

· 77 We should treat multicast like unicast. Need multicast sequence number.

· TGe has adopted maximum size of 2048 bytes. We should

· Choosing a mandatory/default ESN encryption mode: WEP2 and AES.

· Remove WEP2

· Add replay protection into WEP2

· Protect Addr3 in AES mode of MIC.

· KeyID need to stay in 4th byte for WEP2 and AES.

12.6 Clause 8.2.3.3.1-8.5

Jesse Walker presented main issues

12.7 Clause 11

Alan Chinsky presented main issues

13 Discussion of process

Motions will eliminate 50% of comments. What is process to dispose of remaining comments?

We need to set up structure to resolve the 20 or so major categories of comments, as well as begin work to specify the work that hasn’t been done. Would like to set up structure to begin to address this on Thursday.

Chair: let’s address this in last session before adjourning.

Q: Where do docs go after they go into ToDockeepr? A: Harry moves them into correct directly

14 Recess until Wednesday

15 Call to Order at 4:05 PM

15.1 Call for papers

Bill Arbaugh - 230

Bernard Aboba – 252

Bernard Aboba – 253

Nancy Cam-Winget – 223 – crypto

Simon Blake-Wilson – 303

Jon Edney – 306 – authentication

Alan Chickinsky – 258 

15.2 Paper 230 – Bill Arbaugh 

Title: An inductive chosen plaintext attack against against WEP and WEP2.

Discussion:

Q: How is replay window implemented? Bill: Pick a random IV and increment it thereafter. However, this requires a cryptographically secure random number generator, and these are hard to build.

Comment: sequential IV is more dangerous without replay window.

Source code implementing attack won’t be released except to research community.

Q: How often do you have to change the keys with this? A: At least every hour.

Q: Does WEP2 not buy anything? A: WEP2 only delays attack, in that it makes it more difficult for attacker. WEP2 more difficult, sliding window even more difficult.

Q: Can’t you limit access by MAC address? A: No; they are forgable.

Q: If packet size a multiple of 8 bytes, still possible? A: It makes it harder, but won’t make it impossible. Probably another good idea.

15.3 Papers 252, 253, Bernard Aboba

15.3.1 253 WEP2 Security Analysis

Discussion:

Q: Is SRP mature? SRP has been around a three year. Stanford not only IP issue for SRP? Need IP statement.

Comment: Password checkers usually don’t do their job, and poor passwords are selected

Comment: Should worry about cost of public key operations on AP. A: This is not a problem in enterprise; low number of operations minimize problem in small environment.

Q: Use alternative cipher in AES: how much do you think this will slow down attack?

Comment: UMAC based on Carter-Wegman paradigm, and if you can forge one MIC you can forge an infinite number

A: SRP Burden? It can be considerable, because you have to do a Diffie-Hellman modular exponentiation.

15.3.2 252 Secure Roaming

Discussion:

Comment: Cost of back-end security. A: Discussed what is going in TGf.

Comment: Let’s examine details of encrypting the keys, to make sure this is a secure transfer. A: Agreed

Comment: Use of Kerberos does not preclude other authentication mechanism from defining their roaming.

Comment: Deployment important, since everyone is using RADIUS. Cost of back-end is not that hand. A: Agreed; reuse AP code.

Comment: Return trip to Auth server for authorization, not part of Kerberos. A: Agreed

16 Recess

17 Call to Order, 8:07 AM

18 Announcements

Comments in text form now; on Venus.

We will recess for TGg vote.

19 Papers, Continued

19.1 Paper 223, Nancy Cam-Winget

Discussion:

Question about CBC mode and selection of IV. 

20 Recess for TGg vote

21 Call to Order after TGg non-vote

21.1 Paper 303 – Simon Blake-Wilson

TLS-EAP for authentication

Discussion:

Q: Questions asking for clarifications

Q: Code/space implications? A: TLS will be in phones in a couple of weeks.

Q: Why password in home? A: Public key only would work too, but people want passwords

Q: Who ships TLS-AEP? Microsoft in XP.

Q: Can you share the document with performance numbers? A: Yes

Comment: Anonymous Diffie-Hellman worse than dictionary attack. Man-in-the-middle a threat in this environment.

Q: How do we move forward?

Q: We need discussion to remove Kerberos? A: This should be taken care of in comment resolution.

Long discussion on how to operate during the rest of the session.

21.2 Paper 306 – Jon Edney

EAP Authentication Suite Advertising

Discussion:

Comments: Kerberos is mandatory to implement, not to use.

Q: Who are you trying to protect? A: Trying to stop clients that can’t do it from associating. It is an optimization

21.3 Paper 258 – Alan Chickinsky

Security Threats

No Discussion

22 Announcements

We will discuss Kerberos, Encapsulation.

Subgroups give Dave doc numbers for papers.

23 Recess until PM

24 Call to Order, 1:13 PM, Thursday, May 17, 2001

25 Comment Resolution Discussion

Chair explains the two paths available to TGi. Straw pole: tackle big issues first. Unanimous consent to move forward on big issues.

Goal: Establish interim meetings first.

25.1 Move to authorize an interim meeting of TGi on Tuesday, June 19, 2001, in either Portland or the San Jose area, for the presentation of proposals to resolve comments.

Moved: Jesse Walker

Second: Glen Zorn

Discussion: WECA meeting may collide? A: No.

Vote: 17-0-3, Motion passes

Jesse Walker volunteers to host meeting in Portland.

25.2 Move to authorize TGi teleconferences on Monday, June 25, 2001, and Monday, July 9, 2001, for presentation of proposals and comment resolution.

Moved: Jesse Walker

Second: Bob Beach

Discussion: None

Vote: 17-0-2, Motion Passes

25.3 Proposal for the task group to request submissions for a new authentication method.

Moved: Tim Moore

Second: Albert Young

Discussion: Question about procedure.

Comment: order of motions seems wrong.

25.4 Move to postpone consideration of the main motion until after consideration of a motion to remove Kerberos as the mandatory to implementation authentication protocol

Moved: Glen Zorn

Second: Jesse Walker

No Discussion

Vote: 19-3-3, Motion Passes.

25.5 Proposal for Kerberos authentication to be non-mandatory in the security draft. The sections that are to be changed to remove the word mandatory are: 5.4.3.4 (page 9, line 33), 5.10 (page 16, line 22), 8.1.3.2 (page 33, line 44; page 34, line 22)

Moved: Tim Moore

Second: Albert Young

Discussion: Concern that if we take it out, we will never get back to a mandatory algorithm

A: The motion does not say there won’t be a mandatory algorithm.

A: The draft itself says in other places (e.g., 5.2.2.3, 5.10) that there is a mandatory-to-implement algorithm, so the doc can’t pass without one.

Comment: This motion is an over-reaction to presentations given in this meeting. We agreed to Kerberos unanimously in November. In this meeting criticism have been aimed at one area. We should investigate whether solutions can be found to weaknesses before setting aside baseline. Only if we find there are no solutions should we remove Kerberos

Comment: Several weaknesses have been pointed out, to fix Kerberos requires going through IETF. This motion makes psychology more explicit, allowing people to present solutions with a more open mind.

Comment: The weaknesses pointed out are not insurmountable, and might not exist. Open-mindedness not a good characteristic in standard.

Comment in favor of the motion. Vendors want solutions in environments that may not be Kerberos friendly

Comment in favor of motion. Motion is not about mandatory or no mandatory method. Not about eliminating Kerberos entirely. It has become apparent that field needs to be reopened.

Comment: Among possible solutions are PKINIT solving these, but these have not been mandated in the Draft. We still need to go through the process

Comment in support of motion. RADIUS most widely deployed mechanism. We are forcing IT to deploy new authentication system. Proposals for enhancement of Kerberos not yet final. It increases cost.

Comment: This group has never acted like it is constrained to offer proposal; silly idea. Kerberos does not preclude other mechanisms; rather there are other algorithms more suited to other spaces; however Kerberos was chosen as compromise to have an interoperable standard. There are things we can do in TGi to fix some of the weaknesses. Finally, there were 4 or 5 authentication proposals last year, and we selected Kerberos after this process. Need to address these before rushing into other proposals.

Comment: speak in favor of motion. What we are asking for is to initiate process to come to agreement on an acceptable authentication mechanism, which may be Kerberos. Purpose of this motion is to level playing field and to encourage proposals. Without leveling playing field, potential submissions may be inhibited.

Request from TGe to know when we will vote on this. Comment: we are in the process of discussing the motion, and the vote can happen any time someone calls the question. Chair agrees.

Comment: Not worried over uniformed vote.

Comment: In matters of security, level playing security not right. Having someone fight is good. We’ve been through several months making the decision in the first place, and no insurmountable problem has been shown.

Comment: Some of the changes needed can only be done in the IETF. Before, the discussion was not against the formal requirements.

Call the Question: Jon Edney

Second: Bob O’Hara

Vote to call the question: 47-1-2, Motion to call the question passes

Vote on Main Motion: 37-15-3

Parliamentary rules this is a technical vote, so motion fails since it changes requirements for conforming implementation.

Comment: It was stated that this motion would not remove requirement for mandatory authentication method, and 5.2.2.3 says the standard defines a mandatory authentication.

25.6 Proposal for the task group to request submissions for a new authentication method (already made).

Moved: Tim Moore

Second: Albert Young

Discussion: Is there an completion time?

Vote: 28-0-0, Motion Passes

26 3. Move for TGi to issue a call for new proposals for data encapsulation not based on OCB mode, concluding at the beginning of the Plenary meeting July 2001, to provide a backup plan in case the Intellectual Property issues with OCB mode cannot be properly resolved.

Moved: Jesse Walker

Second: Glen Zorn

Discussion: Does not preclude members from introducing own motions later.

Vote: 24-0-0

27 Move to instruct editor to remove WEP2 from draft

Moved: Jesse Walker

Second: Tim Moore

Discussion: Jesse Walker has asked for a roll call ballot

Comment: IEEE cannot afford to put out a standard that is easily broken. 

Comment: Obervation of the mover that WEP2 is irretrievably broken, and wonder if this is true. If we can fix WEP2, this could be fixed by firmware upgrade.

Comment: Speak in favor of motion. Reason for WEP2 is to have an upgrade path for existing equipment. 802.11 has been severely criticized in press, and will come down doubly hard if it is still broken. Presentations have shown WEP2 no better than WEP1. Proposed fixes in conflict with original goal of easy upgrade. Go straight to AES.

Comment: Ambivalent on motion. Appreciate need for upgrade path. Throwing away is not most helpful thing to do. Would like to see another attempt to fix WEP. Want WEP3, not just tossing out everything we have.

Comment. Speak against motion. Current implementation broken, WEP2 just an attempt to remedy most severe problems. Still have the opportunity to address problems. Yesterday we heard some alternate solutions that could be used to take this path. Will do customers a disservice to drop this complete.

Comment. Speak against motion. Says throw away WEP2. Saying everything is insecure and nothing can be done. This can severely impact equipment we are shipping now. Modification of WEP2 would be a better service.

Comment. Agree and speak against motion. This is second motion today to start over. Rather leave WEP2 there to fix.

Comment. Speak in favor of motion. WEP2 is more than badly flawed, and negative press already. Adding additional facilities? But it’s already a band-aid. If adding additional features, breaking original justification. There is no text describing how to fix WEP2. WEP2 can be reintroduced. Call the question by Duncan.

Second: Shawn Coffey

Vote to Call the Question: 52-11-2, Question Called.

Vote: 30-36-1, Motion Fails

28 Recess

29 Call to Order at 3:29pm

30 Agenda Discussion

Heads up to possibly adjourning early (5:30pm).

Go through some other motions to move forward with some comment resolutions.

From 4:30-5pm discuss how to move forward towards draft 2; setting goal to have a new draft for Sept. meeting.

Comments: they have a document with their ad hoc comment resolution posted to the doc keeper folder.

Comments: will all editorial comments be taken from our documents or do we need to make motions?

A: no need for motions

31 Motion discussions

31.1 Liason contact for NIST

  Volunteer:  Simon Blake-Wilson

31.2 Liason contact for Tge

  Volunteer: Simon Black

31.3  Volunteers for proposals to resolve

· Key syncronization specification: Aaron Friedman

· 5.1 state diagram :  Bob Beach

· What does ESN compliance mean?  Dave Halasz

· multi-cipher operation: Dave Halasz

· packet expansion rules and interaction with MIB:  Tim Moore/Jesse Walker

· how to split normative and description parts of 8.1  : Jon Edney

· key disassociation specification:  Tim Moore

· Legacy compatibility:  Jon Edney

· Rekeying: Jesse Walker

· IBSS operation  : Bob Beach

· IT Free operation (Configureless operation): white paper why this is not feasible?

· Need agreement on what is minimal configuration necessary: Dave Halasz

· how are we supporting fast hand-off: Albert Young

· who will work with TGf:  Bernard Aboba

Comment: do as much of the work by June 18 to get ready for July meeting

Comment: the intent to assign volunteers is to make sure we have a champion for each topic and lead the group towards resolution.  The volunteer may not necessarily write all of the text.

Comment: by default we will place Jesse’s name on ones that are not clear to us until we get further clarification.

32 Motions

32.1 Move to instruct editor to clean up Clause 7 message element definitions as per Tim Moore's proposal doc 200.

Moved: Jon Edney

Second:Tim Moore

Discussion: none

Vote: 14-0-2

32.2 Move that TGi accept recommended resolution of comments 76, 79, 393, 395, 396, 583, 768, 769, 771, 773, 775, 1175, 1176, 1178, 1179, 1220, 1221, 1222, 1374, 1307, 1308, 1310, 1377, 1414, 1418, 1453, 1454, 1456, 1465, 1466, 1507, 1511 as proposed in Slides 5-8 of Document 802.11-01/298r1.

Moved: Jon Edney

Second: none

Comment: it’s a bit of a mistake to read someone else’s motions.  We should table this for now until we can get further

32.3 Move to address comment 405: the word “not” was dropped.

Discussion:  after closer look at the text.  The text is correct.

Motion was removed

32.4  Move to instruct editor to update draft to support the final OCB mode definition and to deprecate the primary OCB definition in the existing draft, in support of resolving comments 583, 1175, 1176, 1221, 1418, and 1465.

Moved: Jon Edney

Second: Bob O’Hara

Comment: this will actually close a lot more comments than the ones cited here.

Vote: 17-0-0 passes

32.5 Move to instruct editor to update AES key derivation as per Jesse Walker's comment on this issue:


KeyMaterial ::= InitMAC || InitNonce || InitASE || InitUCSE



|| RespMAC || RespNonce || RespASE || RespUCSE || RespMCSE


responder to initiator key ::= PMAC(AssociationKey, KeyMaterial || 0x00)


initiator to responder key ::= PMAC(AssociationKey, KeyMaterial || 0x01)

Moved: Jon Edney

Second: Bob O’Hara

Discussion: none

Vote:  15-0-3 passes

32.6 Move to instruct the editor to create a PICS prior to issuing draft 2.

Moved: Jon Edney

Second: Butch Anton

Comment: adding a PICS is nontrivial.

Comment: motion is to create one not necessarily to put one in the draft 2.

Comment: will the draft of this text be released to the whole group?

Answer: yes, but someone would have to make a motion to put it in draft2.

Vote: 19-0-1 passes

32.7 Move to add an authentication suite selector by instructing the editor to incorporate the text of document 306 into draft 2.

Moved: Jon Edney

Second: Albert Young

Comment: what is the point of this? Is it an optimization?

Answer: it’s a helper function.  An efficiency improvement. It’s in the beacon. It avoids having to associate to find out if authentication mechanism is supported by AP.

Comment: there are issues with the suite values RFC 2284 states EAP values takes only 1 octet.

Comment: some of the table values need to be fixed.  There is no reference to Table 1c in the 802.1X/EAP (value 4) in table 1b

Move to table this motion.

Second: Butch Anton

Discussion: none

Vote: 7-3-7 passes

32.8 Motion to amend 32.7 with specific editorial changes:

Table 1b: in value 4, change value in “octets in suite parameter” from 2 to 1

Table 1b: make reference to Table 1c

Table 1c: heading should refer to value 2 to 4

Move: Jon Edney

33 Discussion for upcoming July meeting

We have conference calls and a one day ad hoc meeting in Portland scheduled.  We can have a list of motions to bring up to these meetings.

Chair: Moves to adjourn Tgi for this session for the rest of the week

Comment: Alan makes his hackers code available to anyone who can use it discreetly.

Comment: someone needs to help make the motions for some of the comment resolution for Mitch at the ad hoc meetings

Comment: work through the motions ahead of time to avoid crafting the motions realtime during presentations.

Adjourned for the week (4:50pm)
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