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Section 8.1 Comments

Comment 320 - Need Home Applicability Solution - "IT Free" easy to manage solution

Administering username/password is needed in any authentication solution. Second Issue - memory/processing reqd in  home AP to integrate auth server. Depends on mandatory to implement algorithm (337)

Comment  321 - Need IBSS Security Solution

Negotiation of Auth, encryption protocols is not supported for IBSS (true).

Propose manual key distribution, with ESN (WEP2 or AES per section 8.2) encryption, Authentication =posession of the key. 802.1X EAP  authentication possible.  Default - no .1x exchange. just start communicating. . Extensions are possible which use EAP to select an ULA. - Issue - do we need to provide a real authentication? Issue - need for pairwise keys/authen within an IBSS. Comment - clarify that .1x authen not used in default IBSS case - line 26 5.2.2.3

Comment 322 - STA to STA traffic – Investigate

In QoS -proposing to add a mode in which 2 stations in an ESS can agree to communicate directly. Is a third case which has not previously been considered. Brainstorming - 2 stations have authenticated to the AP & which then must agree to communicate directly. What level of ULA is needed between the peers? (a) Full authen required, (b) AP provides token or secret to each station, authen is implicit. What is the mechanism for determinimg that the 2 stations want to directly communicate?

Comment 327 - Do we forbid non-ESN stations? No. Define the protocol without ESN bits for non-ESN stations

Explicitly state that an AP which advertises ESN capabilities may also simultaneoulsy support non-ESN stations. When an ESN capable AP is communicating with a non-ESN station, the ESN information need not be included in the response frames - associate response, authentication response.

Comment 330 - Multiple cipher and multi-cast support?

An ESN capable station must support at least one of the multicast encryption suites for the association to be successful. If the station does not support at least one of the cipher suites, it will not associate. Is it possible that the AP would have to support more than one multi-cast algorithm.

Comment 336 - Add a requiremnt to use one of the authentication selectors

Add to 32/17 at end: The Station must not request to use an ASE which has not been advertised by the AP.  Forward this comment to 7.3.2.19 folks.If AP advertises a unicast encryption suite, and does not advertise a multicast suite, then the multicast suite is assumed to be the same as the unicast suite. Section 7.3.2.19 - line 12 –

Comment 337 - Kerberos - Not Mandatory – The right one?

Two issues - (1) should an authentication algorithm be mandated? If none is specified, what are the interoperability issues? (2) Is Kerberos a good solution? Issues of draft standards? Anonymity?

Comment 342 - What about Association frames and denial of service attacks

Association is required before authentication, no authentication protection is possible on this message. Need to deal with re-association, and disassociation. Presentation 252.

Comment 356, others –Major  Editorial - descriptive and normative

Split 8.1.3.2 into 3 sections, one descriptive and one normative, add figure on basic EAP operation (descriptive).

	
	
	
	8.1.3.3 Example of Generic EAP Authentication Exchange

Figure X illustrates the Upper Layer Authentication procedure (802.1X) when the STA is using an EAP authentication mechanism other than GSS-Kerberos. After association, the AP issues the EAP Identity request to the STA. The STA responds with the EAP Identity Response, which the AP passes to the AAA network using an AAA protocol such as RADIUS. The AAA server then issues an EAP Request of some type X. The AP does not need to recognize the EAP type but it passes the EAP Request to the STA. The STA sends the corresponding EAP Response, which the AP passes to the AAA server. The AAA server may then issue other EAP Requests of type X, which the STA responds to with corresponding EAP Responses. The number of required EAP Request/Response rounds depends on the EAP type used. Eventually, if the authentication is successful, the AAA server issues the EAP-Success packet and the AP passes it to the STA. 

Because the authentication algorithm shall provide for key agreement, the STA has obtained new session key material as part of the EAP negotiation at this point. The AAA server passes the key material to the AP in the AAA message that includes the EAP-Success packet.

After successful authentication the AP may send the current multicast key to the STA using an EAPOL-Key message.
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Figure X - Initial Contact Authentication




Comment 360 - Include a mechanism in the standard to support fast handoff

Needs to be added. See presentation 252
Contributors:

Jon Edney

Nokia


Asa Kalvade

Broadwave

Dennis Volpano
Cranite Systems

Craig Gosten
Sensis Corp

Dick Hubbard
Fortress Technologies

Tina Pacific

Fortress Technologies

Graham Melville
Symbol


Albert Young
3Com

Richard Paine
Boeing

Marc Sordi

HP

Glen Zorn

Cisco

Hong Jiang

Broadwave

Dorothy Stanley
Agere

Submission SUBJECT  \* MERGEFORMAT 
page 1
Dorothy Stanley, Agere Systems


_1050415999.doc
[image: image1.wmf][image: image2.png]



[image: image3.wmf]

EAP-Success







EAP Identity Response







EAP Response of type X







EAP Response of type X







EAP Request of type X







EAP Response of type X











EAP Request of type X







EAP Request of type X











EAP Response of type X







Probe Request/Response







EAP-Success







EAP Identity Response







EAP Identity Request







Associate











AAA Server







AP







STA







EAPOL-Key







EAP Request of type X












