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Draft 
Recommended Practice for Multi-Vendor Access Point Interoperability via an Inter-Access Point Protocol Across Distribution Systems Supporting IEEE 802.11 Operation

1 Overview

1.1 Scope

The scope of this document is to describe recommended practices for implementation of a Distribution System supporting IEEE Standard 802.11 wireless LAN links.  The recommended Distribution System utilizes an Inter-Access Point Protocol (IAPP) that provides the necessary capabilities to achieve multi-vendor Access Point interoperability within the Distribution System. This IAPP is described for a Distribution System consisting of IEEE 802 LAN components supporting an IETF IP environment.

1.2 Purpose

IEEE 802.11 specifies the MAC and PHY layers of a Wireless LAN system and includes the basic architecture of such systems, including the concepts of Access Points and Distribution Systems.  Implementations of these concepts were purposely not defined by P802.11 because there are many ways to create a Wireless LAN system. Additionally, many of the possible implementation approaches involve concepts from higher network layers.  While this leaves great flexibility in Distributions System and Access Point functional design, the associated cost is that physical Access Point devices from different vendors are unlikely to interoperate across a Distribution System due to the different approaches taken to Distribution System design.

As 802.11 systems have grown in popularity, this limitation has become an impediment to WLAN market growth. At the same, time it has become clear that there are a small number of Distribution System environments that comprise the bulk of the commercial WLAN system installations.

This recommended practice specifies the necessary information that needs to be exchanged between Access Points to support the 802.11 DS functions. The information exchanges required are specified for Distribution Systems built on the Internet Engineering Task Force (IETF) Internet Protocol (IP) in a manner sufficient to enable the interoperation of Distribution Systems containing Access Points from different vendors that adhere to the recommended practices.

1.3 Inter-Access Point recommended practice overview

This recommended practice describes a service access point (SAP), service primitives, a set of functions and a protocol that will allow conformant APs from multiple vendors to interoperate on a common DS, using UDP/IP as the protocols to carry the IAPP.  The IAPP described in this recommended practice will function as described when the 802.11 stations maintain a network layer address or addresses that are valid for their point of connection to the network, i.e., when an 802.11 station associates or reassociates, the station must ascertain that its network layer address(es) are configured such that the normal routing functions of the network attaching to the BSS will correctly deliver the station’s traffic to the BSS to which it is associated.  If the station determines that the network layer address(es) is not configured so as to allow the normal routing functions of the network to deliver the station’s traffic to the BSS to which it is associated, the station must obtain such an address(es), before any network traffic can be delivered to it.  A station can meet this requirement is many ways.  Two mechanisms for a station to accomplish this are to renew a Dynamic Host Configuration Protocol (DHPC) lease for its IP address or to use Mobile IP to obtain or create a valid local IP address.  The IAPP is not a routing protocol.  It does not deal with the delivery of 802.11 data frames to the station, instead the IAPP utilizes existing network functionality for data frame delivery.

With the requirement that stations maintain a valid network layer address, APs function much the same as 802.1D bridges and the IAPP supports the following functions:

· Distribution System Services, as defined in ISO/IEC 8802-11 1999

· Address mapping of wireless medium addresses to distribution system addresses 

These additional functions are also supported by the IAPP:

· Evolution of the IAPP through multiple versions

· Mapping of the wireless medium addresses of the “old AP” in an 802.11 reassociation frame to a distribution system address, in order to support the Reassociation Service

· Formation of a distribution system

· Maintenance of the distribution system

· Enforcement of the restriction of ISO/IEC 8802-11 1999 that a station may have only a single association at any given time

· Support for 802.11 authentication and privacy, including preauthentication

· Operation in a reasonably secure fashion

· Remote configuration, including AP attributes

This recommended practice makes use of several IETF RFCs to implement many of its functions. 
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Figure 1, Alternative Overview Diagram
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3 Definitions, abbreviations, and acronyms

DNS

SLP

IAPP

UDP

IP

IETF

SAP

ESS

BSS

SSID

BSSID

MAC

AP
DS

DSM
URL
4 Service definition

4.1 IAPP-INITIATE.request

4.1.1 Function

This service primitive causes the AP to initialize the IAPP data structures, functions, and protocols.  It also causes the AP to register itself with the distribution system.

4.1.2 Semantics of the service primitive

The IAPP-INITIATE.request has the following semantics.
IAPP-INITIATE.request {

SSID;

BSSID;

Registration Service
}
The SSID is the name of the ESS with which the AP is attempting to register.

The BSSID is the MAC address of the 802.11 interface of the AP.

The Registration Service is the URL to be used to locate server responsible for handling registrations for the ESS.
4.1.3 When generated

This service primitive is generated by an external management entity when it is desired to reset /initiate the operation of the IAPP and cause it to join the distribution system.  The IAPP should be configured by the external management entity before issuing this service primitive.

4.1.4 Effect of receipt

Upon receipt of this service primitive from an external management entity, the IAPP initializes its data structures, functions, and protocols.  The information in any IAPP data structures is lost.  It is recommended that the external management entity disassociate any stations with which it is associated before generating this primitive.  The IAPP will find the registration service for its distribution system, as identified in the Registration Service parameter, and register.  This causes a Service Location Protocol (SLP) registration handshake to occur between the AP and the registration service, involving the exchange of one or more packets on the DS.  This is further described in x.x.x.x  The AP should not accept any association requests from stations until the IAPP-INITIATE.confirm has been issued and the IAPP is configured which may be using IAPP-CONFIG.

4.2 IAPP-INITIATE.confirm

4.2.1 Function

This service primitive notifies an external management entity that the actions begun by an IAPP-INITIATE.request have been completed.  The AP should not accept association requests from stations in the time between an IAPP-INITIATE.request and its corresponding IAPP-INITIATE.confirm

4.2.2 Semantics of the service primitive

The IAPP-INITIATE.confirm primitive has the following semantics.

IAPP-INITIATE.confirm {

Status

}

The Status parameter indicates the result of the corresponding IAPP-INITIATE. request.  The allowable values for the Status parameter are the SUCCESSFUL, REGISTRATION_SERVICE_NOT_FOUND, ESS_NOT_FOUND, MAC_ADDRESS_IN_USE, UNKNOWN_ERROR, and TIMEOUT.
4.2.3 When generated

This service primitive is generated when the actions begun by an IAPP-INITIATE.request are completed.  This is generally the case when the SLP registration packet exchange has completed.
4.2.4 Effect of receipt

Upon receipt of the IAPP-INITIATE.confirm corresponding to a previously issued IAPP-INITIATE.request, an external management entity should examine the status returned and take any further appropriate actions.  Only upon receipt of SUCCESSFUL status from this primitive should the external management entity initialize the operation of the AP by issuing an 802.11 MLME-START.request primitive to the AP.  If this primitive returns any other status, the cause of the failure to initiate the service should be corrected and the IAPP-INITIATE.request should be issued again.

4.3 IAPP-INITIATE.indication

4.3.1 Function

This service primitive notifies the external management entity of a change in the initiated distribution system.

4.3.2 Semantics of the service primitive

The IAPP-INITIATE.indication  primitive has the following semantics.

IAPP-INITIATE. indication {

Status

}
The Status parameter indicates the reason for the generation of the IAPP-INITIATE.indication.  The allowable values for this parameter are TIMEOUT, and LOSS_OF_REGISTRATION.
4.3.3 When generated

This service primitive is generated by the IAPP when it determines that the distribution system previously initiated is either not responding, or no longer contains information about this AP. 

4.3.4 Effect of receipt

The IAPP-INITIATE.indication is informational, and no action is required. The external management entity should consider if this information warrants reissuing the IAPP-INITIATE.request.

4.4 IAPP-TERMINATE.request

4.4.1 Function

This service primitive causes the IAPP to cease operation of the IAPP functions, and protocols.  It also causes the AP to deregister itself with the distribution system.

4.4.2 Semantics of the service primitive

The IAPP-TERMINATE.request primitive has the following semantics.

IAPP-TERMINATE.request {

}
4.4.3 When generated

This service primitive is generated by an external management entity when it is desired to terminate the operation of the AP and cause it to be removed from the distribution system.

4.4.4 Effect of receipt

The AP should disassociate any stations with which it is associated before ceasing operations.  The AP will find the registration service for its distribution system and deregister.  The AP should not accept any association requests from stations after the IAPP-TERMINATE.request has been issued.

4.5 IAPP-TERMINATE.confirm

4.5.1 Function

This service primitive notifies an external management entity that the actions begun by an IAPP-TERMINATE.request have been completed.  The AP should not accept association requests from stations in the time between an IAPP-INITIATE.request and its corresponding IAPP-INITIATE.confirm

4.5.2 Semantics of the service primitive

The IAPP-TERMINATE.confirm primitive has the following semantics.

IAPP-TERMINATE.confirm {

}

4.5.3 When generated

This service primitive is generated when the actions begun by an IAPP-TERMINATE.request are completed.

4.5.4 Effect of receipt

Upon receipt of the IAPP-TERMINATE.confirm corresponding to a previously issued IAPP-TERMINATE.request, an external management entity should examine the status returned and take any further appropriate actions.  

4.6 IAPP-ADD.request

4.6.1 Function

This service primitive is used when a station associates with the AP using an 802.11 associate request frame.  It causes a frame to be sent to the distribution system that will update bridge forwarding tables for the newly associated station, and will notify the distribution system of the new association between the AP and station. 
4.6.2 Semantics of the service primitive

The IAPP-ADD.request primitive has the following semantics.

IAPP-ADD.request {

MAC Address;

Sequence Number;
}

The MAC Address is the address of the station that recently has successfully associated with the AP.

The Sequence Number is the value of the 802.11 Sequence Number field of the Association Request frame received from the associating station.
If provided by the MLME, the station’s path identifier must be included in the IAPP-ADD.request.  The path identifier is a sequence number maintained by the station to identify the sequence of associations for this station.  [There is no such sequence maintained by a station.  How can we require this here?] The higher path identifier represents the newest associated AP.  Regardless of the availability of a path identifier, the IAPP-ADD.request includes the age since the last successful communication with the station.  That will typically be very close to zero seconds.

4.6.3 When generated

This service primitive is generated by an external management entity when an AP generates an 802.11 MLME-ASSOCIATE.indication.

4.6.4 Effect of receipt

Receipt of this service primitive should cause the following actions to occur:

1) Sending an IAPP ADD-notify packet to the distribution system, addressed such that it will cause the forwarding tables in any bridges that receive the frame to be updated so that all future traffic received by those bridges is forwarded to the port on which the frame was received,

2) Notifying the distribution system of the association between the AP and station. [Since the DS can be spread over many subnets, how can this be accomplished?]
4.7 IAPP-ADD.confirm

4.7.1 Function

This service primitive is used to confirm that the actions initiated by an IAPP-ADD.request have been completed and inform an external management entity of the status of those actions.

4.7.2 Semantics of the service primitive

The IAPP-ADD.confirm primitive has the following semantics.

IAPP-ADD.confirm {

Status

}
The Status parameter indicates the success or failure of the corresponding IAPP-ADD.request.  The allowable values for this parameter are SUCCESSFUL and ???.
4.7.3 When generated

This service primitive is generated upon completion of the actions of the IAPP-ADD.request.

4.7.4 Effect of receipt

Upon receipt of this service primitive by an external management entity with SUCCESSFUL status, the management entity should begin forwarding frames for the associated station.  The external management entity should disassociate the indicated station and correct the cause of the failure, if possible, if any status other than SUCCESSFUL is received.

4.8 IAPP-ADD.indication

4.8.1 Function

The IAPP-ADD.indication primitive is used to indicate to an external management entity that an association relationship has been established between a mobile station and another AP in the distribution systems.

4.8.2 Semantics of the service primitive

The IAPP-ADD.indication primitive has the following semantics.

IAPP-ADD.indication {

MAC Address

}
The MAC Address is the address of the mobile station for which the AP is sending the IAPP ADD-request packet.
4.8.3 When generated

This service primitive is generated upon receipt of an IAPP ADD-notify packet from the distribution system by an AP that is forwarding frames to the BSS for the station identified in the packet. [This, of course, is only effective on the immediate LAN segment and will not cross router boundaries.]
4.8.4 Effect of receipt

Upon receipt of this service primitive the AP should determine if the station indicated by the MAC Address is shown to be associated with the AP.  If so, this service primitive should cause the generation of an 802.11 MLME-DISASSOCIATE.request by the external management entity.

4.9 IAPP-REMOVE.request

4.9.1 Function

This service primitive is used when a station is disassociated from an AP.  [Is this still necessary, now that the IAPP is not keeping a record of the locations of mobile stations any longer?  Isn’t this purely a local AP thing?]
4.9.2 Semantics of the service primitive

The IAPP-REMOVE.request primitive has the following semantics.

IAPP-REMOVE.request {

MAC Address

}
The MAC Address parameter is the address of the 802.11 station that has disassociated from the AP.
4.9.3 When generated

This service primitive should be generated by an external management entity when that management entity receives an 802.11 MLME-DISASSOCIATE.indication or MLME-DISASSOCIATE.confirm.

4.9.4 Effect of receipt

Upon receipt of this service primitive, the following actions should occur:

1) The distribution system should be notified of the termination of the association between the AP and the disassociated station. [Notify who?]
4.10 IAPP-REMOVE.confirm

4.10.1 Function

This service primitive is used to indicate that the actions of the corresponding IAPP-REMOVE.request have been completed. [Delete if the corresponding .request does not survive.]
4.10.2 Semantics of the service primitive

4.10.3 When generated

This service primitive is generated upon completion of the actions of an IAPP-REMOVE.request.

4.10.4 Effect of receipt

Upon receipt of this service primitive, an external management entity should cease forwarding data frames for the disassociated station.

4.11 IAPP-REMOVE.indication

4.11.1 Function

This service primitive is used to indicate that an IAPP-REMOVE operation has been completed at another AP. [This should also be deleted if the .request does not survive.]
4.11.2 Semantics of the service primitive

4.11.3 When generated

This service primitive is generated when an xxxframexxx is received.

4.11.4 Effect of receipt

Upon receipt of this service primitive…

4.12 IAPP-MOVE.request

4.12.1 Function

This service primitive is used when a station associates with the AP using an 802.11 reassociate request frame.  It causes a frame to be sent to the distribution system that will update bridge forwarding tables for the newly associated station, and will notify the distribution system of the new association between the AP and station.

4.12.2 Semantics of the service primitive

The IAPP-MOVE.request primitive has the following semantics.

IAPP-MOVE.request {

MAC Address;

Sequence Number;

Old AP
}

The MAC Address is the address of the station that recently has successfully reassociated with the AP.

The Sequence Number is the value of the 802.11 Sequence Number field of the Reassociation Request frame received from the reassociating station.

Old AP is the MAC address (BSSID) of the AP with which the reassociating station was last associated.  This value is obtained from the Old AP Address field of the 802.11 Reassociation Request frame.
If provided by the MLME, the station’s path identifier must be included in the IAPP-ADD.request.  The path identifier is a sequence number maintained by the station to identify the sequence of associations for this station.  The higher path identifier represents the newest associated AP. [The station does not maintain such a sequence.  How can we require this?]  Regardless of the availability of a path identifier, the IAPP-ADD.request includes the age since the last successful communication with the station.  That will typically be very close to zero seconds.

4.12.3 When generated

This service primitive is generated by an external management entity when an AP generates an 802.11 MLME-REASSOCIATE.indication.

4.12.4 Effect of receipt

Receipt of this service primitive should cause the following actions to occur:

1) Sending a frame to the distribution system, addressed such that it will cause the forwarding tables in any bridges that receive the frame to be updated so that all future traffic received by those bridges is forwarded to the port on which the frame was received,

2) Notifying the distribution system of the association between the AP and station. [is this still needed?]
3) Requesting any state stored at the AP with which the station was previously associated to be forwarded to the AP with which the station is currently associated by sending an IAPP MOVE-notify packet to the old AP.  This action may include querying the registration service for a mapping of the Old AP address to that AP’s IP address on the DSM.
4.13 IAPP-MOVE.confirm

4.13.1 Function

This service primitive is used to confirm that the actions initiated by an IAPP-MOVE.request have been completed and inform an external management entity of the status of those actions.

4.13.2 Semantics of the service primitive

The IAPP-MOVE.confirm primitive has the following semantics.

IAPP-MOVE.confirm {

MAC Address;
Context Blob;
Status

}

The MAC Address is the address of the station from the corresponding IAPP-MOVE.request.
The Context Blob is the context returned by the Old AP, if the Status is SUCCESSFUL.  Otherwise, the Context Blob is null.
The Status parameter indicates the result of the corresponding IAPP-MOVE.request.  The allowable values for this parameter are SUCCESSFUL, OLD_AP_NOT_VALID, MAC_ADDRESS_EQUAL_TO_OLD_AP, TIMEOUT
4.13.3 When generated

This service primitive is generated upon completion of the actions of the IAPP-MOVE.request, including receipt of context information from the Old AP in an IAPP MOVE-response packet as a result of its use of the IAPP-MOVE.response primitive.  [Spiess, Intermec ( Implies the need for a HandoverResponse frame type.  Should the IAPP-MOVE.request specify that is or is not waiting for the station’s state information?  Requesting no information is similar to existing handover mechanisms.  Does the request indicate what state information it wants, or does the old AP just volunteer everything it has?]

4.13.4 Effect of receipt

Upon receipt of this service primitive by an external management entity with SUCCESSFUL status, the management entity should begin forwarding frames for the associated station. Any frames received from the distribution system for the associated station should be buffered until receipt of the IAPP-MOVE.confirm.  The external management entity should disassociate the indicated station and correct the cause of the failure, if possible, if any status other than SUCCESSFUL is received.  Completion of the IAPP-MOVE.request includes receipt of station state that may have been received, when the Status is SUCCESSFUL.
4.14 IAPP-MOVE.indication

4.14.1 Function

This service primitive is used to indicate that a station has reassociated with another AP.

4.14.2 Semantics of the service primitive

The IAPP-MOVE.indication primitive has the following semantics.

IAPP-MOVE.indication {

MAC Address;

AP Address

}

The MAC Address is the address of the 802.11 station that has reassociated with the AP sending the IAPP Move-notify packet.

The AP Address is the address of the AP sending the IAPP Move-notify packet.

4.14.3 When generated

This service primitive is generated when an IAPP Move-notify packet is received.

4.14.4 Effect of receipt

Upon receipt of this service primitive, the AP forwards all state related to the reassociated station to the AP with which the station is now associated by using the IAPP-MOVE.response primitive.  
4.15 IAPP-MOVE.response

4.15.1 Function

This service primitive is used send any context resident in the AP issuing this primitive to another AP when a station has reassociated with another AP.

4.15.2 Semantics of the service primitive

The IAPP-MOVE.response primitive has the following semantics.

IAPP-MOVE.response {

MAC Address;

AP Address;

Context Blob
}

The MAC Address is the address of the 802.11 station that has reassociated with the AP identified by the AP Address.

The AP Address is the address of the AP where the 802.11 station has reassociated.

The Context Blob is the context for the reassociated station.

4.15.3 When generated

This service primitive should be generated by the external management entity when an IAPP-MOVE.indication is received.

4.15.4 Effect of receipt

Upon receipt of this service primitive, the AP forwards all state related to the reassociated station to the AP with which the station is now associated by using the IAPP MOVE-response packet.  
4.16 IAPP-Config-READ.request
4.16.1 Function

This service primitive is used when a request for configuration information from the AP.

4.16.2 Semantics of the service primitive

Get and/or Set of Configuration Fields need to be allowed.

Configuration items: BSSID, SSID, IP Address, TimetoLive, status, etc.

4.16.3 When generated

This service primitive is generated by an external management entity when it wishes to obtain some configuration information from the AP, or set a configurable parameter.  Configuration fields that can be obtained are defined as …………

4.16.4 Effect of receipt

The AP obtains the requested configuration data and places it in the provided buffer, or sets the appropriate configurable field with the provided data.

4.17 IAPP-Config-READ.confirm

4.17.1 Function

This service primitive is used when the configuration information has been placed in the buffer provided by the IAPP-Config-Read.request.

4.17.2 Semantics of the service primitive

4.17.3 When generated

This service primitive is generated when the buffer has been filled with the requested configuration information. 

4.17.4 Effect of receipt

Upon receipt of this service primitive, an external management entity regains ownership of the buffer previously provided to the AP.  If the STATUS is successful, then the data is valid.  Error status can be indicated as well.  If the previous request was to set a configurable field, this indication signals that the requested fields were updated.

4.18 IAPP-INQUIRY.request

4.18.1 Function

This service primitive may be used when the external management entry wishes to query if other APs have an association with a list of stations.

4.18.2 Semantics of the service primitive

Each station in the list of stations will have an associated age since this AP’s last successful transmission of control, management, or data frames.  Other Access Points can use this information to determine if an association race may have occurred through the distribution system.  This age can be set to the maximum value to indicate that this request is informational rather than the result of a possibly lost station.

4.18.3 When generated

This primitive is useful when an associated station is not responding to any control, management, or data frames, and may have roamed to another AP.  Due to errors, the external management entity may not have received an IAPP-ADD.indication or an IAPP-MOVE.indication from another AP.  Additional IAPP-INQUIRY.requests must not occur before reception of the IAPP-INQUIRY.confirm.

4.18.4 Effect of receipt

The IAPP will issue a request to the distribution system to repeat generate an IAPP-MOVE.request for a list of stations, and then generate an IAPP-INQUIRY.confirm.

4.19 IAPP-INQUIRY.confirm

4.19.1 Function

This service primitive is generated in response to an IAPP-INQUIRY.request.  It indicates the status of the request that was forwarded to the distribution system.

4.19.2 Semantics of the service primitive

4.19.3 When generated

This primitive is generated in response to an IAPP-INQUIRY.request after the IAPP has notified the distribution system that it requests retransmission of moved or added stations.

4.19.4 Effect of receipt

The external management entity should restart an aggregation timer of two seconds to prevent additional IAPP-requests.  Under poor RF conditions, many IAPP-INQUIRY.requests could be quickly generated.  The external management entity should defer additional IAPP-INQUIRY.requests until two seconds have passed since the previous request.  The external management entity may then aggregate all of the newly “lost stations” in a single IAPP-INQUIRY.request.

4.20 IAPP-INQUIRY.indication

4.20.1 Function

The IAPP-INQUIRY.indication requests the external management entity to repeat its notification to the IAPP of the association status for the listed station in the list.

4.20.2 Semantics of the service primitive

4.20.3 When generated

This service primitive is generated when the IAPP receives a request from the distribution system to INQUIRY a list of stations.

4.20.4 Effect of receipt

The external management entity should process all of the stations listed in the indication.  Each station in the list that has no association with this AP may be ignored.  For the associated stations, the age in the indication must be subtracted from the amount of time since this AP succeeded in sending a control, management, or data frame to this station.  If the result is greater than six seconds, this AP must immediately generate an IAPP-MOVE.request from the inquiring AP to this AP.

If the result is less than six seconds, the AP must determine that the station is still associated before responding. The external management entity should cause the transmission of a control, management, or NULL data frame to the station to verify that the association is still current.  If the station successfully responds to the frame, this AP must immediately generate an IAPP-MOVE.request from the inquiring AP to this AP.

5 Operation of the IAPP

The IAPP is a communication protocol, used by the management entity of an AP to communicate with other APs, when various local events occur in the AP.  It is an integral part of a communication system comprising a registration service, APs, 802.11 mobile stations, and an arbitrarily connected DS.  The function of the IAPP is to facilitate the creation and maintenance of the DS, support the transparent mobility of 802.11 stations, and enforce the requirement of a single association for each mobile station, as stated in ISO/IEC 8802-11/1999.
5.1 Formation and maintenance of the ESS

The formation and maintenance of an ESS makes use of a registration service that is accessed via the Service Location Protocol (SLP, RFC 2608).  The registration service for each ESS maintains a list of all the APs in the ESS and a mapping of their BSSIDs to their IP addresses on the DSM.  To become part of an ESS, an AP must register itself and provide both its BSSID and DSM IP address to the registration service.  This action is performed in response to an IAPP-INITIATE.request at the IAPP SAP.  
[Almost all of this stuff that follows is just commentary and questions.  Delete? An ESS is a set of Basic Service Sets (BSSs) that form a single LAN, allowing an 802.11 mobile station to move transparently, from one BSS to another, throughout the ESS.  The establishment of the first AP in the DS accomplishes the formation of an ESS.  The AP is started, and an IAPP-INITIATE.request is issued. The use of 802.1X is required to authenticate with the DS.   A search is made in the registration service for the SSID.  If this is the first AP in the ESS, the AP will use the SSID that was passed into the service primitive to initialize the registration service for the ESS.  The AP provides its BSSID (MAC address) and UDP port number, as well as its IP address to the registration service. What happens if the AP has more than one IP address, if the IP address is IPv6 which IPv6 addresses doyou register (link local, site local, global and which global if more than one address). Also if an AP is behind a NAT the address registered is the incorrect address i.e. the private address rather than the globally reachable address, except if there is more than one AP behind a NAT in which case the other APs behind the NAT require the private address and the APs on the global site of a NATrequire the global address.  Management Entities can query the registration service to obtain information about each of the APs in the registration service.  The registration service may be able to manage one or more ESSs, but only one registration service manages a given ESS.  The SSID may reflect the nature/boundaries of the ESS.  As Each AP deregisters, the registration service removes the entry for that AP.  When the last AP is removed for an ESS, the registration service removes the SSID entry as well.

When an AP initially comes up, it makes a request for the “IAPP Service”.

Then the AP uses the “IAPP Service” to register with the ESS

The AP registers with the ESS the specified configuration parameters.

If the AP fails to locate the “IAPP Service”, then the AP 

(Possible Comment/Change To Locate the Registration Service, Check into using CORBA. (Jens-Peter, NEC))

ESS vs. DNS domain boundaries:  the ESS domain must be a subset of a DNS domain.                   
    (Check to see if we care).

]
5.1.1 Locating the Registration Service:


The following algorithm should be used to locate the registration service:

a) To find the ESS registration service, the AP should send a service request, using SLP, for the following service.
service:ess-registrar.1.0.en:register:  [is this complete and correct?]
b) To locate the service, the AP should perform a DNS lookup for the ESS registration service “ess-registrar.1.0.en”, requesting the SRV record. 
c)  If an ESS registration service is available, an SLP service reply will be received with the complete service: URL required to access the ESS registration service.  The following service: URL for the registration service should be used to register the SSID, BSSID, and DSM IP address of the AP.  
service:ess-registrar.1.0.en:register://<registrar host>/<registration URL>   [I think we should specify the registration URL more completely.]
The <registrar host> is the host where the registration service resides.  The <registration URL> is the URL to be used to send the registration information to the registration service.
d) If no service reply is received, there may not be an ESS registration service accessible on the network.  If there is no ESS registration service available to the AP, the AP should establish its own registration service and make this available to other APs through SLP.
1. 
2. 
e) 




5.1.2 

5.1.3 

5.1.4 Changing information in the Registration Service
If an AP changes its IP address, it should notify the registration service.  This should be done by first terminating the IAPP service by issuing an IAPP-TERMINATE.request and subsequently starting the IAPP service with the new address through an IAPP-INITIATE.request. 
When an AP is to be removed from an ESS in response to an IAPP-TERMINATE.request at the IAPP SAP, it should locate the deregistration service.  This service should be at the same host as the registration service.  The deregistration service should be used to remove the BSSID and DSM IP address from the list of APs registered for the ESS identified by the SSID.  The following service: URL should be used to deregister.

service:ess-registrar.1.0.en:deregister://<registrar host>/<deregistration URL>

5.1.5 Registration Service

The Registration Service can be implemented in several ways.  The particular implementation of the registration service is identified in the service: URL for the registration service.  The registration service should be able to perform the following functions:

1. Add a new entry mapping the BSSID of an AP to its DSM IP address in response to a registration request.
2. Refresh entries mapping the BSSID of an AP to its DSM IP address in response to refresh requests.
3. Remove entries mapping the BSSID of an AP to its DSM IP address in response to deregistration requests or as a result of entries not being refreshed in the required interval.
4. Supply information mapping a BSSID to a DSM IP address in response to a query.
5.1.6 Active AP Entries

The ESS registration service should require that each AP refresh its registration periodically.  The period for such refreshing should be 5 minutes.  The following service: URL should be used to refresh an AP’s entry with the registration service.

service:ess-registrar.1.0.en:refresh://<registrar host>/<refresh URL>

The <registrar host> is the host where the registration service resides.  The <refresh URL> is the complete URL required to refresh the directory entry for the AP in the registration service.

If an AP has not refreshed its entry in the registration service in 15 minutes, the registration service should remove the entry.


5.2 Support for 802.11 authentication and pre-authentication

The IAPP is independent of the 802.11 authentication process.  However, the Context Blob returned as part of the IAPP-MOVE.confirm may contain information relevant to 802.11 authentication, including pre-authentication.  The content of the Context Blob is not interpreted by the IAPP.
5.3 Secure operation of the IAPP

Security of the message exchanges of the IAPP are not protected nor authenticated beyond the protection and authentication afforded other protocol traffic in the ESS, unless those services are provided by the protocol carrying the IAPP messages.  Usually, using IPSec to carry the IAPP messages would provide this protection.

a) Designed for “reasonably” secure operation

i. Messages between APs must be authenticated, but not necessarily encrypted

ii. Messages between APs need no more protection, i.e., encryption, than any other infrastructure configuration messages, such as router protocols like OSPF, EIGRP, or RIP

b) Supporting 802.11 authentication and security, including preauthentication

i. Based on the current standard, there is no IAPP messaging required to support this functionality

ii. Based on the work to date in the TGe security subgroup, there is no IAPP messaging required to support this functionality

· In fact, the current TGe security baseline will not allow preauthentication, since the 802.1x authentication exchange is carried in data frames and data frames are not allowed until a station is associated

c) IAPP should support an interchange of a security blob between APs; this allows support of other security protocols that may require this support.

5.4 AP specific MIB

[Delete unless someone supplies something to fill this spot.]
5.5 Single station association

Each Station may only be associated with a single AP at any given time.  When a station changes its association from one AP to another, the station issues a reassociate frame (as specified in the 802.11 standard).  Reception of the reassociate frame and granting of the association by the new AP causes the new AP to issue an IAPP-MOVE.request service primitive.  This causes an IAPP MOVE-notify packet to be sent to the Old AP, requesting the old AP to remove the station from its table, forward any stored context for the station, and the new AP to add it to its table.  The IP address of the old AP should be obtained from the registration service using the following URL.

service:ess-registrar.1.0.en:lookup://<registrar host>/<lookup URL>   [I think we should specify the lookup URL more completely.]

When a roaming station associates with an AP, rather than reassociates, the AP attempts to enforce the single station association requirement by sending an IAPP ADD-notify packet to the distribution system.  Because this packet is addressed with both the source and destination MAC addresses equal to the MAC address of the associating station, this packet may not reach all APs in a distribution system.  It will reach at least those APs on the immediate LAN segment of the DSM.  If the old AP receives the IAPP ADD-notify packet, it should remove any context stored for the station.

6 Packet Formats

6.1 General IAPP Packet Format 

The payload of a UDP packet passed from an AP that has just received a reassociate packet from a new station:

	IAPP Version
	Command
	Data

	1 byte
	1 byte
	0-n bytes


6.1.1 IAPP Version Field

The IAPP Version Field indicates the protocol version of the IAPP, and thus the organization of the rest of the packet.

6.1.2 Command Field

This is an 8-bit integer value that identifies the specific function of the packet.  The data field that is specific to that command follows each command field. 

Table 1, Command field values

	Value
	Command
	Description

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	0
	ADD-notify
	

	1
	MOVE-notify
	

	2
	MOVE-response
	

	3
	INQUIRY-request
	

	4
	INQUIRY-response
	

	5-255
	Reserved
	


6.1.3 Data Field

The Data Field is a variable length field, the content of which is dependent on the value of the Command field.  The content of the Data Field is described in 1.1.

6.2 
6.3 ADD-notify Packet

The ADD-notify packet is sent on the local LAN segment to notify any AP that receives it that the mobile station identified in the packet has associated at the AP sending the packet.  This packet must be sent using the MAC address of the mobile station that has associated, so that any layer 2 devices, e.g., bridges and other APs, can update their forwarding tables with the correct port to reach the new location of the mobile station.  Because the packet must be sent using the mobile station’s MAC address, it must not use the IP address of the AP, in order not to corrupt the mapping between MAC address and IP address for the AP that may exist in other devices to correctly deliver IP packets to the AP.  The packet is sent to the broadcast address, so that it will reach every device on the DSM local LAN segment, even if the LAN is switched.
6.3.1 






6.3.2 

	
	
	

	
	
	

	
	
	

























The ADD-notify packet carries MAC address and sequence number from the mobile station that has associated with the AP.  This packet is sent using the xxx protocol.  The format of the packet is shown in Figure 2.
	Address Length
	Pad
	MAC Address
	Sequence Number


Figure 2, ADD-notify Data Field Format
The Address Length is an 8-bit integer that indicates the number of octets in the MAC Address.  The Pad field is reserved in this version of the protocol and should be sent with a value of zero.  The MAC Address is the MAC address of the station that has associated.  The Sequence Number field contains the integer value of the sequence number of the associate request frame received by the AP from the station that has associated.  Allowable values for the Sequence number are between 0 and 4095.
6.4 MOVE-notify Packet
The MOVE-notify packet is sent using the IAPP protocol, over UDP and IP.  This packet is sent from the AP directly to the old AP with which the reassociating mobile station was previously associated.
The data field of the MOVE-notify packet carries the MAC address and sequence number from the mobile station that has reassociated with the AP sending the packet.  The format of the data field for this packet is shown in Figure 3.

	Address Length
	Pad
	MAC Address
	Sequence Number


Figure 3, MOVE-notify Data Field Format

The Address Length is an 8-bit integer that indicates the number of octets in the MAC Address.  The Pad field is reserved in this version of the protocol and should be sent with a value of zero.  The MAC Address is the MAC address of the station that has associated.  The Sequence Number field contains the integer value of the sequence number of the associate request frame received by the AP from the station that has associated.  Allowable values for the Sequence number are between 0 and 4095.

6.5 MOVE-response Packet

The MOVE-response packet is sent using the IAPP protocol, over UDP and IP.  This packet is sent directly to the AP from which the MOVE-notify packet was received..

The data field of the MOVE-response packet carries the MAC address of the reassociated station and the context information associated with that station.  The format of the data field for this packet is shown in Figure 3.

	Address Length
	Pad
	MAC Address
	Length of Context Blob
	Context Blob


Figure 4, MOVE-response Data Field Format

The Address Length is an 8-bit integer that indicates the number of octets in the MAC Address.  The Pad field is reserved in this version of the protocol and should be sent with a value of zero.  The MAC Address is the MAC address of the station that has associated.  The Length of Context Blob is a 16-bit integer that indicates the number of octets in the Context Blob field.  The Context Blob is a variable length field that contains the context information being forwarded for the reassociated station indicated by the MAC Address.
6.6 INQUIRY-request Packet

The INQUIRY-request packet is sent using the IAPP protocol using UDP over IP.  It is sent directly to the AP from which the information about the association status of the mobile station listed in the packet is desired.  The format of the data field of this packet is shown in Figure 5.

	Number of Entries
	Address Length
	MAC Address
	…
	MAC Address


Figure 5, INQUIRY-request Data Field Format

The number of Entries field is an 8-bit integer that indicates the number of MAC Addresses in the list that follows.  The Address Length is an 8-bit integer that indicates the number of octets in each MAC address that follows.  The MAC Address field(s) is the address of the mobile station about which the status of its association is being requested.
6.7 INQUIRY-response Packet

The INQUIRY-response packet is sent using the IAPP protocol using UDP over IP.  It is sent directly to the AP from which the corresponding IQUIRY-request was received.  The format of the data field of this packet is shown in Figure 6.

	Number of Entries
	Address Length
	MAC Address
	…
	MAC Address


Figure 6, INQUIRY-response Data Field Format

The number of Entries field is an 8-bit integer that indicates the number of MAC Addresses in the list that follows.  The Address Length is an 8-bit integer that indicates the number of octets in each MAC address that follows.  The MAC Address field(s) is the address of the mobile station about which the status of its association was requested.  For each MAC Address for which the station is currently associated at the AP, the Individual/Group bit of the address will be set to 1.  Otherwise the bit will be 0.
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