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1. General Requirements

1.1. Any changes to the standard must be optional. This standard can not make a device conformant to the existing 802.11 standard non-conformant.

1.2. Any changes to the standard must remain compatible with legacy equipment (both APs and stations, and both DCF and PCF modes).

1.2.1. Association acceptence decisions must remain a policy decision of the AP or station and must not become requirements in the standard.

1.2.2. Changes to frame formats must be compatible with existing formats.

1.2.2.1. Capabilities must fit in remaining bits of CIF

1.2.2.2. Extensions to existing frames must use the information element data structure or existing reserved bits.

1.2.2.3. New frame subtypes of existing types should be used in preference to the currently reserved fourth frame type.

1.2.3. New frame formats should be kept to the minimum required to meet the requirements.

2. External Requirements

2.1. Higher Layers

2.1.1. Do not duplicate functions provided by higher layer standards, except where the nature of the wireless medium breaks an assumption of the higher layer standard.

3. QoS Requirements

3.1. Corrections and enhancements to the PCF that may be required to best meet QoS performance objectives must be incorporated.

3.2. Differential handling of MSDUs supplied to the MAC with additional priorities and classes of service.

3.3. Bounded delay, prioritized acess, and bounded latency per MDSU (allocatable services), power management bypass mechanisms (which has priority in iBSS and BSS may need a mechanism for separable handsets).

3.4. MAC SAP support for 802.1D/802.1q.

3.5. Support for multiple simultaneous streams with differing priority and class requirements.

3.6. Transmit Power Control.

3.7. To provide the hooks in the MAC to obtain remote channel information.

4. Security Requirements

4.1. General

4.1.1. The standard must add at least one extension to the authentication algorithms that provides mutual authentication in both Infrastructure and Independent BSSs.

4.1.2. In the standard, security requirements are independent of QoS requirements. However, implementers should be aware of the potential interactions.

4.1.2.1. The extensions to the standard should not be constrained by QoS requirements.

4.1.2.2. It is an implementer decision as to which algorithms are to be used over and above the baseline standard and whether that choice is compatible with QoS requirements.

4.2. Authentication

4.2.1. Security framework must be able to prevent unauthorized access by unauthenticated peers over the link.

4.2.2. Security framework must allow for mutual authentication of STA and AP.

4.2.3.  Security framework must allow for authentication of the source of each packet, to prevent link hijacking or undetected insertion of rogue packets into the link.

4.3. Privacy

4.3.1. Security framework must protect network traffic from eavesdropping to a reasonable level compatible with the state of the art.

4.4. Keys

4.4.1. Security framework must allow key distribution or derivation of per-link or per-session keys

4.4.2. Security framework must strongly protect keys and passwords from recovery by eavesdropper

4.5. Extensibility, Compatibility, and Interoperability

4.5.1. Negotiation of authentication and privacy algorithms must be incorporated.

4.5.1.1. The following negotiations must be supported:

4.5.1.1.1. authentication algorithm

4.5.1.1.2. privacy algorithm 

4.5.1.1.3. data integrity algorithm

4.5.1.1.4. key establishment algorithm

4.5.1.1.5. one way hash function for sub key derivation algorithm

4.5.1.1.6. key expiration

4.5.1.2. Inability to complete negotiations must be able to cause a failure to authenticate.

4.5.2. A flexible mechanism for adding interoperable security algorithms must be incorporated, so that the standard does not need to be revised to use new algorithms in the future.

4.5.3. The standard should specify one set of algorithms as mandatory when security extensions are implemented.

4.6. Security framework must scale to:

4.6.1. Simple environments (etc., home, SOHO)

4.6.2. Ad hoc wireless LANs

4.6.3. Enterprise environments (e.g., office campuses, factories) 

4.6.4. Public environments (e.g., hotels, public services)


4.6.4.1. 
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