IEC 61850

Overview and Application

imagination at work

Who am I?

Rich Hunt

Market Development Leader - GE Grid
Solutions

e Over 25 years in the power systems
industry

* At GE for 10 years (almost)

e Member of IEEE PSRC, U.S.
Representative to CIGRE B5
(protection and control), Member of
IEC TC57 WG10 (the 61850 WG)
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What we'll talk about

e Overview of IEC 61850 concepts
 Definition of terms - maybe

e Using IEC 61850 in specific applications
e What can be done, and why
* Main-Tie-Main Autotransfer scheme

IEC 61850 Concepts
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IEC 61850 - 2 concepts

* We can “know” a piece of information
*  What it represents
*  Where it comes from
* Wecan trustit

 We can “share” this information with other devices
e Publish/subscribe
¢ MMS

IEC 61850 Overview and Application
February 23, 2016

What 61850 is

e All 61850 defines

«  How we “know” information
« How we “share” information

e What 61850 does not define
*  What to do!l!
e Applications
e Devices
* Architectures

61850 is all nouns and no verbs
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|IEC 61850

» Standard is 1200 pages over 10 parts (1)
» Referenced by other standards
» Dependent on other standards

» The goal of the Standard is to define digital
communications within a substation
» Protocols, data types, message formats
» Not applications

» Long term vision is interoperable devices
e Communications only
* Interoperable <> interchangeable
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Parts of the IEC 61850 Standard

| Basic principles | Part1
| Glossary | Part 2
| General Requirements | Part3
| System and project management | Part 4
| Communication requirements | Part 5
| Substation Automation System Configuration | Part 6
| Basic Communication Structure (4 sections) | Part 7
Mapping to | Sampled Measured Values |
Part8 MMS and Part 9
Ethernet | Mapping to Ethernet |
| Conformance testing | Part 10
Structured Using Extensive Past Experience

" “February 23, 2016
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Communications interfaces

STATION LEVEL

BAY / UNIT LEVEL

PROCESS LEVEL
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Bay level

STATION LEVEL

BAY / UNIT LEVEL
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Station level

STATION LEVEL

BAY / UNIT LEVEL

PROCESS LEVEL emote process interface

o T

11
IEC 61850 Overview and Application
February 23, 2016

Process level

STATION LEVEL

BAY / UNIT LEVEL

PROCESS LEVEL
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“Station bus”

STATION LEVEL
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“Process bus”

STATION LEVEL

BAY / UNIT LEVEL

PROCESS LEVEL

o
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IEC61850 System Architecture

Engineering Station

To EMS/DMS/SCADA

WAN
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IEC61850 Basics

e How 61850 works:
* Functional modeling of the power system
 Self-description of information

» Application-based transmission
» Publish-subscribe for “right now” data
 Client-server for “must trust” data

» XML for configuration, documentation
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IEC 61850 Definitions

Terms you hear:
» Station Bus & Process Bus
o Self description & Logical nodes
e Ethernet, VLANSs, 7 Layer Stack
» GOOSE
e MMS and Client/Server
o SCL/XML

17
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Functional Modeling of Data
Logical Nodes

Relay modeled as Functions modeled @
functions as Logical Nodes @
> Phase TOC > PTOC

Nothing more than object-oriented programming
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Self-Description of Data

Data Source

Physical Device
Virtual Device
Function

&

Self-Description

Logical Device

Data Type

Feeder 12

Using objects to
o
Logical Node
-

Data Class
Attribute

19
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Self-Description Example

Feeder12.LD3.MMXU.MX.A.phsA

Device location

“Feeder 12"
Subset of device
“LD3" used for metering

Logical Node
“Measurement”

Feeder12.LD6.XCBR.ST.Po

Data Attribute

Functional Constraint
“Measurands”

“Phase A Current”

Data Attribute
“Current”

Device location

“Feeder 12"
Subset of device

Data Attribute

“Position”
Functional Constraint

“LD6" used for control

Logical Node
“XCBR" = breaker status

“Status”
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|EC 61850 Concepts
Data Structures

Logical Node Concept

Definition: A Logical Node is an abstract
model of a real device or function

Ab
i . T
XCBR RSYN YPTR
Circuit Breaker Protection Related ~ Transformer

The Model includes Data, Data Attributes, and Behavior .,

VIEW unu AppIicauon
February 23, 2016
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Logical Node Information Categories

| Logical node |

represented by the LN, e.g., mode,

)

Status information

operating capability, ...

P

Settings

information needed for the function

time of an autoreclosing function

Measured values

reset,

Controls

position, block opening, ...

i

f Logical node information

Common logical node information
information independent from the dedicated function

health, name plate, ...

information representing either the status of the process or of
the function allocated to the LN, e g., switch type, switch

of a logical node, e.g., first,

second, and third reclose time, close pulse time, and reclaim

are analogue data measured from the process or calculated in
the functions like currents, voltages, power, etc., e.g., total active
power, total reactive power, frequency, net real energy since last

are data, which are changed by commands like switchgear state
{ON/OFF), tap changer position or resetable counters, e.qg.,

23
view and Application
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Anatomy of an IEC61850 Object Names

A
gtraint
MX
Logical Npdes
MMXU1 MMXU2

Logical Device v
(e.g. Relay1)

Physical Device
(network address)

“PhyDev-LD1.MMXU2.MX.A" =

Feeder #2 Current Measurements

S U—

..Intuitive, Standardized Object NamMIiNG waers spieeic

February 23,2016
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Circuit breaker model

XCBR Information Tree

ogical node

Data-Attribute

E- Pos ---

ctival --—====-==-===mmmmmmee
operTim
origin
ctiNum
stval

E status

stSeld
subEna
subVal
subQ

subID
pulseConfig
ctiModel
sboTimeout

sboClass configuration,
d description,
dataNs and extension
cdcMs

control

substitution

= Mode

LN Reference

DATA

Reference

DA Reference
XCBR1.Pos

XCBR1.Pos.ctlvVal
XCBR1.Pos.operTim
XCBR1.Pos.origin
XCBR1.Pos.ctiNum
XCBR1.Pos.stVal
XCBR1.Pos.q
XCBR1.Pos.t
XCBR1.Pos.stSeld
XCBR1.Pos.subEna
XCBR1.Pos.subVal
XCBR1.Pos.subQ
XCBR1.Pos.subID
XCBR1.Pos.pulseConfig
XCBR1.Pos.ctiModel
XCBR.1.Pos.sboTimeout
XCBRL1.Pos.sboClass
XCBR1.Pos.d
XCBR1.Pos.dataNs
XCBR1.Pos.cdcNs

XCBR1

25
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Logical Node Groups

L System LN (2 > 9)
P Protection (28 = 30)

R Protection related (10 = 11)

C Control (5 > 6)
G Generic (3 > 4)

S Sensor and monitoring (4 > 11)
X Switchgear (2)

T Instrument transformers (2 = 20)

Y Power transformers (4)

Z Further power system

I Interfacing and archiving (4 - 6)

A Automatic control (4 = 5)

M Metering and measurement (8 = 13)

e Examples:

* PDIF: Differential protection *
e RSYN: Synchrocheck .
e XCBR: Circuit breaker

equipment (15 - 18)

- F Functional Blocks (0 = 9)
- K Mechanical (0 = 5)

- Q Power Quality (0 > 6)

- Edition 2:

Adds 3 new LN Groups
Goes from 91 to 159 LNs
Other LNs defined in TRs 2

:ation
2016
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Logical Node Objects

e |EC 61850 7-4 defines Logical Nodes
e |EC 61850 7-3 defines common data classes
e |EC 61850 7-2 defines functional constraints

27
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PDIF example

PDIF class . . .
m!:.:lgznl dr;:.:n:l.:rs Explanation T] ucm.l L N d escri ptl ons in
:: "": nstanco o012 Ciamsezz 7-4 define data

;:ra“” iﬂ‘U"’”ﬁU’[RCU 4!:”‘ — IU O bJ eCts by:
op ACT Oparate 'IM— ° N G m e

TmASt E50 [Active curve characturistc =

s by mated s —<—— * DataClass

\ Ditterential current

Rsth WYE [Festramt current = o H
Controls t; ¢ Requ I red
OpCrths T Tn s anie aperation counter Mar y [ [n

Sellings |

LinCapac {for load currents) o

LoSet ASG Low operate valus, percontage of the nominal | current G

Higet ASG [High operate value, percentage of the nominal current v

[MinOpTmms NG Minimum operate time o

[MaxOpTmms ING Manmum operale bme o

RstMod ENG Resiraint mode o

[RsDITmms. ING [Resot delay time 0

TmACH CURVE P g curve type ]

[TmACHr33 C3G Multiline curve charactenstic definiton o

[Condition C: These data objects are conditional, and if used only one data object should be applied

[NOTE  TmAChr33 refers 1o the attribute TmACrv setCharact = 33 elc.
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PDIF - Op = ACT

7.3.6

Protection activation information (ACT)

Table 23 defines the common data class “protection activation information™.

Table 23 - Protection activation information common data class specification

ACT class
Data Type | FC [ TrgOp | MzhinBLalun ranca MIOIC
attribute
name
Datallame | Inheriad irc I.m
IEC 61850-
DataAtt e
Tuatus

general BCOLEAN ST |[dehg ™
[ohsh BOOLEAN S |dehg | )

phsE BOOLEAN ST peichg o

phsC BOOLEAN ST |dechg o

neut BOOLEAN ST |deng | 7 5]

q Quality 5T |achg ' M

t TimeStap~ =T M
originSre Originatd 1 5]
operTmPhsA_| TimeStal 1 [
operTmPhsB | TimeStamp [ st 2
operTmPhsC | TimeStamp | sT

E and extensiq
d VISISLE STRING2855 | DC Text
au UNICGDE oc
STRING255

cdcNs VISIBLE STRING28 | EX DA_M
cdcName | VISIBLE STRING25S | EX DA_M
Gatals VISIBLE STRING2855 | EX [TAC DN M
Services

‘As defined in Table 18

CDC descriptions
in 7-3 define data
attributes:

 Type

e Functional
Constraint

» Trigger
Operation

e Required

IEC 61850 Overview and Application
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PDIF = Op = ACT = ST

Table 20 - Functicnal constraint values

FunctionalConstraint values
FC Semantic Services allowed Initial values/storage/
explanation
ST Status information | DataAttribute shall represent status information Initial value of the DataAttribute
whase value may be read, substituted, reported, and | jshall be taken from the process
logged but shall not be writeable.
MX Measurands DataAttribute shall represent measurand information | Initial value of the DataAttribute
(analogue values) whose value may be read, substituted, reported, and shall be taken from the process.
logged but shall not be writeable
SP | Setting (outside DataAttribute shall represent setting parameter Initial value of the DataAttribute
setting group) information whose value is read and may be written. shall be as configured; value
Changes of values shall become effective shall be non-volatile
immediately, and may be reported.
sv Substitution DataAttribute shall represent substitution information | If the value of the DataAttribute
whose value may be written to substitute the value is volatile then the initial value
attribute and read shall be FALSE, else the value
should be as set or configured
CF Configuration DataAttribute shall represent configuration Initial value of the DataAttribute
information whose value may be written and read. shall be as configured; value
Values written may become effective immediately or shall be non-volatile
deferred by reasons outside the scope of this
standard. Value changes may be reported
DC Description DataAttribute shall represent description information | Initial value of the DataAttribute
whose value may be written and read . shall be as configured; value
shall be non-volatile
SG Setting group Logical devices that implement the SGCB class Initial value of the DataAttribute
maintain multiple grouped values of all instances of | shall be as configured; value
DataAttributes with functional constraint SG. Each shall be non-volatile
group contains one value for each DataAttribute.
DataAttributes with functional constraint SG shall be
the current active value (for details see Clause 16).
DataAttributes with FC=8G shall not be writeable_
SE Sefting group DataAttribute that can be edited by SGCB services. | Value of the DataAttribute shall

30
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So let’s define this:

<=65 characters (Ed. 1)
<= 129 characters (Ed. 2)

A

Naming Conventions

LDName/LNName.FC.Data.DInst.DAttr

LDName H/._/

Starts with alpha

<= 32 characters (Ed. 1) FCD Dat
<=64 characters [Ed. 2) <= 29 characters [Ed. 1) ata
<= 61 characters [Ed. 2) <= 12 characters
LNName

[Prefix] LN class name [Instance] %(—/ Dinst

Prefix m characters, starts with alpha Optional Data Instance

Instance n numeric characters FCDA n characters
<=11 characters [Ed. 1) <= 29 characters (Ed. 1}
<=16 characters (Ed. 2] <= 61 characters (Ed. 2)

31
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To finish

Naming Conventions

protTfmr01/primPDIF1.5T.Op.general

Data is from
Logical Device
“protTfmrol”

For all phases of PDIF

1stinstance of a PDIF Logical
Node with a prefix of “prim”

Trip status of PDIF (Op is “trip”)

Functional Constraint of
"Status”

32
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Trust

o “protTfmr01/primPDIF1.ST.Op.general”
defines some information:

e Where it comes from
e What it represents

e But what about “we can trust it"?

33
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Back to ACT

7.3.6  Protection activation infermation (ACT) A” CDCS |nC| ude:
Table 23 defines the common data class “protection activation information™. H
* Quality
Table 23 — Protection activation information common data class specification

AT e TimeStamp

Data Type FC | Trg0p ValuelValue range MIoIC
attribute
name
DataName | Inherited from GenDataDbject Class or from GenSubDataObject Class (see . .
|EC §1850-7-2) T st
DataAtiribute Imestan |p IS
status .
genera BOGLEAN ST [dchg W t m h d t
phsh EOOLEAN ST _|dchg 5] I € wnen aadta
phsB BOOLEAN ST |dehg a h d
phsC BOOLEAN ST |dehg 5] chan g e
neut BOOLEAN ST dchg 4]
q Quality ST |achg M
1 TimeStamp ST [
originSre Griginator 5T [ . c
operTmPhsA | TimeStamp ST a Q | ty h t
operTmPhsE | TimeStamp = [5] ual IS "wha
operTmPhsC | TimeStamp 5] we kn ow a bout
d VISIBLE 5T 5]
au UNICODE a H n
et this data
cdcNs VISIBLE STRING255 | EX AC_DLNDA_M
cdcName | VISIBLE STRING255 | EX AC_DLNDA_M
dataNs VISIBLE STRING255 | EX AG_DLN_M
Services
As defined in Table 18

34
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Quality

Quality type definition
Attribute name Attribute type Value/Value range M/O/C
PACKED LIST

validity CODED ENUM good | invalid | reserved | questionable M

detailCual PACKED LIST M
averflow BOOLEAN DEFAULT FALSE M
outOfRange BOOLEAN DEFAULT FALSE M
hadReference BOOLEAN DEFAULT FALSE M
oscillatory BOOLEAN DEFAULT FALSE M
failure BOOLEAN DEFAULT FALSE M
oldData BOOLEAN DEFAULT FALSE M
inconsistent BOOLEAN DEFAULT FALSE M
inaccurate BOOLEAN DEFAULT FALSE M

source CODED ENUM process | substituted M

DEFAULT process
test BOOLEAN DEFAULT FALSE M
operatorBlocked BOOLEAN DEFAULT FALSE M

IEC 61850 Overview and Application

35

February 23, 2016

XCBR Logical Node D ipti
XCER class
Attribute Name | Attr. Type Explanation [T MIC
LMNName Shall be inherited from Logical-Node Class (see [EC 61850-7-2) I
Data
Commen Logical Node Information
LN shall inherit all Mandatory Data from Common Logical Mode Class M
Loc SPS Local oparation (local means withoul substation automation M
communication, hardwired direct control)
EEHealth INS External equipment health Q
EEName DPL External equipment name plate o
OpCnt INS Operation counter M
Controls
Pas D Pc Switch position M
BlkOpn SPC Block apening M
BlkCls SPC Block closing M
(ChaMotEna ISP( (Charger motor enabled s}
Metered Values )
SumSwARs ]I!{ R |.‘ium of Switched Amperes, resetable | ](J
Status Information )
(CBOpCap IINS (Circuit breaker operating capability M
POWCap |INS Point On Wave switching capability s}
MaxOpCap ]INS (Circult breaker operating capability when fully charged u]
AN Mandatory/Optional
Common Data Class L yrop
Data Name Description 36
|EC 61850 Overview and Application
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Single Point Status (SPS)
Common Data Class (CDC)
8PS class
Attribute Attribute Type FC TrgOp l Value/Value Range MioIC
Names
DataName Inherited from Data Class (see IEC 61850-7-2)
DataAttribute
status
stVal BOOLEAN ST dchg TRLUE | FALSE M
q Quality ST qchg M
t Timastamp ST M
substitution
subEna BOOLEAN sV PICS_SUBST
subVal BOOLEAN sV TRLUE | FALSE PICS_SUBST
subl) Quality SV PICS_SUBST
sublD VISIBLE STRINGG4 S5V PICS_SUBST
1 on, description and extensi
d VISIBLE STRING255 0C Text 1]
du UNICODE 5TRING255 DC 4]
cdeNs VISIBLE STRING255 EX AC_DLMDA_M
cdcName VISIBLE STRING255 EX AC_DLNDA_M
dataNs VISIBLE STRING255 EX AC_DLN_M
Attribute Type Functional Range of Mandatory/
Name Constraint Values Optional/
Conditional .
IEC 61850 Overview and Application
February 23, 2016

Why functional modeling matters

» Reuse of information

e Onceinformation is modeled in 1 device,
it can be shared with other devices

« Configuration / mapping

e Once information is described in one
location, it is known / mapped to all
locations

e Described in Standard Parts 7-1, 7-2, 7-3, 7-4

38
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Why we care

 Need to know LNs and data attributes to take
share data

e “Sharing” can be used for information, for status,
for control

* Need to know how other devices accept this data

e Example: XCBR, Pos, and DPS...
» XCBR.Pos.stVal is a DPS
e Can end device accept DPS?

39
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IEC 61850 Concepts
Ethernet

20
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Ethernet Interface Layers

Apdications Frograms ()

L7 Apdications Layer Gateway

_L3 Metwork Layer =1 __ | Router

L2 Unklayer i ) . Bridge / Switched Hub

U Physical Laysr ) ) | Repeater/Shared Hub
Catling

41
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Ethernet and the 7 Layer OSI Model

7. Application

6. Presentation

5. Session
4. Transport IEEE Std.
3. Network Logical Link Control 80
Data Media Access Control (MAC)
p Q Network Access e
Card

Network Media

42
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Why we care

e GOOSE, SV traffic are MAC address only
e Layer 2 traffic only
» Works with switches, does not pass routers

¢ MMS are Network traffic
* Layer 3 (uses IP address)
e Can theoretically pass routers

IEC 61850 Concepts
GOQOSE

22
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Publish - Subscribe

e Data types
* Peer-to-peer messaging (“GOOSE")
 Instantaneous sampled values (“SV”)
 Client-server messaging (HMI)
» Reporting (metering data for SCADA)

IEC 61850 Overview

45

and Application
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Publish - Subscribe (Multicast)
T

-
_"!
D

Network ]

Feeder 12 Publishes data to
the network

Any device on the network can

Feeder12.LD3.MMXU.MX.A.phsA subscribe to the data and use
[Cressenatoescinstoss |

Feeder 12

|EC 61850 Overview and Applic
February 23,

46

ation
2016
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Why we care

e GOOSE can replace field wiring

* One GOOSE can carry multiple pieces of
information

¢ GOOSE goes everywhere on network
segment

» Requires traffic shaping on large networks

e GOOSE uses retransmit for reliability
¢ Message sent multiple times to ensure receipt

47
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IEC 61850 Concepts
MMS

24
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MMS

Machine Messaging Service

e Uses a “two party association” model

» Essentially a point-to-point connection
through the network

» Used for services, reporting

e “Services” means control, data access, file
access, etc.

49
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“Services” Concept

Client-Server Functionality Summary

|XCBR |
Control
® Operate <ON> ontrols

@ - - Pos
Trip <OFF> - Control value
- Operate time eantrol
o = - Originator
- > Cantrol number
< >
Report <ON / Status value "stval4
[ [ Quality
@ — Time stamp Stari
Log C
- Substit. enable
=- Substit. value S
N substitution
®| Substitute -
- Pulse configuration
== Control medel configuration
@] Configurate - SBO timeout description,
—- SBO class and extension

@ Selfdescription B BlkOpn

50

on
February 23,2016
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Reporting

eAutomatic Transmission of Information based on
Change Detection

eUnbuffered Reporting is typically used to feed an HMI

eBuffered reporting enables the server to retain data if
associations are lost enabling the client to retrieve ALL
data

51
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Analog Data Change Detect

// instMag

mag
db

e The Deadband (db) is calculated as a % of the total
RANGE of the value being measured (the % is a user-
setting)

e |InaReport, ONLY the “mag” value from the last Deadband
detection is reported

e Ina poll, the instMag value is read

52
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Some architecture thoughts

HMI client
» Unbuffered reporting for metering, status
» Local control commands

Gateway
» Buffered reporting for metering, status, historical data
* Remote control commands
e Interlocking (maybe)

Relays / meters as data servers

Relays / distributed I/O as control points

53
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Why we care

» |If DCS / SCADA master is 61850 compliant

» Configuration is simpler (no point
mapping!)

* Reporting is better than polling

 Trust but verify controls (SBO)

54
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|EC 61850 Concepts

Configuration

SCL - Substation Configuration
Language

¢ Common description language configuring
IEC 61850 communications in all IEDs

* XML based language that allows a formal
description of

» Substation automation system and the
switchyard and the relation between
them

 |ED configuration
e Standard Part 6

56
50 Overview and Application
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SCL File Types

SSD:

SCD:

SED:

ICD:

CID:

1ID:

System Specification Description
XML description of the entire system

Substation Configuration Description

XML description of a single substation

System Exchange Description
XML description of a project

IED Capability Description

XML description of items supported by an IED

Configured IED Description

XML configuration for a specific IED

Instantiated IED Description
XML description of commissioned device

57
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IEC 61850 configuration process

System specification
(Single line, LN, ...)

.SSD
IED Capabilities

LN, DO, ...
d ) System -SED System
cb Configurator | System Exchangg Cenfigurator
Assaociations, .
relation to single line, 5CD ID  Instantiated IED sc
preconfigured reports, ...
IED Other IEC 61850 project
) with interfaces between
. . Configurator ;
Engineering | Engineering | | projects
environment | Workplace
< < I-ile transfer
.CID ‘ggmote
) File transfer and
File fransfer Parametrization with
Lodal Substatior]
SA system gateway | J IEC 81850 services
- = ! >
IED IED IED

58
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“Top Down” Configuration

" L;ﬂﬂlodm

— IO File

59
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“Bottoms Up” Configuration

L
~

Define Application
What infarmation does this
relay need to share with
ather devices?

What information does this
relay need from other
devices?

Feeder 12
eeder | From other devices ‘

I I

Configure device Repeat for each device | €ID File ‘ | 1D File ‘
(initially)
‘ Configure device Configure devica

to subscribe to
information from
other devices

= | to use subscribed
Configure device information
o publish
information

(IP address,

Datasets, GOOSE,
Reports) Repeat for each device

E I

60
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Takeaways

* Need to have some understanding of basic
Logical Nodes

 Need to know how GOOSE works
* Need to know which files to use

* Need to understand your application first!
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An Example
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Example:
Main-Tie-Main Autotransfer

e Example M-T-M scheme:
e Open residual voltage transfer
* Close transfer to restore
» Auto-restore possible

¢ GOOSE messaging makes this simpler, faster,
repeatable

* Use “Bottoms Up” configuration approach
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M-T-M Hardwired

& g% =
. i .__n: foﬁfg'_" .
& E'_ Incomer 1 [ ltf)or;ed 1 Incomer 2 _‘33\"
H—UVon IN 1——

LT

np- i
ﬂﬂmoc €%
X7
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Wiri t
#ofRelay Contact Outputs
Incomer 1 Terminations | Inputs Used Used
VT #1 6
o VT#2 2
g £ Phase CT's 6
§ % Trip Incomer 1 2 1
23 Close Incomer 1 2 1
Incomer 1 Status 1 1
Incomer 1 Racked In/Out 1 1
2 Incomer 1 Status to IN 2 2 1
= Incomer 1 Status to Tie 2 1
;-% Incomer 1 Undervoltage to IN2 2 1
E Close Tie 2 1
El Incomer 2 Status 1 1
& Incomer 2 Undervoltage 1 1
3 Tie Connected 1 1
= Tie Closed 1 1
o Source Trip (94 or 87T) 1 1
s £ Remote Close (52CS) 1 1
=] 3 Remote Trip (52CS) 1 1
S g Selected to Trip (43-10) 1 1
Off/Auto Selector (43-83) 1 1
TOTAL (Fully Hardwired): 37 11 6
TOTAL (Inter-Relay Digitization): 25 7 2
TOTAL (Inter-Relay & Control Digitization): 20 2 2
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Control Voltage Isolation

icle 1A | [ T "~ ‘Cubicle 24
L 0C & Cubicle 1A e & Cubicle 2A ;
|
I ! |
) | )
5 i Incomer 1 ﬁ i Incomer 2 i
oy Output | ) T Output
) - = —m g 0 |
> Cubicle 2A | >
o | Incomer 2 i [ Incomer 1 i
: ‘ Input | : Input i
Lo ——— . |
o B o |
|
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Digitizing 1/0

SCADA
HMI

e Incomer 1 ‘%ﬂ Incomer 2 B
»—H { L Publisher | Message Subscriber(s)

—ﬁdm cose® Incomer 1 \ Incomer 1 52a Status Incomer 2

— ocﬁzug Tie
Tie Incomer 1 [Incomer 1 TOC Status Incomer 2

wh Tie

3ph @ 3ph

f‘g‘\ o 883 ? Incomer 1 [ Close Tie Command Tie
| o Incomer 1 | Source 1 Voltage Unhealthy Incomer 2
Incomer 2 [ Incomer 2 52a Status Incomer 1

Tie
Incomer 2 [ Incomer 2 TOC Status Incomer 1

Tie

Incomer 2 [ Close Tie Command Tie
Incomer 2 | Source 2 Voltage Unhealthy Incomer 1
Tie [ Tie 52a Status Incomer 1
Incomer 2
Tie [ Tie TOC Status Incomer 1
Incomer 2
Tie [ Phase 10C1 Status (Block for ZSI) | Incomer 1
Incomer 2
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D. .t' [ t t .tl I GOOSE
e
Goose TX Control Blocks @
Bvan Sublletwok | |
= S e MAIN_1_GCBOT PORTA I
MAIN_1_GCBOTMAIN_1 VLAN D
MAIN_1 VLANPRIORITY 4
1| mac: ASODABBCA234
# 4FPID 0000
TIME [me) 10000)
%
VLANID 000
Y 4
MACAddess ASO0ABECZ34
4FFID 0000
| update Tune fms) 10000)
e
Dataset 3
alaSel Properies
Nome Value
Fase Home. (GooseDia_t
Dataset Sources o|EEm—— @
| % CT] | Munber of Dis 1
=1 680
[ I r
@& LPHD1 V
1] a5l Elements
L] DEE M
& g‘*“’”gg dinst pesfic | iisss | kst | _doName | dabsme =
o 1 oo 850 GGI0 Ingd Vel
i i 50 GGI0 Inds | el
i > A 850 ok PTUV Si generdl
=3 ::;‘!”U% 550 G0 Tndd 7]
‘x 850 GGI0 Ind30 Vel
B2 phPTOC2 50 GGI0 IeE] E
& gw:nm 0 GI0 ndsi | sWa
& 2"‘" L 50 GCI0 nde2 | ava
i 5:&1 50 G0 ndzs | ava
5 S o < 850 GGIO nd24 d
2 850 G610 25| __aval =
W Save X Canca
[ | nemore coo: I
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Main 1 Dataset

[DataSet Propetties
Name | Valie
D ataSet Name GooseOut_1
Description A contact
Number of Dids 11
DataSet Elements
3%
Idinst prefix. InClass Inlnst doName | daMame -
850 GGIO 2 Indd st'al
850 GGIO 2 IndS stvial —
850 aur PTUV 1 Sir general TOC
4 550 GGIO [ Ind3 stval T«
5 50 GGI0 [ nd30_| vl <4- Contact
6 850 GGID 4 Ind20 stifal T ~
7 850 GGIO 4 Ind21 stv'al T Tie Close
8 850 GGIO 4 Ind22 stval T Cmd
9 850 GGIO 4 1nd23 stvial T
10 850 GGIO 4 Ind24 stal T Comms
[ es0 GRI0_| ¢ | Inds | ova T2l "~ Check

69
|EC 61850 Overview and Application
February 23,2016

Tie, Main 2 Config

ICO/CID. Settings  Reports  GOOSE Reception GOOSE T

Goase TX ContralBodks

| 7 &3
=i es0

TIE_GCBO1:850_TIE_GOOSE

e
8

850
E 2 Lo
&S LPHO1
B2 MMRUT
2 Msar
@2 phaPIOCH
& &) phPIOC2
- 2D ndPIOC
2 ndPI0C2
-3 gndPIOCT
& ) phsPTOCT
@ &) phPTOC2
@ S nPTOC
&) ndPTOC2
) gndPTOCT
&2 PIOFI
&) PIOF2

ID/CID. Settings Reports GOOSE Reception GOOSE Transmission |

Cort
Die:

GO0S|
Config)
Gokng

Add GOQSE Control Block | | Remove GOOSE Control Black

Goose T Control Bocks ————————— 9| GooseTX Propertes
WAIN_2 Proper
B Hfeso

MAIN_2_GCBO1:850_MAIN_2_GOOSE

2 phaPTOC

2 Pror2 0

e
U]
2
a9

2 FTOF3 ~

Add GOOSE Control Blodk. | | Remove GOOSE Control Block

L]
»
Vohie SubHletwors
MeiN_2_GCaot PORTA
VLD
lGo0sE I 850_MAIN_2_GDOSE VLANPRIORITY 4
[Corfiquation tevizon 1| [MAC Adhess AS0ABBC1213
GoEna “ eFID n
UPOATE TIME (ms) 10000)
|PORTS B
vLaniD
VLANERIORITY
MAC Address
Update Time fms)
@
4
rat | doMame | _deome 4
850 GGIO indd #al T
850 GGIO IndS sival T i
850 o PTUV. St generdl T
850 GGIO ind3 stval
850 GGIO il |l
50 GGIO | Vel
850 GGIO 2l | wal
850 GGIO ndzz | siVal
850 GGIO niZd | ival
850 GGIO Ind24 Vel
GGI0 nd2s
Eell Bl
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Main 1 RX GOOSE

Lat @] Mappng to Remote Inputs
FCDA: LD(850) LNIGI02) DOIndt) DAGVal_(.2.
FCDA LD(ES0) LN(GG102) DOInd5) DA(SHa)
FLDA: LD(ES0) LN(ausPTUVT) DO(SY) Dhfgener
FCDA LD(ES0) LN(GGI04) DOfInd3) DA(stval)
FCDA LD(E50) LN(GGI04) DOfnd30) DALstVal)
FCDA: LD(E50) LN(GGIO4) DOInd20) DALstva)
FCDA: LD(ES0) LN(GGI04) DOlind21) DAV
FCDA LD(ES0) LN(GG104) DOfind22) DA{tVal)
FCDA LD(ES0) LN(GG104) DOfnd23) DAGval)

FCDA LD(E50) LN(GGI04) DOfind2e) DAfstVal]
FCDA: LD(ES0] LM(GGI04) DOfind2S) DA(Ha)
1.
€50_TIE_GOOSE | Indi2:
FLDA: LDIBS0) LN(GGI02) DOMnd4) DA/ | gf | Irki13.
FCDA: LD(E50) LN(GGI02) DOfndS) DA(stva)/ || Te1a:
FCDA: LD(E50) LN{phePIOC2) DO(0p) Dlgeneral)| ||| hai5.atva
FCDA: LD(BS0) LN(GGI04) DOfInd30) DA(stval) Ind1E:
FCDA: LD(ESO) LN(GGI04) DOfInd20) DA{stva) [Ind17 stval
FCDA LD(ES0) LH(GGI04) DOfind21) DAG#Ya) [ IndlE.st/al
FCDA: LD(E50) LN(GGI04) DOfnd22) DAGsvay | ||l IndiSatval
FCDA: LD(3S0) LN(GE104) DOfnd23) DA(stval] | Ind20.stval
FCDA: LD(E50) LN(GGI04) DOfnd24) DAfstval) | [} Tnd21
FCDA: LD(850) LN(GGI04) DOlInd25) DAfstval) | ||| Tng22atva
B FOR A {IndZ3 stval
2 FDR_A || Ind24.stval
FCDA: LD(ESD) LN(GGI0) DOfindl) DA(:tva] Ind25:
EFTig: | RS | Minhe BN AAIR) Ndtnanaalt || Ind26 st
! L] I+ |[inezz.
(IndZ8 stva
Max number of FiX GOOSES s 8. Tind2 sl
dRemats Device] | GOOSE Id of(iE0stia
$50_MAIN_2_GODSE st vl
032 stval
850 TIE_GOOSE
FOR A
«
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Main 2 RX GOOSE

FCDA: LD(BS0) LN(G6102) DOlnd4) DA(stval) —|
FEDA LD(ES0) LN(GGIDZ) DOncS) DA(stval) —|
FCDA: LD(8S0) LN(auxPTLV1) DO(SH] DAfgenesa
FCDA:LD(ES0) LN(SGI04) DOflnd3) DA[stVal)
FCDA: LD(BS0) LN(GGI04) DO(Ind30) DA(stVa) —|
FCDA: LDIES0) LN(GGI0H) DOind20) DAlsiVal)
FCDA: LD(ES0) LN(GGI04) DOfind21) DAstVal)
FCDA: LDES0) LN(GGI04) DOfind2z) DA(stVal)
FEDA: LD(B50) LN(GGI04) DOfInd23) DA(:Val)
FCDA LD(850) LH(GBI0) DOfind24) DA(siVal) IOV
FCDA: LD(850) LN(GGIO4) DOfInd25) DAsal) Ingi1 st/al
B e 141232l
=] 850_TIE_GOOSE £ 13.:50Val
FCOA: LD(8S0) LN(GGI02) DOfindé) DA(stVal) Ind14 5Vl
FCDA: LD(ES0) LN(GGI0Z) DOfind5) DALsiVal) Ind155Val
FCDA: LD(BS0) LM(phsPI0C2) DD(Op) Dilgeneral) Indi6 31Vl
FCDA: LD(E50) LH(GGI04) DOfind30) DAstVal) Ind17.ss)
FCDA: LD(ESD) LN(GGI04) DOfind20) DA(:Val) Ind18 Vel
FCDA: LD(8S0) LN(GGI04) DOnd21) DA(:t/a) Ind1S 50Vl
FCDA LDE50) LN(GGI04) DOfind22) DA(xVal) Ind20.5¢
FCDA: LD(BS0) LNGRI0) DOfind23) DA(siVal) Iod21.51Vs)
FCDA: LD(8S0] LN(GGI04) DOfInd24) DAlst/al) 22 Vel
FCDA: LD(BS0) LNIGGI04) DOMInd2S) DA(stVal) Ind23 56Vl
&l FOR_B Ind2d +{Vel
& FOR_B nei25 51Vol
FCDA LD(B50) LN(GGI04) DOflndl) DAfsiVal) Ined26 56Vl
FIDA: | DIRSNL | NinhsPINE21 DNIMAL Milnsnersl] T Ind27sal
Conently subscibed o 3 dilerert AR GOUSES. Ind28 stVal
M number of FiX BOOSES i & iz 58/ o}
3
a
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ICD/TID  Settings Reports GOOSE Reception | GOOSE Transmission abel...]
TEDTET 757 Maen to Renste Ireuts @
MAIN_T __inpw |iED LDevice
E MAIN_1 nd stVal |MAIN_1 | 850
FCDA: LO(BS0) LNIGGIOZ) DOfind!) DA(Hal) ind2 Vel | MAN_1 | 550
FCDA: LD(BS0) LNIGGIOZ] DDindS] DAL=tV InGatval IMAN_T__| 850
FCDA: LD(S0) LNIsurPTUV1) DOISH] DAlgeneal MAIN_1 850
FCDA: LD(BS0] LN(GGI04] DD(lnd3] DA(:al) MAN 21850
FCDA: LD(B50) LNIGGIOA) DO{ind30) DA, 2 {550
FCDA LD(8S0) LNIGGIO4) DOfind20] DA(siVal) MAIN_2 | 850
FCDA: LD(BS0) LN[GGIO4) DO(ind21) DA[SHYall MAIN 2 1850 850 MAIN_2 | GGIDA
FCDA: LD(850) LNIGGI04] DO(nd22) DA(stval) | IndS:
FCDA: LD(ES0) LNIGGI04) D0(nd23) DAGsval) | IndiF s
FCDA: LO(ES0) LNIGGI04) DO(na2¢) DAGtva) | |\ IndT1 fva
FCDA: LD(ES0] LN[GGIO4) DO(nd25) DAGstval/ | (g7 s8/a
B MaiN_2 ]
] 850 MAIN_2 GOOSE vl
FCDA: LOES0) LNIGGIOZ] DO(ind4) DALl 5 ot/o
FCDA: LD(BSO) LNIGGIOZ) DO(indS) Da(stal) 6 otV
FCDA: LD(B50) LNjauxPTUV1) DOSh) Dislgenesal] Inkil7 sivel
FCDA: LD(E50] LN[GGIO4] DO(ind3) DA(stval) / | Indj8stva
FCDA: LO(BS0] LNIGGIOH) DOind0) DALtval) | Indld sVl
FCDA: LD(BS0) LNIGGIOA] DO(ndZ0) DAGtal Y. Indd sivel
FCDA: LD(BS0) LNIGGIO4) DOfInd21) DA(stVal) L
FCDA: LO(BS0) LNIGGIOA) DD(nd22) DA(swval) | L
FCDA: LD(8S0] LN[SGIO4] DO(nd23) DA[swal) | IndZ3 g,
FCDA: LO(BS0) LNIGGIOA) DD{ind24) DA(sival) | Ind2d vl
FCDA: LD(ES0] LNIGGIO4] DO(nd2S) DAGtval | Ind2S siya
Tind26 sl
‘ " + | i
rem e e | e
M rumber of FiX GODSES i 8. Ind23 sv;
" Ind30 stval!
st ﬂ @F]im T 2G0T
O T B ET Ind32 el |MAIN_T 850 WAIN_T GGI04 | Ind30sval
=l 2
] W Save X Cancel
o e e (T ]
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Digitizing Inputs with GOOSE
Relay Message Remote Input
Incomer 1 Incomer 2 52a Status Remote Input 1
Incomer 2 TOC Status Remote Input 2
Incomer 2 Undervoltage Remote Input 3
Incomer 2 Communications OK Remote Input 4
Tie 52a Status Remote Input 5
Tie TOC Status Remote Input 6
Tie PIOC2 Operated Remote Input 7
Tie Communications OK Remote Input 8
FDR_A PIOC2 Operated Remote Input 9
Incomer 2 Incomer 1 52a Status Remote Input 1
Incomer 1 TOC Status Remote Input 2
Incomer 1 Undervoltage Remote Input 3
Incomer 1 Communications OK Remote Input 4
Tie 52a Status Remote Input 5
Tie TOC Status Remote Input 6
Tie PIOC2 Operated Remote Input 7
Tie Communications OK Remote Input 8
FDR_B PIOC2 Operated Remote Input 9
Incomer 2 Incomer 1 52a Status Remote Input 1
Incomer 1 TOC Status Remote Input 2
Incomer 1 Undervoltage Remote Input 3
CLOSE Tie from IN 1 Remote Input 4
Tie 52a Status Remote Input 5
Tie TOC Status Remote Input 6
Tie PIOC2 Operated Remote Input 7
CLOSE Tie from IN 2 Remote Input 8
[IN2 Communications OK [ Remote Input 30
[ IN'T Communications OK | Remote Input 31
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Configuring Inputs: Main 1

Transter Incomer 1
['ne1 BkR Comected Cortact it 07 (81 T0€]
inc 1 BKR Select To Trp. Contact Input & On (Sel to Trip)
| Delay Select To Trip 30003
| Inc 2 BKR ConnaClosed 10n (AN 2 C&C)
fie-BKR CannéClosed Virtual Output 2 On (TE C&C)
| Tie-BKR Cannected Remote Input & On (TIEE CONN)
| Inc 1 Transformer Lockout ot
[ine 1 Source Trp T _FER (V0 4)
fimed UV On This Source Virtual Output 4 On (NIT_XFER)
| Block Trip On Double Loss
nc 1 BKR Closed On (N1 528)
UV On Other Source Remte nput 3 On (SOURCE 2 Uv)
Delay Other Source. 30008
| nst UV On This Source PhUV 1 PRP
Delay This Source 10005
aull Current Pickup off
oif
aul Current Pickup i1 oif
[ Fauk Current Pkup off
Corren Gelected
R e e
fock Transfer Vetval Output S On (BLOCK ATS] =
vents
argets Self Reset
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Configuring Tie

Contact ut 6 On (Selto Tre]
00008
1 On (AR 1 CBE)
Virtual Output 3 On (AW 2 AE) I
"~ Contact hput 4 On (T 528) |
irtusl Dutget 3 On (Ciose Ta-N1)
Wirtusl Dutput 4 On (Ciose Te )
Wirtual Cutpu? § On (Block ATS) jic prevents tie rom closing
Enabled until the inftiating main has opened.

Targets Salf-Rese! | This removes the possibility of the tie trippi
LS, - instantly when itis selected to trip and the

initiating main breaker is slow o open

MTM Demo_Tie GOOSE REVI.CID Contiok Bus Transfer

[CI7 ON), & 3 CoMmMS Mol Nas Dean Seted:
o 3 7ip or slose coiltalure has been delected.
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Extending: ZSI

@:‘m

12
=}

oz

>

5

on the tie breaker retay from issuing a 281 block.

[

The purpose of VOZ n This 1ogic 15 10 prevent test currents ‘

TETE 7O

Ablock can be recevedfromhetie | OB is used to block the fast-operating
breaker relay (RI7) of a feeder breaker GvercurTentif the fault s determined o be
relay (RIS) to prevent the ZS1 from tripping out-of-zone by the tie or feeder breaker
fastfor an out-of-zone fault. relay(s).

Forlarger buses, more feeder breakers
block commands (RI0, 11, 12, etc) can
be added to this OR gate.

[

Note that there is a time
delay of 60 ms to allow the
blocking signal time to

SETTNG [eRolPd) [\ gctivg
Phase I0C 1
Functon \ o
o Phasor
The 28115 not intended 1o operale when all hree breakers Prekp So00ncT
are dosed, 50 the fast-operating I0C is blocked when Pickup Delay \ 00603
opposite main is closed. This will nelp prevent nuisance Dropout Delsy 00005
81 tripping during a closed transfer. Bock jﬂu‘ Culpi € On 251 BLOCKY =
Relays | Relsy - Dasabied
Events [ Enatied
Torgets [ Latened
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Some Ethernet network thoughts
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Network

e Using 61850 requires an Ethernet network

e For a small sub, or switchgear lineup:
o 2 switches, with RSTP, is probably OK

e 5-10ms reconfig time means GOOSE gets
through on retransmit

* Large sub, large network: not OK
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GOOSE retransmit

\ |
100 m
[ . = Network
Network begins reconfiguration
| Network __— reconfiguration complete ~__ Network
available available
Heartbeat
GOOSE at 1
/L:IO | toi2ms t-28ms t-60ms
GOOSE t=4ms
GOOSE retransmits
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PRP

Parallel Redundancy Protocol

" frame
Source

RedBox

8" frame

A fruy

e WETENE

¢ Message
duplicated across
redundant
networks

¢ Networks are
normal networks

Destination

7
=]
81
e

Double Single IEC 61850 O d Applicati
Redundancy verview an pplication
Attached Node Attached Node
PRP(DANP] DO (RedBoxl (5AN) February 23,2016

HSR

High-availability Seamless Recovery

Source

I e S

=,

“A" frame I"-Iifrume N

¢  Message duplicated
both directions
around ring

¢ Uses non-Ethernet
frames, so all devices
must be HSR

Destination
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The Big Finish

Ethernet Networks

* RSTP network (1-2 switches) good enough for
most applications

* PRP/HSR make sense on larger applications

* PRP is simpler: standard networks, testing
is clear

e HSR can make sense: if HSR devices are
available

0 Overview and Application
February 23, 2016
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Final Thoughts

IEC 61850 is not an abstract thing: it has value for
some applications

M-T-M Scheme: GOOSE eliminates field wiring
» Allows standard, repeatable design

» Field changes are simple configuration (that can be lab
tested!)

Don't need to know the Standard inside and out

Everything documented in XML
» Instantly, and consistently, understood by others
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