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WAIC and Aviation:
An Acronym-rich Problem Space

« WAIC — Wireless Avionics Intra-Communication

« |ICAO — International Civil Aviation Organization

- FSMP — Frequency Spectrum Management Panel (ICAQO)

« FAA — Federal Aviation Administration

« EASA — European Aviation Safety Agency

« RTCA — Radio Technical Commission for Aeronautics

« EUROCAE - European Organization for Civil Aviation Equipment

« AVSI — Aerospace Vehicular Systems Institute (Texas A&M)

« ARINC — Aeronautical Radio, Inc.

« MASPS - Minimum Aviation System Performance Standard
(RTCA/EUROCAE)

« MOPS — Minimum Operational Performance Stag@dard
(RTCA/EUROCAE)

« SARPS — Standards and Recommended Practices (ICAO)

&
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The Problem

 Alarge corﬁmermal passenger alrcraft has
more than 100,000 wires with a total length
of 470 km and weighing 5,700 kg

1 There is about 30% of additional weight in
harnessing and connectors

- About 30% of electrical wires are potential
> candidates for a W|reless substltute'
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Importance of WAIC to Operators

« Safety Improvements
— Dissimilar redundancy
— Fewer wires means fewer failures
— Mesh networking redundancy
* Environmental Benefits
— Fewer wires = less weight = less fuel burn
* Increased Reliability
— Reduce aging wire
— Simplify and reduce life-cycle cost of airplane wiring
— Enhance aircraft health monitoring
— Add new sensors and controls without additional wire routing

* Provide operational efficiencies and associated cost
savings
— Reduced need to take aircraft out of service for inspection

— Enhance configurability 4
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WHAT EXACTLY IS WAIC?
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NOT THIS

Communica
Connectivity
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What is Wireless Avionics
Intra-Communications (WAIC)?
« WAIC is:

— Radiocommunication between two or more points on a
single aircraft.

— Integrated wireless and/or installed components to the
aircraft.

— Part of a closed, exclusive network required for operation
of the aircraft.

— Only for applications supporting safety or regularity of flight.
— Low maximum transmitted power levels (<= 6 m\W/MHz)

« WAIC is not:

— Off-board air-to-ground, air-to-satellite, or air-té-air service.
— Communications for passengers or in-flight entertainment.

&
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Bandwidth requirements were developed by
considering potential WAIC applications

Sensors Sensors
Cabin Pressure, Smoke, Fuel, Air Data, Engine Prognostics,
Proximity, Temperature, etc. Video
Interior
Controls Data Comms
Emergency Lighting, Data Bus, FADEC/Aircraft Interface,
Cabin Functions Flight Deck/Cabin Audio/Video
Safety and Regularity of Flight
Sensors
Sensors
Structural Health Monitoring
Exterior Ice, Landing Gear Position, Brake (e.g. vibration)
Temperature, Tire Pressure, Wheel
Speed, Door Position, Engine Controls
Sensors, Structural Sensors
Active Vibration Control

Low Date Rate High Data Rate
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The Aerospace Vehicle Systems Institute

e 2 AVSI

centric applied
research cooperative
founded in 1998 at

AEROSPACE VEHICLE SYSTEMS INSTITUTE

m TEXAS A&M

UNIVERISITY

Texas A&M University
that facilitates pre-
competitive
collaborative research
projects (“AFE’s”).
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The WAIC Journey Begins: Feasibility Study

Main Findings:

« “certification of intra-aircraft wireless sensors is possible within the
existing certification framework”

« “use of the ISM bands for such sensors would be problematic”

* preference to use an already existing primary allocation to an
Aeronautical Service

AFE 56

2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

—
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ITU-R: Seeking WAIC Spectrum

Airbus Goodrich NASA Rockwell
Boeing Gulfstream NAVAIR Collins
Bombardier Honeywell Cessna Securaplan
Continental Sikorsky MITRE Thales
Embraer L-3 Comm.

Agenda item could only be
established at the next World
Radio Conference (WRC 2012)

First document
submission to ITU

Airbus Goodrich
Launch AVSI Project 73: BAE Systems Gulfstream
Wireless Avionics Intracommunications | 5°¢n9 ~ Honeywell
- D Bombardier  Sikorsky
What is a WAIC system: Embraer (Continental)

GE Aviation  (NASA)

2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 17 2018 2019
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The Daunting ITU Process

ITU-R holds WRC
approx. every 4 years

ITU-T ITU-D
Standardization Sector Telecommunication
Development Sector

ITU-R

Radiocommunication Sector

I
l I l I I |

SG los

Radio Frequency Management is done by experts who meld years of  |,a,
experience with a curious blend of regulations, electronics, politics,
and not a little bit of larceny. They justify requirements, horse- trade,
coerce, bluff and gamble with an intuition that cannot be taught other —
Workl than by long experience. oo
meet Helays
Dr. Jon L. Boyes (1921-2004) y
Vice Admiral, United States Navy
]ad only
As quoted in a Naval Postgraduate School thesis [ocess
ents
Document Draft New Qulza):igrll\l(e[\)l\ll\lQ) Question - = need to make it tq Conference
Towards PDNQ Question (PDNQ) , Preparatoryveeting (CRIM), at
I least 6 months priorto WRC
y T T T/ mmmmm Emm T N - = « All séibmissions must come
Working Preliminary Draft thpough national delegations,
N Draft adding more delays
Document |—» New Report Nesor e Report g y
Towards PDNR (PDNR) ew Repo * The process is very long
Approved at Working Party level Approved at SG level
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The WAIC Journey Continues: ITU-R

ITU-R

Redincarmunicasini-S2omar of Th

Report ITU-R M.2197

[11/2010)

Technical characteristics and operational
objectives for wireless avionics
intra-communications {(WAIC)

( WRC “12:
//2 Agenda Item
i, g st ~ Authorized for WAIC
_ 2

2006 2007

2009

2010 2011 2012 2013 2014 2015 2016 2018 2019
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Where does WAIC fit best?
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October 2003
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Proposed Allocation: Altimeter Band
200 MHz of RF between 4.2 and 4.4 GHz

Pros

» Aeronautical Radionavigation
Service allocation used
exclusively by Radio
Altimeters

* Already aeronautical

« Potentially less non-aero
opposition

« Band sharing could be easier
to coordinate

« Improve efficient use of
spectrum, which could help
defend the band from non-
aero interests

Cons

Interference from altimeters
potentially difficult to deal with

Up to three independently
operating altimeters per aircraft

Spectrum effectively available at
any given time is less than 200
MHz

Much less bandwidth than initially
contemplated in Report M.2197

No officially recognized protection
criteria existed for Radi er
— difficult to dem ate
coexistence

October 17, 2019
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More Documents

October 17, 2019

ITU-R

Radiocommunication Sector of ITU

Recommendation ITU-R M.2085-0
(09/2015)

Technical conditions for the use of wireless
avionics intra-communication systems
operating in the aeronautical mobile (R)
service in the frequency band

4 200-4 400 MHz

\
Series

Mobile; radiodetermination, amateur

‘and related satellite ser\ices \
{’ \ A\
1ERRNI015 \ \ N

Second WAIC Characteristics Report

Protection criteria for radio altimeters
Compatibility study for WAIC

operating in 4.2-4.4 GHz

Technical Conditions for WAIC

M.2085:
Basis for
allocation
resolution

© 2019 AVSI
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WRC-15: New Allocation Approved

MOD
2 700-4 800 MHz
Allocation to services
Region 1 Region 2 Region 3
4 200-4 400 AERONAUTICAL MOBILE (R} ADD 5.A117

AERONAUTICAL RADIONAVIGATION MOD 5.438

5439 5440 ADD 5.B117
ADD
5.A117  Use of the frequency band 4 200-4 400 MHz by stations in the aeronautical mobile (R)
service 1s reserved exclusively for wireless avionics intra-communication systems that operate in
accordance with recognized international aeronautical standards. Such use shall be in accordance
with Resolution COM4/1 (WRC-15). (wrc-15)
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Resolution COM4/1 (WRC-15)

RESOLUTION COM4/1 (WRC-15)

Use of Wireless Avionics Intra-Communications in the
frequency band 4 200-4 400 MHz

The World Radiocommunication Conflerence (Geneva, 2015),

considering
al that aircraft are designed to enhance their efficiency, reliability and safety, as well as to
be more environmentally frendly;

b) that Wireless Avionics Intra-Communications (WAIC) systems provide
radiocommunications between two or more aircraft stations integrated into or installed on a sinple
aircraft, supporting the safe operation of the aircraft;

c) that WAIC systems do not provide radiocommunications between an aircraft and the
ground, another airerall or a satellile;

d) that WAIC systems operate in a manner that ensures the safe operation of an aircrafi;
el that WAIC systems operate during all phases of flight, including on the ground;

¥, thal aircralt equipped with WAIC syslems operale globally;

g that WAIC systems operating inside an aircraft receive the benefits of fuselage

attenuation to facilitate sharing with other services;
h that Recommendation ITU-R M.2067 provides technical characteristics and operational
objectives for WAIC systems,
recognizing
that Annex 10 to the International Civil Aviation Organization (ICAO) Convention on International

Civil Aviation contains Standards and Recommended Practices (SARPs) for safety acronautical
radionavigation and radiocommunication systems used by international civil aviation,

3 that WAIC systems operating in the frequency band 4 200-4 400 MIIz shall comply
with the Standards and Recommended Practices published in Annex 10 to the Convention on
International Civil Aviation;

4 that No. 43.1 shall not apply for WAIC systems,

instructs the Secretary-General

{o bring this resolution to the attention of ICAQ,

invites the International Civil Aviation Organizrrtiau

to take into account Recommendation ITU-R M.20835 in the course of development of SARPs for
WAIC svslems,

resolves
1 that WAIC is defined as radiocommunication between two or more aircraft stations
located on board a single aircrafl. supporting the safe operation of the aircrall;
2 that WAIC systems operating in the frequency band 4 200-4 400 MIIz shall not cause

harmful interference to, nor claim protection from, systems of the aeronautical radionavigation
service operating in this frequency band;

October 17, 2019
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Key points of the Resolution

1. WAIC is defined as stations on-board a
single aircraft and supporting safe
operation of aircraft

2. WAIC must give prote
precedence to radi

3. WAIC must combly with International
Standards (SARPS)




Defining WAIC Specifications

VIOPS Process Initiatec

-

ICAO SARPS Process
Initiated

Protected Spectrum
Approved at WRC-1

2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020
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WAIC Standardization Efforts

RTCA SC-236 \ ICAO FSMP & ARINC CSS )
EUROCAE WG-96
Joint Committee
WAIC MOPS WAIC SARPS Secure Media
WAIC MASPS (RadAlt SARPS) Independent
Messaging
ON Aircraft BETWEEN Aircraft (SMIM)
BETWEEN
WAIC
Equipment
AvSl (Interopera
Laboratory Testing bility)
SARPS Development K j

&




RTCA + EUROCAE: WAIC MOPS

« RTCA SC-236 and EUROCAE WG-96 form joint committee
to develop the Minimum Operational Performance Standard
(MOPS) defines WAIC behavior on a given aircraft

« Requirements and Compliance Test Procedures that lead to
Technical Standard Orders (TSO) & Advisory Circulars (AC)

* Ensure that
— The safe operation of Radio Altimeters is not compromised; and
— Allows the worst-case performance of a WAIC system to be pre-
determined

— The development of wireless applications takes into account the
key issues of spectrum availability, electromagnetic compatibility,
and aircraft protection

— Ensure compatibility, NOT interoperability

—
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RTCA/EUROCAE WAIC MASPS ICAO FSMP

This document is the property of EURDCAE. An individual icense is provided to dredman@tamu.edu

« Recommendation from FSMP
to have SARPs refer to RTCA
standards for technical details

* |nterdependency between
documents and development
schedules led to decision to e Washingon, DC 30365133 134

Issue a Minimum Aviation

System Performance

Specification (MASPS) through — o |

SC-236/WG-96 to provide Standard (MASPS) for Cocxistnce of Wirless

technical details relevant to e

ensure coexistence between

aircraft to support ICAO -

SARPS

« Led to publication of RTCA DO-
296 /| EUROCAE ED-260 in
June 2019

llllllllllllllllll

RICA D378 Prepared by 5C-236
¢ 1, 2019 £ 2019 RICA, Inc.
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ICAO (FSMP): WAIC SARPS

* The International Civil Aviation Organization (ICAO) is a UN Special
Agency that supports global uniformity on aircraft operations.

* Annex 10 to the International Civil Aviation Organization (ICAO)
Convention on International Civil Aviation contains Standards and
Recommended Practices (SARPSs) for safety aeronautical
radionavigation and radiocommunication systems used by
iInternational civil aviation

« |CAO allocated SARPs development to the Frequency Spectrum
Management Panel (FSMP) [Job Card FSMP-07-01-WAIC]

 SARPs drafted by AVSI project members submitted to FSMP at
multiple meetings for review and comment.

* “Final” draft submitted for FSMP approval in January 2019.
 Still requires final approval through the Air Navigationg€ommission

(ANC) before it is incorporated in the Convention.

October 17, 2019 PSWT Workshop / WIiSEE 2019 © 2019 AVSI



AVSI: WAIC + RA Testing

Internal
Propagation
Measurements

Aircraft A

October 17, 2019

Path loss measurements

=L

a
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Laboratory interference testing
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ARINC: Security & Interoperability

« SC-236/WG-96 defined WAIC requirements specifically to address security
vulnerabilities introduced due to the use of wireless media for safety and
regularity of flight applications.

» Security-related requirements derived by SC-236/\WG-96 are not unique to
WAIC.

* Planned FAA/EASA TSO/eTSO from WAIC MOPS will dictate hardware
requirements and interface definition necessary to meet security
requirements when using wireless communications for safety and
regularity of flight applications.

* Wireless communications is the most vulnerable onboard communications
media.

» Secure Media Independent Messaging (SMIM) applies thegecurity
requirements defined by SC-236/WG-96 for WAIC to all media types to

establish a universal secure communications solution.
[
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Hardware-based Security

* As defined in WAIC MOPS, TSOed equipment and subsystems will

be one of two basic types: Full Security Devices (FSD) and
Minimum Security Devices (MSD).

* FSDs include a Trusted Execution Environment (TEE) and a
gateway.

« Equipment and subsystems that are not FSDs must be isolated

from other equipment and subsystems by an FSD to ensure that
network security boundaries are maintained.

/ Subsystem SMIM Interface
Application SMIM Interface /

October 17, 2019 PSWT Workshop / WIiSEE 2019 © 2019 AVSI
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Industry Standard Ownership and

Relationships

Media
Interop

Secure Hardware and
Interface Specification '\

Functional
Requirements

Satisfies Satisfies Satisfies
Supplier Supplier
Secure Messaging FAA/EASA —Satisfies Equipment Applications
Definition TSO/ETSO(s) . =
T \ Integrates
Satisfies Integrates
WAIC MOPS Satisfies Satisfies Integrator
Network
Satisfies k__———Use !
DO-326A - |
[~@—Satisfi
Security gl SMIM Supplier Interface Definitions
Satisfies Expands
DO-355A - | | Hier.arChicaI
Sec. Process srisies Satifiey Satisfies Uses Device
Definition
DO-356A . .
Security Core E_qu 0. | nheri Knowledge Formalizesl Semantic
Services Ontology
RTCA/EUROCAE ARINC TBD ARINC
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WAIC Development Status

\_/ 9 C VI

Completion

Publication

MOPS Process Initiated
Target

Target

Published

SARPs Work
Completion Target

ICAO SARPS Process

Protected Spectrum
Approved at WRC-1

AN N

ARINC CSMIM
RTCA/EUROCA VIOFS MASF
ICAO SARP

2015 2016 2017 2018 2019 2020 2021
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Current Status

ICAO

— Draft WAIC SARPs submitted to working group in 1/2019

— Late objections - sent back to drafting group

— As of August 2019 — additional objections raised that are not resolved
— ICAO Document approval process delays will slow formal adoption

RTCA/EUROCAE
— MASPS published June 2019

— ToR extended to give time to complete MOPS — currently committee
work completing January 2022 for March document publication date

AVSI

— WAIC on RA testing nearly complete (extending test based on FSMP
feedback)

— Additional altimeters will also be tested
— Planning for RA on WAIC & WAIC on WAIC testing

ARINC CSS Committee
— Committee launched under ARINC in late 2018 — just getting star
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Oc

Challenges

Must not interfere with radio altimeters
Constrained available radiated power
External applications are severely limited

Spectral efficiency and EM compatibility at low
price and power per node

Cyber secure implementations
QoS and availability
Interoperability

Capability roll-out

e
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Conclusion

« WAIC will happen!

« WAIC is strictly for ONBOARD connectivity
 Have come a long way

* Only current roadblocks are procedural
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Thank You!

« Questions?

e Dave Redman + Steve Rines (SC-236)
— dredman@avsi.aero — Steven.Rines@zii.aero
— 979-218-2272

WAIC

WIRELESS AVIONICS
INTRA-COMMUNICATIONS
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