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Purpose of S11 TF
From S0 Minutes ‐ New Study Group to explore: standardization 
of MIBS, (snmp, syslog, etc) prioritize what to look at: task force 
S11 (steering committee) to look at prioritizing profiles to 
support cyber related services and cyber security controls to be 
completed one year of assignment.

In Practice ‐ Develop a roadmap for activities that S 
Subcommittee should undertake related to communication 
security issues. 



Survey Results ‐ Link



Topics

Data Transport 
and Application 

Protocols
Time Sync 
Protocols

Logging and 
Monitoring

Certificate 
Management

Authentication and 
Transport 
Encryption

Use of wireless 
in substation or 
at the edge in 
operational 
systems

Intrusion / 
Resiliency / 
Response

Design and 
Architecture

median 3 5 5 4 4 6 5 4
mode 1 4 6 6 6 8 5 4
count < 4 24 13 14 17 22 14 20 17
Priority H L L M H L H M



Topics Comments



Data Transport and Application 
Protocols

STTP C37.118.2 HTTPS SSH SFTP
median 3.5 3 2 2 3
mode 5 3 1 2 3
count < 3 11 13 28 22 8
Priority L M H M L



Other Protocols



Time Sync Protocols

PTP IRIG‐B NTP SNTP GPS/GNNS
median 1 3 2 3 3
mode 1 3 2 4 3
count < 3 30 20 25 21 25
Priority H L M L M



Other Time Protocols



Logging and Monitoring

Syslog SNMP

General 
Logging 

Requiremen
ts

median 2 2 2.5
mode 1 2 3
count < 3 22 10 12
Priority H M L



Logging Comments



Certificate Management

X.509 Certificate Format

EST 
(Enrollment 
over Secure 
Transport)

SCEP (Simple 
Certificate 
Enrollment 
Protocol)

OCSP 
(Certificate 
Revocation)

DKMP (DNP 
Key 

Managemen
t Protocol)

median 1 3 3 3 3
mode 1 2 3 3 5
count < 3 17 1 3 4 7
Priority H L L L M



Cert Mgt Comments



Authentication and Transport

TLS (Transport Layer 
Security) IPSEC

RADIUS 
(Remote 

Authenticati
on Dial‐In 

User 
Service)

GDOI (Group 
Domain of 

Interpretatio
n)

IEC 62351‐6 
(Security for 
IEC 61850 
including 
GOOSE) TACACS

SSH (Secure 
Shell)

LDAP 
(Lightweight 
Directory 
Access 

Protocol)
median 1 4 5 5 3 6 5 5
mode 1 2 3 4 3 7 4 3
count < 4 29 17 13 6 24 6 10 11
Priority H M M L H L M M



Auth & Transport Comments



Wireless

802.11 Bluetooth Zigbee WiMax Cellular/5G
median 2 3 3 3.5 2
mode 1 3 5 4 1
count < 4 18 4 3 4 13
Priority H L L L M



Wireless Comments



Intrusion / Resiliency / Response

IDS (Intrusion Detection 
System)

IPS 
(Intrusion 
Prevention 
System)

Grace 
Degradation 
of Systems

Cyber 
Resiliency

Power 
System 
Physics 

Monitoring Forensics
Incident 
Response

Penetration 
Testing

Threats, 
Threat 

Actors, and 
Impacts

median 3 3 6 3 5 6 5.5 6 6
mode 1 2 9 1 7 6 6 8 8
count < 4 24 22 10 25 11 8 8 8 8
Priority H H M H M L L L L



Other Resiliency



Design / Architecture

Security Architecture 
Design

General 
Security 
Standards

Patch 
Management

Data 
Diodes

SDN 
(Software 
Defined 

Networking)

SaaS 
(Software as 
a Service)

RBAC (Role 
Based 
Access 
Control)

median 1 3 3 6 5 5 3
mode 1 2 4 6 5 5 3
count < 4 30 15 13 4 5 4 13
Priority H M M L L L M



Design Comments



Other Topics/Themes



Road Map Document



Adjourn

Thank you for coming/participating!


