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Introduction: About JASPAR

Establishe_d in September, 2004,
led by five%g\ar\d companies.

TOYOTA
TSUSHO
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Introduction: Next Generation High-Speed Network Working Group

Next Generation High-Speed Network Working Group

To define standard specification of high reliability technology of in-vehicle
high-speed networks with an eye focused on control system applications,
and to define vehicle requirements/problem extraction and solution method
of Automotive SDN (Software Defined Networking), Automotive TSN,

10Gb/s class Ethernet and SerDes.

Functional g AUTOSAR - Generation Cyber
: Safety N Standardlzatlon P s o Psecug.ty
Network eeERl
z M’!&h . Cyber
v : OTA

Technical
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Introduction: 2 presentations from JASPAR

Next Generation High-Speed Network

All layers are covered

Working Group

OSI REFERENCE
MODEL LAYERS

7 APPLICATION
6 PRESENTATION

WG is composed by 4 teams and 4 sub-teams

2 presentations from JASPAR

Automotive SDN

Automotive SDN Architecture for

5 SESSION
4 TRANSPORT

[ SDN Study & Verification Team
3 NETWORK

v

enabling SDV

Ethernet TSN
. Requirement of Harmonization among
Next Generation Automotive Ethernet Standardizations
Technology
Study Team [ -
Hardware Team
(Circuit Sub-Team, W/H Sub-Team)
1 PHYSICAL
Next Generation Technology Study Team
Next Gen. Physical Layer Sub-Team
Team Composition of Next Gen. High-Speed Network WG

5
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Background: JASPAR's efforts to date for Automotive SDN.

m To realize the dynamic configuration of in-vehicle Ethernet,

JASPAR has advocated the concept of in-vehicle SDN since 2017.

m Ex. 1) Change to a communication path that avoids the failed one
m Ex. 2) Network reconstruction that can support functional extension through OTA

m A study of JASPAR's use cases Is proceeding under the leadership of OEM.
m Proposed Automotive SDN to IEEE P802.1DG as JASPAR’s new use case (2021)
m Presented Automotive SDN at Ethernet & IP @Automotive Technology Day (2022)

Examples of SDN Functions

Y Overview of structure with SDN
» Network controller 1. Dynamic Routing [ 2. Blocking |
= Conduct centralized control and management of
networks and traffic based on collected network information
TSN for automotive SDN ® Switch
JasPar m Control traffic flow based on “flow table”
and traffic
3. Flexible Redundan 4. On-Demand BW Allocation
50Mb/s

~ Update of Use cases F
209139 = Inform network controller of detected failures
statistics periodically.
Y. Ito, et al. “TSN for automotive SDN Update of Use cases,” IEEE P802.1DG contribution, Mar. 2021.
T. Nomura, K. Akizuki, et al. “Proposal of Dynamically Configurable In Vehicle Network as an Enabler of Software Defined Vehicle,” IEEE-SA EIP ATD 2022

JASPAR was the first in the world to raise the concept of Automotive SDN,
which it had envisioned for some time.

Automotive

EEE@' %ﬁi

- JASPAR wants to start considering the architecture with it taking the lead.
6
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Background: SDV (Software Defined Vehicle)

B SDV : Vehicles that can continue to evolve with a software update
Before (not SDV)

After (SDV)

The software will
play a leading role
in car making.

should be ready
for future updates.

Enable
high-frequency
redesign and
reconfiguration

No function updates after Functions are updated
Usage of | shipping. daily.
g PPIng 5a/s mn WY
vehicle ) S A, a'< The hardware
o0 =0 & an
Implement a fully equipped | Redesignh and reconfiguration
design in the are required in conjunction
with function updates.
Network development. C) == <
stage
A G
UPDATE Network design/config.

To realize SDV, in addition to a flexible software platform such as |
OTA, hardware and networks must have a mechanism that

<hables functional updates.
Target of this presentation
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Use cases where SDN can be expected to apply

Softwa re update (OTA)

Shorten download time by temporarily changing configuration.

Drlvmg [>
assist

1010

o101

1010 o=
o=
o=

OTA (Download software)

oA Change configuration

-

ECUD
verl

ECU®@

&
Driving Parking
assist ﬂ assist

@Eﬂ”ﬁ

OTA (After update)

OTA

TCU

Change configuration j £cuo

/ \ I ver2

—_ / \ =
entra a .
ECU t ECUQ@

Optimize configuration as traffic amount changes.

Hardware update (Plug & Play)

Manual 9 AL h __\9
driving e Q driving

Autonomous (g

Change configuration ECU

ECU

ECU

O+l Ecu

J retrofit

Allow new traffic by updating flow table.

ECU

Fail-operational system

i /3

ECU

€ Change
ECU configuration

Avoid communication failure by rerouting.

Since SDN has a high affinity with the evolution of SDV,

it will significantl

-

increase the added value of cars.
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Trends in existing technology (ICT field)

Application
m Until now, setting configuration and updating have been Controller pcim
carried out for each network device (each switch). Cofftrol comwgand
® SDN that can dynamically update configuration through Forwarding | | Forwarding
centralized control is gradually being put to practical use. ____
*Current main applications: data centers and telecommunications carriers _ _
b Advantage Network device Network device

(switch) (switch)
® Reduced workload (controller change only)

ProvidelL2/L3 connectivity service

B Quick configuration change Reliability &\ jarantee of Quality of Service (QoS)
B/ Disadva ntage ) Network virtualization
: : » Separation of logical and physical
® High processing load on the controller — configuration
i i « Separation of addresses
® Communication between the controller el
_and switches is mandatory. ) + Virtual Machine (VM) Mobility
m Example of SDN protocol implementation _ Automatic provisioning
: Availability  Service detection
® OpenFlow (not an L2 switch) Operation, Administration, Management

The concept of SDN is useful
but it isn't easy to apply the technology of the ICT field directly to vehicles.

B JASPAR is considering an architecture suitable for in-vehicle use.

JasPar™ © 2023 JASPAR All Rights Reserved. 10



JASPAR's Automotive SDN Roadmap

Function

A

Adapt to updates +Adapt to change of | + Cooperates with environment outside

(software/hardware) vehicle status vehicle
(APP. ON/OFF, Link failure, etc.) (Smart City. V2X, etc.)

Select from preset configurations Configure by dynamic calculation
Stopped (at startup) During runtime (vehicle speed is zero)

Select configuration ~ Configure in real time

Select configuration puring runtime

SDN
at startup ~ | ,\\ Controller Cooperatlon with cloud
X ' SDN
J-’ '\ SDN IJ Switch ‘/.— Controller 7 conflguratlon
\ Switch «— | Controller . _ — éSW”:Ch
= = \Goﬁlplete configuratio =
Complete fonfiguration || in the car m "
in the car — ' G -
eneration
SDNv1 (202x -) SDNv2 (203x -) SDNv3

In the future, it would be ideal for updating dynamically and in real-time, like in

the ICT field, but operations will be as static as possible for the time being.

JasPar™ © 2023 JASPAR All Rights Reserved. 11



How to proceed with architecture study

Requirements analysis,

requirements definition

1. Analysis of upper requirements

(SDV as conceived by JASPAR) i }

2. SDV P Requirement analysis for in-vehicle SDN

iyl s Architecture study

: : : 5. Analysis of current architecture
3. Determine the assumed scenario from typical U/C )
P / (In-vehicle or ICT field) ‘

e iy}

4. Define basic requirements (common items) ‘ 6. Study on in-vehicle architecture (JASPAR proposal)l
for in-vehicle SDN from multiple assumed scenarios.

\ > U
7. Architecture embodiment (SDNv1 as an example) J

o

Requirements study Meogical Arch. pPhysical Arch.

~

Define basic requirements of in-vehicle SDN from the upper-level requirements
(SDV), and study the in-vehicle architecture suitable for the basic requirements.

JasPar™ © 2023 JASPAR All Rights Reserved. 12



Requirement analysis: analysis of upper requirements (SDV)

Image of SDV defined by JASPAR

m In addition to being reprogrammable by Her:_e,l Cogt_EXt metans the Ttat% }N_?ere thﬁ
OTA the car can Ive ICile, driver, etc., are piaced, It Can change

_ . frequently and reversibly. :
® automatically and instantly T mmmomssnnoooossssinonoossssooooooossssooooooossoooooooooo '

. . . Examples:
m switch configurations - Enable/turn off the functions depending on the driver,
- according to the user's request and context « Activate/deactivate the functions according to location
: . and time
without software reprogramming nor etc.

necessarily being connected to the cloud
*kk 6namic Configurations according to the conteh

Upgrade by OTA Q *k
For networks, it is equivalent to

"switch network configuration." ave |
According to{the Context Autonomously

Upgrade by OTA U ok * %
*

Configuration #2 Speedy Configuration

% Function

JasPar™ © 2023 JASPAR All Rights Reserved. 13



Requirement analysis: Requirement analysis for automotive SDN

Requirements for automotive SDN

(from the JASPAR's SDV image) Dynamic Configurations according to the contem
A mechanism that can switch (network) ok
configurations
®m gutomatically and immediately
According to the Context Autonomously

®m according to user requests and context
® without reprogramming software

or necessarily connecting to the cloud. —— —
\ Configuration #2 Speedy

:: Hardware update (Plug & Play)

Study requirements by applying them to concrete use i & @Sﬁd §> 0
cases (scenarios) e A Software update (OTA)
= Plug and play (change configuration after adding ECU) = HEDAECL | o . B
m OTA (change configuration after software update) . fuetl |
m OTA (temporary change configuration during software

download)

JasPar™ © 2023 JASPAR All Rights Reserved.



Example of assumed use case (Configuration change after Plug and Play)

A\ /

Cope with additional communications by

< Existing com|munication >
ECU < . ECU
Ethernet Ethernet
Switch Switch
» | Additional
— > ECU
Additional comT' A\ SOP: Start Of Production

Post-mount ECU to a
vehicle after SOP

changing configurations such as paths

(Plug and Play: PnP)

using SDN. [

<Assumed scenario> user requests and context”

Detail of "Switch configurations according to J

I. Connect an additional ECU to a free port (Trigger for the start of SDN) )

II. Collect topology/application information of the whole network.

Note that the

ITII. Based on the information, derive an appropriate network configuration. blue parts are

IV. Apply the new configuration to each Ethernet switch.

V. A new communication path is established between the existing ECUs and the

additional one.

common and do
not depend on
the use case.

/

JasPar™ © 2023 JASPAR All Rights Reserved.
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Definition of Requirement: Study on SDN requirements

Assume use cases

Existing|co

mmunication

ECU

Ethernet

Switch

<

> Ecu

Ethernet
Switch

» | Additional

Addi

tional comnj.

/

Cope with additional communications by
changing configurations such as paths

using SDN.

ECU

ECU

Post-mount ECU to
vehicle after L/O
(Plug and Play: PnP)

S

Existing|communication
Ethernet Ethernet
Switch Switch

ECU

Additional comn}.

<

Ve

Cope with additional communications by
changing configurations such as paths

using SDN.
P Existing [communica tion
ECU =
Ethernet Ethernet
Switch Switch
Additional comnj.

Cope with additional communications by

changing configurations

using SDN.

nicati
such as paths

Basic requirements

for automotive SDN .
equirements)

® Trigger acceptance
® Function to detect trigger of configuration change

® Information collection/Configuration
derivation

® Function to derive appropriate network configuration
according to network topology (Connection status)

® Function to derive appropriate network configuration
according to application demands

m Reflection of configuration

® Function to reflect the derived network configuration
to the Ethernet switches.

Define basic requirements for automotive SDN

based on the commmon requirements of the assumed use cases

-

JasPar™ © 2023 JASPAR All Rights Reserved. 16



Analysis of existing architecture (Automotive/ICT field)

Conventional in-vehicle network devices
(Non-SDN switches)

SDN-supported network devices

Application Application

Control Control

Forwarding

Forwarding

Architecture

Network device Network device
(switch) (switch)

Autonomous distributed network
control

Features
« Complete controls within each switch(SW)
_ « Operates based on fixed network(NW)
Basic configuration input during SOP
actions
« Works with no controller (brain) and fixed
[sSUes configuration (multiple SWs work individually)

« All switches need to be reprogrammed
every time the NW configuration is changed.

in the ICT field (e.g., OpenFlow)

Application

SDN controller

Control

Forwarding

Forwarding

evice Network device
(switch) (switch)

Centralized network control

« Separate control function and data transfer function
The SDN controller collects information from the
whole network and centrally controls SWs.

At receiving an unknown flow, SW asks the controller.

« The controller derives nhew NW configurations (flow
table) by dynamic calculation.

« SW sets the configuration at the controller’s request.

« Since the processing load on the controller is large,
it is unsuitable for automotive use.

* No automotive SW-IC supports OpenFlow. (HW
processing is mandatory for satisfying performance.)

It is necessary to consider an architecture suitable for automotive use to deal with the above issues.



Study on automotive architecture (JASPAR's proposal)

Architecture

)

—

)

Application

Control

zControI command

Control

[\

Control

Forwarding

Forwarding

)

Hybrid architecture (assuming in-vehicle SDNv1)

SDN control

b e

Network device Network device )
(switch) (switch)

—

Feature Combine distributed and centralized network control

-Hold multiple NW configurations during SOP. |[Distributed
-Normally work with preset fixed configuration. (pistributed|
-Controller selects a new configuration based (Contralized)

on an external trigger and collected information. ‘
-SWs set the config. by controller’s instruction.  [Centralized|

-Reduction of processing load on the controller

Basic actions

Delight

-Reduction of reprogramming for configuration change
An architecture that keeps the advantages of centralized control

ffffff distrib one

JasPar™ © 2023 JASPAR All Rights Reserved. 18



Realization of Architecture: Study on Requirements for SDNv1

Correspondin
Hardware: Plug and Play aﬁcr;hit%ctu;eg

Demand Function requirements

Software: Reprogramming/OTA ]

Trigger Ready for updates « Function to detect SDN execution triggers or receive O
acceptance (Software/Hardware) SDN execution requests from other functions
. « Function to collect topology information and
igfloercn;igﬂon (S?)?fxzr';o;l_'uaﬁﬂsvt:fe) software configuration, or receive them from other O
functions
« Function to store verified configurations in advance O

Configuration ~Select from preset Function to select appropriate configuration based

SIEEEE e L e on the combination of collected topology information O
and software configuration
« Function to request configuration changes to switches O
_ _ « Function to save the selected configuration in a non- O
reflection (at startup)
« Function that can read the new configuration at the O

next startup (IG: OFF to ON)
Subdivide functional requirements into more detailed ones

on requirements SDNv1

—  — - —— —

JasPar™ © 2023 JASPAR All Rights Reserved. 19



Realization of Architecture: Role of SDN System (an Example)

Dealer tools.

Legends User/ Other functions such
=== $ Control flow Existing system as OTA system
=P Date flow . -

. LCentraIized]

. Detect

4 trigger J

v

4 )

[Centralized

]
DistributedJ

Reflect
configuration

» SDN system

Centralizedj

Derive
configuration

Topology
information

[Centralized

Collect
Informatlon

Network
configuration

Network [Distributed]
configuration

Softwar > Y /
conflguraﬂ‘ Network
\_ statistics )

Configure the SDN system based on the functional requirements

yrevious slide (Concretion of roles

dlaspa—.—’ © 2023 JASPAR All Rights Reserved. 20



Materialization of Architecture: Logical Architecture of SDNv1

______________

J ‘. Topology information : : .
i OTA ' Software configuration NW configuration selection
| system | SDN
: : Controller
Other function/' PnP /
system i system i NW configuration
i : Y
: | Reflect SDN | Nw | Ethernet
\ y configuration [ configuration switch

__Function _ Overview

Select an appropriate configuration according to the network
SDN controller status and instruct the SDN configuration reflection function O
to change the switch-related parameters.

SDN
. . Change switch-related parameters according to the requests
Conﬂgur_atlon from the SDN controller function. O O
reflection

SDN controller function and SDN configuration reflection function
are defined as inevitable functions.

JasPar™ © 2023 JASPAR All Rights Reserved. 21



Materialization of Architecture: Physical architecture for SDNv1 (an Example)

Ethernet switch Ethernet
(Central ECU) Switch
OTA Master [ : (Zonal ECU)
(Head of OTA [—=»>  SDN LCentrallzed]
system) | Controller AE ECU
PnP Master ¢ @ x
(Head of PnP
. System). _Reflect SDN_ | ——J\"Reflect SDN ]
ECU [ - configuration I configuratior[CentraIized]
CentrallzedJ T : TT — J
S 3 Distributed || Additional
[DlstrlbutedJ Switch L | _SV_ViLCIl i N e dcééﬁ d
function function

r—/ N D
/ / Post-mount ECU to a
Support additional communications by changing vehicle after SOP

the Ethernet switch configuration by SDN \(Plug and Play: PnP) y

In the case of central & zonal architecture, the controller function is placed in

the central ECU, and the network configuration of the zonal ECU is centrally
managed. (The switching function of each zonal ECU works autonomously.)

JasPar™ © 2023 JASPAR All Rights Reserved. 22
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Configuration of PoC system (planned)

Equipped with non-automotiveSoC | 1=~~~ == ================"- !
Application implementation on Functions to be

| |
| |
t tive OS (AGL e
Single boa!‘d computer A { /) : verified :
(commercial product) . A — : Peripheral functions 1
. 1" MToma T e Single board computer ! required for PoC (not |
R Master|Master ; : ; — subject to verification) !
T-- SDN LCentraIized] s | 3
Control Controller a0
functions [ son oon__ 1 |
(Control plane) [Centralized configuration configuration [Centralized] |
= __[ : d< reflection reflection rl;). . bt d]
i Distribute istribute :
(Data plage) function F function computer
7\ 1 -y -~ ;n_forrpatio_n
The lower layer of L Switch IC Switch IC prg\?ZI/OPnnPu:wcatls(égrto
’cSh[)eNIIIESEEa8S§g.(1)n 5 Evaluation |1POBASH-T1 Evaluation Commun_ication L
TSN standard. board board function L
= Central ECU Zonal ECU End ECU
Automotive Switch IC
(RTL9071C series) (Emulated) (Emulated) (Emulated)
M P - To quickly verify the feasibility of the architecture, it consists
ay REALTEK of a combination of commercial boards.
(Joint demonstration) ‘Automotive products are selected for the vital switch IC.

JasPar™ © 2023 JASPAR All Rights Reserved. 24



Evaluation plan

_ ] Existing|communication
® Evaluation items (draft) ECU : > | Ecu
. ) ) >
m Verification of a flow of functions Ethernet Ethernet
_ . _ Switch Switch
®m From Trigger acceptance to Configuration » [Additional
i I
reflection Additional comm. ECU
m  Static/Dynamic configuration of switches
. ProceSSIng tlme ach:gtgaer:‘cei Request for SDN execution @
. Latency’ Conflguratlon tlme’ etC. (PnP function) Qequestfortopologyinformatig RN
m Amount of traffic for SDN control tnformation i [centratized
m Bandwidth usage of the traffic ITITTIThMTMa_=— _ o]
Confi_gur;_:ltion (Control function) :lDerivation of NW configuration
. erivation
Reso u rce S ‘ ' ? Update of NW configuration e,
b | CPU Ioad ZSaving NW configuration
. i IG = OFF to ON ‘
o Amount Of memory coRnef;IgeL:::?(::fn ::‘t:ﬁt;:"smissw" '« Change of NW configuration
. Control function Notification of setting completion
v < Results of SDN execution
The results of our verification will be fed back to the functional
requirements and architecture for SDNv1 and will be published
as a JASPAR standard document (March 2024)
‘lasPa—r’ © 2023 JASPAR All Rights Reserved. 25



Conclusions

To realize SDV, dealing with the trinity of software, hardware, and
network is essential.

Automotive SDN is a general term for technologies that can dynamically
change the configuration and functions of networks; it is highly
compatible with the evolution of SDV and can coexist with existing
technologies (OTA reprogramming, etc.).

It isn't easy to directly apply SDN technology in the ICT field to vehicles.
P> JASPAR is studying architecture suitable for automotive use.

This presentation proposes a novel hybrid architecture that combines
the advantages of distributed network control and centralized network
control.

After proof by PoC, the results will be published as a JASPAR standard
document (March 2024).

JasPar™ © 2023 JASPAR All Rights Reserved. 26



Thank you for your kind attention.
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