
Towards New Multiplatform Hybrid
Online Laboratory Models

Luis Rodriguez-Gil, Javier Garc�ıa-Zubia, Senior Member, IEEE,

Pablo Ordu~na,Member, IEEE, and Diego L�opez-de-Ipi~na

Abstract—Online laboratories have traditionally been split between virtual labs, with simulated components; and remote labs, with real

components. The former tend to provide less realism but to be easily scalable and less expensive to maintain, while the latter are fully

real but tend to require a higher maintenance effort and be more error-prone. This technical paper describes an architecture for hybrid

labs merging the two approaches, in which virtual and real components interact with each other. The goal is to leverage the advantages

of each type of lab. The architecture is fully web-based and multiplatform, which is in line with the industry and the remote laboratory

community trends. Only recently has this become technically feasible for graphic-intensive laboratories due to previous limitations in

browser-based graphical technologies. This architecture relies on the recent HTML5 and WebGL standards to overcome these

limitations, and makes use of the Unity technology. To ensure that the proposed architecture is suitable, we set requirements based on

the literature, we compare it with other approaches, and we examine its scope, strengths, and weaknesses. Additionally, we illustrate it

with a concrete hybrid lab and we evaluate its benefits and potential through educational experiments.

Index Terms—Remote laboratories, virtual environments, architectures, web-based architectures, hybrid laboratories
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1 INTRODUCTION

ONLINE laboratories have traditionally been classified in
two large and distinct groups: virtual and remote

ones [1], [2], [3]. The former provide access to a simulation
while the latter provide access to real equipment over the
Internet. Educators have long debated over how those labo-
ratories compare to hands-on ones, and over which type of
lab ismore effective. Though no consensus has been reached,
research suggests that certain virtual laboratories can be as
effective as hands-on laboratories [4] and that some types of
laboratories are more or less adequate depending on the set
learning objectives [5]. Today, in practise, the line between
virtual and remote labs is more blurry, because there are labo-
ratories which have characteristics of both.

Traditionally, these types of lab have certain aspects in
common which result in a different set of advantages and
trade-offs [6], [7]. Traditional virtual laboratories require no
physical space, are highly scalable and can adapt reality to
fit the teaching needs, such as by simplifying it or by dis-
playing unobservable phenomena. Traditional remote labo-
ratories rely only on real equipment so they provide real
data and include authentic delays and unanticipated events
such as measurement inaccuracies, through which students
can learn about the complexities of science [8].

Currently, efforts are being dedicated to the research of
advanced forms of lab that not only mimic a hands-on expe-
rience but provide their own new features and advantages,
whichmay not exist in a real hands-on lab. One of thesemod-
els are hybrid labs. The definition of hybrid lab is not clearly
established in the literature, but, in the context of this work, a
hybrid lab is simply a lab which mixes virtual and real com-
ponents [9]. Some authors do not use the word hybrid, but
simply refer to these labs as either virtual or remote. Fig. 1
showswhere this labmodel fits within the traditional charac-
terization of labs. Thus, hybrid laboratories try to leverage
some of the advantages of virtual and remote ones, mainly
by being able to provide realism, cost-effectiveness and addi-
tional features such as gamification or virtual environments.

In this line, some works have applied augmented reality
(AR) to a robotics remote lab [10], [11]. Researchers from
UNED have applied AR to a hybrid lab for the control of a
thermal process [12], [13] and to a hybrid lab for the control of
a three-tanks system [14]. Researchers from the University of
Deusto have integrated remote laboratories into the Secon-
dLife1 virtual world [15] and developed a hybrid FPGA lab
which overlays a virtual watertank model over a real FPGA
controller, allowing bidirectional interaction with the board.
Other works from the University of Ulster have integrated an
electronics remote lab in a gamified virtual world [16], [17]
and in a serious game [18]. Authors from the Polytechnic Uni-
versity ofMadrid have integrated electronics remote laborato-
ries in a virtual environment [19]. Other researchers from TU
Graz and MIT have integrated a simulation and a remote lab
to build a collaborativeWonderland-based virtual world [20].

In Section 2 this paper proposes a set of requirements
and criteria for a software architecture for the development
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of advanced hybrid online laboratories, according to the
industry and the remote lab community trends. The most
significant of these requirements are universality and inten-
sive graphics. The architectures that previously published
works implicitly or explicitly describe are analyzed. Sec-
tion 3 proposes an architecture that builds upon that specifi-
cation and knowledge. This is achieved by relying on the
new HTML5 [21] and WebGL [22] standards (and on the
Unity3D [23] technology), which has only recently become
technically feasible due to advances in browser-based
graphical technologies. Afterwards, in Section 4, the suit-
ability of the proposed architecture is analyzed according to
the previously set criteria, it is compared against other
approaches, and its strengths and weaknesses are exam-
ined. The architecture is illustrated, in Section 5, with an
implementation of a concrete hybrid lab. Its benefits are
evaluated in Section 6 through educational experiments.

2 MOTIVATION

2.1 Virtual, Remote and Hybrid Laboratories

Research works have concluded that hands-on, virtual and
remote laboratories can all be educationally effective, though
there is no consensus on which one is the most effective; and
that is likely to depend on the specific circumstances, educa-
tional goals and other factors [4], [5].

Table 1 provides a comparative summary of some of the
characteristics of each type of lab. These apply to the average
lab of its kind but not necessarily to all of them. Realism
indicates how close to reality the lab is, and how realistic
experimentation with it is felt. Remote laboratories tend to
be very realistic because by their nature they rely on real
equipment and provide real data, but even then, some
works report that only properly designed ones are indeed
perceived as realistic [6]. Can alter reality indicates whether
these laboratories can purposefully simplify reality or even
modify it, in order to make certain concepts easier to under-
stand and to hide complexities that are out of a specific edu-
cational scope. Recurring costs indicates how expensive the
lab tends to be in time. The initial investment is not taken
into account here because it depends too much on the con-
crete lab. Hands-on and remote laboratories tend to have
the highest recurring costs because they require significant
maintenance—including the repair or replacement of hard-
ware components—and supervision. Virtual laboratories
have the lowest because, for the most part, once they are
developed they require little to no infrastructure. Augmented
features refers to the fact that some laboratories admit addi-
tional software features to enhance or extend the learning

experience. Examples of such features would be overlaying a
non-visible physical reality on the display so that it can be
understood more easily—for instance, an electromagnetic
field [20]—or being integrated into a serious game.Depends on
rich media indicates whether the lab needs to use media such
as non-basic computer graphics, videos, or sound. Hands-on
laboratories quite predictably don’t have such a dependency.
Remote laboratories often require only a webcam and basic
components to interact with the equipment, so they don’t
need it either. The average virtual and hybrid lab, however,
will need to depict or extend the experimentation reality
through graphics, and sometimes additionalmedia.

2.2 Requirements

This section lists the different goals and requirements that
the proposed architecture should meet and the criteria and
rationale that has been used for establishing them:

1) Universality: Accessible to as many as possible.
2) Security: Minimize the security risk that its users are

exposed to.
3) Power: Support relatively advanced technical fea-

tures such as rich media (graphics, sound and video)
or low-latency bidirectional communications.

The importance of universality and security for an online
lab was supported by a group of experts and discussed
in [24].

2.2.1 Universality

Research suggests that this is the characteristic that experts
in the Remote Laboratory community value most, and has
long been the industry trend. Some criteria can be used to
evaluate how universal an architecture is:

� Support in desktop browsers
� Support in mobile browsers
� Reliance on HTTP and HTTPS ports only
� Non-dependency on plugins.

2.2.2 Security

Remote laboratories are usually hosted by institutions such
as universities. Their IT teams are often hesitant to offer
intrusive technologies to students because they do not want
to expose them to security risks, for which the university
itself could be liable [24]. Non-intrusive technologies are
thus preferred. Browser plugins increase the system’s attack
surface and have been a source of vulnerabilities in the past,
so reliance on them also tends to lower security.

Additionally, it is more convenient if the existing infra-
structure does not need to be modified to support the online

Fig. 1. Hybrid laboratories within a characterization of labs (adapted
from [1] and [9]).

TABLE 1
Comparative Summary of Characteristics of Traditional Hands-

on, Virtual and Remote Labs, and of Hybrid Laboratories

Hands-on Virtual Remote Hybrid

Realism Very high Low High Medium
Can alter reality No Yes No Yes
Recurring costs High Low High Medium
Augmented features No Yes No Yes
Depends on rich media No Yes No Yes
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laboratories. For this, they should ideally rely on HTTP or
HTTPS, so that no special ports need to be opened or non-
standard protocols allowed.

There tends to be some positive correlation between uni-
versality and security, which is why some features discussed
here are present in both sections.

Thus, in summary, these criteria can be used to evaluate
how security-oriented an architecture is:

� HTTP or HTTPS reliance
� Non-intrusive
� Non-dependency on plugins.

2.2.3 Power

Most remote laboratories, in terms of power and of rich
media, need only a webcam stream (e.g., [25]). Hybrid labo-
ratories, however, have similar requirements at this respect
to virtual laboratories, and require advanced graphics or
other media such as audio. Many rely on 2D or even 3D
graphics to provide or enhance the experience. It is also
common to require relatively low-latency bidirectional com-
munication with the server.

The power—understood in relation to the number of
technical features that it can offer—of a hybrid lab architec-
ture can be evaluated through the following:

� Hardware acceleration
� Audio & video.
The network protocol that it is based onwill also influence

the capabilities of the lab significantly, in terms of power.

2.3 Previous Experiences

The University of Deusto has had several previous experi-
ences regarding hybrid laboratories. The original WebLab-
FPGA-Watertank [26], [27], [28] was a WebGL-based hybrid
lab that allowed students to program a physical FPGA
board to control a virtual watertank. That proof-of-concept
laboratory, which was based in WebGL, is a precursor to
the implementation example that is described in Section 5.
The experience suggested that hybrid laboratories do
indeed have potential and that it is technically possible to
control a virtual water tank with a real physical FPGA. At
the same time, however, the difficulties encountered in the
creation, implementation and deployment of the lab
highlighted the potential benefits of a careful architectural
design and analysis and the appropriateness of the criteria
and requirements that have been described in this work.
Also, it raised the question of whether users would find
using such a lab satisfactory.

2.4 Difficulties and Goals

Creating hybrid laboratories, especially multiplatform ones,
is currently a significant challenge. Though remote laborato-
ries and virtual laboratories on their own are well-
established technologies, and much literature exists on the
topic, hybrid laboratories are less thoroughly explored, at
least in part because until recently graphic technologies in
the browser were limited, and often relied on non-standard
plugins [29]. There are very few well-documented models,
architectures or guidelines for the creation of new hybrid
laboratories; and the few hybrid laboratories that exist are

often proofs-of-concept that are not maintained or made
widely available to the public.

The goal of the architecture that is proposed in this work
is thus to establish a model—which leverages the modern
technologies and standards that have appeared—upon
which hybrid laboratories can more easily and effectively
be created. The architecture thus aims to be useful and reus-
able, and for that purpose an attempt will be made:

1) To rely on open standards and on free technologies.
2) To not be bound to specific Remote Laboratory Man-

agement Systems (RLMS)—even though the exam-
ple remote lab will have to depend on one—.

2.5 Related Works and Architectures

Hybrid labs are relatively new and the literature dedicated to
their architectures and models is scarce. There are, however,
significant examples of hybrid labs—either in production or
as proof-of-concepts—. In this section some of those labs and
their architectures, extracted from their published works,
from their websites or from other sources, are described.

2.5.1 eLab3D

The eLab3D system is an educative virtual world devel-
oped by researchers from the Polytechnic University of
Madrid. It provides access to both virtual and hybrid labs
[19], [30]. In this virtual environment, students can access
a virtual campus, which offers labs of different kinds [31].
As of now, most of these labs are simulations (virtual
labs) but there are also some electronics hybrid labs avail-
able. Students use seemingly virtual electronics equip-
ment through the 3D virtual environment, and can then
obtain real measurements (from real hardware). The sys-
tem is designed with collaboration in mind, and students
are able to see each other.

The eLab3D makes use of an OpenSim-based technology,
which is a Java-based technology to help build virtual
worlds. Heavily inspired on the SecondLife architecture and
protocol, its feature-set is similar. There are several viewers
available, though eLab3D recommends a specific one. That
one, andmost others, are Java-based desktop applications.

The students install Java and the OpenSim viewer, which
is configured to connect to the eLab3D servers, they run it,
authenticate against the eLab3D servers, and access the vir-
tual campus, from which they can move or teleport to the lab
they want to use.

Fig. 2 summarizes the eLab3D architecture. There is a
central Laboratory Server which runs different modules.
The students use a desktop computer to connect directly,

Fig. 2. Architecture of the eLab3D system.
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through an OpenSim Viewer client, to a standard (not
modified) OpenSim server. A LabView server is con-
nected to the hardware (electronic boards) through USB
or GPIB. A custom HTTP-based Web Service component
communicates the OpenSim server and the LabView
server. Table 5 summarizes the technical characteristics of
the eLab3D architecture.

2.5.2 iLab-TEALsim

The iLab Project [32] is a RLMS developed at MIT. TEAL-
sim [20] is an open-source simulation toolkit to illustrate
physical concepts. Using Wonderland [33]—an open-source
toolkit for creating collaborative 3D virtual worlds—
researchers have created a collaborative virtual environ-
ment for hybrid physics experiments [20], [34].

Fig. 3 summarizes the architecture. The virtual environ-
ment, multi-user and collaboration features are provided by
a Wonderland server. Clients connect to the server through
a custom java-based Wonderland Client. The client includes
TEALsim-based simulations, and lets students interact with
LabVIEW–which provides access to the real hardware—
through a VNC client that is included in Wonderland.
Table 5 summarizes the technical characteristics of the proj-
ect’s architecture.

2.5.3 Circuit Warz (Virtual World Versions)

The Ambient Intelligence and Virtual Worlds Research
Team from the University of Ulster has published several
related works in this area. In 2009 they describe the Engi-
neering Education Island [35], which is an educational vir-
tual world based on Second Life [36], [37]. Students can
use the standard Second Life client to view a virtual
increased-scale CPU, learn how it works and perform
exercises. Their behaviour and results can be tracked
through Sloodle and a purposedly-developed extension
for Sloodle (Sloodle Tracker). Sloodle is an Open Source
technology that integrates Second Life with Moo-
dle [38], [39]. The Sloodle Tracker adds additional capabili-
ties, such as tracking user position. The use of Second Life
guarantees that several students can be present at the

same time and interact with each other, though no further
specific collaboration or gamification capabilities are pro-
vided at this stage.

Later works extend this design and name it Circuit
Warz. The scheme that is described in [40] adds gamifi-
cation capabilities and integrates real electronics hard-
ware into the virtual world. Students compete in teams
to achieve the highest score in resolving exercises, some
of which include resolving circuits that are backed by
real hardware. Fig. 4 provides a high-level view of this
latter scheme. The server is no longer Second Life itself;
but OpenSim, an Open Source project which aims to pro-
vide mostly protocol-compatible capabilities, which is
open and thus easier to build upon [41], [42]. Moodle,
Sloodle and the specific-purpose Sloodle Tracker are still
used to register and display user performance, but it is
also used to integrate real hardware circuits into the vir-
tual world. Thus, some of the experiments that may be
offered to the user are hybrid: they interact with a circuit
in the virtual world (for instance, by choosing the value
of a resistance) and the system calculates the result
through a real-hardware circuit. Table 5 summarizes the
technical characteristics of the virtual-world version of
the Circuit Warz architecture.

2.5.4 Circuit Warz (Serious Game Versions)

Later alternative versions of Circuit Warz [18], [43] funda-
mentally changed the approach, architecture and technol-
ogies. The OpenSim-based architecture was abandoned in
favour of using a custom-made Unity3D-based engine.
This implies that there is no longer a Java dependency.
Unity3D can easily be exported to different platforms,
including desktop, mobile, or in recent versions, even the
Web. However, it also implies that multi-user and other
virtual-world features are no longer provided by default.
This version of Circuit Warz also changes the goal and
user experience. It is no longer a multi-user gamified vir-
tual world, but instead a single-user serious game with a
backstory in which the player needs to repair a space sta-
tion by resolving circuits, which may be connected to the
remote lab.

Fig. 5 provides a high-level view of this new approach.
The lab is no longer a multi-user virtual world—it is now a
serious game with a single-user virtual environment—so it
no longer relies on the OpenSim server or protocol.
Instead, it uses a tracker server to register user actions into
Moodle and to obtain results from the hardware circuits. A
most significant advantage of this approach—and one of
the main reasons of the architecture change—is that Uni-
ty3D can generate browser apps, mobile apps and (in later
versions) even WebGL, so it can be accessed online from a

Fig. 3. Architecture of the iLab-TEALsim system.

Fig. 4. Architecture of the virtual world version of circuit warz.

Fig. 5. Architecture of the Circuit Warz 2 system.
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web page without requiring Java-based viewers.2 The seri-
ous game can be integrated into Moodle (by being dis-
played within a Moodle course in the browser) or can be
played on its own as a mobile app. Table 5 summarizes
the technical characteristics of the serious game version of
the Circuit Warz architecture.

2.5.5 Augmented Remote Laboratory

A. Mejas, from the University of Huelva describes in his
PhD thesis the augmented laboratory [10], [11]. The model he
describes focuses on the use of augmented reality to aug-
ment electronics remote labs. The original design provides
access to a programmable FPGA board and to a program-
mable robot. Through the virtual parts of the lab, modules
can be added which can interact with that hardware bidirec-
tionally. For example, users can program a robot which
interacts with virtual obstacles and a virtual maze. Also, a
FPGA-controllable virtual watertank is described, which is
similar in purpose to the one that will be described in fur-
ther sections of this paper.

The augmented laboratory, whose architecture is summa-
rized in Fig. 6, relies on Python-based augmented reality
libraries and on a desktop applications. The student’s work-
flow includes visiting the LMS server and downloading the
required desktop software, authenticating through the Moo-
dle-based LMS, and accessing the lab itself through the
desktop software. Table 5 summarizes the technical charac-
teristics of the original ARL architecture. It is noteworthy
that newer, modified versions of this architecture exist,
which rely on Java Applets and later, on JavaScript.

3 PROPOSED ARCHITECTURE

The previous sections show that there are many different
valid approaches to design hybrid labs. Most of them have
different strengths, weaknesses and capabilities. A compari-
son can be found in Section 4. The architecture that we pro-
pose in this paper takes into account these previous works
and ensures that the specific requirements that were listed
in Section 2.2 are met.

Fig. 7 shows an overview of the proposed architecture.
The front-end of the architecture is web-based. The client is
browser-based and it communicates with the server only
through a single HTTP channel. In the server-side there is a
Remote Laboratory Management System which hides the
complexity of the actual physical deployment and which

can provide access to different labs. The experiment server
provides the logic of the experiment itself and controls the
interaction with the hardware. This architecture and the
design and technology choices are explained in more detail
in the following sections. Table 5 summarizes the technical
characteristics of the architecture.

3.1 Client-Side

Two of the main goals that were established for this archi-
tecture were universality and conformance with the industry
trends. Therefore, the architecture, at least from a client-side
perspective, needs to be fully web-based. Nowadays this is
expected for new applications unless there are restrictions
that make it impossible, it is in line with the industry trends
and offers many advantages in terms of development,
deployment, maintenance, user experience, and security.

Porting online labs and other applications to the Web is
not new. The issues this involves, applied to remote labs,
were described in [24]. That work also summarizes the
strengths and weaknesses of the different technologies that
in 2009 were available to meet the different criteria. This
paper updates some of them to reflect the technological
changes that have since occurred, and partially bases its cli-
ent-side architecture on the one that results from its analysis.

Also, more recent works in remote lab architectures, such
as the one that describes the LaboREM [44] architecture,
analyze the advantages and disadvantages of different
front-end technologies and propose the use of web-based
ones (HTML5) as the most appropriate technical choice.

3.1.1 Classification of Technologies

The client of an online lab can be developed in a wide range
of technologies. Two of the large groups they could be clas-
sified into are:

1) Desktop clients
2) Web-based clients.
Desktop clients run natively in the user’s OS, and are thus

very powerful: they can generally do anything that the com-
puter itself can do. Unfortunately, they also tend to be less
portable and are often bound to a platform (be it, for exam-
ple, the OS itself in the case of C or C++ applications, or the
Java Virtual Machine in the case of Java applications). They
are also more intrusive and thus less secure, which espe-
cially in the case of an online lab is a problem [24]. Online
labs are hosted by Universities, who prefer to avoid expos-
ing their students to such risks, and who may have some
responsibility if their students’ computers are breached
because of them.

Web-based clients run within a browser. By themselves
they can run in any platform that has a compliant browser,

Fig. 6. Architecture of the ARL system.

Fig. 7. Proposed architecture.

2. The referenced implementation uses the Unity3D web plugin,
which implies that users require that plugin to run the content. Cur-
rently, Unity3D can deploy to WebGL almost just as easily, so that
should no longer be a limitation.
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they demand no installation and they are subject to the
browser’s security frame. However, traditionally certain
features have been provided by browser plug-ins, which
were less restrictive but which have many of the disadvan-
tages of desktop software.

3.1.2 Communication Technologies

An online lab that supports interaction requires bidirec-
tional communication—it needs to be able to send the
actions of the user as well as receive the response or the
changing state of the experiment—. Table 2 summarizes
the different methods that could be used. The latency and
firewall traversal abilities have been analyzed comparatively
(more stars is better). Latency refers to the amount of time
that sending, completing and replying to a request will
typically take. Firewall traversal ability refers to the fact
that some protocols are blocked by firewalls more often
than others.

The table shows that the lower the latency of a technol-
ogy, the higher the chance of firewall issues. Particularly,
protocols that are not based on HTTP will be blocked by
most firewalls, especially if they rely on ports different from
80 (HTTP) and 443 (HTTPS). Basic HTTP and AJAX will
have the least issues. Web Sockets are now also part of the
HTTP standard and their usage is fast-growing, so eventu-
ally they should have good support, but, as of now, many
firewalls and proxies do not support them and they often
use blocked ports. Considering these characteristics, the cli-
ent-side communication technology that the proposed
architecture relies on will be AJAX.

3.1.3 Client Technologies

Online labs are what used to be called Rich Internet Appli-
cations (RIAs). They depend on rich media such as graphics
or even audio and video. Traditionally these capabilities
were not supported by HTML. With new standards such as
HTML5 and WebGL, this is no longer the case. The use or
not of plug-ins and the support or not of certain features
greatly affect universality and security. The choice of client-

side technology is thus particularly important for the
architecture.

Table 3 summarizes the capabilities of each technology.
HTML4 refers to basic HTML, without HTML5-related fea-
tures. Canvas and SVG refer, respectively, to the canvas and
the svg elements, which are part of the HTML5 standard,
and provide different ways to draw graphics in a web
page. These graphics are not accelerated, so its 3D capabili-
ties are limited. WebGL is a standard [22] by the Khronos
group, which is related to HTML5 but not strictly part of
it. It provides an OpenGL-based API through JavaScript,
which gives access to fully-accelerated graphics in the
browser. Flash and Java are technologies that have histori-
cally been used to provide advanced media features in
web pages. Traditionally they have relied on external
browser plugins. This has led to significant security issues.
The May 2015 McAfee Labs Threats Report states that
“Adobe Flash has long been an attractive attack surface for
cybercriminals” [45], and that even today the number of
Adobe Flash malware samples is growing. Because of this
and other issues, the main browsers are dropping or limit-
ing support for these technologies and for addons with
native access in general. As of now, newest Chrome does
not support them and Firefox is dropping support. Some
browsers such as Chrome include their own Flash plugin.
Support in different browsers is summarized in Table 4.

Other browser-based technologies that can provide these
capabilities exist. Microsoft Silverlight is a technology by
Microsoft which has capabilities that are similar to Flash. It
has been much less popular, is less widely supported, and
is no longer under development. CSS3’s new features could
be used to render 2D and 3D graphics, though they are not
intended for this use. Unity Web is a plugin to run Unity 3D
projects on a browser. Newest Unity versions can export to
WebGL, which is expected to eventually replace it
completely. CSS 3D additions to CSS are a powerful part of
the HTML5 standard LabView Remote Panels can run Lab-
View from a browser. It is a domain-specific technology and
requires a plugin with native access in all browsers, in a
way similar to Java Applets. It has no mobile support.

3.1.4 Choosing the Client-Side Technologies

As established in previous sections, one of the main goals of
the proposed architecture is universality. Relying on browser
plugins would be contrary to that. This discards most tech-
nologies, includingAdobe Flash, Java Applets, LabVIEW Remote
Panels,Microsoft Silverlight orUnity Web Player. None of these
technologies are consistently supported in mobile phones
either, which is also a requirement. After these considera-
tions, the client-side technologies that could be used are basic

TABLE 2
Analysis of the Different Possible Communication Technologies

Low
latency

Requires
plugins

Firewall
traversal

Raw sockets (UDP) ^^^^^ Yes ^

Raw sockets (TCP) ^^^^ Yes ^^

Basic HTTP ^ No ^^^^^

AJAX (HTTP) ^^ No ^^^^^

Web Sockets (HTTP) ^^^ No ^^^

TABLE 3
Analysis of Supported Features in Browser Technologies

HTML4 Canvas & SVG WebGL Flash Java

2D acceleration Limited @ @ @ @
3D acceleration ‘ Limited @ @ @
Video ‘ @ @ @ @
Audio ‘ @ @ @ @
Plugin independency @ @ @ ‘ ‘

Mobile @ @ @ ‘ ‘

TABLE 4
Analysis of Browser Support for Different Technologies

HTML4 Canvas WebGL Flash Java

MS IE @ @ @(recent) Plugin @
MS Edge @ @ @ Included ‘

Chrome @ @ @ Included Dropped
Firefox @ @ @ Plugin Dropping
Safari @ @ @ Included @
Mobile (misc) @ @ Partial ‘ ‘
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HTML,HTML5 canvas, orWebGL. It also discards raw sockets
(UDP or TCP) as communication technologies, leaving basic
HTTP,AJAX andWeb Sockets as possible options.

Of the three communication technologies, basic HTML
would be the most universal, because it is certainly sup-
ported by every browser and server and it can be deployed
without any particular firewall consideration. However,
nowadays AJAX is just as prevalent and much more flexi-
ble. It is also a proven technology, and the most popular
communications technology in modern web applications.
AJAX is also the choice of some recent remote lab architec-
tures [46]. Thus AJAX or the more modern web sockets are
technologies to consider. Web sockets are now part of the
HTML standard and are already supported by most impor-
tant browsers, including mobile ones, and by most HTTP
servers. They can provide a bidirectional stream communi-
cation channel and a lower latency than request-based
AJAX, so they would theoretically be perfect for an interac-
tive remote lab application. Unfortunately, as of now many
firewalls and institutional proxies do not yet support them.
Because online labs are often deployed behind such sys-
tems, web sockets are also discarded in favour of AJAX,
though this choice could likely be re-evaluated in the future,
once web socket support increases.

Regarding RIA technologies, the most universal would,
again, be HTML4. Unfortunately, as Table 3 shows, it is
also very limited feature-wise, and not really an option for
a virtual or hybrid lab that relies on interactive graphics.
The realistic choice would thus be among Canvas and
WebGL. Canvas is very widely supported. It is part of the
core HTML5 standard, and is supported in every major
browser, including mobile. SVG is similar, but generally
slower for fast-changing animation, and declarative in
nature. WebGL is more powerful, but its support is not as
wide. Because this architecture aims to support labs with
advanced graphics, WebGL will be the proposed graphics
technologies. Its 3D acceleration capabilities grant it signifi-
cantly more power, and there are many appropriate devel-
opment tools and frameworks available. Even though it is
slightly less supported than standard Canvas, modern
desktop and mobile browsers support it already, and sup-
port is increasing steadily.

In summary, the proposed architecture will rely on
WebGL to provide advanced multimedia features and on

AJAX for client-server communication. As a result, online
labs that use such an architecture:

� Will be supported in modern desktop and mobile
browsers

� Will be able to be deployed behind most firewalls
and institutional proxies

� Will be able to use modern accelerated 3D graphics
and have real-time communication with a relatively
low latency.

3.1.5 Development Technologies

One of the advantages of historically popular plugin-based
systems such as Adobe Flash, Java Applets or LabVIEW Remote
Panels is that they have a powerful associated set of devel-
opment tools. The choice of WebGL is convenient at this
respect, because being a popular and powerful standard, it
has many tools available. One of such tools is Unity 3D.
Unity 3D is a set of tools that can be used to develop 3D
interactive applications and deploy them easily into many
different platforms, one of which is WebGL.

3.2 Server-Side

The client-server communication takes place through
HTTP. The server-side will thus need to have a web server
to handle these requests. Beyond that, internally, there are
no particular restrictions. Because the proposed architecture
aims to be extensible and to support different labs and hard-
ware, it will rely on a Remote Laboratory Management Sys-
tem, which can act as a front-end and that can easily
provide capabilities such as federation and integration with
other lab frameworks. The Remote Laboratory Management
System has a module for the particular lab, which also han-
dles any lab-specific interaction which may be required.

Additionally, although the proposed architecture does
not require it, implementations could also rely on the smart
device paradigm [47]. The smart device paradigm aims to
decouple the client and the remote lab by establishing a
common specification that is shared among different remote
labs. This could be used to allow the laboratories to easily
use the same virtual model with different types of remote
hardware, or even to ‘plug and play’ remote hardware. It
would also help integration into Massive Open Online Lab-
oratories (MOOLs) [48].

TABLE 5
Comparison of the Architecture Characteristics

Approach Application type
Remote lab type
Interaction type

elab3D
Virtual world

RLMS
Batch

iLab-TEALsim
Virtual world

RLMS
Interactive

CW1
Virtual world

Domain-specific
Batch

CW3
Serious game

Domain-specific
Batch

ARL
Augmented RL
Domain-specific

Interactive

Proposed
Augmented RL

RLMS
Interactive

Universality Desktop browsers ‘ ‘ ‘ @ ‘ @
Mobile browsers ‘ ‘ ‘ @ ‘ @
HTTP/HTTPS ‘ ‘ ‘ @ @ @
Built-in tech. ‘ ‘ ‘ @ ‘ @

Security HTTP/HTTPS ‘ ‘ ‘ @ @ @
Non-intrusive ‘ ‘ ‘ @ ‘ @
Built-in tech. ‘ ‘ ‘ @ ‘ @

Power Hardware acceleration @ @ @ @ @ @
Audio & video @ @ @ @ @ @
Network protocol Opensim Wonderland Opensim HTTP Custom HTTP
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4 COMPARISON WITH OTHER ARCHITECTURES

As described in Section 2.5 several different architectures
exist and have been used for the creation of different types
of hybrid online labs. Table 5 compares the characteristics
of these architectures and of the proposed one.

A key aspect that the table shows is that the chosen tech-
nologies have a very significant effect on universality and
security. The architectures that are based on Opensim
(eLab3D, CW1) or on specific desktop technologies (ARL)
tend to be less universal because they tend to rely on native
desktop applications which do not run on a browser, are
intrusive—they require native access to the Operative Sys-
tem—, do not run on mobile devices and rely on non-stan-
dard protocols and ports which are often blocked by
institutional firewalls. On the contrary, those that are
designed for the newer web standards, including the pro-
posed architecture, can provide advanced features without
compromising universality or security.

The main advantage of the proposed architecture over
some of the listed ones is thus that it provides significantly
greater universality and security, which were indeed the
main goals set in Section 2.2.

It can be observed that in these terms the proposed archi-
tecture is similar to the CW3 architecture. CW3 was
designed with similar goals and also relies on modern Web
standards to provide those features without compromising
universality or security. The approach, however, is signifi-
cantly different. While CW3 is a single-player serious game
that integrates domain-specific remote hardware (circuits to
be solved) and whose interaction with the hardware is batch
in nature—the interaction is discrete; a request is sent to the
hardware, which returns the result once calculated—the
proposed architecture is designed for augmented remote
labs which are interactive and most likely hosted within a
RLMS environment. The virtual environment is added
upon a traditional remote lab experiment (which is thus
augmented) and a continuous interaction takes place
between the virtual environment and the real hardware:
users reserve the hardware for a time, and through that
time the virtual environment affects the physical model,
and the physical model affects the virtual environment.

Which approach is more appropriate to teach a spe-
cific subject (an augmented remote lab, a serious game,
or a virtual world) is an interesting question but it is
most likely dependent on the subject itself, on the prefer-
ences of the teacher and of the students, on the particu-
lar context and on other factors. It is thus beyond the
scope of this paper.

5 IMPLEMENTATION EXAMPLE: WATERTANK

FPGA LABORATORY

5.1 Limitations of Some Traditional Remote Labs

Many remote labs that exist provide access to a
particular hardware development board, such as a FPGA
device [49], [50], a PLD [51], a PLC [52] or a microcontrol-
ler [53]. These labs are useful because these boards
require specific training, and are themselves relatively
expensive and hard to setup. The standard FPGA remote
labs at the University of Deusto [54] provides access to a
Xilinx FPGA Development Board. Students design the

VHDL logic and can then program it into the board, inter-
act with it through virtual switches and other inputs that
are mapped to real, physical ones, and control a set of
LEDs that act as outputs and that can be seen remotely
through a webcam.

Although this scheme is by itself very useful, and has
been successfully used by the University of Deusto for
years, it has some limitations. The outputs are very simplis-
tic. Although the hypothetical exercises that students need
to resolve often include devices such as heaters, storage
tanks, or industrial devices, to know whether their logic
works they need to imagine its results through the LEDs,
which are the only actual outputs available. As a result,
exercises tend to not be particularly engaging. Additionally,
it is often very hard to get a good idea of how a particular
logic would perform under real conditions by just seeing
the outputs.

The most straightforward solution would be to connect
the FPGA device to industrial hardware. Students would be
able to program the logic and see how it behaves when
applied to a real model. This approach is taken by some
remote labs, but it also has several drawbacks. Real indus-
trial hardware and realistic scale models tend to be expen-
sive to purchase. If a straightforward approach is taken,
each industrial model will need to be linked to its controller.
As a result, to give support to several models, several con-
troller boards would be required as well. Those can nor-
mally be used by a single user at the same time. They also
require a significant amount of physical space and mainte-
nance efforts. As a result, the costs are often too high, espe-
cially because some industrial hardware can also be a
security risk.

5.2 The FPGA-Watertank Laboratory

The FPGA-Watertank labs aims to use the hybrid labs archi-
tecture described in this paper to provide a hybrid lab that
partially resolves some of the aforementioned issues. The
lab provides access to a real FPGA board which can control
virtual industrial models rather than real, physical ones.
This has several advantages. The user can see how their
logic behaves under potentially realistic conditions, but at
the same time the costs are driven down. Developing and
maintaining a virtual industrial model tends to be much
cheaper than purchasing and maintaining real industrial
equipment. Also, a single controller board could potentially
be used with an arbitrary number of different virtual mod-
els (e.g., engines, semaphores, robots). As a result, with sev-
eral users and models, instances of the controller board
could be used interchangeably and a much lower number
of boards would be needed.

5.3 Components and Scheme

Fig. 8 shows how the main components of the lab relate to
each other. The controller is a Xilinx FPGA board, which is
the same controller board that is used for the standard FPGA
remote lab at the University of Deusto. This board still has
the LEDs as outputs, and these LEDs can still be watched by
the students through a webcam. However, these outputs are
also mapped to a virtual industrial model, which in this case
is an industrial water tank. The virtual water tank has two
actuators—the water pumps, mapped to the LEDs—. When
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the users’ logic turns on a physical LED on the board, the vir-
tual water pump will simultaneously be turned on. The vir-
tual water tank also has several sensors: three water level
ones, and two overheating ones. These sensors are mapped
into the physical board as input signals. Finally, the water
tank model also has a water output whose rate randomly
increases and decreases, to simulate a varying water
demand. Through this scheme, the real, physical hardware
board can be used to control the virtual model.

Fig. 9 shows a screenshot of the Watertank-FPGA lab
running in the Chrome browser. The lab is integrated
within the WebLab-Deusto [54] RLMS. In the upper left a
webcam stream displays the real, physical board that is
running the logic that the student has provided. In the
upper right the virtual environment, created with Unity3D,
is rendered in WebGL, without requiring any plugin or
addon. In the lower side, virtual controls can be used to
interact with the board.

5.4 Software Design

The lab software is developed according to the architecture
that was described in this paper. The client has two parts.
First, a web based framework—based on Angularjs—that
is integrated within the WebLab-Deusto RLMS and
through which students can see the physical board, interact
with it and send their logic. Second, a WebGL view that
integrates within that aforementioned framework, which
displays the industrial model that the board is controlling.
This scheme is designed to provide a consistent user expe-
rience across user devices—PCs, mobiles and tablets—and
controlled virtual devices—though at the time only the
watertank is provided—.

Because the virtual model relies only on standard tech-
nologies such as WebGL, it is currently compatible with all
modern browsers, including mobile ones. Because raw
WebGL development is costly and time-consuming—
WebGL is essentially an OpenGL for the Web—, the Uni-
ty3D toolset has been used. Unity3D provides an integrated
graphical editor that greatly accelerates the development of
such applications, and which relies on C#, a complex editor,
and other technologies. As an additional advantage, appli-
cations can easily be built to different platforms, so apart
from WebGL, it would be straightforward to build it as a
native mobile application.

The lab server is also integrated with WebLab-Deusto, a
RLMS. In WebLab-Deusto, labs such as this one have a sep-
arate experiment server, which could be implemented in any

language but which is most often implemented in Python.
Though the graphics are client-side, the virtual model simu-
lation itself runs server-side here. This module is also the
one with interacts with the hardware—the physical FPGA
controller board—.

5.5 Technical Evaluation

A technical analysis has been performed to verify that the
lab that implements the architecture conforms to the
requirements that were previously established and that it
supports important characteristics.

1) The lab runs on modern browsers without requiring plu-
gins: The lab relies only on HTML5 and WebGL. It
has been successfully tested under recent versions of
Google Chrome, Mozilla Firefox, Internet Explorer,
Microsoft Edge, Safari, Mobile Firefox (webgl needed
to be explicitly enabled) and Mobile Chrome.

2) The lab can be deployed behind institutional proxies and
firewalls: The lab has been tested in the University of
Deusto and has been deployed behind its proxy and
firewall. It works through standard HTTP traffic in
port 80, or through HTTPS in port 443.

3) Deploying the virtual models is straightforward: Client-
side the virtual models can be developed in Unity3D
and built to WebGL.

4) The system relies on open-source or free technologies: All
the technologies, including the tools, that have been
used are open-source or free. Specifically, the signifi-
cant technologies are: GNU/Linux—open source,
for the server-side deployment—, Python—open-
source, for the server-side development—, Uni-
ty3D—closed-source but free—, HTML5 and
WebGL—open standards—, WebLab-Deusto—
open-source, a RLMS—.

6 PROSPECTS AND SATISFACTION SURVEY

6.1 Procedure

This study, conducted in December 2015, aims to evaluate
whether the model has indeed a significant potential for
education. Although online labs are sometimes evaluated
by measuring their educational effectiveness—for instance,

Fig. 8. Relationship between components.

Fig. 9. Watertank-FPGA laboratory running in Chrome.
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by comparing the knowledge gain against other methods
such as hands-on labs—this would not be particularly
appropriate for this purpose because it aims to evaluate the
model itself and not the particular example implementation.
Instead, a survey-based study has been conducted. The goal
is to ensure that the students find such a model useful and
attractive, and that they are reasonably satisfied after using
a prototype of a lab based on that model. The surveys have
relied on a 4-point Likert-style scale with no neutral.

First, students that had never used or been exposed to a
remote lab were briefly described different types of online
labs: remote labs, virtual labs, augmented remote labs, sim-
ulators. A first survey measured the initial interest that they
had in using those technologies to learn. The students were
not informed of the steps that would follow or of whether
they would later use any of these technologies. Once the
survey was filled, the students were asked to solve an elec-
tronics problem using the FPGA-Watertank lab. Finally,
they took a second survey to measure their satisfaction and
whether they believe to have learned effectively. The con-
tent of both surveys is included in Table 6, translated to
English. The original questionnaires were in Spanish.

All the students in class returned the questionnaire, but
not all questions were always filled. Empty or incomplete
responses to individual questions were discarded.

6.2 Participants

The participants of the study were 58 first-year students of
the Double Degree in Business Management and Industrial
Engineering. They were all enrolled in a digital electronics
course, and the test was conducted within that subject’s con-
text. They completed the tests in-class. None of them had
used a remote lab before.

6.3 Initial Test

The purpose of the first test was to assess the initial interest
of the students in each type of tool, and particularly to
determine how the interest and learning expectation with
the lab model that is proposed in this work compares
against other approaches.

That survey had only two questions. The first to measure
their initial interest, and the second to measure their expect-
ations regarding remote labs in general. Table 7 shows the
result of the first question, which asks students to grade the
interest they have in using different learning technologies
in a four-grades scale. Fig. 10 shows the result of the second
question, which asks the students whether they believe that
a normal or augmented remote lab can help their learning,
and which also uses a four-grades scale.

6.4 Second Test

A second survey was conducted after the students had used
the FPGA-Watertank lab. 58 students returned the question-
naire. Questions that were not filled were discarded. Its
main goals were the following:

� To measure their satisfaction with the lab.
� To check whether their opinion on the potential of

the different technologies had changed after using
the ARL.

� To evaluate whether they believe the lab model is
useful.

Table 8 shows the interest in different technologies
(Q2.5), which is exactly the same question as the Q1.1 in the
first survey (see Table 7). Table 9 shows the results of Q2.1

TABLE 6
First and Second Questionnaires

First questionnaire

Q1.1 How much interest would you have in using each of the following technologies to promote your learning? 4 point scale (1 to 4) for
pen and paper, simulators, remote labs and augmented remote labs

Q1.2 Do you think that using a remote lab (normal or augmented) can help your learning? 4 point scale (1 to 4) from helps very little to
helps very much

Second questionnaire

Q2.1 How much value do you think that using the lab has added to your learning? 4 point scale (1 to 4) from very little to very much
Q2.2 How could it have added more value? Free comments
Q2.3 How much value does the virtual environment add to the remote lab? 4 point scale (1 to 4) from very little to very much
Q2.4 Would you have preferred to have used a different system?Multiple choice (Satisfied with the ARL, pen and paper, simulator,

standard RL)
Q2.5 How much interest would you have in using each of the following technologies to promote your learning? 4 point scale (1 to 4) for

pen and paper, simulators, remote labs and augmented remote labs
Q2.6 How did the lab work? Check the statements you agree with Check 1 or more: There were technical issues; Technically worked with

no issues; I barely learned anything; I am satisfied with what I have learned

TABLE 7
Results of the Initial Survey’s Q1.1: Interest

on the Technologies (n=56)

Technology Mean S.D.

Pen and paper 2.500 0.981
Simulators 3.107 0.795
Remote Labs 3.250 0.543
Augmented Remote labs 3.357 0.789 Fig. 10. Results of Q1.2: Perceived learning potential of RLs / ARLs

(n=56; mean: 3.464).
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and Q2.3, which asks students to grade in a scale of 1 to 4
how they value the contribution of the lab to their learning,
and how much they value the addition of a virtual environ-
ment to the remote lab.

Q2.4 asked the students whether they would have pre-
ferred to use a different technology instead of an Aug-
mented Remote Lab. 43 students out of 56 who answered
the question (76.8 percent) would have preferred no other.

Q2.6 asked the students to check the statements that they
agreed with. 40 students out of 55 who answered the ques-
tion (72.7 percent) agreed with the statement: “I am satisfied
with what I have learned”.

Additionally, the questionnaire included a space (Q2.2)
for students to include free comments and suggestions to
improve the system. Some of the provided ones were the
following:

“I agree with the system”
“I think that the system is fine as it is”
“I think it’s fine as it is, and it is possibly what has helped me

the most to study the subject”

Several students also expressed that they would have
liked more practical sessions.

6.5 Discussion

The surveys suggest that the students are definitely inter-
ested in learning through tools such as simulators, RLs,
and ARLs. Of those, the ARL ranks the highest. This sug-
gests that the architecture that is described in this work to
facilitate the creation of such labs not only meets the tech-
nical requirements that are set, but can lead to labs that are
found useful and possibly more engaging by students. It is
remarkable that the opinion of the students did not vary
significantly after using the Augmented Remote Labora-
tory: the interest that they had in using each technology
remained mostly the same.

The other questions of the second survey also show that
the students, in general, find the lab satisfactory. The stu-
dents believe that it added value to their learning (Q2.1).
Determining whether this perception is true, and to what
extent, would require further educational experiments.
Also, they find that augmenting a RL with a Virtual Envi-
ronment is valuable (Q2.3). Questions that measure their
general satisfaction (Q2.4, Q2.5, Q2.6) are also positive.

7 CONCLUSION AND FUTURE WORK

This paper has described a new model for the creation of
Augmented Remote labs which leverages recent advances
in web technologies to support the advanced RIA fea-
tures that hybrid online labs require (3D graphics, com-
munications) while maximizing universality. By relying

on HTML5 and WebGL, which are available on all mod-
ern browsers, it is possible to support the required tech-
nical features without using non-standard plugins (such
as Java or Adobe Flash) that are not necessarily deployed
everywhere and that, in fact, are not supported in many
mobile systems. The concrete implementation that has
been described suggests that the architecture meets the
established requirements. Also, the tests conducted with
students suggest that the described hybrid lab model is
interesting and engaging to the users, and that it has edu-
cational potential.

In the future, several lines of work remain open. Hybrid
labs are relatively new, and their possibilities are still being
explored. The possibility of adding features such as multi-
user collaboration, gamification, or new input mechanisms
to the architecture will be explored. Additionally, once the
presence of web sockets is wider, their suitability as a com-
munications technology for interactive labs should be re-
evaluated. Also, the interest on smart devices and MOOLs is
growing, so exploring how those paradigms can be incorpo-
rated into laboratories that use the proposed model remains
an interesting line of work.

An additional benefit of hybrid labs based on this model
or on similar ones, which may be explored in the future, is
that they have a very complete knowledge of their own
state. For instance, in the implementation example, the lab
keeps full track of the water level and of the board’s output
state. Thus, it is relatively easy to keep a full record of user
activities, which could be used to augment the learning
experience even further through learning analytics, auto-
matic assessment, or even intelligent tutors based on that
real-time data.
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