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Abstract 
The current study aimed to create and validate a digital literacy assessment tool's quality for students in Grades 
10-12 within the Thai educational context, and 2) to develop T-score norms derived from the results of the digital 
literacy assessment tool for students in Grades 10-12 in this context. The study followed a research and 
development (R&D) approach, including content validation, pilot testing, and confirmatory factor analysis (CFA) 
for construct validation. The participants consisted of 1,590 Grade 10-12 students from schools under the 
Phetchabun Secondary Educational Service Area Office, Thailand. Content validity was assessed using the Index 
of Congruence (IOC), and construct validity was verified using confirmatory factor analysis (CFA). Item 
difficulty, discrimination indices, and reliability (KR-20) were also analyzed. The results showed that the 
assessment tool demonstrated strong content validity (IOC = 0.60-1.00), acceptable difficulty levels (0.20-0.80), 
and discrimination indices (0.22-0.74). CFA confirmed the six-component model with excellent fit indices. The 
tool’s overall reliability was 0.94, with component reliability ranging from 0.70 to 0.83. T-score norms were 
developed to interpret student performance. This study provides a systematically validated digital literacy 
assessment tool tailored to the Thai educational context, supporting effective measurement and development of 
students' digital competencies. 
Keywords: digital literacy, assessment tool, CFA 
1. Introduction 
In last ten years, digital technology has played a significant role in transforming human lifestyles as it has played 
a significant role in communication, work, and learning and is recognized as a fundamental skill in many 
countries for living in a rapidly changing society (Hennessy et al., 2022; Yeşilyurt & Vezne, 2023; Yuangsoi & 
Wannakhao, 2023). However, digital literacy is not limited to the efficient use of information and communication 
technology (ICT), it encompasses understanding the context of technology use, critical thinking, creating and 
managing digital content, effective communication through digital media, and ethical and responsible behavior 
in the online world (Buckingham, 2015; Eshet, 2012). Therefore, it is also essential for stakeholders in education 
to raise awareness of digital literacy for students in the current education era. 
For high school students who are in a susceptible age of digital engagement and are influenced by online 
interactions, digital platforms, and rapidly evolving technological trends, digital literacy is critical in an era 
where information flows rapidly (Arık & Kıyıcı, 2019; Laudato & Punzalan, 2021). According to Castek et al. 
(2018), the terms digital literacy could be referred to as the ability to utilize technology effectively to locate, 
assess, organize, produce, and share information, while also fostering digital citizenship and encouraging the 
ethical use of technology. For the context of the current study, high school students in Grades 10-12 face 
increasing challenges in selecting and using digital information effectively, especially in an age where 
misinformation and fake news can spread easily and quickly. Therefore, it is important to help them gain the 
qualification as student in this his age group is preparing for higher education or entering the workforce, both of 
which require the skills to adapt and succeed in a digital society (Livingstone et al., 2017). 
Digital literacy has been examined and advanced in different theories and research. Eshet's (2012) model is a 
well-known framework that proposes digital literacy encompasses various aspects such as information access, 
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critical thinking, content creation, communication, and personal data management in the digital realm. These 
ideas are the foundation for creating thorough assessment instruments to gauge students' digital literacy skills. 
Likewise, Buckingham (2015) stresses the need to enhance abilities in recognizing reliable information, grasping 
digital culture, and acting ethically in the online world. His perspective underscores the significance of grasping 
the context of digital information and media literacy within the realm of digital literacy. Media literacy assists 
students in distinguishing between truthful and deceptive information and critically examining and assessing data. 
Moreover, digital literacy is connected to ethical issues when utilizing digital media, including respecting others' 
rights, avoiding copyright violation, and acting responsibly on the internet. Acquiring these skills is crucial in 
readying students to navigate the digital society safely and responsibly (Livingstone et al., 2017). 
In the Thai context, developing digital literacy skills among Grade 10-12 students is one a significant challenges 
in the education system (Janthapassa et al., 2024). Despite integrating ICT into the education, digital literacy 
levels among students vary widely due to factors such as access to technological resources, internet availability, 
and teachers' knowledge and understanding (Janthapassa et al., 2024; Sayavaranont & Wannapiroon, 2017; 
Yuangsoi & Wannakhao, 2023). The lack of accurate and comprehensive assessment tools to evaluate students' 
digital literacy skills is a critical issue. Without proper assessment, educators and administrators cannot develop 
teaching strategies that meet students' needs effectively (Ministry of Education, 2018). 
Currently, research on digital literacy remains limited, particularly in the Thai educational context. Scholars (e.g., 
Amin et al., 2021; Avinç & Doğan, 2024; Choi et al., 2023; Hermansen et al., 2023; Yeşilyurt & Vezne, 2023) 
have presented assessment tool developed by research-based methodology. For example, Amin, Malik, and 
Akkaya (2021) developed the Digital Literacy Scale (DLS) focusing on higher education students, emphasizing 
basic skills such as internet use, software management, and digital communication. Similarly, Avinç and Doğan 
(2024) created an assessment tool utilizing the Rasch model to ensure reliability in evaluating digital 
competencies across various target groups. These studies highlight the need for precise and reliable assessment 
tools, consistent with contemporary research methodologies, particularly in content validity and confirmatory 
factor analysis (CFA). Conversely, Choi et al. (2023) designed a digital literacy questionnaire tailored to the 
daily lives of older adults, focusing on digital capabilities relevant to daily activities. Although their target 
audience differs from high school students, the emphasis on context-specific adaptation aligns with the 
development of assessment tools for Thai students in Grades 10-12. Furthermore, Hermansen et al. (2023) 
conducted CFA to assess the reliability of the eHealth Literacy Questionnaire (eHLQ) within healthcare systems, 
paralleling the use of CFA in this study to evaluate structural validity and its application to specific target groups.  
However, it seems that the issues have not been mentioned in the Thai context. In detail, existing studies in the 
context (Sayavaranont & Wannapiroon, 2017; Yuangsoi & Wannakhao, 2023) often fail to cover the creation and 
validation of reliable assessment tools suitable for the Thai context. The absence of quality assessment tools 
hinders educators and administrators from accurately analyzing students’ digital literacy status, impacting the 
planning of effective teaching strategies tailored to students’ needs. As a result, this research sought to create a 
dependable and valid digital literacy assessment for Thai students in grades 10-12. The study aimed to achieve 
two goals: 1) to create and validate a digital literacy assessment tool's quality for students in Grades 10-12 within 
the Thai educational framework, and 2) to develop T-score norms derived from the results of the digital literacy 
assessment tool for students in Grades 10-12 in this context. 
2. Methodology 
2.1 Research Design  
The research and development (R&D) approach was used as the core principle in the process to develop and 
validate an assessment tool for measuring digital literacy among Grade 10-12 students in the Thai context. The 
process involved three key steps. The assessment tool was developed based on a systematic review of digital 
literacy frameworks which was followed by expert evaluations for content validity using the Item-Objective 
Congruence (IOC) index. The tool’s construct validity was tested through a confirmatory factor analysis (CFA) 
using pilot data from a sample of Grade 10-12 students. Items not meeting validity thresholds were revised or 
removed. Finally, the tool was administered to a larger student sample to establish T-score norms, enabling 
standardized interpretation of individual performance relative to the sample.  
2.2 Participants 
The population for this study were 28,177 Grade 10-12 students from 39 schools under the Phetchabun 
Secondary Educational Service Area Office which as a public organization taking control of schools under the 
ministry of education in the area during the 2024 academic year. A sample of 1,590 students was selected using 
stratified random sampling, ensuring representation across school sizes—small, medium, large, and 
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extra-large—based on the criteria set by Thailand's Office of the Basic Education Commission. Schools were 
first categorized by size, and 50% from each category were randomly selected, resulting in 21 schools. From 
these schools, a specific number of students were chosen through simple random sampling. 
There were two groups of samples. Group 1 consisted of 136 students from two schools, and was used for initial 
assessment tool validation, including checks for item clarity, discrimination, and reliability. Group 2, comprising 
1,454 students (478 Grade 10, 491 Grade 11, and 485 Grade 12 students), was used to test the construct validity 
through confirmatory factor analysis (CFA) and establish T-score norms. 
2.3 Instruments 
The research employed a digital literacy assessment tool for Grade 10-12 students as a sole instrument of the 
study. The assessment was divided into two sections. Particularly, the first section was to collect demographic 
information of the participants. It included the aspects of gender, grade level, and school. The second section 
involved 54 situational four multiple-choice questions designed to assess six components of digital literacy. In 
detail, there were 9 items in the aspects of digital technology usage skills, 9 items in digital media literacy, 9 
items in critical thinking and problem-solving, 9 items in communication and creativity, 9 items in digital safety, 
and 9 items in ethics and appropriate behavior in the digital society.  
2.4 Data Collection and Data Analysis 
The development and validation of the digital literacy assessment tool for Grade 10-12 students involve the 
following processes. Initially, a literature review was conducted to define the components and behavioral 
indicators of digital literacy and to establish the research framework. Experts evaluated the tool's content validity 
using the Index of Congruence (IOC). 72 initially created items derived from the process. The predetermining 
criteria were set to ensure the scores ranging from 0.60 to 1.00. The tool was then piloted with 136 students to 
evaluate ite, difficulty, discrimination, and reliability. Subsequently, 54 questions across six components 
including digital technology usage, media literacy, critical thinking and problem-solving, communication and 
creativity, digital safety, and ethics in the digital society were finalized based on expert feedback and pilot results. 
The finalized tool was tested with a larger sample of 1,454 students, and its construct validity was confirmed 
through confirmatory factor analysis (CFA), which showed excellent fit indices (e.g., CFI = 1.00, RMSEA = 
0.00). The reliability scores (KR-20) for the overall tool and individual components ranged from 0.70 to 0.94. 
T-score norms were then developed for interpreting student performance, ensuring the tool's reliability and 
applicability for assessing digital literacy in Thai high school students of grades 10-12. 
3. Results 

3.1 Content Validity and Items Analysis of the Assessment Tool 
The digital literacy assessment tool was developed and refined through expert validation and item analysis. The 
results in the indicate that in terms of content validity, the components, behavioral indicators, and definitions 
were evaluated by experts, resulting in Index of Congruence (IOC) values of 0.6-1.0. Subsequently, Items were 
revised based on expert feedback to ensure alignment with the intended objectives and comprehensive coverage 
of digital literacy components. 
For item analysis, the tool was piloted with 136 students. The analysis of item shows an appropriate level of 
difficulty (p= 0.6 to 0.81), and discrimination (r=0.29 -0.79). Out of the initially created 72 items, 54 met the 
quality criteria, representing 75% of the total items. The overall reliability of the tool (KR-20) was 0.89, with 
component reliability scores as follows: digital technology usage (0.71), media literacy (0.59), critical thinking 
and problem-solving (0.66), communication and creativity (0.84), digital safety (0.65), and ethics in the digital 
society (0.75). The finalized tool comprises 54 multiple-choice situational questions, with a binary scoring 
system (0 for incorrect, 1 for correct). 
The refined tool was further validated with a larger sample of 1,454 students, confirming its construct validity 
and high reliability (KR-20 = 0.94), with component reliability scores ranging from 0.70 to 0.83. The results 
indicate that the assessment tool effectively measures the intended digital literacy competencies. 
3.2 Construct Validity of the Assessment Tool 
The processes of confirmatory factor analysis indicate the following results.  
The first-order CFA validated the six components of the digital literacy assessment tool, each comprising three 
behavioral indicators. In detail, for digital technology usage skills, behavioral indicators correlated significantly 
(p < 0.01), with factor loadings ranging from 0.61 to 0.69 and explaining 37-49% of the variance. the 
highest-weighted behavior was "using software and applications. In terms of digital media literacy, significant 
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correlations (p < 0.01) were observed, with factor loadings of 0.76-0.77, explaining 59-60% of the variance. 
"Using tools to verify facts" was the most significant indicator. In critical thinking and problem-solving, 
indicators correlated significantly (p < 0.01), with loadings from 0.35 to 0.90, explaining 12-82% of the variance. 
The highest-weighted behavior was "analyzing and evaluating digital information." In terms of communication 
and creativity, significant correlations (p < 0.01) were found, with factor loadings between 0.58 and 0.81, 
explaining 34-66% of the variance. "Collaborating in digital platforms" was the top behavior. In digital safety, 
significant correlations (p < 0.01), with factor loadings of 0.55-0.74, explained 30-55% of the variance. The 
leading behavior was "Knowledge of personal data protection." Lastly, for ethics and appropriate behavior, 
correlations were significant (p < 0.01), with loadings ranging from 0.74 to 0.87, explaining 55-76% of the 
variance. The most critical behavior was "avoiding inappropriate use of digital technology." 
Moreover, The second-order cfa confirmed the overall model structure, comprising six components and 18 
behavioral indicators. positive correlations (p < 0.01) were observed, with coefficients ranging from 0.20 to 0.71. 
fit indices (χ2= 74.52, df = 79, 𝜒2/df = 0.94, p-value = 0.621, CFI = 1.00, TLI = 1.00, RMSEA = 0.00 and 
SRMR = 0.01) demonstrated excellent alignment with empirical data, validating the structural integrity of the 
digital literacy assessment model. The details of the confirmatory factor analysis can be seen in table 1. 
Table 1. Confirmatory factor analysis 

Behavioral indicator Factor loading S.E. Z p-value R-squared Factor Score 
Coefficient b 𝛽 

First-order confirmatory factor analysis  
1. Component: Digital Technology Usage Skills (DT) 
1.1 Ability to operate digital devices 1.00 0.70 0.02 37.44 0.00 0.49 0.16 
1.2 Using software and applications 1.14 0.64 0.02 34.50 0.00 0.41 0.11 
1.3 Connecting to and using internet  
   networks 

1.17 0.64 0.02 30.16 0.00 0.40 0.13 

2. Component: Digital Media Literacy (DM) 
2.1 Ability to evaluate the credibility   
   of digital information sources 

1.00 0.76 0.01 56.68 0.00 0.58 0.13 

2.2 Identifying and distinguishing   
   fake news from real news 

1.11 0.78 0.01 62.38 0.00 0.60 0.11 

2.3 Using tools to verify facts 1.14 0.77 0.01 60.98 0.00 0.60 0.12 
3. Component: Critical Thinking and Problem-Solving (CP) 
3.1 Analyzing and evaluating   
   information from digital sources 

1.00 0.71 0.02 40.47 0.00 0.51 0.11 

3.2 Using reasoning and evidence to  
   assess information 

0.82 0.67 0.02 36.45 0.00 0.44 0.08 

3.3 Solving problems using digital  
   technology 

0.44 0.34 0.03 13.57 0.00 0.12 0.01 

4. Component: Communication and Creativity (CC) 
4.1 Creating and sharing  
   digital content 

1.00 0.59 0.02 30.73 0.00 0.35 0.04 

4.2 Communicating via social media  
   platforms 

1.43 0.75 0.01 58.31 0.00 0.56 0.06 

4.3 Collaborating on digital  
   platforms and engaging in  
   digital communities 

1.83 0.88 0.01 96.82 0.00 0.78 0.15 

5. Component: Digital Safety (DS) 
5.1 Knowledge of methods for  
   securing personal data 

1.00 0.80 0.02 48.36 0.00 0.64 0.21 

5.2 Setting privacy configurations on  
   digital platforms 

0.53 0.52 0.02 24.68 0.00 0.27 0.07 

5.3 Preventing online threats 0.81 0.66 0.02 32.72 0.00 0.43 0.12 
6. Component: Ethics and Appropriate Behavior in the Digital Society (EA) 
6.1 Respecting copyrights and  
   intellectual property rights  
   of others 

1.00 0.75 0.01 57.51 0.00 0.56 0.11 
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Behavioral indicator Factor loading S.E. Z p-value R-squared Factor Score 
Coefficient b 𝛽 

6.2 Adhering to ethical principles in  
   digital technology use 

1.14 0.82 0.01 78.76 0.00 0.67 0.17 

6.3 Avoiding inappropriate use of  
   digital technology 

1.25 0.86 0.01 95.92 0.00 0.74 0.21 

Second-order confirmatory factor analysis  
1. Digital Technology Usage Skills  1.00 0.90 0.02 56.29 0.00 0.81 - 
2. Digital Media Literacy 1.37 0.95 0.01 124.40 0.00 0.92 - 
3. Critical Thinking and Problem-  
  Solving 

1.47 0.96 0.02 63.40 0.00 0.93 - 

4. Communication and Creativity 1.08 0.98 0.01 120.72 0.00 0.98 - 
5. Digital Safety 1.58 0.94 0.02 59.74 0.00 0.90 - 
6. Ethics and Appropriate Behavior  
  in the Digital Society 

1.46 0.93 0.01 122.56 0.00 0.87 - 

χ2= 74.52, df = 79, 𝜒2/df = 0.94, p-value = 0.621, CFI = 1.00, TLI = 1.00, RMSEA = 0.00, SRMR = 0.01 
 
It could be seen that the second-order confirmatory factor analysis validated the digital literacy model, 
comprising six components with 18 behavioral indicators. All indicators had positive factor loadings ranging 
from 0.34 to 0.88, with significant contributions to digital literacy. The highest-weighted indicators were 
"collaborating on digital platforms and engaging in digital communities," "avoiding inappropriate use of digital 
technology," and "adhering to ethical principles in digital technology use." 
Among the six components: 

1. Communication and Creativity contributed the most, with loadings of 0.59-0.88, explaining 35-78% of 
the variance. 
2. Critical Thinking and Problem-Solving followed, with loadings of 0.34-0.71, explaining 12-51% of the 
variance. 
3. Digital Media Literacy had strong loadings (0.76-0.78) and explained 58-60% of the variance. 
4. Digital Safety explained 27-64% of the variance with loadings of 0.52-0.80. 
5. Ethics and Appropriate Behavior explained 56-74% of the variance with loadings of 0.75-0.86. 
6. Digital Technology Usage Skills had the lowest contribution, with loadings of 0.64-0.70, explaining 
40-49% of the variance. 

The overall model fit indices (χ2= 74.52, df = 79, 𝜒2/df = 0.94, p-value = 0.621, CFI = 1.00, TLI = 1.00, 
RMSEA = 0.00 and SRMR = 0.01) indicated excellent alignment with empirical data. The six components 
collectively explained 81-98% of the variance in digital literacy, confirming the model's validity and the 
importance of these components in assessing digital literacy among high school students. This can be modelized 
into figure 1. 
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Figure 1. Results of Confirmatory Factor Analysis for the Digital Literacy Model 

 
3.3 T-Score Norm Development for the Digital Literacy Assessment Scores 
Table 2. Students’ Digital Literacy Score  

Students’ Digital Literacy Score (54 Marks) 
Score Percentile t-score Score  Percentile  t-score  
53 99.97 85 29 26.89 44 
52 97.76 70 28 25.83 44 
51 94.64 66 27 25.17 43 
50 92.78 65 26 24.24 43 
49 90.96 63 25 23.56 43 
48 88.82 62 24 23.25 43 
47 85.59 61 23 22.39 42 
46 81.64 59 22 21.22 42 
45 77.17 57 21 20.12 42 
44 71.70 56 20 18.81 41 
43 65.44 54 19 17.40 41 
42 59.28 52 18 15.51 40 
41 53.75 51 17 13.24 39 
40 48.25 50 16 10.87 38 
39 43.78 48 15 8.56 36 
38 40.82 48 14 6.12 35 
37 38.55 47 13 3.68 32 
36 36.45 47 12 2.06 30 
35 34.39 46 11 1.00 27 
34 32.53 45 10 0.45 24 
33 31.19 45 9 0.28 22 
32 30.12 45 7 0.10 19 
31 29.16 45 6 0.03 16 
30 28.27 44    
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The percentile ranks and normalized T-scores were calculated to create a scoring interpretation table for each 
component and overall digital literacy. The following identifies the level of digital literacy among Grade 10-12 
students in the Thai educational context.  

Digital Technology Usage Skills: Raw scores ranged from 0-9, with T-scores from T20-T65. 
Digital Media Literacy: Raw scores ranged from 0-9, with T-scores from T24-T62. 
Critical Thinking and Problem-Solving: Raw scores ranged from 0-9, with T-scores from T25-T74. 
Communication and Creativity: Raw scores ranged from 0-9, with T-scores from T27-T66. 
Digital Safety: Raw scores ranged from 0-9, with T-scores from T26-T77. 
Ethics and Appropriate Behavior in the Digital Society: Raw scores ranged from 0-9, with T-scores from T27-T60. 

In conclusion, raw scores ranged from 6-53, with T-scores from T16-T85. A student scoring 40 raw points 
corresponds to a T-score of T50, representing the median digital literacy level of the student population. 
4. Discussion 
The CFA results demonstrated that the digital literacy model fit the data exceptionally well. Fit indices such as 
χ2= 74.52, df = 79, 𝜒2/df = 0.94, p-value = 0.621, CFI = 1.00, TLI = 1.00, RMSEA = 0.00 and SRMR = 0.01 
indicate a strong alignment between the six-component structure and the empirical data. These results validate 
the theoretical framework underlying the digital literacy model and confirm its suitability for assessing digital 
literacy in Grade 10-12 students. The excellent fit indices suggest that the tool captures the intended constructs 
effectively and can be reliably used in educational settings. 
All factor loadings were positive and statistically significant, ranging from 0.34 to 0.88 across the six 
components. These results provide strong support for the construct validity of the assessment tool, confirming 
that the selected indicators are robust measures of the components. For example, within the "Communication and 
Creativity" component, the highest loading (0.88) was observed for "collaborating on digital platforms and 
engaging in digital communities," highlighting the critical role of collaborative skills in digital literacy. 
The six components collectively explained between 12% and 78% of the variance in digital literacy, with varying 
contributions from each component. "Communication and Creativity" accounted for the highest variance 
(35-78%), underscoring its importance in digital literacy development. Conversely, "Digital Technology Usage 
Skills" explained a smaller portion of the variance (40-49%), suggesting that these foundational skills may 
already be well-established among students and less differentiated within the population. 
The findings align with prior research, particularly the emphasis on collaborative and creative skills as central to 
digital literacy. For instance, Buckingham (2015) highlighted the increasing importance of communication and 
content creation in digital environments, consistent with the high factor loadings observed in this study for 
"Communication and Creativity." Similarly, Eshet (2012) identified critical thinking and digital safety as 
essential dimensions of digital literacy, which were also validated as significant components in this study. 
However, the relatively lower contribution of "Digital Technology Usage Skills" contrasts with earlier research 
(e.g., Amin et al., 2021; Avinç & Doğan, 2024; Choi et al., 2023; Hermansen et al., 2023) which emphasized 
these foundational skills in the context of developing digital literacy. This divergence may reflect the evolving 
baseline proficiency in technology usage among high school students in the current digital age. 
5. Conclusion 
The study aimed to develop and validate a digital literacy assessment tool for Grade 10-12 students, focusing on 
six key components: Digital Technology Usage Skills, Digital Media Literacy, Critical Thinking and 
Problem-Solving, Communication and Creativity, Digital Safety, and Ethics and Appropriate Behavior in the 
Digital Society. The tool was designed as a situational multiple-choice test comprising 54 items and 
demonstrated robust validity and reliability across all components. 
The study resulted in the creation of a systematically validated tool tailored to the Thai educational context. It 
effectively measures students' digital literacy levels, providing insights into specific strengths and weaknesses 
across the six components. The tool also includes T-score norms, enabling educators and policymakers to 
interpret students' performance relative to the larger population of Grade 10-12 students. 
This tool contributes significantly to the field as a comprehensive and culturally relevant measure of digital 
literacy, addressing the need for valid and reliable assessment methods in the Thai education system. Its 
systematic design ensures it can serve as a benchmark for evaluating and improving digital literacy at both 
institutional and regional levels. 
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The assessment tool provides educators with actionable insights to tailor instruction and interventions aimed at 
enhancing specific digital literacy components. For example, teachers can focus on improving critical thinking 
and ethical behavior in digital contexts based on the tool's results. This study paves the way for further 
exploration into digital literacy across different student populations and educational levels. Future research could 
adapt and validate the tool for younger students or other regions, enabling broader comparisons and applicability. 
While the study successfully developed and validated the tool, its application was limited to a specific region and 
student population. Expanding the sample to include diverse geographical and educational settings would 
strengthen the generalizability of the findings. Additionally, future studies should explore longitudinal 
applications of the tool to track digital literacy development over time. 
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