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ARTICLE INFO ABSTRACT

Received: 23 Jun 2024 The aim of the article is to present ways of resolving the situations related to cyberbullying and

Accepted: 6 Nov 2024 cyberaggression that occur in Polish schools. The research fills a gap (taboo subject) in the
means of solving crisis situations related to attacks on teachers that occur online. The qualitative
research (online interviews) conducted in Poland at the end of 2023 and the beginning of 2024
involved teachers who had been attacked by students and/or parents because of their
profession. On the basis of the analysis and categorization (in the grounded theory stream), nine
strategies were identified: educational and preventive actions targeted at students; working with
the student's family; removal of harmful content from the Internet; independent action by
teachers; notifying the police; involvement of judicial authorities; individual consequences for
the student; a combination of these different forms; and no response to the cyber-attack. The
research was carried out as part of the digitally safer teacher project and is characterized by a
praxeological dimension related to the special attention paid to the protection of teachers in
cyberspace.
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INTRODUCTION

Research and action on the reduction of risk behavior in the new media space has now become one of the
core components of the rapidly-developing media pedagogy (Mihailidis et al., 2021; Tomczyk, 2023). The
irreversible digitization of everyday life brings many benefits, improves communication processes, and
speeds up private and professional tasks, but can also create problematic situations (Pfaffinger et al., 2020).
Among such situations, many risk behaviors mediated by digital media have emerged, such as problematic
use of the Internet, vulnerability to manipulation and false information, and being exposed to online attacks
in the form of cyber-aggression or cyber-bullying (Bjelajac et al., 2022; Romero Rodrigo et al., 2021). Among
the e-risks, there is a group of risks that can be minimized through the possession and development of the
appropriate competences and knowledge. There is also a set of e-risks that, regardless of digital and media
competence, are difficult to anticipate and are also characterized by their highly destructive impact. This
second group of problematic phenomena can include attacks mediated by new media that are conducted
intentionally and involve negative emotional and image consequences or, in extreme cases, result in legal
liability (Bostanci Bozbayindir, 2019; Marin-Lopez & Zych, 2024).

Young people are particularly vulnerable to cyberbullying and cyberaggression (Mascia et al., 2021;
Saladino et al., 2020). The phenomenon is well understood in terms of its magnitude and the mechanisms
that accompany peer harassment through information and communication technologies (ICTs) (Jaskulska et
al., 2022). For more than two decades, this topic has been explored to great depths by educators and media
psychologists who, based on scientific evidence, propose a number of preventive solutions that pre-empt the
phenomena of online bullying or address the problem when it occurs (Pyzalski et al., 2022). However, despite
the rich literature on the subject, there is an empirical gap related to delineating an up-to-date typology of
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strategies for solving this type of problematic situation among in-service teachers. It should be emphasized
that while the phenomena of the Internet-mediated attacks by parents and students are encountered by only
a few to several percent (Kopecky & Szotkowski, 2017), the literature so far does not discuss how to address
this type of problematic situation in educational institutions from the perspective of the educator as victim.
The emphasis on prevention and the approaches to solving this type of problematic situation is on young
people (Sanders, 2022) and does not sufficiently include teaching staff (Rajbhandari & Rana, 2022; Zavoianu
& Sun, 2022). In view of the above, this article fills a gap in the research of the whole-school ecosystem in the
context of cyberbullying and cyberaggression, while also providing a voice in the discussion on digital safety
for teachers.

OVERVIEW OF STUDIES

Research on cyberbullying and cyberaggression is currently characterized by a lack of validity regarding
the scale of the different forms of attack that targets teachers (Tomczyk et al., 2024a). Diagnoses are not
carried out in a way that makes it possible to show the change in the dynamics of the phenomenon, or to
show its scale by continent, country, or region. However, based on historical data, it is known that one in five
teachers in the Czech Republic experienced an online attack in 2016 (Kopecky & Szotkowski, 2017). In contrast,
a study carried out in Finland found that 30% of research and teaching staff from higher education institutions
had been victims of online harassment within a six-month period. Those active in social and traditional media,
as well as those in senior positions, were more likely to be the target of a variety of attacks (Oksanen et al.,
2021). In general, when analyzing the results of research on cyberbullying and cyberaggression-defined in
this manuscript as online attacks-one should be aware that the available research reports do not allow
conclusions to be drawn regarding the current scale and mechanisms of the phenomenon. The fact that it is
a taboo subject does not facilitate the realization of such diagnoses either.

Online attacks targeting teachers can take a variety of forms: the spreading of false information in online
spaces, direct attack using online tools, recording teachers without their consent, online blackmail, creating
and spreading memes with different levels of harmfulness, photoshopping (including with sexual content),
covert cyberbullying (occurring on newsgroups inaccessible to the teacher), destructive actions within e-
learning, creating fake teacher profiles, and using digital tools to attack offline spaces, along with other
possible forms of attack (Tomczyk et al., 2024a). A study by researchers in Nepal expands this palette of
attacks targeting teachers to include trivially belittling the teacher’s knowledge and professional competence
on social media, sending unethical requests from parents and students, sending requests of a sexual nature,
sending ‘cheeky’ (outside social norms) comments and messages, sabotaging content shared by teachers, and
trolling and manipulating content shared by teachers in online spaces (Rajbhandari & Rana, 2022). Different
types of attack require different forms of response to a diverse range of behaviors aimed at creating negative
emotions and damaging the image of the teacher. Each of the aforementioned forms of attack also gives rise
to different legal implications (Pennell et al., 2021; Thompson, 2021) and require teachers and school leaders
to possess interdisciplinary knowledge and digital competences (Fredrick et al., 2023; Macaulay et al., 2018).

Teachers' digital competences provide a starting point for anticipating cyber-attacks (Torres-Hernandez &
Gallego-Arrufat, 2022), as well as enabling them to minimize the negative consequences of attacks they may
face due to their profession. Technical skills are intertwined in the case of self-protection in cyberspace
(Simand| & Vanicek, 2017) with knowledge of the mechanisms of cyberbullying and cyberaggression, as well
as legal knowledge (Arifin, 2020; Schimmel & Militello, 2007). In particular, the last of these protective factors
is useful in the situation of a direct attack through ICTs, in which a teacher's good name is compromised, or a
school employee feels that the threat created online may translate into a risk against their safety in the offline
space (Bo & Onwubuya, 2022). These two areas related to digital and media literacy and legal knowledge are
a starting point in the analysis of teacher safety in an increasingly digitalized school. Nevertheless, it is
important to be aware that the two areas are not sufficient to cover the whole range of activities and actors
that support teachers in a crisis situation or provide a basis for e-threat prevention (Tomczyk, 2024).

From the residual findings, an interesting picture emerges of the ways in which teachers who have
experienced online attacks cope. Among such solutions they mention: discussing the situation with
immediate family members, taking advice from other teachers, attempting to find the inner strength to
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resolve the situation themselves, attempting to contact the student behind the problem and situating it in the
wider context, developing knowledge and skills ‘in stock’ to feel safe, limiting contact with students in online
spaces, in extreme cases changing their place of work, introducing clear regulations at the school, and the
threat of punishment for the student (Rajbhandari & Rana, 2022). The solutions proposed are suggestions
that point to both addressing such problems using one’s own resources and those inherent in the professional
and personal environment. However, given the complexity of the factors behind online attacks, such as moral
disengagement, low awareness of online risks, and a generally negative school climate (Sorrentino &
Farrington, 2019), it seems legitimate to also ask the question - to what extent do the strategies used by
teachers and other stakeholders in the school ecosystem consider the important psycho-pedagogical
contexts associated with digital attacks on teachers? Answering this question, however, first requires mapping
the current strategies and then locating them against the background of the processes that occur in the
students’ school and family environments.

Questions about the legitimacy of researching targeted attacks on teachers are related to several
important processes occurring in the school ecosystem. First, attacks on teachers raise questions about the
role and authority of the modern teacher in schools. Second, cyber-aggression and cyber-bullying that targets
teaching staff not only by students but also by their parents generates concerns among teachers about the
perception of the school ecosystem by all stakeholders. Third, the occurrence of this type of situation prompts
reflection on the level of technical, administrative, and legal preparedness of teachers and school leaders to
deal with this type of problematic situation, as well as the real level of protection offered to teachers. Fourth,
research that includes teachers not as guarantors of digital security, but as potential victims changes the
optics of the phenomena occurring in schools. Fifth, the proposed research is an attempt to respond to the
needs of this socially important professional group, which in many countries is struggling with new
phenomena for which it has not been prepared in its studies or lifelong learning (Chen & Cui, 2022; Pace,
2019).

Online attacks against teachers are characterized by different levels of harmfulness, may be carried out
directly or indirectly, and may be characterized by full or partial visibility in the online space and therefore not
always be directly perceptible to the person attacked. Responding appropriately to these forms of attack
requires specialist knowledge and competence for the removal of harmful content. The increasingly
sophisticated forms of online attacks targeting educators (including the use of artificial intelligence) also
necessitate an update of solutions enabling legal protection for teachers (Kong et al., 2021). Knowing and
understanding the mechanisms of protection against e-threats that are not sufficiently described in the
literature is one of the first steps to empowering teachers both competently and psychosocially (McMahon et
al.,, 2023).

RESEARCH METHODOLOGY

Aim and Subject of the Study

The aim of the research is to delineate the strategies for dealing with attacks on teachers that are carried
out in cyberspace and that stem from their profession. The aim of the research is to fill an empirical gap in
designing and carrying out activities aimed at the digital safety of teachers. The implementation of the
research aligns with the need to create evidence-based solutions to strengthen teachers’ digital competence.
Therefore, the research has a scientific purpose, which is to create a typology of strategies for solving
problematic situations faced by teachers in cyberspace and beyond. This analysis also has a practical purpose
related to the presentation of specific solutions that can potentially be implemented through in-service
training programs or the education of future generations of teaching staff.

The subject of this study is the statements of teachers who have experienced attacks in online spaces by
students or the parents of students. The statements deal with difficult personal experiences and describe not
only the nature of cyberbullying or cyberaggression (Tomczyk et al., 2024a) but, importantly, explore the
approaches, techniques, solutions, and knowledge that made it possible to stop the attack or resolve the
problematic situation.
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Figure 1. Research procedure to identify strategies for dealing with situations involving online attacks
targeting teachers (Source: The author’'s own elaboration)

Test Procedure

The research was conducted in late 2023 and early 2024. The research was carried out with the support
of the National Agency for Academic Exchange (NAWA), which funded a project entitled ‘digitally safe teacher’
(a national module of the Mieczyslaw Bekker Program). The target group was teachers who had experienced
an online attack (cyber-aggression or cyber-bullying) because of their profession. Respondents participating
in the study completed an anonymous online questionnaire about the extent of the phenomenon under
analysis. This was followed by a separation of the data into two groups: teachers who had experienced any
kind of attack from students and/or the parents of students; and those who had not experienced any kind of
attack.

The data collected from in-service teachers who had experienced an online attack (N = 58) were subjected
to a five-stage analysis according to the approach proposed by Graneheim and Lundman (2004). In the first
stage, the entirety of the teachers’ statements on their means of coping with online attacks were read several
times in order to gain a general understanding and to determine the contexts of this complex situation. As a
second step, the different means of dealing with this situation were extracted from the statements and
divided into meaning units. In the third step, the statements selected were abbreviated with logicality without
losing the characterization of interventions relating to addressing cyberbullying and cyberaggression. In the
fourth step, the units of meaning were coded in order to describe in a synthetic way the strategies for
addressing the problem. In the final step proposed by Graneheim and Lundman (2004), the codes that
emerged in the fourth step were grouped on the basis of similarities and differences. The grouped codes were
given consistent names for the categories of coping strategies for Internet attacks. The extracted codes were
externally validated (Johnson, 1997) by two experts working on the issue of cyberbullying and electronic
aggression (IH > 20, at least 10 publications indexed in the Scopus database on the topic of the Internet risk
behavior). Based on the interpretation of the categories by the external experts, the names of the categories
were corrected, and research limitations were added to the resulting typology. The entire empirical part was
also the basis for the development of postulates for pedagogical practice enhancing teachers’ digital safety.
The research process is shown in Figure 1.

The data analysis was carried out using principles derived from grounded theory due to the inductive
approach to the creation of new theories (typologies of strategies), developed from the personal experiences
of teachers who were attacked online. The use of solutions anchored in grounded theory also allowed for an
iterative and distributed data collection process, providing the possibility for an adaptive and flexible
approach to the creation of typologies (Chiovitti & Piran, 2003; Prigol & Behrens, 2019). This approach stems
from the specificity of the research subject, which is changing with the development of new e-services, the
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Figure 2. Strategies for dealing with problematic situations related to online attacks (Source: Prepared by the
author with MS Copilot)

style of use of ICT among young people, the reshaping of models of digital competence, and the changing
awareness of digital safety among teachers.

Research Ethics

In keeping with the nature of the research problem, the data collection process was completely
anonymous. The research did not process any data that would enable the identification of the interviewees
and therefore the attribution of problematic situations (the Internet attacks) to specific individuals. The
participating teachers were informed about the scientific purpose of the research, the ways in which their
stories would be processed and presented, and the possibility of opting out of the research procedure and
withdrawing their own statements at any stage. The activities were carried out according to the procedure of
sensitive biographical research methodology (Surmiak, 2022). The design, collection, and processing of the
data were carried out in accordance with the Declaration of Helsinki and were also approved by NAWA
(BPN/BKK/2022/1/00007/DEC/1).

FINDINGS

On the basis of the analyses carried out and the categorization of the responses according to the model
proposed by Graneheim and Lundman (2004), nine strategies reported by the respondents were delineated.
These strategies are differentiated according to level of restrictiveness, intra-institutional responsibility, type
of external support, and level of autonomy of action carried out by teachers. A list of ways to deal with
situations involving an ICT attack on a teacher because of their profession is presented in Figure 2.

Student-Oriented Education and Prevention Activities

Addressing an attack in the online space is done through typical educational activities. For this purpose,
many teachers use instructive and activation methods that aim to make their students aware of the
consequences of actions that violate good morals, and of the legal protection of public officials such as
educators. It should also be noted, referring to R222's statement, that the formation of the ability to
understand the consequences as well as the impact of cyber-attacks is a tedious phenomenon from the
perspective of achieving educational goals and often requires repetition on the part of the teaching staff.

Explain to students the legal consequences of such behavior (RS, F, 26).

It took almost a semester, a complex process, talks, workshops (R222, F, 45).

Educational activities in the school system can be carried out by both the teachers themselves and by
external actors. Given the context of the research problem, i.e., actions that violate the good image of the
teacher and violations of prevailing social and legal norms, external actors can be involved in solving this type
of problem. The police can be listed among those with competence and knowledge related to cybercrimes
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and juvenile delinquency. Some respondents (R52 and R121) have been assisted by external preventive
support in the event of an attack.

Discussions have taken place with children about the consequences of online activities, lack of
anonymity, online safety, also with the participation of representatives from the police (R52, F, 35).

The police were called in to talk to the students (R121, F, 40).

A specific form of workshop following an online attack against a teacher involves the students, who are
obliged to prepare activities for their peers as part of repairing the harm done. This form of PBL offsets some
of the inadequacies of previous solutions related to educational support provided by people outside the
school ecosystem.

Student-led activities in grades 4-8 on the topic of hate speech and the legal responsibility of the
perpetrator if detected (R292, F, 47).

Given the very nature of the school as an institution whose aim is to shape the knowledge, skills, and
attitudes of its students, it is logical that one of the basic pillars for solving problematic situations should be
educational in nature. The forms mentioned by the respondents clearly indicate that educational and
preventive measures (in the case of an attack situation, tertiary prevention) are particularly important for
shaping basic knowledge among students about the consequences of the actions they take, both in the online
and offline spaces.

Working With the Student’s Family

The previous category clearly outlines the role of educational and upbringing activities aimed at the
student perpetrator of cyberbullying. The next category extends the palette of educational activities to the
students’ families. The responses presented below delineate a complementary type of action aimed at raising
awareness of the mechanisms and consequences of an online attack. This category is particularly relevant
due to the inclusion of those responsible for the activities undertaken by young people outside of the school
environment in the remediation process, with a concomitant impact on activities occurring in school settings.

A meeting was held for parents on online hate. Measures were taken to resolve the problem
causing the heist between parents (R51, F, 35).

A meeting on the situation was held between the parents of the students, the headmaster, and the
teacher (R86, F, 38).

Parents were called to the school, interviews with students in the presence of a psychologist,
educator, principal (R102, F, 39).

We held discussions with students and their parents. We organized workshops for the students and
lectures for the parents (R630, M, 58).

Interventions among parents include not only educational activities, but also the presentation of
recommendations related to a restrictive media parenting model. The statement of R140 clearly suggests that
removing the problematic situation requires strengthening parental control over the activities that young
people undertake on the Internet.

The teacher invited the parents of the students to a meeting where he presented the problem and
asked for educational interventions and increased parental control over what the children do on
the Internet (R140, F, 42).

This category related to parental pedagogy takes on a new meaning when cultural differences are
considered. The example presented by R713 makes it clear that some attacks on teachers can result from a
number of factors, requiring individual work with the whole family while considering broader contexts that
go beyond the mechanisms of a typical Internet attack.
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This was an online comment from a Ukrainian student not accepting the situation he was in;
explanatory discussions were held with the mother and the student with the help of a Ukrainian-
speaking teacher, the incident has not recurred, the student is not causing trouble (R713, M, 61).

Undoubtedly, the role of the school is to strengthen digital safety for all stakeholders. This task requires,
in the first instance, working with the offender and, in the case of minors, the use of activities that involve the
students’ family. This category is an exemplification of the primary role of the school, which is the
psychoeducation of both students and the students’ parents.

Removal of Harmful Content From the Internet

Attacks on teachers require a variety of educational as well as technical measures. Teachers who are
victims of slander, or who are exposed to disparaging material about themselves on websites, newsgroups,
and social networks, emphasize the need to remove such harmful content efficiently and quickly.

Content has been reported to the operator and blocked (R208, F, 44).
Blocking of the site and its updates by the administrator (R301, F, 47).

With great reluctance, the administrator removed some of the information (R471, F, 53).

Referring to R30's statement, however, it is important to be aware that not all content can be completely
eliminated due to the nature of the digital material that appears on the web. Despite the removal of material
that damages the image of the teacher from the original place where it was posted in some situations, copies
of any videos, memes, comments, and photos are easy to place in other repositories, websites, and instant
messengers. Therefore, the removal of harmful content is not always a fully effective action.

Some of the recordings were deleted, unfortunately some were permanently put on the Internet
and can still be found today (R30, M, 31).

The implementation of actions triggering the procedure of deleting such content from the Internet
requires, in the first instance, the monitoring of the Internet space or the occurrence of other circumstances
in which the attacked teacher becomes aware of the situation.

This was reported by a parent of another student, a conversation with the relevant parent resulted
in the photo being removed from the Internet (R220, F, 45).

The specific nature of attacks on teachers requires actions similar to those taken in the case of peer-to-
peer cyberbullying. One such activity is to secure a copy of the harmful material and then attempt to remove
the content.

Teachers’ Independent Activities

Some of the respondents act independently both in terms of identifying the perpetrator of the attack and
removing the harmful content. The actions listed in the descriptions below clearly show that the lack of
systemic support for teaching staff necessitates the ability to track down the attacker or, if possible, to block
the source of the attack.

The teachers surveyed established the identity of the students and actions were taken against him,
including that he would change his entry (R57, M, 35).

We have reached the creator of the profile. The profile has been terminated (R537, F, 55).

The comment was hidden by the profile administrator at the request of the teacher (R132, F, 41).

Self-help actions carried out by teachers have clear objectives. First of all, those attacked want to remove
content that portrays them in an unfavorable light and acts according to the 24/7/365 rule. The punishment
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of the offender is very often linked to the implementation of different types of consequence depending on
the scale of the breach of boundaries related to social norms.

The group/someone was threatened with consequences and this group disappeared (R545, F, 55).

Students removed the photo after discovering the fact and apologized to the teacher (R672, F, 60).

Self-action can also be forced through lack of external support, as evidenced by the case presented by
R666. In that situation, the teacher relied on multifaceted actions including a change of perspective to bring
the unwanted action to a halt. In the case of R666, it was clearly important to the respondent not only to stop
the attack, but also to bring closure to the issue in a way that allowed for the triggering of student empathy.

The headmaster did not want to deal with the matter ex officio. | myself fought to organize an
assembly with the students and told them my feelings. This resulted in a conversation between the
author and his mother. The boy explained that he wanted to show off in front of his friends and
apologized to me (R666, M, 59).

Some attacks on teachers require the cooperation of the victim or a team of educators to track down the
perpetrator and remove the content. The examples cited by R279 and R723 clearly suggest that individual
resolution of a problematic situation is not always possible without the support of others in the school
ecosystem.

Students found out who shared the access code to the teacher’s profile and informed the teacher
(R279, F, 46).

The case was resolved by a team of teacher educators (R723, F, 65).

Individual teacher action is among the first to be taken. However, the effectiveness of individual action is
conditioned by the level of digital and media competence, as well as human relations capital and the
characteristics of the school in which the educator works. Individual actions are a kind of litmus test showing
the true level of skills in dealing with crisis situations at the interface between online and offline spaces.

Notifying the Police

Teachers who become victims of attacks are not always able to remove harmful content on their own and
to find the perpetrator. Therefore, in extreme cases, i.e., situations where they feel physically threatened or
the attacks are long-term, some respondents choose to notify law enforcement. However, as evidenced by
the statements of R294 and R650, the police are not always able to find the perpetrator.

The teacher lodged a notice with the police. Perpetrators acquitted (R14, F, 26).
Reported to police, person responsible for entries not found (R294, F, 47).

Report of the incident to the police. After many months the case was dropped, the perpetrator was
not discovered (R650, F, 59).

Case reported to the police (concerning the publication of an image without the teacher’s consent)
(R91, F, 38).

In some cases, notifying the police is not acceptable behavior in the school itself. The situation cited by
R19 clearly indicates that the solution to a troublesome situation in many establishments is based only on
internal strategies to deal with such problems, and that the external involvement of the police is not deemed
as being acceptable.

The case was laid out by the police and there was criticism from the management for trying to
resolve the situation through the police (R19, F, 30).
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The issue of teacher cooperation with the police appears twice in this section. In the first case, it is of an
educational nature, while in the second case it is related to the search for help in discovering the perpetrator
and the search for possible assistance. In the second case, teachers do not always (in their perspective) receive
due assistance, which may be due to the complexity of the technical aspects of attacks on teachers.

Involvement of Judicial Authorities

The statements in the previous category are linked to another group of actions taken by the respondents.
Teachers who are victims of an attack such as blackmail, threats, or permanent vilification first seek help from
law enforcement agencies. When the perpetrator of such actions is discovered, some of the respondents
decide to notify the authorities to determine pathological situations in the child’s household.

After reporting to the police, the student appeared in court (R167, F, 43).
| reported the harassment to the police. The case ended up in court (R285, F, 47).

Such actions may not only take on a typically criminal dimension-prosecuted ex officio-but may
also be taken individually, e.g., when a teacher’s good image has been damaged. The teacher went
to civil court in this case (R69, F, 36)

The actions described can result in consequences for students. In the case of R254, the teachers’ attempt
to enforce justice was not completed to the satisfaction of the aggrieved party. In contrast, R477 and R719,
based on their own experiences, emphasize the effectiveness of the judiciary and the application of
punishments appropriate to the acts committed.

The case ended up in court, unfortunately the students were acquitted (R254, F, 46).

There was a hearing before the juvenile court, the student had to apologize to the teacher on social
media and in person (R477, F, 53).

The case happened many years ago, the student was punished by the juvenile court, he was placed
under the care of a probation officer (R719, F, 64).

Intervention by both law enforcement and judicial institutions (civil action, criminal action, family court) is
a strategy that requires the collection of evidence for the case and usually results from a significant violation
of social norms. This type of category is not a situation that teachers resort to very often, which can be
explained by consideration of the complexity of legal processes and the need to incur costs.

Individual Consequences for the Student Resulting From the School’s Internal Regulations

The issue of consequences for students is regulated not only in the framework of judicial actions
mentioned in the previous category, i.e., the penal code and the family code, or civil law, but also at the school
level. Some educational institutions have precise regulations regarding the consequences that an attack on a
teacher on the Internet may have. Typically, such an action may result in a reduction of the student’s grade
for behavior, suspension from school, or an intensive corrective action involving the primary environment of
the offender.

Drawing the consequences provided for in the school's statutes against the student (R163, F, 43).
Students were held accountable (reprimanded) (R164, F, 43).

Principal's reprimand, withdrawal of student rights for a specified period, reprimanded behavior
for a semester, discussions with parents (R255, F, 46).

The student was punished in accordance with the penalties provided for in the school's statutes
(R236, F, 45).
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The individual consequences for the student resulting from the school’s internal regulations is a type of
strategy that is put in place before an attack on a teacher occurs. Internal regulations clearly set the
boundaries between acceptable behavior and behavior that violates digital safety. However, it is important to
be aware that not all school establishments have documents of this kind, or that these regulations are
necessarily visible to the students themselves.

Combining Different Forms of Interaction

Crisis situations force teachers to undertake different activities simultaneously. This may be due to the
specifics of the attack on the teacher, the need to remove destructive material from the Internet, and the
development of mechanisms to block the recurrence of undesirable behavior. In the examples below, it is
apparent that a poor grade for behavior or a public reprimand is combined with other restrictive actions. The
solutions proposed by R8, R67, R23, and R606 are intended to highlight the negative consequences of the
actions taken by the students.

Tracking of perpetrators by the management, reduction of the grade for behavior of the students
responsible, meeting with police officers on cyberbullying for the class where the situation took
place (R8, F, 26).

Conversations with parents, consequence of reduced grade for behavior (R67, F, 36).

Interview with the student and their parents in the presence of the head teacher and school
counsellor. Bring to the attention of the student with negative points for behavior and removal of
the photo/video from all places where the photo/video was published (R23, F, 31).

The student was reprimanded in front of the class and has a reduced grade for behavior. His
parents took away his mobile phone (R606, F, 57).

In the case of a serious breach of norms, the solutions mentioned earlier (disciplinary action on school
premises) are taken, as well as the involvement of external bodies such as the police. This multi-faceted action
sends a clear signal to the whole school community that the behavior is not only subject to local
consequences, but also has repercussions beyond the school.

The case is developing, the police are investigating, and the school has also taken disciplinary action
(R72, M, 37).

Teacher (and other students) informed of situation. Case reported to the teacher and procedure
launched, who took the photo, where was it published. In addition, the parents of the students
informed, confronted and the case reported to the police (R176, F, 43).

Another type of dual response is combining dialogue-based activities with blocking harmful content.
Dialogic methods can be carried out both at the teacher-student level as well as with the wider community in
mind, thus including parents as well as the entire teaching community.

The website was quickly removed and those responsible had discussions with this teacher, who
was their tutor (R41, F, 34).

The matter came to light very quickly (thanks to information from one of the students involved in
the case), the account was immediately deleted, the students admitted their guilt and apologized.
Discussions were held with them and their parents (R130, F, 41).

Blocking the ability to comment, training council for the whole board of education (R438, F, 52).

In the context of a two-tier impact, the full involvement of parents in explaining the situation, as well as
the establishment of the rules and consequences resulting from a cyber-attack targeting a teacher, plays an
important role in the process. The responses presented below clearly suggest that this overlap is aimed at
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establishing the boundaries of acceptable behavior with the simultaneous involvement of parents, whose aim
is to participate in the process of correcting the behavior.

Report to the principal, discussion with support-psychological-educational counselling center,
parents, note for diary (R252, F, 46).

Parents were summoned and threatened by the court to review the family situation for possible
pathologies. This helped, the content was removed (R312, F, 48).

The student’s tutor and parents were informed of the case. An explanatory interview was held with
the student’s parents and the student herself. She was informed about the possible consequences
of publishing online statements with elements of vulgarity referring, for example, to teachers or
classmates (R331, F, 48).

Combining the different forms reinforces the educational impact with a sense of forewarning - any actions
undertaken by potential perpetrators should already come with a clear idea of the consequences. This
approach, however, requires the appropriate selection of these strategies, which is not an easy task and is
linked to external support in the form of family and tertiary prevention organizations.

No Response

Among the strategies for dealing with attacks on teachers, a ninth complementary category emerged,
under which teachers noted inaction as a form of response. Their silence in the situation may be due to a
sense of anonymity, e.g., hurtful posts, or not treating the analyzed situations as threatening to the teacher
in any way.

The school did not take personal action as the entry was anonymous. There were positive posts
under the entry from other parents (R65, F, 36).

There was no official discussion of the matter (R197, F, 44).

The lack of response may be intentional. According to R286 and R17, there are situations where those with
areal say in resolving such crisis events do not interact as desired. Inaction here can be considered an attempt
to resolve the situation by waiting for it to simply go away.

None. Nothing has been done. No support, complete. Everyone wanted the subject to be over
quickly (R286, F, 47).

It was not reported - it quietened down after some time (R17, M, 28).

In the statements of R400 and R428, a perspective of non-responsiveness is evident, which is combined
with a feeling of bitterness. Both respondents point out that teachers do not receive the real support that
they should receive from, among others, school management. In addition, R400 adds that punishments for
students may be inadequate in nature.

The principal swept the matter under the carpet. The principal didn't even move the student to
another class. | had to watch him for 8 months, pretending nothing happened. Everyone was
watching my every move, whether | was sometimes taking revenge on the student (R400, F, 51).

He was ignored by the principal. Teachers are left alone with such problems (R428, F, 51).

An interesting perspective on attacks on teachers is presented by R10, who emphasizes that non-response
can be intentional, but at the same time should be linked to knowledge of the mechanisms of the attacks on
teachers. Non-reaction may be an adequate response to some forms of attacks that do not represent a viable
threat to the relevant teacher.

Contemporary Educational Technology, 17(1), ep546 11/18



Tomczyk

In none and that is a good thing. Until teachers know the attack procedure there is nothing to worry
about. | have had students experience more than once-attempts at recording, etc. But you have to
know what and there is is no problem (R10, M, 27).

As presented in this section, non-responsiveness can take different appearances. A lack of response in
some cases may be an intentional and acceptable action, while in another it may be an indicator of an
inefficient support system for teachers who are victims of an attack. The lack of response is a category that
needs to be placed in a broader context, considering digital security policies, or the real preparation of school
leaders to support teachers at risk of attack from students and/or the students’ parents.

DISCUSSION

The data collected clearly suggest that teachers who are attacked on the Internet due to their profession
have an extensive palette of protective possibilities, which stem from their own educational and digital
competences, as well as the resources of the local environment and legal solutions. These approaches show
how many possibilities a modern teacher has to react through, from a soft-educational response to the
situation, through the involvement of parents and external institutions in the process of stopping
cyberbullying, to restrictive solutions (the police and the court). Among the respondents’ statements, a
‘strategy’ of silence and lack of appropriate response also emerges, which clearly demonstrates the need for
a discussion on teacher safety in the modern school and the need for solutions to increase the protection
afforded to teachers (Berkowitz et al., 2022; Gregory et al., 2012; Lépez et al., 2020). The strategies presented
are the cumulative knowledge of teachers, which can be used directly in a threatening situation or serve as a
basis for prevention. The collected and systematized data from the empirical part can also become the basis
for designing school strategies in a hypothetical situation of an attack on teaching staff. At the same time, it
is worth emphasizing that strategies of this kind are rare and that the topic of teachers’ digital security is still
insufficiently researched and does not have an adequate translation into preventive measures (Tomczyk et
al., 2024b).

The protection strategies presented serve not only to solve the problematic situation from the perspective
of the teacher-the victim of the digital attack-but also encourage the formation of elementary knowledge of
legal responsibility among students and parents. Such an assumption is particularly evident in terms of
activities such as educational and preventive workshops aimed at students or the involvement of the student’s
family in the correctional process. In these two categories, the educational-preventive mission of the school
is clearly visible (Greenberg, 2010; Miller et al., 2005), the aim being to create effective solutions to enhance
knowledge about safety (including digital issues). Such activities can be carried out not only using the
assumptions of primary prevention, but also secondary and tertiary prevention (Cichosz & Tyburska, 2014;
Gas, 2006; Pospiszyl, 2008). This approach explicitly assumes that the attack on the teacher is the starting
point for workshop activities, lectures, and meetings with external experts that build media awareness as well
as digital competence in both the perpetrators and their victims (Sonck et al., 2014). In the two categories
indicated, there is a shift away from a restrictive approach to acting with the clear objective of increasing
knowledge and understanding of the consequences of inappropriate ICT use. Knowledge and skills in and
about the secure use of ICT are now becoming an integral part of digital competence. A lack of skill in this
area, as shown in the empirical section decreases the feeling of digital safety, increasing vulnerability to
attacks from students or parents.

Among the responses analyzed, two further categories of activity are also of interest, the removal of
harmful content from the Internet, and the teachers’ own activities. Both activities firstly require having
information about the attack, i.e., where the harmful content is located, as well as how the harmful content is
being disseminated. This knowledge is directly linked to digital skills (Chou & Sun, 2017) related to securing
data, searching for information, being able to communicate with e-service administrators to remove harmful
content, and tracking down the creators of such content (Bilbao Aiastui et al., 2021; Chou & Peng, 2011). Self-
action and attempts to remove harmful content are therefore based on fundamental digital competences
relating to the area of digital security. The ability and knowledge to protect oneself is a useful acquisition not
only in the perspective of one’s profession, but also in everyday life. However, given the scale of potential
losses (e.g., reputational, emotional, and financial) associated with the profession, there is now a need to
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strengthen teachers’ digital competences anchored not only in the paradigm of opportunities (e.g., effective
support of teaching processes), but also in the paradigm of risks (e.g., prevention of behaviors classified as
cyberbullying and cyberaggression).

Furthermore, it is important to note that the digital competence component in question can serve to
counteract behavior that is not only directed at teachers themselves, but also at students who become
helpless in the event of ICT-mediated peer violence.

Each type of cyber-attack on a teacher is characterized by a different course, form, impact, and legal
consequence. Among the statements identified, there is also an approach related to the legal consequences
in the case of an attack on a teacher. In such a situation, a selected group of people refers to actions related
to reporting the incident to the police and involving law enforcement authorities. Such an approach may be
due to the attacker overstepping boundaries, where the teacher feels genuinely threatened, or other means
of influence have failed. The implementation of solutions based on legislation is a process that does not
always conclude in accordance with the perceptions that teachers bring to the situation. The effectiveness of
law enforcement agencies related to the discovery of the perpetrators of attacks on teachers, as well as court
judgements, do not always satisfy the victim. The actions assigned to the two categories indicated are an
interesting point to discuss the level of legal protection of teachers (Suharyanta, 2020; Zahuri & Israhadi,
2021), which should complement the previously mentioned categories.

The two categories based on legislation are partly linked to the consequences for students in the
dimension of the school ecosystem. Regulations related to digital safety in this case are established not only
through general societal norms (Piccoli et al., 2020; Young & Tully, 2019), but school documents that make
clear what behaviors are not acceptable and what consequences are sure to follow (Beckstrom, 2008; Marczak
& Coyne, 2010). Local-level regulations for a micro-community such as a school build a sense of security, set
clear boundaries, and provide a reference point for regulating behavior at school. However, it is important to
note that arrangements of this kind are not found in all school settings, which differentiates the level of safety
of school ecosystems. There is also a need for further research into the awareness of support for those
responsible for the management of establishments with regard to digital security, including the resolution of
situations described in the empirical section. Currently, research of this kind is rare in situating research on
digital safety of teachers under attack by parents and teachers in the area of empirical and theoretical gaps.

Among the categories here, there is the interesting area of combining different action strategies. The
triangulation of different forms of influence is related to several objectives:

(1) protecting oneself from the negative impact of harmful content,

(2) removing harmful content,

(3) tracking down the perpetrators of the action,

(4) drawing consequences, and

(5) shaping appropriate competences among the perpetrators of the event.

Taking multifaceted action requires the possession of appropriate digital and media competences, as well
as pedagogical intuition related to the selection of appropriate content, methods, and forms of educational
work. This category also shows the diversity of actions that the teacher-victim must take in order to
constructively resolve the situation (Cox et al., 2017; Espelage, 2017; Tomczyk et al., 2024a). The triangulation
of strategies may also be due to the fact that the attacked teachers often face different forms of attack, which
in turn requires non-standard-multi-track-action. Removing the cause of the attack, which is inherent in the
school environment, requires, e.g., removing harmful material, setting boundaries and legal consequences
for the attackers, as well as taking educational measures. The triangulation of strategies is therefore justified
by the specifics of the teaching profession and is also necessitated by the circumstances, i.e., the form of the
attack and its consequences.

Among the categories identified, the complete absence of a reaction to a teacher attack deserves special
attention. The lack of reaction may be intentional on the part of the teacher or due to the attitude of the
environment in which the event took place. The intentional lack of reaction may be due to the specifics of the
attack, which the teacher may classify subjectively as non-threatening and not requiring educational
intervention or be due to a lack of procedures being in place. The second dimension of the situation that has
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arisen appears to be a doubly problematic situation. The victim teacher is placed in an emotionally and socially
disadvantageous situation and, in addition, is not protected by procedures or environmental support.
Situations of this kind need to be considered on an individual basis in each case of an attack on a teacher and
should also consider the level of preparedness of school management and school supervisors to provide the
necessary assistance. The lack of response in many cases for teachers expecting any action is an additional
stressor.

Research Limitations and New Research Directions

The research results presented are an attempt to map the strategies that are employed when an attack
on a teacher occurs. The nine strategies listed allow us to present the basic actions that are taken in schools
when teacher-student relationships are violated. The listed forms of attack, due to the qualitative nature of
the research, do not present the scale of actions taken, and are in many cases separated from the
characteristics (including the causes) of attacks on teachers. The presented forms of action in a crisis situation
also do not present the wider context, such as, for example, the climate of the school, the quality of the
relationship between the teacher and student, or the forms of support for teachers by school management.
The presented research results are difficult to compare with similar research results from Poland or
neighboring countries due to the lack of interest of media educators in the indicated topics. The inability to
relate the typology created here to other examples makes it impossible to show longitudinal changes in the
forms of teachers’ reactions to becoming a victim. The research limitations are also related to the impossibility
of relating the strategies used to the level of media and digital competence of the teachers involved, which
requires further (quantitative) research. Therefore, given the aforementioned research limitations, it seems
reasonable to conduct further analyses showing the variation of coping strategies occurring in relation to
previous experiences of cyberbullying and cyberaggression, and style and proficiency of ICT use, as well as
the variation of strategies due to sociodemographic variables (age, gender, amount of experience in
education, type of school, and level of potential support in the school environment).

CONCLUSIONS

This article is an attempt to present teacher strategies related to addressing cyberbullying and
cyberaggression. The topics presented in this article have so far not been sufficiently explored or
subsequently transferred to the professional education of future and current teachers (Tomczyk & Fedeli,
2022). Although the digitization of education is a rapidly progressing phenomenon (Szyszka et al., 2022),
contemporary schooling has not always kept up with the positive and negative consequences brought about
by the intensive use of ICT by students and their parents (Gabarda Méndez et al., 2021). The transformations
taking place in education through new media force an in-depth reflection not only on the process of
implementing ICT in didactics, but also on the preparation and support of teachers to respond to negative
developments.

The nine teacher-focused strategies for addressing digital attacks presented here are not only an attempt
to present ways to address such challenges, but more importantly to engage in (or trigger) a discussion on
the need to strengthen digital security among students and across the entire school ecosystem (Karabatak &
Karabatak, 2018; Zakia & Yana, 2023). Given the irreversible changes that digitalization is bringing about in
many areas of human life, as well as the need to strengthen teachers’ key competences, this study can also
serve in shaping procedures for addressing such challenges in contemporary education.
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