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Abstract - This paper reviews Cybersecurity laws and regulations in 
Cameroon, focusing on Cybersecurity and information security audits 
and risk assessments.  The importance of Cybersecurity risk 
assessment and the implementation of security controls to cure 
deficiencies noted during risk assessments or audits is a critical step in 
developing Cybersecurity resilience.  Cameroon's Cybersecurity legal 
framework provides for audits but does not explicitly enumerate 
controls.  Consequently, integrating relevant controls from the NIST 
frameworks and ISO Standards can improve the Cybersecurity posture 
in Cameroon while waiting for a comprehensive revision of the legal 
framework.  NIST and ISO are internationally recognized as best 
practices in information security systems and Cybersecurity risk 
management.  This paper highlights the lack of specific international 
law provisions addressing Cybersecurity audits and risk assessments.  
Overall, the paper highlights the importance of continuous risk 
assessment and monitoring, implementation of security controls, and 
compliance with organizational policies, relevant laws and regulations 
to ensure the adequate protection of information systems.  Finally, the 
paper underscores the importance of improving Cameroon's 
Cybersecurity regulations by integrating provisions from NIST and 
ISO.  

Keywords - Cameroon,  Cybersecurity, Cybersecurity audits, 
Information security assessment, NIST, ISO, cyber-attacks 
 

I. INTRODUCTION  
Cameroon, like many other countries in the world, is not 
immune to the challenges posed by cyber threats requiring 
constant cybersecurity audits and risk assessments.  
Cybersecurity audits and risk assessments evaluate an 
organization’s cybersecurity controls [1].  Internal audit teams 
or independent auditors audit an organization’s cybersecurity 
posture to verify compliance with policies and procedures [2].  
On the other hand, cybersecurity risk assessments are 
conducted internally to provide a high-level analysis of an 
organization’s overall cybersecurity maturity, analyze the 
effectiveness of cybersecurity controls, and identify potential 
vulnerabilities and threats [3].  These evaluations are becoming 
increasingly relevant because the landscape of online business 

has significantly transformed in recent times due to the rapid 
technological advancements and the adoption of assets that 
connect business operations to cyberspace [4]. The increased 
reliance on information technology systems and the internet has 
brought about significant opportunities for businesses and 
individuals in Cameroon [5].  Despite the benefits of 
technology, information systems and data are vulnerable to 
cyber-attacks which can result in significant losses [6].  This has 
led to the enactment of laws, regulations, standards, and 
frameworks that seek to protect individuals and organizations 
from cyber-attacks.  With the growth of digital transformation 
in Cameroon, the country has experienced increased cyber-
attacks, and data breaches [7].  In 2021, the National Agency 
for Information and Communication Technologies (ANTIC) 
reported that Cameroonians lost $16 million to online 
scamming, phishing, skimming and other cyber-related crimes 
[8].  Private organizations lost more than US$8 million over the 
past decade due to intrusions into their information systems [9].  
These cyber-attacks compromise the fundamental principles of 
information security systems, which include the confidentiality, 
integrity, and availability of information that is stored and 
processed [10].  In response to the growing risks and threats 
posed by cybersecurity, the government of Cameroon began 
developing a legal framework in 2010 to address these 
challenges and protect its information security systems. Key 
among these is Cameroon’s Cybersecurity and Cybercrime Law 
of 2010.  The law seeks to regulate the use of the internet and 
ensure that crimes committed through cyberspace, and the 
information and security systems are recognized and sanctioned 
as cybercrimes [11].  The purpose of this paper is to critically 
examine the legal requirements for conducting cybersecurity 
risk assessments and auditing cybersecurity and information 
systems in Cameroon.  The paper will identify and discuss the 
key laws and regulations that have been enacted by the 
Cameroonian government to govern cybersecurity auditing and 
risk assessments, highlight the challenges hindering the 
effective implementation of these laws, and propose solutions 
to address these challenges.  The paper will also draw lessons 
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from international frameworks and standards regulating 
information security risk assessments and cybersecurity audits 
particularly the International Standard Organization’s (ISO) 
standards and the United States’ National Institutes for 
Standards and Technology Special Publications (NIST SP).  
The first section provides an overview of the cybersecurity 
landscape.  The next section describes the nature and extent of 
cyber threats, the sectors mostly affected, and the impact of 
cyber-attacks on the economy.  Then the third part reviews laws 
regulating cybersecurity audits and risk assessments and the 
need for information security systems and cybersecurity audits.  
The article uses cybersecurity interchangeably with information 
security.   

 

II. OVERVIEW OF INFORMATION SECURITY 
SYSTEMS AND CYBERSECURITY AUDITING  
 
Organizations that depend on information technology to 
achieve their business objectives and are connected to other 
organizations that rely on information technology must protect 
their information systems from cyber-attacks [12].  Information 
systems face potential risks and dangers that can harm not just 
the organization that owns the system but also individuals, other 
organizations, and even the nation as a whole [13].  These 
threats can take advantage of an information system’s security 
vulnerabilities to access, alter, or disrupt the information being 
processed, stored, or transmitted by the organization [14].  The 
three main types of harms that can result from these threats 
include the loss of confidentiality, integrity, and availability of 
processed, stored, or transmitted information [15].  To protect 
information systems and the confidential data stored in an 
organization’s information systems from attacks, it is essential 
to have a clear understanding of the information contained, its 
sources, and the associated risks through an audit [16].  The 
understanding of information contained within the information 
technology systems is necessary to implement effective security 
measures that can mitigate the identified risks and prevent 
unauthorized access, modification, or disclosure of the 
information [17].  By taking a proactive approach in identifying 
risks to information security, organizations can reduce the 
likelihood of cyber threats and minimize the impact of potential 
security incidents through risk management [18].  Risk 
identification would include a detailed evaluation and 
examination of an organization’s information technology 
systems to identify potential security risks and vulnerabilities 
and compliance with policies, procedures, and controls [19].  It 
is a comprehensive process that involves reviewing all aspects 
of an organization’s information systems, including hardware, 
software, network architecture, and data storage, to assess the 
level of protection against cyber threats [20].  The goal of 
information systems and cybersecurity audits and risk 
assessments is to identify weaknesses in an organization’s 
security measures and recommend improvements to ensure the 
confidentiality, integrity, and availability of its data and systems 
[21].  Overall, information security and cybersecurity risk 
assessments and audits are crucial steps in protecting an 
organization’s valuable assets from cyber-attacks.  According 

to Borky and Bradley, risk identification and compliance 
requires having tools and processes in place to monitor and 
analyze security-related events [22].  These include detecting 
and recording any suspicious activity, analyzing this data to 
identify potential threats, and reporting any incidents that may 
indicate a compromise or unauthorized action [23].  It is 
important to have risk assessment and audits in place to ensure 
that organizational, technological, and personal security 
procedures are being followed and to identify any potential 
threats before they can cause harm to an organization’s 
information security system.  Chapple adds that risk 
identification and audits verify that an organization adheres to 
its internal policies, follows established industry standards, and 
meets all legal and regulatory obligations [24].   
 
A. Need to regularly audit cybersecurity in Africa.   

 
The prevailing state of cybersecurity infrastructure in 

African businesses reveals a significant deficiency, with over 
90% of these entities lacking the necessary measures required to 
safeguard their operations [25].  This highlights a critical gap in 
the technology, policies, and procedures required to protect 
computer systems, networks, and data from cyber threats such 
as hacking, phishing, malware, and ransomware.  Consequently, 
these businesses are at a heightened risk of experiencing data 
breaches, financial losses, and reputational damage.  According 
to the International Police (INTERPOL), online scams, digital 
extortion, business email compromise, ransomware, and botnets 
are the most pressing cyber threats in Africa [26].  INTERPOL 
warns cybercriminals are becoming more advanced, systematic, 
and complex in their operations [27].  The transnational nature 
of cybercrime poses significant obstacles to investigations and 
legal action across various jurisdictions [28].  Kshetri rightly 
argues that there has been an increase in cyberattacks in Africa 
because many computer systems in the continent are vulnerable, 
and cybersecurity practices in Africa are often not strong enough 
to prevent these attacks [29]. The proliferation of pirated 
software in Africa makes computer systems vulnerable to cyber-
attacks since such software does not receive necessary security 
updates and patches [30].  The continuous shift to digitalization 
in Africa means that business information is now more 
vulnerable to all the cybersecurity threats [31].  This paper posits 
that to protect themselves, businesses need to implement strong 
information security systems and cybersecurity measures to 
ensure that their data remains secure and confidential.  Strong 
information systems security and cybersecurity measures are 
required to ensure business continuity and minimize the impact 
of cybersecurity incidents on businesses through the adoption of 
an information security management system [32].  Accordingly, 
organizations must adopt adequate protection of information 
assets, safeguard their operations, and maintain their competitive 
edge.  However, African organizations must first recognize the 
value of information as an asset and implement proper protection 
and management measures to prevent loss, exposure, or 
destruction [33].  One such measure is conducting an 
information security system’s audit that can provide 
organizations with crucial insights into the risks associated with 
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their cybersecurity networks [34].  This paper argues that 
Cameroonian businesses must adopt an information security risk 
assessment and cybersecurity audit posture that will enable them 
to identify and address security loopholes and potential 
vulnerabilities before cyber attackers and hackers can exploit 
them.  Briefly, by following best practices, organizations can 
ensure that their cybersecurity audits effectively identify 
potential risks to their systems and data.  Consequently, 
organizations can protect themselves from cyber threats by 
implementing best practices to fix threats detected during 
cybersecurity audits and risk assessments.  This approach can 
help organizations to strengthen their cybersecurity posture and 
reduce the likelihood of a successful cyber-attack.  In adopting a 
cyber resilient posture, Cameroonian organizations must 
understand that cyber threat actors do not wait for legislation but 
attack businesses irrespective of the strength of domestic laws.  

 

B. The Most Vulnerable Industries to Cyber-attacks in Africa  
 

Globally, in 2022, the manufacturing industry faced the 
highest number of cyber-attacks, followed by finance, insurance 
and consumer services [35]. In Africa, the financial cost of 
cyber-attacks for businesses has been increasing [36]. In 2013, 
the highest estimated costs were $47 million in Côte d’Ivoire and 
$27 million in Senegal [37]. In 2017, while Nigeria had an 
estimated annual loss of $649 million, and Kenya lost  about 
$210 million, with financial institutions, government, and e-
commerce being the top three most impacted industries in Africa 
[34]. In addition to these threats, Ajiji rightly argues that small 
businesses in Africa are also at risk of cyber-attacks as they often 
struggle with inadequate budgets for cybersecurity and a lack of 
consulting professionals for leadership and processes [39]. 
Despite these statistics, 96 percent of “cybersecurity incidents go 
unreported or unresolved, meaning that cyber threats in Africa 
are likely much worse than recognized” [40]. This underscores 
the importance of investing in cybersecurity measures and 
increasing awareness about cyber threats in the region.  Without 
these efforts and the expansion of businesses and more reliance 
on cyberspace for operations, organizations and individuals in 
Africa will witness more cyber-attacks resulting in significant 
financial, reputational, and even physical harm.  

 

The above statistics reveal that almost all sectors of business, 
government, and even individuals are at risk of cybersecurity 
attacks in Africa.  As the world becomes increasingly digitized 
and more businesses open up to information technology, the 
threat of cyber-attacks is growing in Africa.  This emphasizes 
the obligation that businesses, governments, and individuals 
must take steps to protect their information systems against 
attacks.  This paper suggests investing in cybersecurity measures 
such as firewalls, antivirus software, and encryption amongst 
others although they may be expensive to obtain in Africa. 
Businesses and governments should also conduct regular 
security audits to identify vulnerabilities and address them 
before they can be exploited by attackers.  Additionally, it is 
important for organizations to have a robust cybersecurity 

incident response system in place so that they can quickly 
respond to and contain any cyber-attacks that do occur [41].  
Individuals must also take steps to protect themselves from 
cyber-attacks because cyber threat actors can target them both as 
individuals and professionals [42]. Individual steps to protect 
against cybersecurity threats and attacks could include using 
strong passwords, being cautious when opening emails or 
clicking on links from unknown sources, and keeping software 
and devices up to date with the latest security patches [43]. 
Individuals need to regularly back up their data so that they can 
recover it in the event of a cyber-attack.  

 
 

III. REGULATING INFORMATION SECURITY RISK 
ASSESSMENT AND CYBERSECURITY AUDITS 
 

The fast-paced advancements in information technology 
have outpaced international laws, leaving gaps in legal 
frameworks and posing challenges in enforcing technology-
related laws and protecting individuals and organizations from 
potential harm [44].  Hollis posits that the difficulties in applying 
international law to cybersecurity arise from the silence of 
specific treaties addressing cybersecurity issues [45].  Although 
there is no specific international law regulating cyberthreats, we 
can rely on customary international law rules or use existing law 
regulating specific aspects of law and apply them to 
cybersecurity issues.  However, it has been challenging to 
determine what states have been doing to regulate cyberspace 
[46].  Although the African Union Convention on Cybersecurity 
and Personal Data Protection and the Budapest Convention on 
Cybercrime have been adopted by the African Union and the 
Council of Europe, respectively, neither convention specifically 
regulates auditing information security systems.  

 
 In the absence of international law governing cybersecurity 

audits, organizations can turn to NIST SP and ISO standards for 
guidance on cybersecurity audits and risk assessments.  These 
frameworks encourage information systems audits and risk 
assessments by providing security requirements, controls and 
audit and assessment methodologies.  Both standards focus on 
risk management and encourage the continuous monitoring, 
assessing, and responding to information security risks as they 
arise [47]. This risk management strategy helps an organization 
determine its compliance with cybersecurity regulations, 
standards, frameworks and policies [48]. These standards 
encourage organizations to establish internal policies, 
guidelines, and protocols to determine their risk appetite and 
establish mechanisms for risk treatment [49].  This strategic 
approach enables organizations to proactively anticipate and 
effectively handle challenges, ensuring operational resilience 
and preparedness for business continuity despite the threat 
landscape.  

 
As there is currently no legally binding international 

framework for cybersecurity auditing or risk assessment, this 
section will examine Cameroon’s audit requirements in light of 
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industry best practices.  Specifically, the focus will be on the 
NIST SP frameworks and ISO standards.  These frameworks are 
widely recognized and adopted by organizations around the 
world as a benchmark for best practices in cybersecurity auditing 
and risk assessment.  An analysis of ISO 27001 and NIST 
frameworks show that they provide a comprehensive and 
systematic approach to cybersecurity auditing and risk 
assessment.  They also offer guidelines and standards for 
organizations to establish, implement, maintain, and continually 
improve their information security management systems.  
Adherence to these frameworks, although non-obligatory, can 
help organizations mitigate cybersecurity risks, protect their 
critical assets, and enhance their overall cybersecurity posture.  
Moreover, compliance with these frameworks can also enhance 
an organization’s credibility, reputation, and competitive 
advantage, as it demonstrates a commitment to information 
security best practices and a proactive approach to managing 
cybersecurity risks.  As such, understanding how Cameroon’s 
audit requirements align with these frameworks can provide 
valuable insights into the country's requirements for 
cybersecurity preparedness and identify areas for improvement.  
It is essential to clarify that ISO 27001 [50] and NIST [51] are 
voluntary standards organizations can implement to demonstrate 
their commitment to information security.   

A. An overview of Cameroon’s cybersecurity legal 
framework 

 
Like most cybersecurity laws, Cameroon’s information 

security law seeks to protect information systems, define 
offenses, and set obligations on using information and 
communication systems.  The law requires operators, 
certification authorities, and electronic communication service 
providers to perform mandatory security audits [52]. Also, 
organizations operating electronic networks and information 
systems, processing personal data, and using or connected to 
electronic networks open to the public are subject to mandatory 
and periodic audits [53]. The law authorizes ANTIC to 
mandatorily and periodically audit electronic communication 
networks and information systems [54]. While the law does not 
explicitly mention risk assessment or business continuity, it 
requires providers to ensure availability and set up filters to 
protect personal data and privacy, which can be considered as 
risk assessment and business continuity planning forms [55]. To 
guarantee the privacy, reliability, and accessibility of 
information systems, operators need to actively apply technical 
and administrative strategies for securing services and managing 
risks [56].  Moreover, they have to set up ANTIC approved 
mechanisms to avoid disruptions, preserve system integrity, and 
safeguard data from radiation or unauthorized access [57]. 
Cybersecurity audits can be performed by either ANTIC or by 
private auditors who have received accreditation from ANTIC 
[58].  

 
 

B. Overview of Critical Terms 

1) Audit 

ISO 19011 and Cameroon’s cybersecurity law define an 
audit as a systematic evaluation or examination process that 
follows a structured and organized approach to assessing 
systems and determining the extent to which specific criteria are 
met or fulfilled [59].  However, there are some differences 
between the two definitions.  The ISO 19011 definition is more 
general and can apply to various audits, while the Cameroon 
cybersecurity law definition focuses explicitly on security 
audits.  The ISO 19011 definition emphasizes the independence 
and documentation of the process, whereas the Cameroon 
cybersecurity law definition does not.  Instead, Cameroon’s 
process includes a more detailed list of information security 
components and resources that should be examined.  These 
include security actors, policies, actions, procedures, and various 
resources (organizational, technical, human, and financial) [60].  
Furthermore, the Cameroon cybersecurity law definition 
mentions compliance tests and controls as part of the 
examination process, while the ISO 19011 definition does not 
[61]. According to ISO 27001, organizations seeking ISO 
compliance should perform internal audits to assess their 
information security management system’s alignment with 
internal organizational requirements and ISO standards [62].  
The NIST framework uses risk assessment instead of audit.  
However, without defining audits, NIST SP dedicates a 
complete control family to audits and accountability [63]. By 
understanding these different approaches and incorporating their 
strengths, organizations can develop robust audit and risk 
assessment practices that ensure the security and integrity of 
their information systems.   

 

2) Risk Assessment 

NIST 800-30, Cameroon cybersecurity law, and ISO 27001 
underline the significance of assessing risks and security 
measures. “Risk assessment is the process of identifying, 
estimating, and prioritizing information security risks.  
Assessing risk requires the careful analysis of threat and 
vulnerability information to determine the extent to which 
circumstances or events could adversely impact an organization 
and the likelihood that such circumstances or events will occur” 
[64]. The framework recommends risk assessments throughout 
the system development life cycle, considering various adverse 
impacts on different aspects of an organization and national 
security [65].  This approach encourages organizations to 
conduct risk assessment at all levels of business, irrespective of 
the type and size of business. Meanwhile, Cameroon’s 
cybersecurity law focuses on operators evaluating their security 
systems and fostering cooperation between operators and users 
to execute security practices, measures, and techniques [66]. On 
the other hand, ISO 27001 highlights the essential requirements 
for organizations to establish a comprehensive information 
security risk assessment and management process [67]. ISO’s 
risk assessment process emphasizes the importance of 
incorporating criteria for risk acceptance, consistent assessment, 
risk ownership identification, consequence analysis, likelihood 
determination, risk level evaluation, and overall risk evaluation 
to enhance security awareness and facilitate effective mitigation 
measures [68]. Risk assessments can be done at different stages 
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of the risk management process and throughout the system 
development life cycle [69].  This includes looking at 
information related to system design, testing results, and supply 
chain-related information [70]. Risk assessments help 
organizations choose the best controls through which they could 
mitigate or prevent risks and are important for determining early 
capabilities and tailoring guidance to prevent cyber-attacks [71]. 
The outcome of a risk assessment process should be documented 
and retained to inform security and business decisions [72].  

 
3) Information Security System 

 
The NIST definition of cybersecurity focuses on preventing 

damage to and restoring computers, electronic communication 
systems, and services, including the information contained 
within these systems [73]. It specifically highlights the 
importance of authentication and nonrepudiation, which are 
crucial aspects of ensuring secure communication and 
transactions [74].  The supplemental information security 
definition broadens the scope of this focus, encompassing the 
protection of information and systems from unauthorized access, 
use, disclosure, disruption, modification, or destruction [75].  
The information security definition also reinforces the 
significance of confidentiality, integrity, and availability.  
Cameroon’s cybersecurity law governs  electronic 
communications networks and information systems and seeks to 
build trust in information systems [76].  This objective 
underscores the non-repudiation principle and the integrity 
requirement that governs the cybersecurity space. By outlining 
trust as an objective sought by the Cameroon’s cybersecurity 
law, the legislator also reminds businesses managing individual 
and personal information of the necessity to protect their 
reputation and assure customers of the safety of their 
information. 

 
 Cybersecurity is the “preservation of the confidentiality, 
integrity, and availability of information in Cyberspace” [77]. 
This definition aligns with the NIST’s emphasis on preventing 
damage to and restoring computers, electronic communication 
systems, services, and the information in these systems.  It 
explicitly underlines the importance of authentication and 
nonrepudiation, which are essential for secure communication 
and transactions.  Although Cameroon’s law is titled 
cybersecurity, the notion of cybersecurity alone restricts the 
scope of coverage since cybersecurity is only a component of 
information security. Taherdoost rightly argues that 
“information security fully includes cybersecurity as one of its 
components.  Cybersecurity, on the other hand, is responsible to 
ensure the security of information against cyber threats and 
cyber-attacks while it is processed, stored, or transported ” [78]. 
Although Cameroon’s law is termed cybersecurity and 
cybercrime, it encompasses the breadth of information security, 
defines key terms in light of information security and mandates 
controls to protect information systems [79].   

 

IV. CYBERSECURITY AUDITING PROCESS 
Cybersecurity audits are important, as they are crucial in 

identifying risks, planning remediation strategies, and protecting 
systems from further cybersecurity attacks.  Information security 
risks impact organizations internally and the impacts of their 
exploitation from a cyberattack could spread and harm their 
users, clients, partners and their information system systems.  
Stakeholders have a vested interest in understanding the 
information security posture of organizations they interact with.  
The ISO recognizes these vested interests and categorizes three 
types of audits and notes that organizations that audit their 
internal systems conduct first-party audits to understand their 
information security posture [80]. Clients and other stakeholders 
dealing with an organization conduct second-party audits to 
understand the type of security risks they could be exposed to 
during business [81]. Governments and third-party auditors 
conduct independent audits on behalf of the government or 
certification bodies [82].  Cameroon’s law recognises only third-
party audits where ANTIC or an organization accredited by 
ANTIC performs a third-party audit for specific organizations 
identified by ANTIC [83]. According to NIST, internal 
information risk assessments can provide a better understanding 
of the organization’s security posture, access to internal 
resources and information, and a continuous improvement 
process [84]. Internal assessments can also be more cost-
effective and timely than external assessments [85]. NIST 
advises that external assessments can provide an objective and 
independent perspective on an organization’s security posture, 
specialized expertise, and a fresh perspective to identify 
vulnerabilities and weaknesses [86]. Although external assessors 
can help to benchmark an organization’s security posture by 
comparing it to industry best practices and standards, they can 
be more expensive and time-consuming [87]. This background 
on auditing provides a foundation for understanding the auditing 
and risk assessment processes.  The next section will review 
these processes in more detail.  

A. Hierarchical Approach to Risk Assessment and Audits  

The three tiers of organizational risk assessments and audits 
include the organizational, business process, and information 
system levels at any stage in the development lifecycle [88].  As 
organizations increasingly rely on information systems and face 
growing security threats, it is crucial for management to focus 
on information security for business continuity [89]. Addressing 
these challenges through effective information governance not 
only ensures compliance with laws and regulations but also 
supports good business practices and overall organizational 
survival [90]. Management involvement and commitment are 
crucial for the effective implementation of an Information 
Security Management System (ISMS) and the protection of 
information within an organization [91]. Organizational level 
assessments provide a high-level view of an organization’s 
commitment to information security protecting, information 
security risks and risk management strategies supported by the 
organizational leadership [92].  Conducting an organizational-
level assessment can help identify risks that affect the 
organization as a whole and develop risk management strategies 
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that align with the organization’s mission and goals.  Such 
assessments may not provide detailed information on specific 
risks, which can limit their usefulness for making informed risk 
management decisions.  The legal framework in Cameroon does 
not provide clear instructions for auditing organizational and 
functional aspects of information security.  Although 
Cameroon’s legal framework mandates that audit reports cover 
the organizational and structural IT security posture, it falls short 
in offering auditors adequate controls and guidelines to follow 
during the audit process [93]. Based on this shortcoming, 
Cameroonian operators can significantly improve their 
governance-level information security by adopting and 
implementing the guidance provided by NIST and ISO.  NIST 
and ISO include comprehensive organization-level controls 
addressing an organization’s overall information security 
management through robust policies, procedures, and 
governance [94]. In addition to organizational-level audits, 
conducting business-level and information technology system-
level audits can provide a more focused view on specific aspects 
of an organization’s information security.  These levels of 
assessment can help identify and address risks that may not be 
apparent at the organizational level.   

Business process level assessments allow for a more detailed 
analysis of risks associated with specific business functions.  
According to NIST,  a mission or business process-level 
assessment “focuses on risks associated with specific mission or 
business processes within the organization” and the purpose of 
this assessment is to “identify and evaluate the risks associated 
with the mission or business processes and to determine the 
appropriate security and privacy controls needed to manage 
those risks” [95]. Advantages of this level of assessment include 
the ability to identify risks that are unique to specific business 
processes and to develop risk management strategies that are 
tailored to those processes.  Cameroon’s legal framework 
mandates that certain industries perform audits on their 
management methods and security protocols within their 
businesses [96]. ISO provides a comprehensive set of physical 
and personnel controls to guide business level operations to 
safeguard business units against cybersecurity risks [97]. These 
controls are designed to protect an organization’s assets, 
including its information, infrastructure, and personnel, by 
addressing potential vulnerabilities and threats.  By 
implementing these controls, organizations can enhance their 
overall security posture and reduce their risk of cyber-attacks.  
This ensures that companies adhere to the necessary security 
standards and maintain a strong security posture at all business 
units.   

 

Information system-level assessments focus on risks related 
to specific information systems and their components.  
Conducting technical assessments, such as penetration testing 
and vulnerability scanning, as part of the organization’s overall 
security and privacy program give a clear picture of 
technological risks [98]. Some technical controls include access 
control, network security, cryptography, application security, 
and incident management to protect information assets from 

unauthorized access, modification, or destruction [99]. Although 
Cameroon’s legal framework emphasizes information and 
network security, it only explicitly mentions penetration and 
intrusion tests to assess security posture [100]. While these tests 
are important for identifying vulnerabilities in an organization’s 
information security infrastructure, they represent only an aspect 
of a comprehensive information security program.  Based on 
these technical risk assessments, organizations develop effective 
security and privacy controls based on the results of these 
assessments [101].  Information system-level assessments can 
also provide detailed information on specific risks, which can be 
useful for making informed risk management decisions [102]. 
However, information system-level assessments may not 
capture the broader risk landscape that affects the organization 
as a whole, and they may not provide insights into risks that are 
related to business processes or organizational governance.  
Overall, each level of risk assessment has its advantages and 
disadvantages, and organizations should carefully consider their 
needs and resources when deciding which level or levels of 
assessment to use [103].  As Cameroonian legislators consider 
future legal reforms, they should remember that combining 
cybersecurity risk assessments across multiple organizational 
levels can provide a more comprehensive view of an 
organization’s risk landscape.  This approach will ensure that the 
information security risk management in Cameroon is aligned 
with the organization’s mission and goals.   
 

B. Critical Considerations for the Auditing Process 

Both NIST 800-53 and ISO 19011 describe processes that 
involve several stages or phases and have the goal of evaluating, 
documenting and improving information security systems.  
NIST SP 800-53 and ISO 27001 provide guidance on selecting 
and implementing appropriate controls to protect information 
assets from threats and risks [104].  The stages or phases of each 
process are similar but have different names: initiation, planning, 
execution, reporting, remediation and verification for the 
assessment process; and audit program management, audit 
planning, audit preparation, audit performance, audit reporting 
and audit follow-up for the audit process [105].  An important 
lesson Cameroon can learn from  NIST and ISO 19011 is the 
detailed established processes for evaluating and improving 
cybersecurity and information systems by defining security 
controls and providing detailed guidance for the systems audits 
and control implementation.   

With the rapidly evolving technological space, cloud 
computing has become critical for business advancement forcing 
NIST and ISO to compete with assessment and control 
frameworks.  An in-depth assessment of NIST 800-53 Rev.3 
revealed it did not include cloud-specific controls.  However, 
NIST 800-53 rev.5 includes many cloud-relevant controls [106].  
ISO/IEC WD 27017 and ISO/IEC 27018 standards apply to 
information security management, security controls for using 
cloud computing, and data protection controls for public cloud 
computing, respectively [107]. NIST 800-53 has over 860 
controls and enhancements, with approximately 17% being 
cyber resiliency oriented, but it can be challenging to identify 
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which controls support resiliency and in what aspect [108]. As 
businesses move to cloud computing, Cameroonian businesses 
and lawmakers must understand that cyber threats will persist 
and that there’s a need to cultivate cyber resilience to protect 
their businesses, online and in the cloud.  It is also relevant that 
Cameroonian authorities and business understand that in 
adopting cloud computing, “resiliency is needed to complement 
these measures, both to make them more effective and so that 
when the adversary does breach the perimeter, the organization 
is able to maintain and maximize mission operations while 
containing and otherwise minimizing the spread and actions of 
the adversary” [109]. 

 

C. Continuous Monitoring and the Life-cycle Approach 

Continuous monitoring of information security and 
cybersecurity practices can be considered a form of 
cybersecurity risk assessment and auditing since they involve the 
ongoing review and assessment of an organization’s security 
controls and practices to ensure that they are effective in 
protecting against threats and vulnerabilities [110].  This can 
help organizations continuously identify and address potential 
security issues before they become major problems, and can also 
provide valuable information for improving their overall 
security posture.  Cameroon’s information security framework 
does require ANTIC to organize audits once per year and does 
not recommend organizations to continuously monitor their 
systems for any vulnerabilities or attacks [111]. However, 
ANTIC can request that the Minister of Telecommunications 
modifies the audit frequency [112]. This provision does not 
resolve the question of constant threats and vulnerabilities facing 
the information and cybersecurity infrastructure.  Continuous 
monitoring of communication traffic is important for taking 
precautions against possible attacks and preventing harmful 
packets from entering the system while ensuring that legitimate 
packets are not delayed or blocked [113]. YImaz et al. , also 
highly emphasize the importance of continuously monitoring 
employees who work for an organization [114]. It is important 
to understand that NIST and ISO controls also provide people 
controls, including employees, because an information systems 
attacker could be an employee of the organization [115]. This 
control must be implemented with a view to the privacy concerns 
of employees.  Another paper will review the importance of 
employing peoples controls and compare that to Cameroon’s 
legal framework.   

V.  CONCLUSION  
In conclusion, auditing cybersecurity or performing risk 

assessments of information security systems is a crucial process 
that organizations must undertake regularly to protect their 
information systems and mitigate cyber threats to ensure 
business continuity.  Cyber threats are constantly evolving, and 
organizations must be proactive in identifying vulnerabilities 
and implementing measures to mitigate risks.  Cameroon’s 
cybersecurity legal framework provides a good foundation for 
organizations in the country to implement effective 
cybersecurity risk management strategies. The ISO 27001 and 
NIST frameworks are widely recognized as best practices for 

cybersecurity auditing and risk assessment.  Compliance with 
these frameworks can help organizations enhance their overall 
cybersecurity posture, protect their critical assets, and improve 
their credibility and reputation.  While these frameworks are 
voluntary, organizations in Cameroon can benefit from aligning 
their cybersecurity audit requirements with these frameworks.  
Cameroon’s cybersecurity legal framework provides a 
comprehensive approach to cybersecurity risk management.  
The framework focuses on critical terms such as audit, risk 
assessment, and information security system but fails to give 
detailed processes and controls to remediate vulnerabilities in 
the information security system.  Organizations must understand 
these terms to effectively implement cybersecurity risk 
management strategies and conduct effective cybersecurity 
audits.  

The cybersecurity risk assessment and auditing process in 
Cameroon should follow a hierarchical approach to risk 
assessment and audits.  The process should begin with 
identifying assets and assessing their criticality, followed by 
identifying threats and vulnerabilities, assessing the likelihood 
and impact of risks, and finally implementing controls and 
monitoring their effectiveness.  The audit process should be 
structured and organized, with clear objectives, scope, and 
criteria.  It should involve a comprehensive examination of the 
organization’s security actors, policies, actions, procedures, and 
resources.  Continuous monitoring and a lifecycle approach are 
critical to effective cybersecurity risk management and auditing.  
Organizations must regularly review and update their risk 
assessments and controls to ensure they remain effective in 
mitigating emerging threats.  Regular audits remain a vital 
instrument to identify shortcomings in an organization’s 
information security posture and lead to the necessity of 
implementing corrective measures.  

Cybersecurity auditing is a vital tool for protecting 
information systems and mitigating cyber threats in Cameroon.  
The ISO 27001 and NIST frameworks are widely recognized as 
best practices for cybersecurity auditing and risk assessment.  
Compliance with these frameworks can help organizations 
enhance their overall cybersecurity posture and improve their 
credibility and reputation.  Cameroon’s cybersecurity legal 
framework provides a good foundation for organizations to 
implement effective cybersecurity risk management strategies.  
The cybersecurity auditing process should follow a hierarchical 
approach to risk assessment and audits, involve a structured and 
organized audit process, and incorporate continuous monitoring 
and a lifecycle approach.  By adopting these best practices, 
organizations in Cameroon can effectively protect their 
information systems and mitigate cybersecurity risks. The 
current cybersecurity regulatory landscape in Africa is 
haphazard and gives the orientation to adopt a single continental 
legal framework like the European Union’s Directive 2016/1148 
that requires member states to adopt “common level of network 
and information security throughout the European Union” [116]. 
Consequently, countries like Portugal have transposed European 
legal regulations like the Budapest Convention into national law. 
[117]. Although this uniform regulatory framework looks 
tempting, national circumstances including business 
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advancement levels, especially, the financial and economic 
resiliency should be a critical factor in adopting harmonized 
laws. 
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