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Abstract— The United States faces persistent threats 
conducting malicious cyber campaigns that threaten critical 
infrastructure, companies and their intellectual property, and the 
privacy of its citizens. Additionally, there are millions of unfilled 
cybersecurity positions, and the cybersecurity skills gap continues 
to widen. Most companies believe that this problem has not 
improved and nearly 44% believe it has gotten worse over the past 
10 years. Threat actors are continuing to evolve their tactics, 
techniques, and procedures for conducting attacks on public and 
private targets. Education institutions and companies must adopt 
emerging technologies to develop security professionals and to 
increase cybersecurity awareness holistically. Leveraging Virtual/ 
Augmented/Mixed/Extended Reality technologies for education, 
training, and awareness can augment traditional learning 
methodologies and improve the nation’s cybersecurity posture. 
This paper reviews previous research to identify how distance and 
remote education are conducted generally, and how 
Virtual/Augmented/Extended/Mixed reality technologies are used 
to conduct cybersecurity awareness training, cybersecurity 
training, and conduct operations. Finally, barriers to adopting 
these technologies will be discussed. Understanding how these 
technologies can be developed and implemented provides one 
potential way of overcoming the cybersecurity workforce gap and 
increasing the competencies and capabilities of cybersecurity 
professionals.   

Keywords—Virtual Reality, Augmented Reality, Extended 
Reality, Security Awareness Training, Cybersecurity Training and 
Education 

I. INTRODUCTION 
The United States faces persistent and consistent threats from a 
variety of threat actors which threaten the American way of life. 
Combatting these actions requires a strong workforce that is 
properly trained to combat current and emerging threats. 
Unfortunately, as of 2021, there are over 3 million unfilled 
cybersecurity jobs with less than half of that number of workers 
currently in the field [1]. Most companies believe that this 
problem has not improved and nearly 44% believe it has gotten 
worse over the past 10 years [2]. This paper aims to shed light 
on this complex challenge by exploring how individuals 
become cybersecurity professionals. Current paths to 
cybersecurity expertise include formal education at universities 
or technical institutions, professional certifications, online 
learning platforms, books, or boot camps. Additionally, hands-
on experience can be obtained through internships, 
apprenticeships, or on-the-job training. The cybersecurity skills 
gap continues to widen despite the plethora of free and fee-

based education and training opportunities. This problem is 
further exacerbated by the continuously evolving threat 
landscape and the requirement to continuously train and hone 
knowledge, skills, and abilities. This paper proposes that 
leveraging Virtual / Augmented / Extended / Mixed Reality 
(*R) technologies can improve the overall cybersecurity 
posture by providing security awareness, education, and 
technical training, and support security operations. To guide our 
research, we will explore how distance/remote cybersecurity 
education works, the potential of *R technologies to improve 
training and operations, and the main barriers to their adoption. 

This work will result in a comprehensive taxonomy of 
collected resources, applications, and experiences to enhance 
cybersecurity awareness, training, and operations. Best practices 
and constraints will be outlined to enable educators, executives, 
and employees to integrate *R technologies in these areas. 
Finally, gaps in research, technology, and content will be 
identified to facilitate future research.    

II. PROPOSED WORK 

A. Research Design and Methodology 

 The author used a systematic literature review (SLR) 
technique to find relevant academic articles from 2010 to 2021. 
Relevant information was extracted from select articles to 
inform analysis and discussion. The steps involved in the SLR 
process include: 

1) Define the research questions. 
2) Determine the data sources and search process. 
3) Inclusion and Exclusion Criteria. 
4) Results of searching and data extraction. 
5) Analysis and Discussion. 

B. Research Questions 

1) How is distance/remote education conducted generally; 
for cybersecurity awareness training, technical training, and 
cybersecurity operations? 

2) Can *R technologies improve or enhance cybersecurity 
training and operations? 

3) If *R technologies are determined to be effective in 
improving or enhancing cybersecurity training and operations, 
what are the barriers to widespread adoption? 
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C. Data Sources and Search Process 

A variety of sources were used to identify sources for this 
research including Google Scholar, IEEE, Elsevier, EBSCO, 
Proquest, and other library resources. Additionally, current 
industry trend reports were analyzed to identify current and 
relevant statistics to support research objectives. Search terms 
included but were not limited to Virtual Reality, Augmented 
Reality, Mixed Reality, Extended Reality, Cybersecurity 
Awareness Training, Security Awareness Training, 
Cybersecurity Technical Training, and Cybersecurity 
Operations. The search limited results from 2010 to the present. 
This range was necessary to accurately identify the evolution of 
online education, remote learning, and *R technologies. 

D. Inclusion and Exclusion Criteria 

 Given the limited, specific research on the application of 
*R technologies for cybersecurity, the author applied a liberal 
inclusive set of search criteria. Full-text journal articles were 
used to identify and analyze the use of *R technologies in 
education and online learning. Information from these articles 
was extrapolated for their potential use for the specific use cases 
of cybersecurity awareness, training, and operations. Editorials, 
trade journals, and other online resources were used to identify 
the latest statistics and applications of *R technologies for these 
purposes.  

Search Results 

Search results can be broadly categorized into four 
categories of education, training, awareness, and adoption. 
Some results span education and training or awareness and 
training. The resulting table (Appendix 1) provides the authors, 
year, title, associated category(s), main findings, limitations if 
applicable, any additional information that can aid future 
researchers in identifying relevant information. For the 
purposes of this paper education, training, awareness, and 
adoption are defined as follows: 

 
1) Education – Goes beyond training and awareness and 

typically aligned with formal education institutions like 
colleges or universities. Integrates all security skills and 
competencies from various functional specialties into a 
common body of knowledge [34]. 

2) Training – attempts to produce relevant and needed skills 
and competencies for a specific topic [34]. 

3) Awareness – focus attention on a particular topic which 
are intended to allow individuals to recognize and react 
appropriately to the topic [34]. 

4) Adoption – refers to the the technology being integrated 
into education, training, and operational settings. 

III. VIRTUAL REALITY TECHNOLOGIES 
Virtual Reality consists of an absorbing, interactive, 

computer-mediated experience in which a person perceives a 
synthetic environment via specialized human-computer 
interface (HCI) equipment [3]. This equipment and technology 
provide users with different experiences classified as follows 
and depicted in Figure 1: 

1) Virtual Reality (VR) – Users are completely immersed 
in a computer-generated reality. 

2) Augmented Reality (AR) – enhances the real world with 
images, text, and other virtual information via devices such as 
head-up displays, smartphones, tablets, smart lenses, and 
glasses. 

3) Mixed Reality (MR) – moves beyond augmented reality 
allowing users to interact with virtual objects that are placed in 
the real world. 

4) Extended Reality (XR) – an umbrella term for all 
immersive technologies currently available and still to be 
created [4]. 

Figure 1 – Milgram’s MR Continuum [5] 
 

For the purposes of this paper, the designation “*R” will be 
used to encompass all virtual reality technologies as defined in 
the previous section. Although a detailed explanation of Virtual 
Reality interaction is outside the scope of the paper, it is 
important to understand the current and future possibilities. *R 
technologies incorporate software and hardware components to 
support human-computer interactions. The software’s role is to 
build an interactive environment for users. The software must be 
capable of 3D modeling, a *R engine, and a physics engine 
capable of building the environment [15]. Hardware provides a 
type of middleware to input data and real-world information. 
Additionally, hardware injects and receives feedback and 
information into/from the virtual environment. *R enhances the 
user’s learning ability, conveniently conveys complex concepts, 
and demonstrates those concepts from a virtualization 
perspective. Additionally, *R provides bidirectional 
communication between users and computers. This allows 
researchers and instructors with rich information on how users 
stimulate the virtual environment and the impact the virtual 
environment has on users.  

Traditionally, users interacted with virtual reality through 
controllers that imitated a pointer or hand gestures at a 
rudimentary level. Advances in technology allow users to 
immerse themselves and interact with virtual environments in 
new ways. This includes eye-tracking, optical body tracking, 
gloves, optical hand gestures, muscular/spatial, neural 
interfaces, and various haptic and sensory feedback devices [6]. 
Throughout the remainder of this paper VR/AR/MR/XR 
technologies will be referred to as *R.  

IV. RELATED WORK 
Research on remote education in emergencies has focused 

on humanitarian crises, natural disasters, and armed conflict and 
has existed for decades [7]. COVID-19 caused worldwide 
disruption of traditional learning modalities forcing educational 
institutions to evaluate effective modalities for remote 
education. This transition to online learning was hindered by a 
lack of planning, design, and development of content for 
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effective transmission of information to remote students. Based 
on this, it is important to properly plan when integrating *R, 
emerging technologies, and simulations for education and 
training purposes.   

A. *R for General Education 

Online learning has followed asynchronous, synchronous, 
and flipped classroom models. Asynchronous models provide 
flexibility allowing students to interact with content at their 
own pace. Synchronous models mimic traditional face-to-face 
classes. Technology has facilitated a more interactive and 
engaging experience for students through the use of 
collaboration platforms, learning management systems, screen-
sharing, and “virtual black/whiteboards.” Flipped classroom 
models provide lectures and content for students to review at 
home and utilize classroom time for more interactive and 
engaging activities.  

Distance learning presents a variety of challenges 
including social interaction, student engagement and focus, and 
comprehension and information retention [5]. Research 
addressing social interaction concerns has led to positive 
improvements in leveraging *R technologies. *R has been used 
to create collaborative spaces, integrated conferencing to 
increase the sense of presence and integrate user movement and 
visual cues, and overlay drawings and graphics to enhance 
video calls [5]. Further, comparative research on social 
interactions in virtual and realworld environments determined 
that *R experiences were equally effective at allowing 
participants to engage and communicate socially [5].  

Engaging students has been a problem for traditional and 
online learning. Technology, social media, and other 
distractions interfere with a variety of educational modalities. 
This can be especially true for asynchronous learning since 
students do not have access to non-verbal cues associated with 
face-to-face learning. Additionally, technology and 
connectivity issues can decrease the feeling of connectedness 
and engagement with the material. Studies using augmented 
reality books and augmented reality applications have shown 
increases in student motivation and engagement. Virtual reality 
allows users to move around the virtual environment and 
interact with objects to create a sense of immersion. Immersive 
environments blend a digital computer-generated environment 
with the real world. Additionally, external distractions are 
minimized or removed using *R technologies.  

*R technologies have demonstrated their ability to improve 
knowledge acquisition and understanding, concept retention, 
and improving understanding of abstract and complex topics 
[5]. Additionally, studies have shown that *R has increased 
motivation and attitudes towards learning which has been 
positively correlated with students’ ability to comprehend and 
retain information.  

B. *R For Cybersecurity Awareness Training 

Conducting cybersecurity awareness training is one of the 
most cost-effective and beneficial methods to reduce 
cybersecurity breaches and incidents. Cybersecurity awareness 
can be described as, “The harmonization of capabilities in 
people, processes, and technologies: to secure and control both 

authorized and/or unlawful access, disruption, or destruction of 
electronic computing systems (Hardware, software, and 
networks), the data and information they hold [18].” It is 
estimated that 95% of cybersecurity breaches are caused by 
human error demonstrating the need for improved security 
awareness training [8]. Despite these facts, traditional 
cybersecurity awareness training programs have proven 
ineffective and fail to reduce organizational risk. This is due to 
several reasons. 

Cybersecurity awareness is essential for worldwide 
internet users of all ages addressing both domestic and 
workplace environments and risks as applicable. Training the 
younger population comes with its own set of challenges. First, 
accepting and understanding security concepts is exacerbated 
by taking a one-size fits all approach to security awareness 
messaging and content. Additionally, younger populations are 
typically not risk-averse and tend to overshare information. 
This behavior introduces data privacy issues.  

Also, many (55%) organizations do not offer mandatory 
security awareness training, and organizations that do require it 
do so sparingly [9]. Additionally, some companies that do 
provide training do so to meet compliance requirements which 
result in a “check the box” mentality instead of instilling a 
security-minded culture. This leads to a lack of employee buy-
in. Further, much of the content is not engaging and may 
involve a slideshow, video, or other materials that require little 
or no interaction. Finally, organizations don’t have a holistic 
and realistic training plan that constantly evaluates the overall 
security posture for the organization and employees’ part in 
that. Research by He and Zhang [17] identified similar issues 
outlined below: 

 
• Employee boredom and completing requirements 

quickly without paying attention to the material 
• Employee lack of interest and motivation due to lack 

of incentives 
• Training not tailored to employee roles, learning 

styles, or needs 
• Training content is not relevant or updated and 

maintaining relevance is not cost-effective for 
organizations  

C. *R For Cybersecurity Technical Training 

Over 3 million unfilled cybersecurity jobs demonstrate a 
critical shortage for organizations creating a national security 
risk [10]. Additionally, cybersecurity professionals must 
maintain their skills and develop new skills to remain relevant 
and keep pace with threat actors. Despite this, nearly 82% of 
respondents from an Information Systems Security Association 
(ISSA) survey stated general job requirements prohibit them 
from sustaining their knowledge and skills [11]. Leveraging *R 
technologies may be one method of overcoming this training 
deficit. Various studies have demonstrated that training 
provided through *R technologies resulted in higher enjoyment 
by users and increased changes in behavior [12]. Additionally, 
immersive learning involving authentic inquiry, active 
observation, peer coaching, and reciprocal teaching provides 
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optimal learning [13]. Research on this determined a 75% 
higher retention of information and increased potential for 
making fewer mistakes after *R training. It is important to note 
that this research determined that *R training should 
complement other training to provide comprehensive training 
and experiences across a variety of problem sets.   

D. *R For Cybersecurity Operations 

Cybersecurity operations is a very broad field including 
incident response, penetration testing, digital forensics, cyber 
threat intelligence, cyber defense, and offensive operations 
conducted by authorized government entities. Specifically, the 
National Institute of Standards and Technology’s (NIST) 
National Initiative for Cybersecurity Education (NICE) 
Framework outlines seven domains and 33 specialized areas for 
cybersecurity jobs. *R technologies provide multiple methods 
to develop content, training, and tools to conduct daily 
operations across these domains.  

For example, *R technologies provide Security Operations 
Center (SOC) analysts the ability to conduct operations 
anywhere while still having access to the infrastructure, 
services, tools, alerts, and controls provided by the fixed 
physical infrastructure. Additionally, *R can layer visual cues 
on alerts to assist Tier-1 SOC analysts conduct triage reducing 
the requirement for Tier-2 and Tier-3 analysts. This is important 
considering the cybersecurity skills gap previously outlined. 
Further, layering Machine Learning (ML) and Artificial 
Intelligence (AI) capabilities into the *R augmented SOC can 
provide better analysis capabilities and visibility across the 
enterprise. The following are the benefits of a Virtual SOC 
capability: 

• Cost reduction for SOC maintenance; 
• Ability to monitor varied sources and facilitate 

endpoint analysis; 
• Identify security improvements in the enterprise 

ecosystem; 
• Improving business-level stakeholder understanding 

and awareness; 
• Integrated augmented intelligence and tipping and 

queuing for network events and mitigating potential 
threats; 

• Augment data visualization; improve forecasting, 
analysis; and decision-making [14]. 

Additionally, research into the efficacy of using *R 
technologies to train digital forensic professionals has been 
conducted with scenarios to obtain evidence from crime scenes 
in a forensically sound manner [13]. This involved setting up a 
physical and virtual lab for a variety of situations including 
imaging flash drives, collecting media, and other activities.  

V. CURRENT SOLUTIONS 
Although *R technologies for cybersecurity are limited in 

both scope and scale, some solutions address Cybersecurity 
Awareness Training, Cybersecurity Technical Training, and 
Cybersecurity Operations.  

A. *R Solutions for Cybersecurity Awareness Training 

CybAR is an Augmented Reality application designed with 
20 tasks designed to challenge and engage users by providing 
interactive answers and feedback on topics such as phishing, 
ransomware, WiFi security, password creation, data protection, 
file backups, and social media best practices based on 
Technology Threat Avoidance Theory (TTAT) [17]. The 
application is designed to integrate new content into the 
platform to expand the content repository or increase the 
technical difficulty.  

B. *R Solutions for Cybersecurity Technical Training 

The Cyberinfrastructure Security Education for 
Professionals and Students (CiSE-Pros) provides a 
cybersecurity training program integrating aspects of physical 
security. The application provides a user tutorial, for entering 
and exiting a data center, interacting with and inspecting 
hardware components within the data center, and replacing 
defective hardware components [19]. Although limited in 
scope, this application demonstrates how physical security 
elements can be integrated with other aspects of cybersecurity 
training including clean desk policies, access control, securing 
physical documents, securing desktops, and various other 
opportunities.  

C. *R Solutions for Cybersecurity Operations 

The Virtual Reality Data Analysis Environment (VRDAE) 
is a beta application to provide cybersecurity analysts with a 
collaborative environment and data visualization tools to depict 
linkages between nodes within an enterprise environment [20]. 
Additionally, there is an integrated Visual Intrusion Detection 
System (VIDS) developed to address the proper design and 
implementation of computer networks and the associated traffic 
and alert data. The additional benefit of this capability is that it 
provides future research on how users interact with the data 
within a virtual environment. A third tool is a Virtual Data 
Explorer (VDE) which presents users with stereoscopically 
perceivable data visualizations capable of viewing the 
functional topology of a set of computer networks and 
associated nodes [20].  

Viewpoint is a technology that allows humans to interact 
with data using mixed reality interfaces and consumes vast 
amounts of data to create an analysis capability for 
cybersecurity risk and operations [21]. The tool uses metadata 
from network appliances to create a visualization of activity 
while layering information from multiple sources to create a 
simulation of the enterprise network and traffic. Additionally, 
users can interact with the simulation to create attack maps and 
generate intrusion models, remediate breaches, and develop 
attack signatures [21]. The utility patent describes the tools as, 
“The network security monitoring and correlation system 
utilizes mixed reality techniques to display contextual and 
prioritized data visualization schemes, thereby allowing a 
human analyst to quickly inspect and understand the 
environment surrounding computer hosts within a monitored 
network [22].” 
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VI. GAPS IN RESEARCH 

A. *R Framework for Cybersecurity Training 

There is no clearly defined framework available for 
integrating *R technologies into cybersecurity training. 
However, current research and development of gamification for 
cybersecurity training can be adapted to *R technologies 
considering those technologies can be thought of as an 
extension of gamification. Cybersecurity Awareness is 
impacted by developing capability and behavior. Capability 
includes the knowledge, skills, and abilities users need. 
Behavior deals with the actions and attitudes of users. Although 
capability and behavior may not directly impact each other, 
there are indirect influences that impact users. These concepts 
are depicted in Figure 2 [18]. Further, Tables 1 and 2 provide 
an overview of gamification mechanics and requirements for a 
cybersecurity awareness training framework.  

 

Figure 2 – Cybersecurity Awareness Constructs [18] 
 

Categories Gamification Mechanics 
 
 
Cooperation / 
Competition 

- Leaderboards 
- Social  
- Guilds 
- Roles 
- Avatars 
- Virtual Goods 

 
Prizes 

- Badges / Medals 
- Trophies 
- Achievements 
- Awards, Trading, Gifting / Rewards 

 
 
Adventures 

- Challenges 
- Actions 
- Quest / Goal / Mission 
- Boss Battles 

 
Progression 

- Progress Bar / Status 
- Points / XP 
- Levels 
- Feedback / Reports 

 
Surprises 

- Unlockable Content 
- Easter Eggs 
- Lottery / Game of Chance  
- Notifications 

Table 1 – Gamification Mechanics [18] 
 

Categories Requirements 
 
 
 
Cybersecurity 
Awareness 
(CSA) 

- Establish business targets and learning 
objectives 

- Distinguish relevant topics and content 
regarding learning objectives 

- Make sure the content is recognizable 
and relevant for participants 

- Perform continuous monitoring; check 
content’s relevance and up to date 

 
 
Gamification 

- Identify motivations of participants to 
align gamification tactics (ARCS+G) 

- Apply different gamification concepts 
to appeal to different participants 

- Make sure the gamification concepts 
align with the objectives 

 
 
 
 
 
Additional 

- Perform an analysis of cultural and 
lifestyle differences that might affect 
training experiences and results 

- Adopt a flexible approach; possibilities 
to change or adjust models 

- Enable customization. e.g. to different 
users, message to be delivered, or 
content 

- Offer different delivery methods, e.g. 
print for complex information 

- Provide short sessions on a regular 
basis to improve retention 

Table 2 – Framework Requirements [18] 

B. Qualitative / Quantitative Research on *R Training 

Effectiveness 

Evidence for the effectiveness of commercial and 
educational game based learning while leveraging immersive 
technologies has been exceedingly positive. Game-based and 
interactive learning content is typically more engaging and 
immersive for the learner. It has been shown to provide 
meaningful interactions between the learner and the content 
producing a high level of transferrable skills to the physical 
world. Additionally, these learning modalities have shown 
increased cognitive, perceptual, affective, motivational, and 
behavioral results.  

The availability of qualitative and quantitative research on 
leveraging *R technologies for cybersecurity training, 
education, and awareness is nearly non-existent. Various 
studies have been conducted on the efficacy of *R training for 
STEM education and sociological uses. These studies focus on 
survey participants from various points in their academic and 
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professional careers. The research reviews the use of *R 
technologies from similar perspectives. Equipment availability, 
equipment comfort, costs (equipment, content development, 
offset of physical assets), user experiences (availability, 
realism, interactivity), and safety are consistent criteria across 
research studies regardless of the discipline or use case.  

Due to the lack of cybersecurity-specific research on the 
effectiveness of *R technologies in cybersecurity, research was 
evaluated from different use cases and disciplines which 
provide a solid foundation and understanding which can be 
used to guide future research. 

VR Education Model 
Cooper and Thong [25] describe Virtual Reality as a 

transformational tool and describe the VR Education Model 
(VEM) as inclusive of terms such as experiencing, engagement, 
equitability, and everywhere.  

 
• Experiencing includes the ability for the learner to 

experience things from various locations, such as 
space, or phenomena from various historical times or 
locations. Additionally, the same phenomena from 
their point of view (POV) or that of another learner. 

• Engagement is indicated by the learner’s attention, 
novelty, interest, feedback, and challenge across the 
spectrum of emotional, sensory, and spatiotemporal 
criteria. 

• Equitability refers to stakeholder actions and 
environments that promote great consistency in the 
educational experience. Additionally, physical 
experiences available to those in certain geographic 
locations or areas of affluence may be replicated in 
virtual reality to provide opportunities for all students 
with access to the technology. Further, VR could 
homogenize cohorts of students using avatars 
removing certain biases from social interaction.  

• Everywhere identifies that VR can provide 
Collaborative Learning Environments (CVEs) for 
learners to collaborate globally to solve problems. 
This experience provides the ability to learn anywhere 
at any time with collaborators from around the world 
which would not be possible or restricted by other 
learning modalities.  

Education Case Studies 
These aspects are complemented by the research conducted 

by Steffen, Gasking, Meservy, Lenkins, and Wolman [26] 
which provide a framework for various affordances for VR and 
AR technologies correlated with specific aspects outlined as: 

 
• Diminish negative aspects of the physical world 

o Reduce physical risk 
o Reduce emotional/mental risk 

• Enhance positive aspects of the physical world 
o Increase empathy 
o Amplify reality 
o Coordination 

o Collaboration 
o Communication 
o Enhanced computing 
o Facilitate information 
o Filter information  

• Recreate existing aspects of the physical world 
o Video logging 
o Mobile computing 
o Understand proximal positioning 
o Physical interaction with digital objects 
o Training 
o Reduce resource cost 
o Enable physically incapable participants 

• Create aspects that do not exist in the physical world 
o Depict the nonexistent 
o Overcome space-time linearity 

 
Their team conducted two case studies to identify the extent 
Physical Reality, Augmented Reality, and Virtual Reality 
impact the following: 
 

• Reduce physical risk 
• Reduce emotional/mental risk 
• Obtain useful additional information not available by 

default 
• Highlight, filter, or block certain information  
• Reduce costs associated with time, effort, or financial 

resources 
• Participate in an activity that would otherwise be 

impossible for me 
• Gain access to objects, activities, or environments that 

existed in the past or have not yet come into existence 
(time constraints) 

• Experience the breadth and depth of detailed sensory 
inputs 

• Leverage important details in my immediate physical 
surroundings (within the scenario) [26] 
 

Study 1 was an experiential survey conducted at a large, private 
university. Study 2 expanded and complemented Study 1 by 
providing participants with a wider variety of *R technology. 
The results of these studies are captured in Figures 3 and 4. 
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Figure 3 – Study 1 Statistics [26] 
 

Figure 4 – Study 2 Statistics [26] 

STEM / Physical Systems 
Skorenkyy, Kozak, Zagorodna, Kramar, and Baran 

developed a conceptual model to map AR-assisted scenarios 
onto competency frameworks using an agricultural cyber-
physical system component [24]. Their work outlined the 
components (cybernetic, network, physical), realization 
(applications, services, protocol interfaces, sensors, actuators), 
and requirements (security, interoperability, dependability, 
real-time and streaming data, predictability, sustainability) 
functional requirements for cyber-physical systems (Figure 5). 
They mapped these requirements to the NICE framework of 
building blocks for a capable and ready cybersecurity 
workforce (Figure 6). And finally introduced the concept and 
scenario game development model for a cybersecurity training 
project (Figure 7). This work is relevant to the lack of content 
and engagement for users. It also provides a foundation for 
future content development.  
 

Figure 5 – Functional Requirements of Cyber-Physical System 
Realizations [24] 
 

Figure 6 – NICE Framework of Building Blocks [24] 
 

Figure 7 – Game Scenario Model for Cybersecurity Training 
[24] 
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Related to the Skorenkyy et al work, Jones and Golub [27] 
developed two prototype VR experiments to evaluate the 
efficacy of VR technologies in STEM education. The first 
replicated a Resistor-Inductor-Capacitor (RLC) circuits lab. 
The second was used to simulate the investigation of tensile 
strengths and stress-strain response in different materials. The 
Likert scale survey results from the study are outlined in Figure 
8. 

 

Figure 8 – Jones Golub Likert Scale Survey and Results [27] 

 

Engineering Education and Professional Training 
Research from Udeozor, Toyoda, Abegao, and Glassey 

highlights multiple applicable criteria for our study including 
highly technical content, developing transferrable skills, and 
safety [28]. Their research leverages the Unified Theory of Use 
and Acceptance of Technology (UTAUT2) framework which 
was developed to predict technology acceptance. This 
framework theorizes that Performance Expectancy (PE), Effort 
Expectancy (EE), Social Influence (SI), Facilitating Conditions 
(FC), Hedonic Motivation (HM), Price Value (PV), and Habit 
(H) determine technology use intentions. A modified 
framework (Figure 9) was used for their study.   

  

Figure 9 – Modified UTAUT2 Model 
 
Their research provided both quantitative and qualitative 

results both correlating towards the acceptance and willingness 
to adopt this technology for education and training from the 
student perspective (research question 1) and the employee 

perspective (research question 2). Specifically, the mean scores 
of students on all constructs measured from 3.6 to 4.8 with HM 
and EE having the highest mean scores [28]. Additionally, 
students scored high on the BI construct which indicates 
enthusiasm towards adoption. Similarly, the researchers used 
two open-ended questions in their study. 

 
1) Why do you think using Immersive Virtual Reality (IVR) 

games for H&S education could be a good idea? 

2) Why do you think using IVR games for H&S education 

could be a bad idea? 

 
Themes from Question 1 include the opinion that IVR games 
could enhance learning and retention, improve safety in 
training, and cost benefits. Themes from Question 2 include 
cost, the challenge of game design, gameplay distractions, the 
ineffectiveness of games, and lack of acceptance by students 
and teachers. The results for employees were slightly higher 
with mean scores averaging between 3.8 to 5.1 with PE and EE 
having the highest mean scores at 5.0 and 4.8 respectively [28]. 
The implications of their study are: 
 
 
 

• IVR games should be fit for the purpose 
• Finding the right balance between quality of 

immersion, representation, and fidelity when 
designing content is important 

• IVR games and similar pedagogical tools should be 
used to complement existing pedagogies rather than 
stand-alone 

• Students can be encouraged to be co-designers of 
games. 

• Integrating debriefing sessions into the learning 
activities would be beneficial [28].  

C. Limited Content and Simulations 

Although the research on *R technology for cybersecurity 
is lacking, research has been conducted on leveraging 
gamification strategies for cybersecurity awareness and 
training. The results of these studies could guide future research 
in *R technology adoption, use, and effectiveness in 
cybersecurity. This section will evaluate a few examples which 
highlight basic gamification for a specific knowledge area using 
a role-playing game theme, an augmented reality tool covering 
a wide spectrum of cybersecurity awareness domains, and a 
Virtual Reality (VR) First-Person game that puts the learner in 
an IT technician role. 
 
Role Playing Game (RPG) 

Scholefield and Shepherd conducted an exploratory study 
on the use of gamification to educate users on a specific task of 
password security [29]. They identified that previous 
gamification was focused on younger audiences and high 
school students using browser-based applications. They 
postulated that this limited reach since cybersecurity awareness 
impacts everyone and browsers are not as accessible as other 
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platforms. To overcome the second concern, they developed 
their platform using a unity role-playing quiz application for 
Android which maintained 75% of the market share. The results 
of the study indicated that a majority of participants agreed that 
the password security game helped increase their knowledge on 
password security, found it enjoyable, and considered 
gamification an effective method for teaching computer 
security (Figures 10, 11, 12, 13). 

 

Figure 10 – Self-Reported Security Knowledge [29] 
 

Figure 11 – Knowledge improvement [29] 
 

Figure 12 – Enjoyment [29] 
 

 
Figure 13 – Effectiveness [29] 

Augmented Reality (AR) Game 
Alqahtani and Kavakli-Thorne evolved the simple role-

playing game by developing an Augmented Reality game for 
Cybersecurity Awareness (CybAR) [17]. Their experience 
focused on high-level user behavior across the spectrum of 
cybersecurity including spoofed emails, SMS phishing, scam 
phone calls, identity theft, ransomware, and phishing through 
social media [30]. They leveraged elements of the Technology 
Threat Avoidance Theory (TTAT) to develop their game 
framework (Figure 14) and the Condepumpido knowledge 
model (Figure 15).  
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Figure 14 – CybAR Game Design Framework [17] 
 

 
Figure 15 – CybAR Knowledge Model [17] 
 

The researchers found that more than 90% of participants 
(91 participants) agreed that the CybAR game was an effective 
method of learning cybersecurity-related concepts, helped the 
user learn about cybersecurity attacks from mistakes, was a fun 
method of learning cybersecurity, motivated the user to learn 
more about cybersecurity, was easy to understand and play, 
mimicked real-life cybersecurity scenarios in a presentable 
way, and were motivated to use CybAR in the future (Figure 
16).  

 

 
Figure 16 – CybAR Effectiveness [17] 

Virtual Reality (VR) Game 
Veneruso, Ferro, Marrella, Mecella, and Catarci 

researched the effectiveness of a Virtual Reality (VR) 
experience called CyberVR. This game placed the user into an 
IT technician role who completes mini-games that cover 
relevant and contemporary topics in cybersecurity [30]. Their 
game consists of two levels. The first is an orientation level for 
the learner. The second level focuses on skills development in 
network mapping/scanning, information flow, code injection, 
patch management, dynamic software analysis, privilege 
escalation, and public-key cryptography. Their research 
focused on validating the following: 

 
• H1 - Traditional textbook learning increases users’ 

awareness of cybersecurity issues. 
• H2 - Playing CyberVR increases users’ awareness of 

cybersecurity issues. 
• H3 - Learning through CyberVR is more engaging than 

traditional textbook learning [30]. 
 
The researchers concluded that CyberVR is equally, and in 
some cases, more effective as a learning method toward 
cybersecurity education than traditional textbook learning and 
that CyberVR is more engaging as a learning method toward 
cybersecurity education than traditional textbook learning [30].  

VII. *R ADOPTION CHALLENGES 
Adopting any emerging technology comes with a variety 

of challenges. One of the ongoing challenges with *R 
technologies is locomotion within the simulated environment. 
This can significantly impact the user’s willingness to leverage 
*R technologies, may reduce the realism of training, and may 
reduce training effectiveness. This limitation is caused by the 
restrictions imposed by sensors, the range of communication 
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between wearable technology and the simulator, and the field 
of view associated with the headsets [19].  

There are many barriers to adoption regarding *R 
technologies for education, training, and operational usage. 
These barriers include the potentially high financial costs of 
acquiring the hardware; the lack of realism, fidelity, and skill 
transfer issues; physical effects on end-users; no curriculum 
content; and the requirements for a mobile device. These 
adoption challenges will be explored from the K-12 educational 
perspective, higher education, and organizations.  

Public K-12 schools, which account for nearly 87% of 
students, continuously face funding concerns, and has become 
more pronounced due to the COVID-19 pandemic. This aligns 
with the cost being one of the primary barriers for the massive 
adoption of AR/VR solutions; lack of understanding of the 
value of VR; and the return on investment for improving 
education efficacy, retention, and engagement among learners 
[31]. Compounding this issue is the lack of knowledge about 
how *R technologies can support education. The best way to 
understand *R technology is to experience it. This requires 
explaining how those experiences can improve education. It 
also requires educators and administrators to agree on the value 
of the technology. Health concerns also top the list of adoption 
challenges. Sixty percent of parents are “somewhat concerned” 
including thirty percent being “very concerned” about VR’s 
negative health effects [31]. Bumping into things, dizziness, 
nausea, headaches, and eyestrain are among the physical health 
concerns. Additionally, isolation, emotional, and trauma from 
scary, violent, or sexually explicit content are additional 
concerns.  

Recent research [32] was conducted to understand the 
limited adoption of Augmented and Virtual Reality (AVR) 
technology in higher and tertiary education despite the potential 
benefits. An important point for this study is the inclusion of 
AVR-associated Internet of Things (IoT) devices. Table 3 
outlines the concerns for AVR technology. 

 
Primary Concern Associated Concerns 

Security Concerns 

• Credential Exposure 
• Cross-Site Scripting (XSS) 
• SQL Injection 
• Weak Account Lockout Settings 
• Insufficient Authentication and 

Authorization methods 

Environmental 
Concerns 

• Heavy Metal Usage 
• Toxic Chemical Usage 
• Cost to mine rare metals 

Ethical Concerns 

• Human Rights  
• Security 
• Data Protection 
• Privacy 

• Responsibility 
• Punishment 
• Management 
• Laws and Regulations 

• Morality 

• Age 
• Culture 
• Experience 

• Mentality 
• State of Mind 
• Understanding 
• Trauma 
• Tolerance 

Content 
Availability 

• Discipline Limitations 
• Accessibility  
• Immersion and Interaction 

Table 3 – *R Adoption Issues in Higher Education [33] 
 
 Organizations face similar adoption issues as educational 
institutions. There are legal concerns, moral questions, 
accessibility, privacy and security, and health concerns. 
Additionally, Martec’s Law states that technology changes 
exponentially yet organizations change logarithmically (Figure 
17) [33].  
 

Figure 17 – Martec’s Law [33] 
 
 Additionally, organizations must face the reality that 
failing to adopt *R technology could reduce profitability and 
agility in the marketplace. This is especially true for small 
businesses that can’t afford the technology or where it may not 
be relevant within their industry vertical. This is an example of 
where the market may influence adoption which would not 
influence educational institutions.  
 Impacting the adoption from all groups is the issue of 
usability and integration. Integrating operations across virtual 
reality, augmented reality, and desktop systems is increasingly 
difficult. Additionally, data ingestion and synchronization 
across platforms can introduce discrepancies during analysis 
and operations. Further, usability issues arise based on groups 
and demographics, specifically the age of the user [23]. 

VIII. ANALYSIS AND EXAMPLE 
Education and training are typically conducted in a few 

modalities: In-person/face-to-face, Online 
(synchronous/asynchronous), or some form of hybridization. 
There are pros and cons for each of these modalities. With each 
of these, technology continues to support education and 

11

Wagner and Alharthi: VR Technologies to Improve Cyber Education

Published by DigitalCommons@Kennesaw State University, 2023



 

training. COVID-19 has forced educators, trainers, and 
employers to adopt innovative solutions to continue operations.   

Research and application on using *R technologies for 
education, distance education, training, and operationally is 
limited holistically and even more so within cybersecurity. 
Despite this limitation, the research reviewed indicates that *R 
technology can be used to supplement and enhance current 
education, training, and awareness campaigns. The various 
studies identified a positive correlation between using 
gamification and *R technologies in three primary ways: 

 
• Increase in both knowledge attainment and retention 
• *R technologies are effective in delivering content in 

a realistic and applicable manner 
• Increased enjoyment and motivation to learn the 

content  
 

The information obtained through this research can be 
distilled into two tables. Table 4 outlines the high-level 
capabilities, pros, and cons of using *R technologies across 
disciplines and use cases. Table 5 correlates the specific 
research to the benefits.  

 
Capabilities Pros Cons 

Diminish negatives 
of the physical 
world 

Cost benefits Security 
concerns 

Enhance positive 
aspects of the 
physical world 

Reduce physical/ 
emotional/mental 
risk 

Environmental 
concerns 

Recreate existing 
aspects of the 
physical world 

Highlight, filter, 
or block certain 
information 

Ethical 
concerns 

Create aspects that 
do not exist in the 
physical world 

Ability to 
leverage or 
introduce 
sensory inputs 

Content 
availability 

 User 
engagement, 
interaction, and 
enjoyment 
improved 

Physical effects 

Table 4 - *R Capabilities, Pros, Cons 
 

Benefit Research 
Skill/knowledge transfer and 
development 

• Alqahtani [17] 
• Skorenkyy [24] 
• Steffen [26] 
• Udeozor [28] 
• Scholefield [29] 
• Veneruso [30] 

Skill/knowledge retention • Alqahtani [17] 
• Steffen [26] 

Similarity to real-world 
experiences (realism) 

• Alqahtani [17] 
• Skorenkyy [24] 
• Steffen [26] 

Enjoyment/engagement/motivation • Alqahtani [17] 
• Steffen [26] 
• Udeozor [28] 
• Scholefield [29] 
• Veneruso [30] 

Expected effort expended to learn 
the material • Udeozor [28] 

Equipment comfort • Skorenkyy [24] 
Table 5 – Benefit / Research Mapping 
 

There are many documented reasons that educational 
institutions and organizations are not adopting *R technologies 
despite the evidence supporting that user satisfaction, 
demonstrable improvements in time to learn new content and 
skills, and retention of those skills are increased. There is 
consistency between educational institutions at various levels 
and organizations in different industries for limited adoption. 
Specifically, these adoption barriers can be generalized as cost, 
ethical issues, and lack of applicable content.  

Overcoming these adoption issues requires developing 
value propositions for organizations and continued research 
into the efficacy of these technologies. It will also require that 
robust and relevant content be developed and distributed. This 
may require content developers to provide some content for free 
to engage users and demonstrate the value. Despite the 
exponential improvements in *R hardware, developers will 
need to develop a platform that meets most consumer needs and 
isn’t expected to become obsolete within months of purchase. 
Additionally, some ergonomic issues continue to plague 
headsets. For example, the fact that headset straps can mess up 
the user’s hair is a simple and common complaint for users. 
Finally, champions for the technology must introduce it to 
organizations and consumers to experience it. It is hard to 
explain a *R experience, yet once someone experiences it there 
is usually a moment of clarity. Users must know the technology 
that exists, how the technology will enhance or replace the 
current methodologies, and why they should adopt the 
technology.  

 
Networking / Threat Analysis Tool 

An early attempt to identify how Virtual Reality 
technology could enhance education and operations was 
conducted by the University of Arizona with an NSA sponsored 
grant. From 2019-2020, P. Wagner from the University of 
Arizona conducted the initial development of a VR tool, Virtual 
Exploit Network Offense Management (VENOM) tool, to 
explore the ability of cybersecurity defenders to view a 
medium-scale (50+ Node) network associated with a 
shipping/delivery company (Figure 18). Traffic focusing on the 
top networking protocols was simulated within the virtual 
environment. Additionally, simulated network attack traffic 
was simulated to identify how visualizations could improve 
Security Operations Center (SOC) identification and 
understanding of attacks as they traverse the network in the 
simulated environment. Finally, dashboards (Figure 19) and 
heads-up displays (Figure 20) were integrated into the 
environment to provide situational awareness for the 
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operational environment. The goals of this research were as 
follows: 

• Develop a VR environment depicting a medium 
business network with simulated traffic for various 
protocols and attack traffic. 

• Determine the efficacy of using this experience to 
understand networking concepts and attack traffic. 

• Determine whether to use a VR tool to enhance SOC 
operations and attack identification. 

• Determine whether to use a VR tool to develop and 
rehearse offensive operations 

Further analysis must be conducted on the cost-
effectiveness, viability, overall improvement of using the 
VENOM tool for education, attack planning, and 
mission/attack analysis. Scripted attacks in conjunction with 
actual and relevant data from attacks and recent network 
intrusions must be integrated into the environment. Group 
surveys should be developed to conduct a comparative analysis 
of current options and the enhanced visualization options 
provided by VENOM.  

Figure 18 – VENOM Environment 

Figure 19 – VENOM Dashboard Example 

 

Figure 20 – VENOM Heads-Up-Display Example 

IX. CONTRIBUTIONS 
Contributions of this paper include a table of previous 

research that identifies how *R technologies can be used for 
awareness training, technical training, education, and 
operations for cybersecurity. The table highlights the findings, 
limitations, and helpful information that could spur future 
research and development of training content and experiences. 
Additionally, research consistently demonstrates that there are 
many uses and positive impacts of *R technologies for 
cybersecurity. Given the shortage of trained and proficient 
cybersecurity workers, emerging technologies and creative 
solutions must be adopted to reduce the cybersecurity 
workforce gap. Finally, the positive impacts and effectiveness 
of leveraging *R technologies for cybersecurity purposes were 
outlined and supported by previous research. This data is 
important for overcoming the barriers to the adoption of these 
emerging technologies.  

X. FUTURE RESEARCH 
Virtual Reality has existed for over 50 years. Despite this, 

research and adoption of this technology is limited. This is 
especially true for cybersecurity-related issues and adoption. 
This paper identified a variety of areas that could be researched 
further. Developing new and innovative hardware and content, 
technology adoption, or focusing in-depth research on 
leveraging technology for the areas identified in this paper.  

Additionally, several cybersecurity issues related to these 
technologies were not explored and present excellent research 
opportunities. As with other technologies, *R technologies 
gather a variety of data on users. The protection and privacy of 
this data should be researched. Similarly, the legal aspects of 
criminal actions conducted within, or via *R technologies 
should be researched, and laws should be introduced and 
adopted. For example, causing psychological harm or 
harassment through *R is not properly addressed in current 
legislation. Further, *R technologies introduce new 
attack/threat vectors. Most hardware requires an internet 
connection, and some connect with smartphone applications 
and cloud technologies. Understanding these threat vectors and 
developing mitigation strategies is critical as *R technologies 
are adopted by individuals and organizations.   

© Copyright 2019 – University of Arizona - 13
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XI. CONCLUSION 
Virtual, Augmented, Extended, and Mixed reality (*R) 

technologies continue to improve and integrate into society in a 
variety of ways. These technologies span from layering on top 
of the real environment to complete immersion into a virtual 
environment. The research and broad use of *R technologies is 
limited. This is especially true in the cybersecurity discipline 
across education, training, awareness, and operations domains. 
The *R solutions currently available provide limited 
experiences and scenarios to be used, studied, and analyzed. 
Additionally, the variety of domains or career fields within 
cybersecurity will continue to limit how *R technologies and 
content can be developed to support cyber education, training, 
awareness, and operations. Further, organizational size, 
industry, and culture will impact whether the adoption of *R 
will even be adopted.     

The table outlining the systematic literature review of 
distance and online learning modalities with a focus on virtual, 
augmented, extended, and mixed-reality technologies provide a 
resource to guide future research. Readers can quickly identify 
previous research that has been successful and the limitations 
of those studies to guide efforts to reduce wasted effort and 
resources. Additionally, the highlighted frameworks, 
methodologies, and content can further content development 
and research in that area. Although not included in the literature 
review, it is evident that certain disciplines have conducted 
more research into *R technologies than others. There were 
many research articles within the medical field and very few on 
cybersecurity.  

The COVID-19 pandemic required organizations to adopt 
technologies to allow for distributed operations. These 
technologies included digital and contactless payments, remote 
work, telehealth, online entertainment, robotics, drones, and 
most applicable to this paper, distance learning. Most of the 
education and training had to move to some form of distance 
learning. This allowed for platforms, such as Zoom, to connect 
people in new and innovative ways. *R technologies were 
integrated into the distance learning model which led to new 
opportunities and research into the efficacy of these 
technologies. Although not a perfect solution, nor currently a 
complete replacement for traditional learning modalities, the 
research determined that *R can increase both knowledge 
attainment and retention, is effective in delivering content in a 
realistic and applicable manner, and users enjoyed the learning 
experience and were motivated to use *R technologies to learn 
the content.  
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INFORMATION 

E. CHILDS, 
F. 
MOHAMMA
D, L. 
STEVENS, 
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BURBELO, 
A. AWOKE, 
N. 
REWKOWS
KI, AND D. 
MANOCHA 

2021 AN OVERVIEW 
OF ENHANCING 
DISTANCE 
LEARNING 
THROUGH 
AUGMENTED 
AND VIRTUAL 
REALITY 
TECHNOLOGIE
S 

EDUCATION - AR/VR IDEAL TO 
OVERCOME 
CHALLENGES OF 
STUDENT 
MOTIVATION, 
ENGAGEMENT, AND 
INFORMATION 
RETENTION 

- AR/VR 
EDUCATIONAL 
SOLUTIONS ARE NOT 
MATURE 

- LACK OF 
CUSTOMIZABLE 
CONTENT 

- HEALTH CONCERNS 
AND COMFORT 

- OUTLINES 
DISTANCE 
LEARNING 
METHODOLOGIES 

- EVALUATES 
CHALLENGES IN 
DISTANCE 
LEARNING  

G. 
OLIVEIRA, 
J. 
TEIXEIRA, 
A. TORRES, 
AND C. 
MORAIS 

2021 AN 
EXPLORATORY 
STUDY ON 
EMERGENCY 
REMOTE 
EDUCATION 
EXPERIENCE 
FOR HIGH 
EDUCATION 
STUDENTS AND 
TEACHERS 
DURING 
COVID-19 
PANDEMIC 

EDUCATION - PROVIDES 
EVIDENCE-BASED 
RECOMMENDATIONS 
ON HOW HIGHER 
EDUCATION 
INSTITUTIONS CAN 
USE ICT TOOLS IN 
REGULAR LEARNING 
ENVIRONMENT 

- SMALL SAMPLES SIZE  

- PORTUGUESE 
SPEAKING COUNTRIES 

- EVALUATED 
EDUCATIONAL 
PROCESS, ICT 
USAGE, AND 
PERSONAL 
ADAPTION DURING 
COVID-19 

- EVALUATED 
STUDENT AND 
TEACHER 
PERSPECTIVES 

Y. 
SKORENKY
Y, R. 
KOZAK, N. 
ZAGORODN
A, O. 
KRAMAR, 
AND I 
BARAN. 

2021 USE OF 
AUGMENTED 
REALITY-
ENABLED 
PROTOTYPING 
OF CYBER-
PHYSICAL 
SYSTEMS FOR 
IMPROVING 
CYBER-
SECURITY 
EDUCATION 

 

EDUCATION - MAPPING AR 
ASSISTED GAME 
SCENARIOS ONTO 
COMPETENCY 
FRAMEWORKS TO 
IMPROVE LEARNING 

- APPROACH FOR 
AGRICULTURAL 
RELATED EDUCATION 
BUT APPLICABLE TO 
OTHER TEACHING 
(DISTANCE 
LEARNING, 
COMPUTER-AIDED 
DESIGN, CUSTOMER 
ASSISTANCE) 

- FOCUSED ON 
AGRICULTURE 

- FUNCTIONAL 
REQUIREMENTS OF 
CYBER-PHYSICAL 
SYSTEM 
REALIZATIONS 
(CYBERNETIC, 
NETWORK, 
PHYSICAL) 

- NICE 
FRAMEWORK OF 
BUILDING BLOCKS 
FOR A CAPABLE 
AND READY 
CYBERSECURITY 
WORKFORCE 

GAME SCENARIO 
MODEL FOR 
CYBERSECURITY 
TRAINING PROJECT 
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INFORMATION 

A. JONES 
AND M. 
GOLUB 

2018 EFFECTIVENES
S OF CURRENT-
GENERATION 
VIRTUAL 
REALITY-
BASED 
LABORATORIE
S 

EDUCATION 
/ TRAINING 

- VR EQUIPMENT WAS 
RELATABLE TO REAL-
LIFE LAB EQUIPMENT 

- VR LAB WAS 
SIMILAR TO REAL-
LIFE LAB TO PERFORM 
SIMILAR ACTIONS 

- VR LAB 
ENCOURAGED 
EXPERIMENTATION 
WITH EQUIPMENT 

- VR LAB AN 
EFFECTIVE WAY TO 
LEARN LAB TOPICS 

 - TWO PROTOTYPE 
VR EXPERIMENTS 
DEVELOPED 
(RESISTOR-
INDUCTOR-
CAPACITOR 
CIRCUITS LAB AND 
TENSILE STRENGTH 
AND STRESS-STRAIN 
RESPONSE OF 
MATERIALS) 

C. 
UDEOZOR, 
R. 
TOYODA, 
F. ABEGAO, 
AND J. 
GLASSEY 

2021 PERCEPTIONS 
OF THE USE OF 
VIRTUAL 
REALITY 
GAMES FOR 
CHEMICAL 
ENGINEERING 
EDUCATION 
AND 
PROFESSIONAL 
TRAINING 

EDUCATION 
/ TRAINING 

- IMMERSIVE 
VIRTUAL REALITY 
(IVR) GAMES WOULD 
PROVIDE A BETTER 
LEARNING 
EXPERIENCE 

- IMPLEMENTATION 
CONCERNS INCLUDE 
COST, CHALLENGE OF 
GAME DESIGN, 
INEFFECTIVENESS, 
LACK OF 
ACCEPTANCE BY 
STUDENTS AND 
TEACHERS 

- SAMPLE SIZE LIMITS 
ROBUST STATISTICAL 
ANALYSIS AND 
RESULTS 

- STUDENTS WERE 
FROM CHEMICAL 
ENGINEERING 
PROGRAMS AT TWO 
UNIVERSITIES SO 
RESULTS CANNOT BE 
GENERALIZED TO 
ENGINEERING 
STUDENTS AT LARGE 

- UNIFIED THEORY 
OF USE AND 
ACCEPTANCE OF 
TECHNOLOGY 
(UTAUT2) 
FRAMEWORK 

S. 
VENERUSO, 
L. FERRO, 
A. 
MARRELLA
, M. 
MECELLA, 
AND T. 
CATARCI 

2020 CYBERVR – 
AN 
INTERACTIVE 
LEARNING 
EXPERIENCE IN 
VIRTUAL 
REALITY FOR 
CYBERSECURI
TY RELATED 
ISSUES 

EDUCATION 
/ TRAINING 

- CYBERVR IS 
EFFECTIVE FOR 
LEARNING THE 
CYBERSECURITY 
ASPECTS COVERED IN 
THE GAME 

- CYBERVR IS MORE 
ENGAGING AS A 
LEARNING METHOD 
TOWARD 
CYBERSECURITY 
EDUCATION THAN 
TRADITIONAL 
TEXTBOOK LEARNING 

- POTENTIAL 
INFLUENCE OF VR’S 
NOVELTY AS A 
TECHNOLOGY 

- NO LONGITUDINAL 
STUDIES 

- LINKS TO OTHER 
TOOLS 
(CYBERCIEGE, 
PHISHGURU, ANTI-
PHISHING PHIL, AND 
CYBERAWARE) 
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S. 
ADINOLF, 
P. WYETH, 
R. BROWN, 
AND R. 
ALTIZER 

2019 TOWARDS 
DESIGNING 
AGENT BASED 
VIRTUAL 
REALITY 
APPLICATIONS 
FOR 
CYBERSECURI
TY TRAINING 

TRAINING - THEMATIC 
(METAPHORICAL 
SETTINGS, LITERAL 
SETTINGS, AND 
AGENT THEMES) 

- STYLISTIC (AGENT 
APPEARANCE, AGENT 
BEHAVIOR, 
INFORMATION FLOW, 
GRAPHIC STYLE), 
MECHANICAL (MAIL 
MANIPULATION, 
ANALYSIS, FAILURE 
CONSEQUENCES) 

 - PURPOSE OF THE 
STUDY WAS TO 
GENERATE 
CONCEPTS TO 
DESIGN A VR BASED 
CYBERSECURITY 
TRAINING 
ENVIRONMENT 

- TRAINING 
PROGRAMS IN A 
VIRTUAL SPACE DO 
NOT NEED TO 
CONFORM TO SAME 
CONVENTIONS AND 
LIMITATIONS OF THE 
REAL WORLD 

- UNCOMMON 
VALLEY EFFECT  

C. 
HASSENFEL
DT, J. 
JACQUES, 
AND I. 
BAGGILI 

2020 EXPLORING 
THE LEARNING 
EFFICACY OF 
DIGITAL 
FORENSICS 
CONCEPTS 
AND BAGGING 
& TAGGING OF 
DIGITAL 
DEVICES IN 
IMMERSIVE 
VIRTUAL 
REALITY 

TRAINING - NO SIGNIFICANT 
DIFFERENCE FOR 
STUDENTS’ SCORES IN 
TESTED ACTIVITIES 

- PHYSICAL AND 
VIRTUAL TRAINING 
METHODOLOGIES ARE 
VIABLE 

- EMPLOYING VR IN 
THIS TEST CASE IS 
EFFECTIVE AND 
BENEFICIAL FOR 
SCALABLE TRAINING 

- LITTLE VARIATION IN 
AGE GROUPS 

- LIMITATIONS IN VR 
EXPERIENCE TIME DUE 
TO TRIAL SOFTWARE 
VERSION 

- TRIALS FOCUSED ON 
PHYSICAL ACTIVITIES 

- DIGITAL 
FORENSICS 
EDUCATION 
BACKGROUND 

- PHYSICAL LAB 
SETUP  

- VR LAB SETUP 

- PRE- AND POST-
TEST ASSESSMENTS 
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INFORMATION 

Y. ZHU 
AND N. LI 

2021 VIRTUAL AND 
AUGMENTED 
REALITY 
TECHNOLOGIES 
FOR 
EMERGENCY 
MANAGEMENT 
IN THE BUILT 
ENVIRONMENT
S: A STATE-OF-
THE-ART 
REVIEW 

TRAINING - PRE-EMERGENCY 
PREPAREDNESS 
(HAZARD 
RECOGNITION AND 
PREVENTION, SAFETY 
TRAINING) 

- RESPONSES DURING 
EMERGENCY (HUMAN 
EVACUATION, 
SEARCH AND 
RESCUE) 

- POST-EMERGENCY 
RECOVERY (DAMAGE 
DETECTION, 
BUILDING 
RECONSTRUCTION) 

- MIXED REALITY LESS 
STUDIED IN 
EMERGENCY 
MANAGEMENT 
RESEARCH COMPARED 
TO AR/VR 

- MEDICAL CONCERNS 
(DIZZINESS AND 
NAUSEA) 

- CURRENT VR/AR 
TECHNOLOGIES 
CANNOT EXACTLY 
REPLICATE REAL 
WORLD SITUATIONS 

- LACK OF STUDIES IN 
POST-EMERGENCY 
RECOVERY 

 

J. 
KASURINE
N 

2017 USABILITY 
ISSUES OF 
VIRTUAL 
REALITY 
LEARNING 
SIMULATOR IN 
HEALTHCARE 
AND 
CYBERSECURI
TY 

TRAINING - EVALUATED NO-
VR, SEMI-VR, AND 
FULL-VR 

- SIMULATED 
SCENARIOS (GAIN 
ACCESS, STEAL 
INFORMATION, 
SHUTDOWN SERVICE, 
EVACUATION, 
DAMAGE 
PREVENTION) 

- USABILITY ISSUES 
COMBINING VR, AR, 
DESKTOP SYSTEMS  
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J. SEO, M. 
BRUNER, 
A. PAYNE, 
N. GOBER, 
D. 
MCMULLE
N, AND D. 
CHAKRAVO
RTY 

2019 USING 
VIRTUAL 
REALITY TO 
ENFORCE 
PRINCIPLES OF 
CYBERSECURI
TY 

AWARENESS 
/ TRAINING 

-
CYBERINFRASTRUCT
URE SECURITY 
EDUCATION FOR 
PROFESSIONALS AND 
STUDENTS (CISE-
PROS) 

- DEVELOP HIGH-
IMPACT, HIGH 
IMMERSION 
OPPORTUNITIES 

- REINFORCE AND 
DEVELOP 
KNOWLEDGE AND 
SKILLS THROUGH 
EXERCISES 

- RETAINING 
PARTICIPANT 
INTEREST 

- EXPERIENCE: 
TUTORIAL, 
ENTERING/EXITING 
THE DATA CENTER, 
INSPECTING THE 
DATA CENTER, AND 
REPLACING 
HARDWARE 

- LIMITED 
EXPERIENCES 

- DISCUSSES NIST, 
NICE, 
CERTIFICATIONS 

- PEDAGOGY (NEW 
EXPERIENCES, 
PROCESSING IDEAS 
AND TAKING 
OWNERSHIP OF 
IDEAS, 
OPPORTUNITIES TO 
DEVELOP 
HYPOTHESES TO 
SOLVE PROBLEMS 
AND VALIDATE 
THEM  

Z. ZHANG, 
W. HE, W. 
LI, AND M. 
ABDOUS 

2020 CYBERSECURI
TY 
AWARENESS 
TRAINING 
PROGRAMS: A 
COST-BENEFIT 
ANALYSIS 
FRAMEWORK 

AWARENESS - INVEST WISELY IN 
CYBERSECURITY 
AWARENESS 
TRAINING (CSAT) 
PROGRAMS 

- MAKE CSAT 
PROGRAMS 
EFFECTIVE 

- IDENTIFYING CSAT 
FOCUSES PROPERLY 

- DEVELOPING CSAT 
PROGRAMS JOINTLY 

- LIMITED BY ITS 
THEORETICAL BASIS 

- DOESN’T CONSIDER 
OVERALL 
CYBERSECURITY COSTS 

- COST ANALYSIS 
FOR INTEGRATING 
VR/AR 
TECHNOLOGY 
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Appendix 1 

AUTHORS YEAR TITLE CATEGORY MAIN FINDINGS LIMITATIONS ADDITIONAL 
INFORMATION 

H. 
ALQAHTAN
I AND M. 
KAVAKLI-
THORNE 

2020 DESIGN AND 
EVALUATION 
OF AN 
AUGMENTED 
REALITY 
GAME FOR 
CYBERSECURI
TY 
AWARENESS 

AWARENESS - CYBAR GAME IS AN 
EFFECTIVE METHOD 
OF LEARNING 
CYBERSECURITY 
RELATED CONCEPTS 

- CYBAR GAME 
HELPED LEARN MORE 
ABOUT 
CYBERSECURITY 
ATTACKS FROM 
MISTAKES 

- EXPERIMENTAL 
STUDY WITH SMALL 
SAMPLE SIZE 

- NEED TO INCLUDE 
LONG-TERM 
EVALUATION 
REGARDING 
KNOWLEDGE 
RETENTION 

- GAME IMPROVEMENT  

- GAME DESIGN 
FRAMEWORK 

- KNOWLEDGE 
MODEL 

S. 
SCHOLEFIE
LD AND L. 
SHEPHERD 

2019 GAMIFICATION 
TECHNIQUES 
FOR RAISING 
CYBER 
SECURITY 
AWARENESS 

AWARENESS - GAMIFICATION IS AN 
EFFECTIVE METHOD 
OF TEACHING 
COMPUTER SECURITY 

- GAME HELPED 
INCREASE 
KNOWLEDGE OF 
PASSWORD SECURITY 

- EXPLORATORY 
STUDY 

- SMALL SAMPLE SIZE 

- NO LONG-TERM 
EVALUATION 

- UNITY ROLE-
PLAYING QUIZ 
APPLICATION FOR 
ANDROID 
PLATFORM 

I. RIEFF 2018 SYSTEMATICA
LLY APPLYING 
GAMIFICATION 
TO CYBER 
SECURITY 
AWARENESS 
TRAININGS: A 
FRAMEWORK 
AND CAST 
STUDY 
APPROACH 

AWARENESS - HIGHLIGHTS THAT 
BEHAVIOR AND 
CONTEXTUAL 
FACTORS ARE KEY 
PARTS OF CYBER 
SECURITY 
AWARENESS 

- GAMIFICATION 
CONCEPTS FOR THE 
PURPOSE OF RAISING 
CYBER SECURITY 
AWARENESS 
THROUGH TRAINING 
ESTABLISHED 

- DEVELOPED A 
FRAMEWORK FOR 
GAMIFYING 
CYBERSECURITY 
AWARENESS 
TRAINING 

- LITERATURE HAS 
EXPANDED SINCE THIS 
ARTICLE BUT 
IDENTIFIES THAT 
LITERATURE FOR 
GAMIFICATION ON 
CYBER SECURITY 
AWARENESS 
TRAININGS 

- THEORIES DERIVED 
FROM LITERATURE 
STUDIES MIGHT NOT 
ALWAYS REFLECT 
CURRENT PRACTICES 
OR RECENT TRENDS 

- ASSUMPTIONS MAY 
NEED TO BE 
RESEARCHED AND 
VALIDATED 

- EVALUATION 
FRAMEWORK 
GRAPHIC 
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AUTHORS YEAR TITLE CATEGORY MAIN FINDINGS LIMITATIONS ADDITIONAL 
INFORMATION 

K. 
KULLMAN, 
M. RYAN, 
AND L. 
TROSSBAC
H 

2019 VR/MR 
SUPPORTING 
THE FUTURE 
OF DEFENSIVE 
CYBER 
OPERATIONS 

OPERATIONS TOOLS 

- VIRTUAL REALITY 
DATA ANALYSIS 
ENVIRONMENT 
(VRDAE) 

- VIRTUAL INTRUSION 
DETECTION SYSTEM 
(VIDS) 

- VIRTUAL DATA 
EXPLORER (VDE) 

- NEED STRUCTURED 
EVALUATION OF 
VISUALIZATIONS 

- REQUIRES RESEARCH 
TO UNDERSTAND HOW 
GENERALIZABLE THE 
DATA SHAPES OVER 
DIFFERENT TYPES OF 
NETWORKS, CYBER 
OPTIONS, AND 
ANALYST TRAINING 
ARE 

- REQUIRES RESEARCH 
ON OPERATOR 
PERFORMANCE IN 3D 
ENVIRONMENTS 

 

J. IGNALLS 2021 VIEWPOINT: 
CYBERSECURI
TY DATA 
VISUALIZATIO
N IN THE NEXT 
DIMENSION 

OPERATIONS - LEVERAGES 
METADATA 
AVAILABLE FROM 
ENTERPRISE 
NETWORK 
APPLIANCES AND 
OTHER SOURCES 

- LAYERS 
INFORMATION FROM 
MULTIPLE SOURCES 

- EVENT PATH MAPS 

- VENDOR 
PROPRIETARY 
PRODUCT WITH 
LIMITED ACCESS TO 
INFORMATION 

 

J. STEFFEN, 
J. GASKIN, 
T. 
MESERVY, 
J. JENKINS 
AND I. 
WOLMAN 

2019 FRAMEWORK 
OF 
AFFORDANCES 
FOR VIRTUAL 
REALITY AND 
AUGMENTED 
REALITY 

ADOPTION - DESCRIBES 
FEATURES OF 
VIRTUAL / 
AUGMENTED / 
PHYSICAL REALITIES 
AND ASSOCIATION 
USER ADOPTION 

- AFFORDANCES 
(USER GOALS, 
RELATIVELY 
GENERALIZABLE AND 
CONSTANT ACROSS 
IMPLEMENTATIONS, 
FACILITATE 
EXAMINING VR AND 
AR IN COMPARISON 
TO PHYSICAL 
REALITY) 

 - SUMMARY OF 
FEATURES OF VR, 
AR, AND PHYSICAL 
REALITY 
(FEATURES, 
ADVANTAGES, 
DISADVANTAGES) 
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AUTHORS YEAR TITLE CATEGORY MAIN FINDINGS LIMITATIONS ADDITIONAL 
INFORMATION 

S. 
NEELAKAN
TAN 

2019 SCHOOLS FACE 
BARRIERS TO 
VR ADOPTION 
IN THE 
CLASSROOM 

ADOPTION - COSTS 

- KNOWLEDGE ABOUT 
WHAT VR IS 

- EFFECT OF 
TECHNOLOGY ON 
CHILDREN (HEALTH 
AND EMOTIONAL 
CONCERNS) 

  

C. 
MATSIKA 
AND M. 
ZHOU 

2021 FACTORS 
AFFECTING 
THE ADOPTION 
AND USE OF 
AVR 
TECHNOLOGY 
IN HIGHER AND 
TERTIARY 
EDUCATION 

ADOPTION - CONCERNS 
(SECURITY, 
ENVIRONMENTAL, 
ETHICAL, CONTENT 
AVAILABILITY) 

- AVR TECHNOLOGY 
WOULD ENABLE 
ACCOMPLISHMENT OF 
TEACHING AND 
LEARNING TASKS 
MORE QUICKLY 

- USING AVR 
TECHNOLOGY WOULD 
IMPROVE THE 
TEACHING AND 
LEARNING 
PERFORMANCE 

- USING AVR 
TECHNOLOGY IN 
TEACHING AND 
LEARNING WOULD 
INCREASE 
PRODUCTIVITY 

- USING AVR 
TECHNOLOGY WOULD 
ENHANCE THE 
EFFECTIVENESS OF 
THE TEACHING AND 
LEARNING PROCESS 

- USING AVR 
TECHNOLOGY WOULD 
MAKE IT EASIER TO 
CONDUCT TEACHING 
AND LEARNING 

- DEVELOP 
FRAMEWORK TO 
PROPEL ADOPTION OF 
AVR INITIATIVES 

- FUTURE WORK ON 
HOW EMERGING / 
DISRUPTIVE 
TECHNOLOGIES CAN BE 
INTEGRATED TO 
ATTAIN NATIONAL 
GOALS 

- TECHNOLOGY 
ACCEPTANCE 
MODEL (TAM) 

- COST BENEFIT 
ANALYSIS AND 
FINANCIAL 
INVESTMENT 
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AUTHORS YEAR TITLE CATEGORY MAIN FINDINGS LIMITATIONS ADDITIONAL 
INFORMATION 

S. BRINKER 2016 MARTEC’S 
LAW: THE 
GREATEST 
MANAGEMENT 
CHALLENGE 
OF THE 21ST 
CENTURY 

ADOPTION - TECHNOLOGY 
CHANGES 
EXPONENTIALLY 
(FAST), YET 
ORGANIZATIONS 
CHANGE 
LOGARITHMICALLY 
(SLOW) 

- GAP BETWEEN 
TECHNOLOGY 
CHANGE AND 
ORGANIZATIONAL 
ADOPTION WIDENS 
OVER TIME 
REQUIRING AN 
ORGANIZATION RESET 

- INDUSTRY STUDY - MARTEC’S LAW 
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