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Abstract The head department of the Ministry of
National Education and affiliated schools have been
carrying out strategic planning for the last 10 years in order
to make the right decisions and implement them and
increase the efficiency of the institution for the purpose of
reaching their future goals. In order for strategic planning
by schools to be effective, the basis of the identified
strategies needs to be realistic and reliable. Nevertheless, it
is important in terms of efficient management of schools to
pin down any potential threats and bottlenecks that might
prevent the achievement of future goals and objectives or
identify any sorts of risks that are described as
opportunities that facilitate the achievement of these goals
and objectives. Internal control, which is a form of
management based on strategic plans and risks and which
is seen as parts of a whole complementing each other, has
been put into effect pursuant to Law No. 5018. The purpose
of this study is to carry out situation analyses more
effectively and efficiently within the context of strategic
planning in schools and to ensure that school principals,
teachers, parents, and students are able to determine the
risks related to students in order to correctly identify the
strengths and weaknesses of schools as well as
opportunities and threats using qualitative research
methods besides creating a risk pool for schools.
According to the findings obtained as a result of the
research, the risky situations were reached under these
headings: "Technology and internet addiction -
Aimlessness, lack of motivation, Academic Procrastination
(laziness) — Lack of discipline / Self-discipline problem,
Impertinence - Violence, Disrespect, Rudeness - Smoking,
alcohol and substance addiction- Suicide - Communication
problems". By taking into account these risks, the risk pool
will be created and possible measures will be taken without
any further adverse effects, and schools will be better
managed.
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1. Introduction

As a result of globalization and competition among
institutions, institutions in our country have been in search
of new management styles in the same way institutions in
many other countries have been. The main purpose of such
quests has been to find out how to improve efficiency. The
structure and functioning of schools are different from
those of other institutions and businesses because of the
fact that human is the main element of schools which aim at
presenting educational activities in a qualified manner and
enable all students to benefit from these activities.
Considering that there will be no compensation for some of
the consequences that will arise if the decisions taken in
school are wrong, it is understood that it is important to
make and implement the right decisions to the schools.

School administrators, who have the authority to use
resources effectively in order to reach their goals and to
make planning about the school, need to plan within a
certain strategy in order to achieve the goals of the school
and transform the school into a learning center [1].
According to both classical and modern management
theories, the prerequisite for making the right decisions is
to make a reasonable data-based planning for the activities
to be done.

According to the Public Financial Management and
Control Law numbered 5018 entered into force in 2003,
there is a requirement in the schools attached to the
Ministry of National Education as well as in all the public
institutions to prepare a strategic plan in order to measure
and evaluate the performances according to the
pre-determined criteria in line with the current legislation
and basic principles, to establish the vision and missions
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related to the institution's future and to determine strategic
goals and measurable targets. In this regard, the central
organization and the affiliated schools of the Ministry of
National Education are making strategic decisions to give
the right decisions and to implement these decisions for
increasing the effectiveness and efficiency of the
institution for more than 10 years.

Strategic planning is a long-term plan that takes into
consideration both the institution’s internal environment
and the external environment outside the institution’s
control in regards to problems which may negatively
impact the development of the institution. In order for
strategic planning to be effective, the basis of the identified
strategies need to be realistic and reliable since they are
holistic approaches. In addition, the holistic structure of
strategic planning stems from the fact that a planning
process is implemented whereby both strengths and
weaknesses associated with the organization and threats
and opportunities arising from the organization’s external
environment are assessed all together as well as entailing
full support from the management of the organization and
the staff at all levels [2].

According to Akyiiz [3], the planning of education is a
long-term process. Strategic planning is a more appropriate
type of planning for educational institutions than other
types of planning since strategic planning is also a
long-term planning process. That’s because strategic
planning describes the path between an institution's
position and the point it wants to reach.

Strategic planning ensures communication, participation,
different values and interests, making appropriate
analytical decisions, facilitating accountability and
applying these attributes successfully. Strategic planning
provides great benefits for institutions and businesses as it
is a disciplined work that determines the overall strategic
goals and objectives, questions what an organization or
business is doing and why it does it, chooses appropriate
policies for the acquisition and distribution of resources by
producing key decisions and actions, and functions as a
guide [4, 5, 6].

There are a number of problems in the implementation
of the strategic plan that has been emphasized theoretically.
It is difficult to say that strategic plans, which have to be
prepared and enforced in all schools according to the
legislation in force, are functionally prepared, and the
implementation processes are carried out appropriately.

Many studies [7, 8, 9, 10, 11, 12, 13, 14, 15], have
revealed that strategic plans are not made properly, the
current situation of schools and their strategic plans are
inconsistent and that studies carried out within the scope of
preparation of strategic plans are solely on paper and that
the phases of strategic plan implementation do not fully
and accurately serve the foreseen objectives [16, 17].

Eres [18], defines educational strategy as a mode of
action that an educational institution would implement to
achieve its goals and objectives. The general objectives,
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purposes, and duties of educational institutions are set out
in the Basic Law of National Education and other relevant
legislation. The methods that can be employed to
accomplish these objectives, purposes, and duties are set
out in the statutes of each educational institution. What is
important at this stage is the chosen method in the process
of reaching the set goals and how functional these methods
are. When the problems plaguing our education system and
the methods applied to solve these problems are evaluated,
it becomes apparent that the strategies used in our
education system are not functional enough.

Since educational institutions are not managed like other
institutions or private businesses, the strategic plans
prepared by educational institutions differ from strategic
plans made in other fields [19]. For this reason, employees
and shareholders must certainly participate in the strategic
planning process of educational institutions. Otherwise, the
prepared planning model will not be strategic as strategic
planning is about reconciliation, harmony and continuous
communication. The success potential of a non-strategic
plan randomly prepared is disputable [18].

Strategic planning is also a managerial tool used to
manage uncertainties and risks, as strategies are essentially
choices with both effective and risky consequences.
Successful strategic planning should be able to help the
organization position itself to ensure that it benefits from
opportunities while protecting it against threats,
uncertainties, and risks. In that regard, it is necessary to
understand what is going on inside and outside the
organization and, if necessary, to reshape it [20].

The right decision-making process for the actions to be
taken is closely related to the two propositions of "doing a
job right on first try" and "preventing errors and omissions
before they happen". For this reason, with regards to the
decision-making process, it is necessary to make the right
forecasts and determine in advance the actions to be taken
in case a crisis situation occurs, and minimize possible
setbacks and maximize the opportunities [21]. It is easier to
produce a strategy when an organization is ready for
eventualities. As future scenarios are more concretely
defined and become more visible, the likelihood of making
the right decisions about which strategies to work on will
increase [20].

This is where the concept of risk emerges. The concept
of “risk” is of great importance in terms of effective and
efficient use of the resources of the institution. Literally,
risk means the possibility of an event occurring and being
influenced by it [22]. Whereas in the legislation, risk is
defined as: “a situation or events that may prevent public
administrations achieving their institutional and strategic
objectives, or prevent them from functioning by causing
unexpected damage”. [23]

When assessed in general terms, even though risk is
defined as negative situations and uncertainties that may be
faced in the future and prevent achievement of objectives
and goals, it is also defined as an opportunity that may also
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facilitate the achievement of those same objectives [21].

There are many different definitions and many types of
risk in the literature about risk and risk types. We can
divide the risks facing educational institutions into two,
based on the premise that institutions and organizations in
different sectors should focus on different risks and types
of risks that fit their needs. These are internal and external
risks.

Internal risks are risks that arise from events that the
organization or individuals can directly control. External
risks are risks that arise from events that the organization or
individuals cannot directly control.

The question of "How should risks determined and
evaluated by institutions is managed?" emerges according
to these definitions and classifications.

According to Alptiirk [24], when an institution manages
its existing risks, two types of paths can be followed which
are completely different from each other. The first is to
manage the existing risks one by one, and the second is to
manage all of the risks in the framework of the risk
management program, seeing them as part of a spectrum.
The second method is also called "Internal control" in
general.

A committee called the Committee of Sponsoring
Organizations of Treadway Commission (COSO) founded
in 1992 in the USA published a report called "Internal
Control: Integrated Framework”, which stated that the
purpose of internal control was to help the management
make the right decisions, make the institution run
effectively and efficiently, to help employees act in
accordance with the relevant legislation, and report the
results of all financial and non-financial activities at a
reliable level.

The internal control components have been developed
based on the cube-like management model shown in Figure
1, which is called the COSO Cube. There is a direct
relationship between institutional aims and objectives and
internal control elements. All units within an organization
benefit from five components of internal control (control
environment, risk assessment, control activities,
information and communication and monitoring) to
achieve the objectives of effectiveness and efficiency of
activities, information reliability and legal compliance
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[25].
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Figure 1. COSO Cube

The COSO Internal Control Model has initially been
used by the private sector and for management practices in
financial areas but has since been expanded to cover all
sectors and all activities [26].

According to the COSO Internal Control Model, the
effectiveness and dynamics of the institutional control
processes are based on the answers to the five questions
listed below [27].

* Do we have the infrastructure to control the

performance of our duties? (Control Environment)

* Are we able to identify the risks that may prevent
the performance of our duties? (Risk Valuation)

* Have we implemented appropriate control activities
against risks that may prevent performance of our
duties? (Control Activities)

+ Have control messages and ideas been
communicated to all units across the institution
from top to bottom and from bottom to top?
(Information and Communication)

* Do we have an overview of how the activities are
controlled? (Monitoring)

Internal control components and Public Internal Control
Standards are shown in Figure 2.
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Figure 2.

In the following years, the COSO Internal Control
Integrated Framework has started to be widely used in the
public and private sectors in many countries for effective
management. The COSO Internal Control model, the most
widely used model in international field risk management
models, has also been adopted as a risk management model
in our country [28].

Since 2003, legislative arrangements have been made in
the related fields and efforts have been made to improve the
functionality of internal control systems in all public
institutions in line with these regulations. For example, the
6th article of the Communiqué on Public Internal Control
Standards issued in this context, which is named the
“Determination and  Evaluation of Risk”, reads
“Administrations should systematically analyze internal
and external risks that may prevent the achievement of
their goals and objectives and determine the measures to
be taken” [29]. It is understood from this that if the public
institutions are to be managed well, all institutions need to
complete the internal control standards as soon as possible.

Internal control, which is composed of many
interconnected elements, is a managerial tool for ensuring
the management achieves its goals and objectives. Internal
control is not a single event or situation but a chain of
actions that have penetrated into institutional activities [30].
In this context, the risk management activities of
administrations need to be carried out simultaneously with
the strategic planning and performance program
preparation studies.

Institutions first set targets in the framework of their risk
appetites, establishing a balance between the risks and the
objectives that will enable the strategic goals stated in the

Internal Control Components and Public Internal Control Standards

strategic plan to be achieved [25]. The risk appetite
mentioned here refers to the highest risk level which the
administration is ready to take in accordance with its
objectives. The concept of risk appetite means that the risks
above this level cannot be accepted and that measures need
to be taken.

The Risk Management Cycle (Detect, Evaluate, Reply,
Report, Review) should be considered at all stages of the
strategic plan preparation phase, beginning with the
determination of the targets and ending with the analysis of
whether or not the targets have been achieved as foreseen
[25,31]. In addition, analyzing various possibilities that
may create risks through risk management tools will help
the institution keep its risks within a manageable range
during the strategic planning process [20].

Institutions may manage these risks in different ways
after determining the risks that may occur in their field of
activity through appropriate methods. One of the most
important points for effective management of risks through
internal control is the identification and rating of risks by
the employees of the institution at all levels. It is then
necessary to make a decision on acceptance, control,
transfer, and avoidance of risks according to this rating,
and to develop forward-looking management strategies
accordingly. Internal control, which is already a
self-controlling system during the realization of activities,
is an internationally developed management tool integrated
with planning, organizing, directing and auditing (control)
functions specified in management theories and developed
according to interactive, systematic and specific standards
used by administrations [32].

With its modern aspects, internal control has gained
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prominence in the management of public institutions in our
country through the widespread adoption of the New
Public Management approach, which is defined as the
adoption by the public sector of private sector management
principles [33].

In order to establish an effective risk management
system through internal control within an institution, it is a
prerequisite that the standards specified in the institution’s
control environment component are met. Afterwards, the
risks that may arise within the institution should be
determined by using appropriate methods and prioritization
should be done by evaluating the determined risks. Then, it
is rather crucial to determine what risks will be managed in
which ways, and how to turn these risks into opportunities
by determining the future control strategies that will be
employed to that end. The institution will not be managed
effectively and efficiently as it will not be possible to use
the human and material resources efficiently if the
determination and rating of the risk is not done properly.

Effective participation of the employees and
stakeholders of the organization is considered extremely
important for correct identification and assessment of risks
because participation is an important factor in
understanding opportunities and threats. The stronger the
participation is, the higher the performance shown for
reaching the solution. Through participation, participants
play an active role in ensuring compliance and achieving
the desired solution, which eliminates the possibility of
encountering resistance seen against imposed solutions
[34].

Furthermore, in order for the internal control system to
keep functioning properly, it is necessary to constantly
monitor and correct any disruptions in accordance with the
audit standards using the internal audit function. The
internal audit function, which is part of internal control
monitoring, is a contemporary type of auditing method
conducted with a focus on risk assessment (starting from
high-risk processes) according to internationally accepted
standards and on the basis of the principle of guidance.
This way, it is ensured that the risky situation is detected in
advance and removed [35].

In sum, it can be said that internal control, which helps
achieve the foreseen goals in the strategic plan and
embodies both risk-based management and supervision is
very useful for organizations.

2. Objectives

Despite the publication of the internal control standards
in the Official Gazette about 9 years ago in our country, it is
known that many institutions do not yet have these
standards and have not even heard of them. Internal control
and strategic planning were published in the same law
together as parts of a whole complementing each other. In
all public institutions as well as in schools affiliated to the
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Ministry of National Education, the detection of risky areas
that may prevent the ministry from reaching its general and
specific purposes and the establishment of school
administrations in accordance with the internal control
stated in the law numbered 5018 is supposed to fill an
important gap.

The purpose of this study is to carry out situation
analyses more effectively and efficiently within the context
of strategic planning in schools and to ensure that school
principals, teachers are able to determine the risks related
to students in order to correctly identify the strengths and
weaknesses of schools as well as opportunities and threats
besides creating a risk pool.

By means of this risk pool, the strategic plan will help
the school administration achieve the specified goals and
also affect the education processes at school in a positive
way.

Risks related to the students who are the research subject
will be examined in two parts as internal risks and external
risks. The risks that occur as a direct consequence of
students' behavior and are identified as internal risk will be
the focal point of the research. External risks which depend
on the factors occurring regardless of the students
themselves will be outlined in general.

The study seeks the answer to the following questions:

1. What are internal risks that may affect students at

school?

2. What are the external risk areas that students can

affect at school?

3. Materials and Methods

The research is a qualitative study to determine the
risks that may affect students at school according to the
views of school principals, teachers, students, and their
parents. Qualitative research is a study of the whys and
wherefores of human behavior. Qualitative research has
been carried out for the purpose of describing the data
with detail and in depth. Since the qualitative method has
been used in the study, extensive descriptions have been
provided. Qualitative research investigates all factors
related to the situations examined with a holistic approach
[36]. An individual or situation-based approach has been
adopted in the study using a phenomenological design.
Research based on facts that we are aware of but we do
not have a detailed and in-depth understanding of is called
phenomenological research (phenomenology) design.
Phenomenological research aims at revealing and
interpreting individual perceptions or perspectives related
to a particular phenomenon [36].

3.1. Study Group

5 school principals, 5 assistant principals, 5 teachers
working in state schools under Nigde National Education
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Directorate as well as 5 parents and 5 students constitute
the study group, having volunteered to share their
opinions. The research was carried out in April, May, and
June of 2017.

School principals, assistant principals, teachers and
student parents and students from different kinds of
schools have been selected for interviews for the best
research results. In the study, different types of schools
were taken into the study group according to the sampling
method used in qualitative research studies and the
maximum diversity sampling was used in order to
increase the representative power of the target group. At
the same time, the method of situation sampling has also
been used to make the research more practical and speed
up the research process. The maximum diversity sampling
aims to create a relatively small sample and reflect the
diversity of the individuals that may be partial to the
problems studied in this sample [36].

For this purpose, the research includes school personnel
with diverse roles and seniority levels from a variety of
schools. Within the scope of the research, a total of 25
participants, including 5 school principals, 5 assistant
principals and 5 teachers working in 5 different type of
schools (high schools) as well as 5 parents and 5 high
school students, were interviewed. Of the interviewed
participants, 5 are affiliated with Anatolian High schools
(1 male principal, 1 male assistant principal, 1 male
teacher, 1 female student, 1 female parent), 5 with Science
High schools, (1 male principal, 1 male assistant principal,
1 male teacher, 1 female student, 1 female parent), 5 with
Multi-Program High Schools (1 male principal, 1 female
assistant principal, 1 male teacher, 1 female student, 1
male parent), 5 with Vocational and Technical Anatolian
High Schools (1 male principal, 1 female assistant
principal, 1 female teacher, 1 male student, 1 male parent),
and 5 with Anatolian Religious Vocational High Schools
(1 male principal, 1 male assistant principal, 1 female
teacher, 1 male student, 1 male parent). Nine of the
participants in the study group are female and 16 are male.
Of the female participants, 2 of them are assistant
principals, 2 of them are teachers, 2 of them are parents
and 3 of them are students. Of the male participants, 5 of
them are principals, 3 of them are assistant principals, 3 of
them are teachers, 3 of them are parents and 2 of them are
students. 8 of the school principals and teachers in the
study group have 1 to 10 years, 5 of them have 11 to 20
years, and 2 of them have over 21 years of experience.

3.2. Data Collection Tools

In this study, the semi-structured interview technique
has been used as the data collection method. The
semi-structured interview technique is neither as rigid as
fully structured interviews nor as flexible as unstructured
interviews. They stand somewhere in the middle [37]. Prior
to the preparation of the interview questions, the national
and international literature on the research topic was
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searched and then the questions planned to be included in
the form were determined and the "Questionnaire Form for
Determining Student-Related Risks" was developed.
Accordingly, participants were asked "What are risks that
may affect students at school?" and two lecturers, an
inspector, two school principals and a teacher were
interviewed to evaluate the meaning, purpose, and scope of
the following sub-questions “Are the said risks related to
events that are within or beyond the students control” and
“Why do these risks occur”, and to ensure content and view
validity. In the course of the process, a trial questionnaire
was applied to a principal, a teacher and a parent to
determine whether the questions were understood correctly
and we gave the questionnaire its final shape on the basis of
the obtained information.

Prior to the interview, participants were informed about
the research and made aware of its significance and their
permission was asked to use a voice recorder in order to
avoid data loss during the interview besides taking notes.
Participants were informed that they could listen to the
interview records and remove a part or all of the statements
they made during the interview when necessary. This
allowed us to prevent any negative aspects regarding the
recording device and voices of the participants who gave
consent were recorded. We have tried to create an
environment where participants could express themselves
comfortably and we gave them the survey questions only
after we had the feeling that they were feeling comfortable
with their responses noted down throughout the entire
interview.

3.3. Analysis of the Data

In the analysis of the data, the content analysis method
was used and the data were analyzed in four stages.
According to this, the data gathered from the participants
were organized and coded, the themes were formed from
the coded data, the codes and themes were organized and
clarified, and the probable risks were defined and the
findings were defined and interpreted [36].

The analysis of the opinions of the participants was
carried out in accordance with the general framework of
the qualitative analyzes examined by Miles and Huberman
[38] in three sections as data reduction, data presentation,
conclusion and validation in addition to the stages of
coding, establishing themes, reconstruction of data
according to codes and themes, and interpretation of
findings by Yildirim and Simsek [36]. A flexible approach
was followed in the context of the specificity of each
research. The notes and voice recordings held during the
interviews were deciphered and analyzed, and groupings
were made according to the similarity of the opinions
expressed about the subject.

School administrators, teachers, parents, and students
who participated in the research were shown by
abbreviations. The data obtained by the interview
technique were quantified and expressed as frequency for
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each theme. A detailed report of the data and an
explanation of how the results are achieved in the research
is one of the important criteria for qualitative research
[36].

In this regard, in order to ensure the internal validity of
the research, groupings were made according to the
similarity of the declared statements and then the data
were coded according to this similarity. Number of
participants and frequency of expression were taken into
account when coding.

The expressions encoded in the first stage were revised
and classified according to similarities and differences,
and some expressions irrelevant to the subject were sorted
out by considering that they would not contribute.

It was paid attention that the coded data are compatible
with the themes to include significance and integrity that
the themes are capable of explaining the data collected
within the scope of the research and that the different
themes also build a meaningful whole within themselves.

Each researcher tried to clarify the theme in his own
process. In the first stage, roughly formed groups of
expression were repeatedly examined by a meticulous
study. Then the coding, the themes, and the risks were
clarified to reach the top level of conceptualization.

It was paid great attention to preserve the authenticity
of the expressions and not to let the authors add personal
comments in setting the codes, creating the themes and
clarifying the risks.

The data were analyzed by two researchers during the
stages of coding, defining themes and determining the risk
phrases from the generated themes. The findings of two
researchers as to whether or not the theoretical framework
is consistent with the findings are compared by referring
to a specialist examination, and the relation of the
concepts with each other and other themes has been
evaluated in respect of the compatibility and consistency.
The findings of the study were found to be consistent with
previous predictions, and the findings were shared with
some participants and found to be realistic. Interviews
were recorded, detailed explanations as to how the results
were achieved and direct citations were presented to prove
the transferable characteristics of the study for similar
environments and to increase the credibility.

Consistency between coders is usually calculated to
determine the reliability of the content analysis. Taking
into account the principle that quantification of qualitative
data will increase reliability [36], the correspondence of
the two researchers' codes and themes was examined, the
number of agreements and disagreements was determined,
and the internal reliability of the study was calculated
using the formula "Reliability = agreement / (agreement +
disagreement)" [38].

As a result of the reliability calculation, the item match
percentage was found to be 0.88. According to Miles &
Huberman [38], if the percentage of item match between
researcher evaluations is about or over 90%, a desired
level of reliability is achieved.
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At the end of the interview, the researchers provided
external reliability by showing the participants the notes
taken during the interview to compare the data with the
participants’ own perceptions.

Each step in the research process was explained in
detail and comparisons between the theoretical
information in the field and the current practice reality
were made in order to ensure the external validity of the
research and to be tested with other research.

In brief, to explain at the conceptual and relational level,
the qualitative data were firstly coded and themes were
created; the themes were interpreted in an understandable
way paying attention that they are objective, distinctive,
fit for the research purposes and have integrity within
themselves [36, 39].

4. Results

The findings section consists of two parts. The first part
contains internal risks related to events within students’
control, while the second part contains external risks
related to the events outside the control of students.

When the data from the interviews on the internal risks
that may be related to the events that the pupil can directly
control are analyzed, it was possible to theme under seven
groups such as "Technology and internet addiction -

Aimlessness, Lack of motivation, Procrastination
(Laziness) -  Indiscipline/Self-discipline  problem,
Impertinence - Violence, disrespect, rudeness - Smoking,
alcohol and  substance addiction -  Suicide -
Communication  problems, lack of or excessive
confidence”.

The first theme "Technology and Internet addiction" is
formed of the encoded data as "mobile phone, tablet,
internet, computer, game, device, TV, addiction, film,
technology, line, device, flow speed, security, curriculum,
getting bored, sparing time, busy with more than one thing,
correspondence, chat, opium and task interruption ". Risks
that may arise under the theme of technology and internet
addiction are listed in Table la.

Table 1a. Internal risks that may arise in the context of "Technology
and internet addiction" related to students

Theme Risks Freq.

. Students do not spend enough time and do
not focus on their lessons due to their
addiction to games on technological devices
(PC, mobile phone, tablet),

. Children who excessively use technological
devices such as computers, mobile phones,
televisions and who are accustomed to the| 12
speed of programs on these devices find the
learning activities in the classroom boring,

. Students who are overly interested in social
media and constantly engaged in messaging
are bored by actual social interactions in real
life,

Technology
and internet
addiction
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As seen in Table la, which shows student-related
internal risks that can occur at schools, 12 of the
participants stated that the technology dependency was a
serious risk for the students. Some of the participants’
views on this issue are as follows;

7Assistant Principal, F, Science High School; “T/e
mobile phones that parents give their children due to safety
concerns are the opium of today’s society. If a student is
to have a mobile phone, it should be an old model without
internet access and limited allowance.”

14Teacher, M, Multi-Program High School;
“Children are constantly watching movies on the internet
or TV when they are not at school. The medium through
which they watch those films, and the internet itself, it is a
fast data-streaming environment. Despite changes in
curriculum, they cannot keep pace with the speed of the
internet or the movies. And that is precisely why students
get easily bored with stuff in real life.”

4Principal, M, Anatolian High School; “In my opinion,
one of the most important risks for students in this era is
technological devices like mobile phone, tablet, computer.
They barely have enough time for their lessons as they
never let go of them.”

18Parent, F, Science High School; “Young people love
to be busy with more than one thing at the same time. You
see a child watching a movie on TV while texting his or her
friends on a mobile phone or tablet or playing games and
eating snacks or drinking at the same time. They also like
chatting if there are other people around. They are kind of
multi-tasking but nothing actually gets done.”

15Teacher, F, Religious Vocational High School;
“There are students who won't let go of their phones even
during the lessons. We hear it on the news, how children
kill or get killed because of the games. Technology
addiction, like other addictions, keeps children away from
nature.”

The coded data that constitute the second theme
"Aimlessness, Lack of Motivation, Academic
Procrastination (Laziness)" are as follows: "Lack of
motivation, lack of planning for the future, not specifying
individual goals, lack of emphasis on education, reward,
reading habit, weakness in reading comprehension, lesson,
examination, irrelevant answers, intelligence, reluctance
to study lessons, assignments and tasks, making excuses,
avoiding studying, indifference to lesson, being too
familiar, not doing homework and duties, doing
spontaneously, student, not getting feedback and not
understanding of subjects". The risks that may arise under
this theme are listed in Table 1-b.
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Table 1b. Internal risks that may arise under the theme of
"Aimlessness, lack of motivation, academic procrastination (laziness)"

Theme Risks Freq.

. Students who do not have goals and
career plans for the future do not care
enough about their school education,

. Students who delay doing their

homework or the tasks given to them or
avoid doing them have a hard time
understanding their lessons,
Students not familiar with the methods
and techniques of learning that fit their
own learning style easily get bored due
to difficulties with learning

. Students who do not read books are
affected negatively by their inability to
understand what they read,

Aimlessness,
Lack of
motivation,
Procrastination
(Laziness)

10

Ten of the participants said that students were not
motivated enough and that the fact that they were putting
off their responsibilities and not studying their lessons was
a risk. Some of the participants’ views on this issue are as
follows.

6Assistant Principal, F, Multi-Program High School;
“l sometimes ask the students about their future plans when
1 talk to them. And most of the time I hear that they do not
have any plans at all. Students with no goals to push them
do not care enough about their school education or study
their lessons.”

12Teacher, M, Anatolian High School; “Many topics
in the new curriculum consist of tasks and assignments that
students need to do on their own. And we get nothing in the
shape of a finished project or homework from students even
though we give them these tasks or assignments leading to
students not developing an understanding of the subject
matter at hand.”

16Parent, M, Multi-Program High School; “When we
tell our child to go to his room and study, he just won’t. We
cannot get him to do his homework or study his lessons. He
always finds a way of avoiding his school responsibilities
by making up excuses. He just ends up doing other stuff
even if we can get him to sit at his desk. We feel like we
always have to push him to study and we are just tired of
it.”

13Teacher, M, Science High School; “Most students
do not read and most of the time they have a hard time
understanding what they read, even though they may be
intelligent. It is seldom that they give totally irrelevant
answers to questions asked during lessons or in their
exams.”

17Parent, F, Anatolian High School; “We used to offer
our child certain rewards in return for him studying his
lessons but this has not been working recently either, not
being able to motivate him with the promise of a reward.”
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The coded data that build up the third theme
"Indiscipline/Self-discipline problem, Impertinence" are
listed as “indifference, getting whatever he wants,
breaking down the lesson, acting in disciplined, violating
rules, setting a bad example, expectation for privilege,
getting spoiled, problem, incompatibility, absentecism,
talking without permission, chaos, going to bed late,
difficulty in getting up, habit of being late for school,
family indifferent to discipline, no compensation,
preparation for exam, missing the classes, private teaching
institute, no concern for future, puberty, proving oneself,
drawing attention and seeming different”. The risks that
may arise under this theme are listed in Table lc.

Table 1c. Internal risks that may arise under the theme of "Indiscipline/
Self-discipline problem, Impertinence"

Theme Risks Freq.

. Students with high rates of absenteeism
and get late for their classes suffer from
low academic achievement

. Students who have made a habit of staying

up late do not get enough sleep reflecting

poorly on their school performance,

Topics in the curriculum are not

thoroughly covered due to absenteeism of]

students preparing for exams, 9

Students disregarding classroom rules

interrupt the lesson flow due to talking out

of turn or displaying inappropriate
behavior,

. Children who get everything handed to
them on a silver plate at home expect
privileged treatment at school making it

Lack of .
discipline/self-
discipline

problems, |
Impertinence

more difficult for them to follow the rules,

Nine of the respondents stated that the undisciplined,
spoiled and lax attitude of the students had a negative
impact on their learning and posed a risk. The following are
some quotes from respondents;

8Assistant Principal, M, Religious Vocational High
School; “Some students go to bed really late at night and
have a hard time waking up in the morning, causing them
to get late for school all the time, which most parents do not
see as a serious concern. And some teachers do not accept
latecomers, causing students to miss out on their lessons,
and most of the time it is not so easy to make up for missed
hours in the classroom.”

12Teacher, M, Anatolian High School; “Especially
final year students do not show up at school under the
pretext of preparing for exams, causing them to miss out on
what is being taught in the classroom. There would anyway
be no need for students to seek extra academic support
elsewhere if they attended regularly.”

S5Principal, M, Multi-Program High School; “Some
students have their parents under their thumb, getting all
their wishes done. And a child who gets whatever he wants
with no apparent concern for his future does not care about
school, naturally enough. These students expect the same
treatment at school, which, when they do not get it, makes
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them unhappy causing adaptation issues.”

14Teacher, M, Multi-Program High School; “Most?
classrooms have a chaotic environment with students
speaking out of turn and sabotaging classroom order.”

9Assitant Principal, M, Anatolian High School;
“Some children entering adolescence are in a constant
effort to prove themselves, get attention and look different.
For this reason, they are behaving in an undisciplined way
by breaking school rules. This in itself sets a bad precedent
for other students and the school order collapses.”

The fourth theme "Violence, Disrespect, Rudeness" is
comprised of the encoded data as “behavioral disorder,
abusive words and behaviors, street, internet, disrespect
for the elderly people, fault, manner, rude behavior,
motivation, tendency in violence, fight, complaint, family,
environment, exposure to violence, family control,
insensitivity, violent films, being affected by what is
watched, real life, damaging themselves and the
environment”. The risks that may arise under this theme
are listed in Table 1d.

Table 1d. Internal risks that may arise under the theme of "Violence,
Disrespect, Rudeness"
Theme Risks Freq.
. Students being  rude and
disrespectful towards their teachers
and friends, swearing and causing
disturbance due to improper
Violence, behavior learned in different
Disrespect, environments (streets, family etc.), 7
Rudeness, . Children who are exposed to
violence in different settings
(family, school, streets etc.) or who
watch violent movies/play games
are prone to violent behaviors,

Seven of the participants pointed out that the social
environment of students, the films they watched and the
games they played were a risky causing them to show
violent tendencies and display rude behavior. Some of the
participants’ views on this issue are as follows;

2Principal, M, Occupational and Technical
Anatolian High School; “Some students display
extremely inappropriate behavior, using rude and swear
words. Children are exposed to environments where they
get to hear lots of swear words and witness rowdy behavior,
either on the internet or on the streets, which directly
reflect on their behaviors.”

19Parent, M, Occupational and Technical Anatolian
High School; “We are living in an age when the children
have no more respect for their parents or teachers. We
grew up in an age when we were taught to respect the
elderly even when we did not like them but nowadays
children are just full of contempt and disrespect for
authority.”

23Student, F, Science High School; “/ can say that
some students who act rudely toward other students and
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are disrespectful create a risk. Such students have a
demotivating effect sabotaging the classroom.”

1Principal, M, Anatolian Religious Vocational High
School; “We get complaints about some students who are
prone to violence fighting with other students. When we
investigate their families and the environment in which
these children grew up, we then realize that the majority of
them were exposed to violence growing up.”

10Assitant Principal, F, Occupational and Technical
Anatolian High School; “Many students watch violent
films because they cannot be controlled by their parents or
some parents simply just do not care. They try to imitate
what they see in the movies they watch, hurting themselves
and others.”

Table 1e. Internal risks that may arise under the themes of "Smoking,
alcohol and substance addiction", “Suicide” and “Communication
problems, lack of or excessive confidence”

Risks

. Students who are alcohol or drug
addicts due to family problems, peer
pressure, psychological distress,
problems, curiosity,

. Since discipline is not a priority in
private education institutions such
as preparatory schools and private
learning centers, students attending 6
those institutions display
undisciplined behavior and acquire
bad habits such as smoking,

. High number of students who are
addicts due to easy access to
cigarettes, alcoholic beverages, and
drugs,

. Attempts by students to commit
suicide due to disputes between their 4
parents, teachers or friends,

. Students who cannot communicate
properly with their teachers cannot
share their requests and problems
and struggle with their problems

Theme Freq.

Smoking, alcohol,
substance addiction

Suicide,

Communication |« Students with inadequate
problems, knowledge of their intellectual 4
Lack of or excessive propensities choose wrong
self-confidence, professions,
. Some students choose to wear

unconventional clothes and exhibit
different behaviors in an effort to
prove themselves and look different,

The coded data that constitute the themes "Smoking,
alcohol and substance addiction", “Suicide” and
“Communication problems, lack of or excessive
confidence” are as follows: “addiction, wannabe, harmful,
prohibition, drug, cigarette, alcohol, age of use, harming
oneself, selling alcohol and cigarette to children, smoking,
disregarding the prohibition, attempt to suicide,
introversion, pangs of conscience, death, problem, desire,
sentimentality, domestic problems, opposite sex, intense
feelings, obsession, overreaction, discussion, conveying,
reluctance to talk, not telling, getting depressed, tutoring,
uncontrolled joke, fee, misbehavior, warning, discipline,
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environment, behavior and friend”. The risks that may
arise under this theme are listed in Table le.

Some of the respondents stated that there were different
student-related risks such as smoking, alcohol and
substance addiction, suicide attempts, communication
problems, excessive or inadequate self-confidence. The
following are some quotes from respondents;

11Teacher, F, Occupational and Technical Anatolian
High School; “Recently a student at our school was
caught with drugs. The age threshold for smoking, alcohol
and drug abuse at schools is constantly falling. Kids at this
stage start using drugs because they want to be like
someone else, which in itself causes them irreparable
damage. Despite the prohibition of selling cigarettes and
alcohol to children, many stores do not care about the law
and sell them anyway.”

15Teacher, F, Religious Vocational High School;
“Some students are overly introverted and do not wish to
talk about their school-related or out-of-school problems.
There are students who do not wish to talk even if we
understand that there is a problem. Such students can
sometimes even try to commit suicide by becoming
depressed because they do not tell about their problems to
anyone.”

4Principal, M, Anatolian High School; “/ see many
students in front of some private learning/study centers
with their teachers and other friends smoking and making
inappropriate jokes. Such centers do not warn students
when they see bad or undisciplined behavior because
students pay them. Students who are accustomed to the lax
atmosphere in such centers want to be given the same
latitude at school.”

7Assistant Principal, F, Science High School; “The
students in this age group can be very emotional.
Particularly students with problems in their family or
engage with the opposite sex in an emotional way tend to
overreact to anything that may be said to them. There are
even students who commit suicide because they wish to
make the person they had an argument with, be it their
teacher or parents, and feel guilty about it.”

22Student, M, Occupational and Technical High
School; “A lot of students at our school smoke weed. I do
not know where they get them but they smoke them.”

Many of the participants stated that students were not
motivated enough due to lack of future goals and objectives
for some students and showed little interest in school due to
their addiction to technological devices and the internet,
barely managing it to knuckle down and study. Some
respondents emphasized that the undisciplined, spoiled and
impertinent behavior displayed by the students constituted
a risk and that there was little willpower showed for the
solution of this disciplinary problem. Some of the
respondents stated that there were different risks such as
smoking, alcohol and substance addiction, suicide attempts,
communication problems, excessive or inadequate
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self-confidence.

Table 2 shows the risk areas defined as external risks
which cannot be directly controlled by the students but
which increase the likelihood and impact of these risks by
triggering internal risks.

Table 2. Student-related external risk areas that can occur at schools

RISK AREAS THEME/CATEGORY
Risks that result from the Leadership-communication,  legislation,
fail £ school princinal plan-program, budget etc.
atiure of SChool principass, Teaching  plan-program, Classroom

teachers, and assistant staff to

do their jobs properly management, Personal development etc.

Hygiene, Safety, Order etc.

Risks that may arise due to
parents not fulfilling their
responsibilities

Attention, expectations, child workers,
home environment, tools-equipment etc.

. . Crowded classes, accommodation,
The risks arise due to . PR
. physical spaces (labs, libraries etc.),
measures not being taken . .
technological tools and equipment,

with regard to the school’s
physical condition, safety,
hygiene and student health

accessibility issues of disabled students,
accidents, injuries, missing students, abuse,
epidemics, bad habits, poisoning etc.

Risks that may arise as a|
result  of  inappropriate
curriculum and legislation

Exams, success point criteria, frequent
changes etc.

Internet and television programs, street
culture, divorced and separated parents,
economic situation, etc.

Cultural - social risks

Duties and responsibilities that are not fulfilled in some
areas can pose risks and affect students, as can be seen in
Table 2, which shows the external risk areas that may affect
students at schools. Some of the participants’ views on
student-related external risks are as follows;

13Teacher, M, Science High School; “Some parents
are putting too much pressure on their children to increase
their academic success instead of learning where their
children’s skills lie. They are expecting their children to do
things they have not been able to do as a student. Despite
being constantly reminded each child has different skills
and  propensities,  over-ambitious  parents  cause
unnecessary stress in their children.”

20Parent, M, Religious Vocational High School; “We
have lately heard in the news about lots of students who are

being subjected to abuse. You cannot trust anyone anymore.

Since this is an issue that cannot be overlooked, the school
authorities should take the necessary precautions and
should act immediately, even when there is the slightest
doubt, for students who are likely to be abused.”

14Teacher, M, Multi-Program High School;
“Students experience adaptation problems when they
change schools during the term. A new classroom
environment, new teachers, etc. it takes quite a while to get
used to and adapt.”

10Assistant  Principal, F, Occupational and
Technical High School; “Some families do not want their
children to go to school, and they make them work in
different trades even though they are at school age.”

21Student, F, Anatolian High School; “Some assistant
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principals and teachers are just being too harsh. They find
Sfault with almost everything we do.”

16Parent, M, Multi-Program High School; “There
are teachers who do not affect the smallest change in a
student’s life even if they teach them throughout the entire
year. Such teachers do not do their jobs properly. They
start classes late and leave early, get sickness leave for
extended periods of time, focusing on other things.

11Teacher, F, Occupational and Technical High
School; “Many students are allowed to go to pass even
when they do not deserve it. And such students struggle
with understanding what is being taught and disrupt the
lesson flow due to the level of difference with other students,
slowing others down in the process. I think not all students
should be allowed to pass.”

Concerning factors related to students but beyond their
control, the participants provided opinions on various risks
such as risks that result from the failure of school principals,
teachers and assistant staff to do their jobs properly, risks
that may arise due to parents not fulfilling their
responsibilities, the risks that may arise due to measures
not being taken with regard to the school’s physical
condition, safety, hygiene and student health, risks that
may arise as a result of inappropriate curriculum and
legislation and cultural and social risks.

5. Conclusions and Discussion

Prerequisite for struggling the risks identified according
to internal control is that the standards (Ethical Values and
Honesty, Mission, Organization Structure and Duties,
Personnel Qualification and Performance, Authority
Delegation) of the "Control Environment" part of Internal
Control should be well-established in the institution. That’s
because the "Control Environment" component provides a
basis for other components of internal control by ensuring
consciousness and awareness for employees of the
organization to cope with risks in accordance with internal
control. Otherwise, if there is a disruption in the control
environment component, other components will not be able
to operate properly for fighting off the risks.

The themes created according to the views of the
participants and the risks covered by these themes are
discussed below in comparison with the previous research.

1.  With regards to risks caused by the addiction
of students to technology;

With the widespread use of communication tools,
technological devices, and the internet, which connect
people with a single click, online communication has now
become the preferred mode of communication for those
even sharing the same environment.

The use of technological devices such as computers,
smart phones and tablets, and the games in these devices
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enables children to acquire computer literacy and hand-eye
coordination, developed spatial skills, imagine, explain the
causes of shapes, visualize objects related to chemistry and
physics, integrate the shapes in space [40]; however, when
overused, it has many psychological negativities such as
showing obsessive and aggressive behaviors, tendency to
violence, personality changes, decrease of emotions and
feelings, development of antisocial behaviors, loss of free
thought and desire, increasing level of anxiety, avoidance
and boredom of reality and chaos, confusion between
dream and reality as well as negative biological effects like
hyperactivity, early transition from childhood to adulthood,
hand, shoulder, spine appearance and psychomotor skills
disorders deriving from lack of activity and movement,
weight and vision loss, headache, eye strain, constant
fatigue and sleepiness [41, 42, 43].

Furthermore, it can also cause personal and social
problems such as low academic achievement, failure to do
homework, lying about games, aggressive attitudes, and
deteriorating interpersonal relationships [44].

Dependency is defined as the inability to control an
action or resist using an object whereby the person in
question cannot continue life without using that object or
acting in a certain way whether he or she wants it or not
[45]. The type of dependency, which is non-chemical
(behavioral) and involves human-machine interaction, is
defined as addiction to technology. As far as addiction to
technology is concerned, interaction can be passive
(television, etc.) or active (internet, computer, mobile
phone games, etc.) [46].

Young people spend time on the internet for reasons
such as having fun, relaxing or using the internet for social
interaction as well as not confronting problems,
suppressing troubles and escaping from real life. It was
stated that the internet, which is not a developer and is
extremely misused, starts to turn into problematic use over
time, negatively affects the young in terms of both
academic and personal development, and makes them
addicted [44,47,48].

Technology dependency can heal spontaneously without
treatment, but it leaves behind serious harm to the
academic and social life of an individual. The most obvious
reason for addiction to technology and the internet is not
getting enough satisfaction from other areas of life. This
can lead to a vicious cycle that prevents a person from
socializing, pulling him away from real life activities.
People with this kind of addiction get easily bored in
environments with people unfamiliar with computers or the
internet. In addition, excessive alcohol abuse, pathological
gambling, attention deficit, anxiety disorders, depression,
hyperactivity disorder, obsessive-compulsive disorder,
personality pathologies and other behavioral problems are
more frequently seen in technology addicts than in the
general population [49].

Researches as to the excessive and adverse use of
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technological devices and the Internet have revealed that it
increases and poses a risk, especially in adolescents in
many countries [50, 51, 52, 53, 54, 55].

Based on research findings and previous studies, if left
untreated, addiction to technology can leave a person
socially debilitated and isolated to the extent where the
affected person will have almost no time for other
activities other than those he has to do or people other
than those he has to be in contact, causing serious physical,
psychological and sociological damage.

For this reason, it can be stated that technology
addiction is an important risk that needs to be tackled
systematically and rigorously for the future of students.

There are basically four methods of responding to the
risks identified according to internal control. These are the
acceptance of risk, the control of risk, the transfer of risk
and the avoidance of risk. In this regard, unlike other
institutions and private enterprises, it is necessary for
schools to determine which method(s) should be used to
respond to risks, what kind of controls (measures) to be
developed, and to apply them in a disciplined way.

2.  With regards to risks posed by students not
being motivated enough and putting off their
responsibilities and not studying their lessons;

While some students are more willing and determined to
overcome the challenges they face, it is difficult to make
generalizations on students’ attitudes towards the school
and their lessons due to their constantly postponing their
duties and responsibilities and avoiding facing their
troubles or accepting failure from the beginning instead of
taking on the challenges that come their way.

Defined as “the internal stimulus that pushes the
organism into action and directs the action” and/or “the
conscious or unconscious reasons given for actions that
cause a person to channelize his energies toward a certain
goal” [56] motivation is one of the factors why some
students choose to fight off their troubles while others do
not. Motivation gives the individual energy making him or
her more willing to cope with problems. How a person gets
motivated and to what extent may vary according to many
influences such as the person’s past, future goals, current
environment, social circle and socio-economic level [57].

Research shows that a major portion of discipline
incidents observed in the school and the classroom and
learning difficulties is associated with motivation and that
there is a strong positive relationship between motivation
and success and that the increase in motivation allows
teachers and students to enjoy school more [58].

According to Yiiksel [59], a properly motivated student
helps the teacher conduct his lessons according to plan as
well as providing a significant source of job satisfaction for
the teacher.

In his research, Ulusoy [60] states that some of the
sources of motivation come from within the student and



684

these are related to “individual goals and intentions,
biological and psychological impulses and needs,
self-definition, self-confidence and self-esteem, individual
beliefs, values, expectations and definitions of success or
failure,  self-consciousness,  self-experiences  and
self-efficacy and personal factors” and that some emanate
from external resources and these are “objectives and
expectations of teachers, parents, and friends, results of
social interactions, reward and punishment systems,
instructional stimuli such as uncertainty, novelty and
complexity, performance models, and interesting teaching
practices that lead to success and help develop
self-confidence”.

A study by Altun [61] on the academic failure of the
students conducted with the participation of a group of
students, teachers, and parents highlights the lack of
interest and motivation among the students. In this research
teachers, parents and students cite “a lack of understanding
of the purpose of the school by the students, the lack of
reading habits of the students, failure of students to set
goals, not studying according to a plan, getting easily
bored when studying, not doing homework, studying only
when there is an exam, not revising what has been taught at
school and not listening to the teacher” as reasons for
failure at school.

It is important for institutions to determine the risks and
fight against these risks as it is for the person to diagnose a
disease that is caused by a virus transmitted to the body and
fight against this disease. Otherwise, like disease viruses,
risks that cannot be diagnosed correctly and adequately
intervened cannot be controlled, they can become
insurmountable and dead loss can be caused.

In this regards, unless measures are taken to tackle issues
with regards to students not being motivated enough at
school and postponing their responsibilities and help
students increase their knowledge, experience, and insights
so that they can deal with problems in life more easily, they
will remain as risks with negative impact on academic and
social success.

3.  With regards to risks created by the
undisciplined, spoiled and lax attitude of students
which have a negative impact on their lessons and
learning patterns;

The lack of discipline and lax behaviors of students that
ignore the rules is a class of unwanted behaviors that
negatively affect the student and the other students because
they pose educational obstacles making it difficult to reach
the targeted positive behaviors.

Undesirable behaviors are defined as behaviors in school
or classroom that violate the pre-determined written or
non-written rules, trample on or violate the common rights
of students and teachers, negatively affect educational
goals, plans, and activities, and disrupt the lesson flow [62,
63, 64, 65, 66, 67].

If undesirable behavior both inside and outside the
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classroom becomes commonplace, the school is dragged
into a chaos and the other students are stripped of their right
to receive education.

When the causes of undesirable behaviors in schools are
taken into consideration, many disciplinary problems have
their roots in teachers, students, the classroom structure,
school, and family. The role of the school in disciplinary
problems has been put forward in four ways: Teaching
non-practical things that serve no purpose in real life and
not teaching as required, the inadequacy in teaching of
students’ thinking skills, the wrong attitude of teachers
towards students and punishment-driven policies at schools,
and the inadequacy of school guidance services. Besides,
the physical structure of the class which is not the desired
quality, the ambiguity of the school and class rules, teacher
quality, problems in domestic relations and economic
problems, biological or psychological disorders that
students have, and friend pressure also result in occurrence
of problematic behaviors at schools [65, 67, 68, 69].

Basar [50] emphasizes that most of the unwanted
behaviors within the classroom originate from events
outside the classroom. The family environment and the
school, in which the learner lives, are the main sources of
student behaviors. The educational levels of people living
in the same environment are significantly influential on the
behaviors of the students and are fed into the classroom
reflecting on the behavior of the students.

In a research conducted to reveal perceived risks and
threats by school principals and teachers at schools, the
level of the students’ ability to control their behavior,
classroom behavior that can be described as “mischief”,
“foolhardiness”, “laziness” and “noisiness” and unusual
student behaviors aberrant from the norms are defined by
teachers and principals as risky behavior [70].

Based on all that, it can be indicated that as in all social
and behavioral incidents unwanted student behaviors do
not have a single cause and that they can emerge due to
many factors such as the student himself, the teacher, the
family, the class structure, the school environment, the
society and that frequent occurrence of such sort of
behavior will pose a major risk having a positive impact on
teaching activities at schools.

4.  With regards to risks caused by the social
environment of students, the films they watch and the
games they play causing them to show violent
tendencies and display rude behavior;

Violence, which has various meanings such as “Brute
force”, “Excessive display of emotions and uncontrolled
behavior”, “Using brute forces against those with opposite
views” [71], appears frequently in mass communication
tools such as the TV or on the internet both on a personal
and social basis exerting a negative impact on both children
and adults.

According to Sar1 [72], the characters in the games

children play on computers, tablets or mobile phones and
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many heroes we see in movies use violence instead of
human relations and communication to solve problems
setting a negative precedent for children and young people
and causing them to think problems can be solved with
violence and rudeness.

A research conducted by Ozgiir et. al. [73], indicates that
10.3% of the students are exposed to violence and more
than half of these students (51.4%) experience violence at
the hand of their friends. In this study, the most common
type of violence was “physical violence” and the most
perceived form of violence was “beating”. Factors
influencing the tendency of violence were found to be the
gender of the students, their social class, and the economic
status of their family.

Children who are exposed to violent computer games
and TV broadcasts uncontrollably and constantly and get
used to violence show the same behaviors in real life. They
can solve their problems in the virtual world by pressing a
button, but they cannot solve the problems they face in real
life. In addition, the virtual environment is able to easily
connect people who are far from each other by removing
the limitations imposed by time and space. People who
want to communicate with each other without even
bothering to meet face to face and get to know each other
get the chance to assume a desired personality, role,
character, or display excessive behavior through the
internet [74].

A study conducted collectively by Istanbul Bilgi
University, Dokuz Eyliil University Law School and
Hannover Criminology Institute on violence against
children shows that 18.5% of children resort to violence
due to lack of education, 17.9% due to uncaring parents
and 17.3% due to violent broadcasts, programs, and games
[75].

In a research conducted by Teksen [70], to determine the
risk perceptions of school principals and teachers, teachers
and principals cite ‘the level of respect shown by students
both inside and outside the classroom, the impact of
negative social events on student behaviors, lack of fear of
authority and teachers on the part of students unlike 15-20
years ago, the generational gap between teachers and
students, media, computer games and how violence is
represented in movies, and the disregard of some students
for basic principles such as integrity and respect on the
path to success’ as risk factors.

There is a lot of research about the tendency to violence
in children and the causes of violence. While these surveys
indicate that the tendency to violence has many reasons,
there is a consensus on the view that programs broadcast on
mass media (TV, computers, phones etc.) that are
becoming widespread in parallel with technological
developments and that contain violent content with lots of
swearing and rude behavior have a negative impact on
children as well as disrespectful/rude behaviors and violent
events children witness in their families and the social
circle they live in. It can be concluded that violence and
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rude behavior are important risks to be tackled in schools.

5. With regards to risks caused by students
taking up habits such as smoking as well as alcohol and
substance addiction, suicide attempts, communication
problems, excessive or inadequate self-confidence;

During puberty when one is in search of an identity,
risk-taking behaviors are more frequent and smoking,
alcohol and drug abuse can occur more easily, a peaceful
family environment and social circle will ensure a healthier
mental development of the child while a problematic
family and a social environment would pose a risk for
smoking and alcohol abuse and suicide attempts.

Many studies show that smoking, alcohol and substance
abuse is more prevalent among young people coming from
troubled families and a negative social environment, being
an important factor that triggers habits such as smoking and
alcohol abuse [76, 77, 78].

Another factor related to the frequent use of cigarettes,
alcohol, and drugs among students is easy accessibility.
Ogel et al. [79], found that 60.7% of the students can easily
access alcoholic beverages, and this rate was 12.1% for
cannabis, 30.3% for volatile substances, 8.2% for heroin,
8% for cocaine and 8.5% for ecstasy.

According to statistics, even though suicide death ranked
low among the leading causes of death in Turkey in the
1990s, it is thought that young deaths have increased in
recent years especially as a result of suicide attempts and
suicide is seen as an important problem in our country as
well as in the world [80, 81, 82].

In a study conducted by Kara et al. [83], with high school
students, 18% (59% female, 41% male) of students had
suicidal thoughts over the last one year and 9% of the
students (55% female, 45% male) attempted suicide. Giiler
et. al. [84], found that 19% of the students thought of
suicide over the last year, 15.5% of them smoked and 4.4%
of them drank alcohol. Other studies have also shown that
problems in the family and social environment are closely
related to smoking, alcohol, drug abuse and suicide
attempts [84, 85, 86, 87].

In another survey on this subject, 53% of students from
broken families were reported to play with suicidal
thoughts in the past while 30% of them were reported to
attempt suicide [86].

As can be inferred from these data, suicide attempts, as
well as smoking, alcohol and substance abuse, constitute an
important risk for young people.

As stated in the 'information and communication'
component of internal control, it is necessary to establish a
strong communication network between administrators,
teachers, students, parents and students in order to
effectively cope with the risks.

6. In addition, in accordance with the literature
on the subject and the opinions received from the
participants, the following student-related risks that
are beyond the students’ control have been identified:
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risks that result from the failure of school principals,
teachers and assistant staff to do their jobs properly, risks
that may arise due to parents not fulfilling their
responsibilities, the risks that may arise due to measures
not being taken with regard to the school’s physical
condition, safety, hygiene and student health, risks that
may arise as a result of inappropriate curriculum and
legislation and cultural and social risks.

According to the internal control system, the risks
identified by the relevant shareholders need to be evaluated
at the next stage for impact and probability. As a result of
this evaluation, controls (measures) should be developed to
reduce the risks with high points.

Controls are applications, policies, procedures, systems,
processes and actions that function to reduce risks in an
organization. Control types are generally classified as
preventive, detective, directive, corrective  and
compensatory controls [88].

Once the risks are identified and assessed for impact and
probability, then it is necessary for the shareholders of that
control to determine which of these control types will be
employed against the particular risk.

6. Recommendations

The suggestions related to the risks identified within the
scope of the research are listed below.
1. Proposals on the use of technology/internet to
prevent and control the risk of students’
technology/internet dependency;

*  Families should not just throw their children in a
corner by giving them technological devices like
opium, but rather encourage them to engage in
sport activities, develop hobbies and games outside
the virtual space.

¢ Children should be encouraged to spend time with
their friends in social settings (cinema, theater,
museum, sporting activities).

* An example should be made to help children
develop a taste for reading by creating tech-free
hours at home. Because actually doing something
rather than merely talking will have a more
profound impact on children.

2. Suggestions for preventing and controlling the
risks associated with students not being motivated enough
due to the lack of future goals and their delaying their
school duties and responsibilities;

*  Parents should be encouraged to assign duties to
their children around the house from an early age.

e  Children’s intellectual capacities, individual
abilities, socio-economic-cultural backgrounds,
attitudes towards the school should be identified by
parents and teachers and guidance should be given
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to students in setting targets according to their
interests and abilities.

*  Emphasizing their positive aspects, they should be
motivated to reach their goals, providing guidance
on the ways and methods of doing it.

¢ Students should be given opportunities during both
lessons and extra-curriculum activities to design
and develop exciting and intellectually invigorating
activities whereby they develop skills for lifelong
learning and development.

3. Proposals on preventing and controlling risks
with regards to the undisciplined behavior of students;

e Since a patient, honest, loving, consistent,
determined, and understanding teacher and parent
are the most important factor determining the
attitude of a student towards school and life, it will
have a far greater impact on students to display
correct behavior as an experiential model instead of
just giving advice.

e Since ignoring recurring negative student
behaviors lead to repetition of such behaviors, it is
necessary to explain the correct behavior expected
from the student using a positive language when a
negative behavior is displayed.

e Since the inconsistency between teachers’ and
parents’ attitudes and behaviors will lead to a
decrease in learning motivation for students,
educators and parents from all levels of the
education system must demonstrate a consistent
approach to discipline.

4.  Recommendations with regards to preventing
risks caused by the social environment of students, the
films they watch and the games they play causing them to
show violent tendencies and display rude behavior;

*  Families and students should be enabled to have
awareness of violence and the causes of violence
by providing training on effective problem-solving
methods without resorting to violence.

*  Educational programs for parenting and family
relationships should be promoted.

*  Tighter control of violent broadcasts and news.
Families should impose restrictions by controlling
TV and internet broadcasts that children are
exposed to.

* Increasing student awareness of physical,
emotional, sexual and economic dimensions of
violence by giving the subject matter of violence
more room in educational programs and designing
environments where they can say “no” to violence.

¢  The sources of youth violence tendencies should be
identified and psychological support should be
given to rehabilitate young people exposed to
domestic violence in their childhood.

5. Recommendations  for  preventing and
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controlling the risks caused by students taking up habits
such as smoking as well as alcohol and substance addiction,
suicide attempts, communication problems, excessive or
inadequate self-confidence;

* In order to prevent substance abuse and suicide
attempts, which have serious consequences,
programs on family relationships should be
organized to ensure that young people can express
positive and negative feelings easily, establish
empathy, communicate with others, develop
effective problem-solving skills, learn to share
responsibility and avoid risky behaviors.

e In order to prevent suicide attempts and drug
addiction, more training should be given to
teachers, parents, and students on mental health
problems and all kinds of words and behaviors
related signaling suicidal tendencies need to be
taken seriously.

¢  Students should be prevented from being in
environments where they can easily access
cigarettes, alcohol, and drugs.

¢ Comprehensive counseling services should be
provided to ensure that the families perform their
functions in a healthy manner.

¢ Psychological training should be given to ensure
that students develop skills that enable them to
tackle the problems they face and hold on to life
and prevent them from falling into the trap of
despair.

Finally, considering that parents and teachers are role
models for children/students and that most of their
behaviors reflect behavior patterns seen at home and at
school, parents and teachers should be more careful in
situations that can cause risky behaviors.

It is also recommended by researchers to other
researchers to conduct further researches into what other
controls (measures) should be developed regarding the
risks identified in this study as well as the risky situations
in other areas of schools which may have an adverse effect
on the educational activities of the students.
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