
DOCUMENT RESUME

ED 324 022 IR 053 300

AUTHOR Shattuck, John; Spence, Muriel Morisey

7:"'TE A Presidential Initiative on Information Prlicy.

Number 7.

'NS-T"TON Benton Foundation, Washington, DC.

PUE DATE 99

NOTr 46p.; Project on Communications & Information Policy
Options, For related reports, see IR 053 286-286.

AvA:LABLE FROM Policy Options Project, Benton Foundation, 1776 K
Streer NW, Washington, DC 20006 $6.50 per single

copy, $33.00 for a boxed set of eight papers).

PUB TYPr Legal/Legislative/Regulatory Materials (090)

Viewpoints (120)

EDRS ?R:CE MF01/PCO2 Plus Postage.

DrOPIPTCRS Access to Information; Data Collection; Federal
Government; *Freedom of Information; Information
Dissemination; *Information Needs; Information
Utilization; International Trade; *National Security;
*Policy Formation; Privacy; *Scientific and Technical

Information

IDENTIF:ERS *Information Policy; *Office of Management and

Budget

AP-RA-T
Two trends have intibited the development of

informat on and ideas, which are vital resources in a modern
tecnnoiogical society, First, the Federal Government is engaged in
efforts to control the flow of scientific and technical information
(STI) to make iz less accessible to foreign competitors and hostile
nations. Second, the role of government in co'lecting, maintaining,
and punlishing information has been curtailed because of reduced
federal spending on informat.,on resources. The President's poliLy
agendas should Include an initiative on information policy with
special programs focusing on science, the economy, and national
security. The following elements would be included in such an

initiative: (1) a rev ew of the system for classifying information;
(2) a review of export controls and related restrictions on tne
communication of unclassified STI; (3) oteps to give Congress and the

public time to comment on proposed executive orders and national

security directives; (4) interagency deliberations to develop
guidelines that protect against undue government control over the
content and conclusions of federally sponsored research; (5) actions

to limit the role of the Office of Management and E iet; (6)

revisions in the Freedom of Information Act to facilitate access to
government information; and (7) authorization for the Secretary of
Defense to curb inappropriate secrecy in agency budgets. (SD)

X,RP.X,R7tfRX**XXX***X*XXX*R**XX*RX*****X**XXX**RX*X*XXX*X*R****RARR*XXX*
Reproductions supplied by EDRS are tPe best that can be made

from the original document.
2**UR2 ,R22222222f2R2 *2222222221(2222**22x2W2**A2t222222222.2227c22*2 tf*



U S OEPARIVEN Of EDLeCAT.ON

"*"., t r")
t

.-
-a' -. "

-^ -,14 ... -sr

A Presidential Initiative on
Information Policy
John Shattuck & Muriel Morisey Spence

Benton Foundation
Project on Commun.cations &
Information Policy Options

2

PEPMISSIGN TO REPRODUCE THIS
MATER'AL HAS BEEN GRANTED BY

Karen Menichelli

TO THE EDUCATIONAL 1ESOURCES
INFORMATION CEN TEN 'ERIC)



The Benton- Foundation
The Benton Foundation, based in Washington. D.C. is

a fin ate grantmaking foundation ccenmitted to improving the
democratic process through Increased public understanding
and use of communications and information technologies. A
legacy of Senator William Benton. the foundation supports
projects in the fields of communications policy, public affairs
and the media, and communications education.

MIMI

Benton Foundation
Project on Communications &
Information Policy Options

In eark i4ili+, the Benton Foundation commissioned a
series 01 eigh t papers to e. piore future options forpublic policy
in the communications and information arenas Written by
recognized authorities in their respective fields, the papers
identit critical issues and options confronting pohcymakers
at the federal le% el

Through the publican( n ot this series, the foundation seeks to
stimulate publk aw arent-ss and discussion ot the communica-
tions and information issues that will affect our society in the
coming decade Two broad themes are addressed in the
papers the role ot polic in the rapidk changing mass media
marketpla.:e and the ethical, constitutional, and regulatory
chalk . 4es that ar:-e trom the increasing use of computers in
our societ

I he cleze, in Hu, paper ar, those of the inethorio, and do not
ntcessardy repre,ent thoe ot tlw Benton Foundimon, its
:hrec :-)r,, or it, staff

, IciS9 Benton houndation, Washington, D C



A Presidential Initiative on
Information Policy
John Shattuck & Muriel Morisey Spence

4,2



About the Authors

John Shattuck is Vice President of Harvard University (govern-
nwnt, community, and public affairs). He also holds appointments
as Lecturer at the Harvard Law School and Senior Associate in the
Program on Science, Technology, and Public Policy at Harvard's
John F Kennedy School of Government. Mr. Shattuck served for
eight N ears as Washington Director of the American Civil Liberties
Union before going to Harvard in 1984 He has also taught at the
woodrow Wilson School of Politics at Princeton University, and has
authored, edited, or contributed to Freedom at Risk (1988), Privacy.
Cues, Materials and Questions (1988), Endang,?red Rights (1984), Con-
stitutional Goz,ernment in America (1980), Rights of :rivacy (1977), and
Gozyrnine,,t Secrecu in America (1975). In 1988, Mr. Shattuck received
the Public Interest Law Award from the Yale Law School, and in
1984 was 11% arded the Roger Baldwin Medal for outstanding na-
tional contribution to civil liberties.

Nlurid Monsey Spence is Director of Policy Analysis at liar-
% ard Uni% ersitv's Office of Government, Community, and Public
Affairs Shc is also Lecturer on Education and Acting Director of the
Ileld Experience Program at Harvard's Graduate School of Educa-
tion Her previous positions include legislative counsel to the
American Ci% 11 Liberties Union, legislative counsel to the U.S.
Department of Justice, Civil Rights Di% ision, and senior legislative
assistant to Representative Shirley Chisholm

Z.)



Executive Summary

Information aid ideas are vital resources in a modern techno-
logical socieb, In recent years, two trends have inhibited the
deN elopment of these resources in the United States. First, the
federal go N, ernment has engaged in extens;ve efforts to control the
dissemination of scientific and technological information so that it is
less accessible to foreign competitors and hostile nations Second,
the role of the go emment in collecting, maintaining, and publish-
ing information has been curtailed because of reduced federal
spending on information resources.

The short-term benefits of these policies a re outweighed by sub-
stantial long-term costs to the economy, the national defense, and
the democratic tradition of open government.

i he new President's domestic and foreign policy agendas
should in. lud. a Presidential Initiative on Information Poli.y, with
spe ial attt Wien to programs on science, the economy, and national
,ecurth I he Initiative should includ2 the following elements.

( 1) A thorough review of the classification system should be
condi'. ted v ith the goal of drafting a new executive order based on
the print iple that the need to pn.tect national security information
must he balanced against equally ii-vrortant public interest in in-
term mg the public about governmeni activities

(2) 1 he urrent s stem of export cow-ols and related restric-
tions on t! . ommunication of unclassified scientific and technical
data should bi' reviewed In initiating this policy review, the
Pr.sid.ut should call for responsible agencies to protect military
ecurAN and promote national economic interests by substantially

redu mg areas of control, thus enhancing the ability of U S scien-
tists and bu-,messes to b ,nefit from the increased availability of
s. ientiti and technical data
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(3) Steps should be taken to give both Congress and the public
time to comment on proposed executive orders and national secu-
rity directi es before their promulgation, with appropriate proce-
dures for the protection of classified information.

(4) Inter-agency deliberations should be conducted to develop
guidelines that protect against undue governmental control over the
content and conclusions of federally sponsored basic research and
the writings of present and former federal emnlovees.

(5) The President should propose legislative and Executive
branch actions to limit the role of the Office of Management and
Budget in conducting regulatory review, influencing substantive
agenc decisions, and relying on the private sector for the dissemi-
nation of information generated with federal funds.

(() E \ eeutive branch guidelines implementing the Freedom of
Information Act should be revised to facilitate access to government
in fo rma t ion

(7) The Secretary of Defense should be authorized to continue
efforts by DoD to curb inappropriate secrecy in agency budgets
v. hile cooperating fully with congressional oversight of federal
defense spending

7
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INTRODUCTION

Information and knowledge are vital resources in a modern
technoh)gical society The economic and military strength of the
United States is increasingly based on our capacity to translate an ex-
panding information and knowledge base into products and proc-
esses that i. ontribute to prosperity and national defense. In addition,
our democratic system is rooted in a belief that the free flow of infor-
mation and ideas is vital to the fabric of our national life.

In recent years, two trends have inhibited the development of
information resources in the United States First, increased efforts
have been made by the federal government to control the dissemi-
nation of scientific and technological information so that it is less
accessible to foreign competitors and hostile nations. Second, the
role of the government in collecting, maintaining, and publishing
information has been curtailed because of redmed federal spending
on information resources

The elements of these trends are clear A broad system (
national security controls has curtailed the ablity of American
scientists to zommunicate technical data and collaborate freely with
their foreign counterparts The capacity of the United States to
innovate and compete in a world econony driven by technology has
been diminished in subtle but important ways by an export control
system that restricts scientific communication. Governmental proc-
esses have been negatively affected by a broadened classification
system that has increased the need for compartmentalized decision-
making in the federal bureaucracy. Curtailment of the government's
traditional role as a source of statistical and technica; lata about the
economy and the work force has impeded the study and develop-
ment of economic and social policy. Restrictions on the publication
of federally funded tesearch have deprived the public of informa-
tion for which it has paid with its tax dollars.

Any short-term benefits of these policies are outweighed by
substantial long-term costs to the economy, the na'.nal defen,e,
and the democratic tradition of open government These costs are

3
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particularly great in the areas of sdence and technology Reports by
the National Ai.adeaw of Sciences in 1982 and 1987 have warned of
a growing threat to U S economic and military secunty of broad
controls on saentific communication ' "With rospect to U S military
and economic progress, the 1982 report concluded, "crintrols may
slow the rate of scientiCic advance and thus reduce the rate of
technological innovation Controls also may impose economic costs
for L.' S high technology firMs, which offset both their prices and
their market share in international commerce Controls may also
limit university resea-ch and teaching in areas of technology. A
national polio of security bN, -kcomplishment has much to recom-
mend it over a policy of securth by secrecy The 1987 NAS report
mdicated that th .. cost to the U S economy of the current regime of
export controls, including controls o% er technical and scientific data,
is 188,000 jobs and So billion per %/ear. According to the report, 52
percent of U S high-technology companies eeriened lost sales in
1986 primarily as a consequence of e\ port controls.

In addition to the economic and military costs of broad informa-
tion controls, there are considerable k.osts to the U S political system
and culture 1 he United States has a tradition of open communica-
tion and public dices; to information Our Constitution was
adopted ts o centuries ogo after agreement was reached on the
inclusion of two essential features designed to foster open commu-
nica t ion 1 he first IA as the imposition of an affirmative obligation on
lie federal go% ernment to publish regular information about its
ta ing and spending activities The second was a commitment to
ha% e a Bill of Rights, w oh the First Amendment as its cornerstone,
guaranteeing freedom of speech, thought, and religion, and free-
dom of the pres, Now here is our ndtional comm,tment to tilt free
flow of in formation and ideas more important than on issues involv-
ing science, tech nolog% Ind economic growth From this perspec-
tik e, the recent trends in federal information policv are ad% erselv
f fee ting important values of free spee h, academic inquiry, and

democratic participation



The discussion that follows summarizes key information policy
trends and events of recent years, describes some of their implica-
tions, and offers recommendations for policy actions by the new
Administration.'

THE NEED FOR A PRESIDENTIAL INITIATIVE ON
INFORMATION POLICY

Reversal of the trend toward restricting the free flow of infor-
mation in the United States should be a central feature of the new
President's domestic and foreign policy agendas, with special atten-
tion to programs on science, the economy, and national security.

While Congress necessarily plays an important role in shaping
such policies, there are several reasons why changes are most likely
to occur if the President takes early advantage of the unique leader-
ship opportunity that comes at a time of presidential transition.
First, a new President has maximum influence on the terms of public
debate. Second, appointments of Cabinet members, such as the
Secretaries of Defence and State, and other principal policy advisors,
such as the Director of Central Intelligence, the National Security
Advisor, and the President's Science Advisor, provide an opportu-
nity to create new leadership of key executive agencies Third, the
Senate confirmation hearings necessary for many appointments
present an early opportunity for the incoming Administration to
establish working relationships with key congressional offices.
Fourth, career officials in executive agencies need an early indiution
uf the new Administration's policy perspectives in order to function
most efficiently. Finally, Congress must be bk to anticipate the
legislative recommLndations that will be of primary interest to the
new Administration.

Two procedural objectives should guide the formulation of a
Presidential Initiative on Information Policy. The first is to allow
ample opportunity for public and congressional notice and com-
ment on planned Executive branch actions. The second is to main-
tain a cooperative relationship with Congress in the development of
legislation and dun lig the congressional oversight prok.ess. Because
a wide range of issues and practices are implicated in information
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policy, no one document or statement is likely to be sufficient. The
priorities for action should be (1) an early presidentiel statement
identifying information policy as an issue of significant concern, (2)
inter-agency deliberations to identify specific areas for action, and,
at the same time, (3) the initiation of consultations with Congress.

ISSUES TO BE ADDRESSED IN THE INITIATIVE

The ultimate goals of an information policy initiative by the
new Administration should be to improve U.S. competitiveness,
streqthen the national defense, and enhance democratic decisi on-
making by reversing the recent trend toward excessive governmen-
tal control of the flow of information

Two theme: should dominate the early presidential messages
on information policy. The-fir5t is that free and open communication
c f information should occur except in instances of demonstrable and
substamial public necessity. The second is that changes in federal
information policy should be developed and implem.:nted coopera-
tively between the Executive branch and the Congress.

A Presidential Initiative on Information Policy should address
at least seven important areas (1) the classification sy stem, (2) export
controls and related restrictions on the communication of unclassi-
fied scientific and technical data, (3) national security decision
directives, (4) prepublication review and censorship, (5) manage-
men', of federal information resources, (6) the Freedom ol Informa-
tion Act; and (7) secrecy in agency budgets.

1. The Classification Sysem

A major information policy development in the last six years
has been the unprecedented expansion of the security classification
system.' Executive Order 12356, issued by President Reagan in 1982,
reverses a trend during the previous four administrations toward
increasing emphasi. on the free circulation of knowledge and infor-
matii a trend marked by limiting classification, defining the

' 1
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purposes of classification, and providing procedures for ded.assifi-
cation This trend is reflected in Executive Order 12065, promul-
gated in 1978, and its pi edecessor orders extendin, back to the
Eisenhower Administration.

E 0 12356 modifies the classification system in major ways that
limit the availability of information. It establishes a presumptio i

favor of classification in all cases where officialsare in doubt whether
secrecy is necessary, it eliminates the previous Order's requirements
of automatic declassification of information within a prescribed
length of time, and it ext,_nds new authority to officials to red?ssify
information that is already in the public domain. Executive Order
123;6 also abolishes a requirement in the previous Order that federal
officials "balance the public's interest in access to government
information with the need to pr-:t certain national security infor-
mation from disclosure." In addition, the threshold standard for
classification is reduced, giving classifying officials considerably
greater discretion Instead of having to demonstrate "identifiable
damage" to the national security, the classifier must show onl v that
"disclos ire reasonably could be expected to cause damage to the
national security

The present Order also revises other significant katures of the
classification system The previous Order expressly precluded the
use of federal classification authority over nor-governmentally
sponsored basic research, while the present Order leaves the matter
to agency discretion The present Order also permits the reclassifi-
cation of information if "the information requires protection in the
interest of national securit and the information may reasonably be
recovered," even after an agency has received a request for it under
the Freedom of Information Act or the Privacy Act. By contrast, the
carher Order provided that Idlassification maN not be restored to
documents already declassified and released to the public. ." and
that "no document originated on or after the effective date of this
Order may be classi fieJ after an agency has received a request for the
document under the Freedom of Information Act
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The present classi fica tion system allows government officials to
impose classification restrictions over federally funded research
projects eN. en a fter research contracts ha% t' been signed and work has
begun The Order allows classification to occur at any stage of a
project and to be maintained indefinitely. Some scholars fear that
under the new classification order, lalcademic research not born
classified may die clas,ified." The net effect is to inhibit research-
ers who are unwilling to do classified research from making long-
term intellectual investments in non-classified projects in such fields
as cr ptograph or laser science, which have features that make
them likely subjects for classification at a later date. The long- term
cost may be the loss of important scientific contributions that such
scholars might make in these fields

The publication of federalh funded research also is affected by
the recent expansion of the clas:Acation system Publication deci-
sions are governed by National Secur.: Decision Directive (NSDD)
189,4 promulgated in response to concerns tl tat unclassified research
sponsored by the tederal gm ernment might oe restncted. The
Directive provides that restrictions on publication can only result
from classification, but Executive Order 12356 gi es officials author-
ity to reclassih information already in the public domain. Thus,
NSDD 189 does not adequately address the concern already noted
that research that is not classified when begun may become classi-
fied while it is underwa

1 he President should order a thorough review o' the classifica-
tion sN. stem with the goal of drafting a new executive order aimed at
restructuring the sl.stem The text of this draft should be made
available for review and comment b congressional offices with
oversight responsanho, ol.er the agencies in% ol ed, as well as the
Senate Select Commidee on Intelligence and the House Pei ,nanent
Select Committee on Intelligence

1 he new executive order should be based on the prmople that
the need to protect national security information must be balanced
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against an equall!, important public interest in Jiselosure of infor-
mation gained thrc ..igh government-funded research or in inform-
ing the public about governmet t activities.

The new order should:

reverse the current ?rc3umption .T, fa: Jr ..,6 classification in all
cases w here officials are in doubt about whether secrecy is neces-
sary;

raise the threshok .,tandard for classification,

require automatic dedassification wain a prescnbed period of
time,

eliminate the authority of officials to redassil information
alreach in the public domain; and

lift restrictions on the communication of unclassified informa-
tion between Amencans and foreigners

2 Export Controls and Related Restrictions on the C. mrnuni-
cation of Unclassified Scientific and Technical Data

The classification s% stem reaches information colleded by or
under the sponsorship of government Current efforts to control the
dissemination of technical data, however, have extended beyond
classification into a growing number of civilian scientific and tech-
nological fields

Until recently, as a general rule only two t-y pes of limitations
ha% E2 been allow ed on the communication of scientific and technical
data In the case of information controlled by the government, the
classification sstern has been the means of protecting national
secunt interests In the case of information not controlled by the
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go% ernment, restrictions on communication have been limited to
rare circumstances in :olving a clear and present danger to the
national security.

Advocates of broader restriction on scientific and technical data
assert that such data are differei t from other kinds of freely commu-
nicated information for two reasons. First, tec hnical data can be used
to create things that are intrinsically dangerous, such as weapons
systems Secor _I, technical data can have an immediate economic
utility and are thus often more like commodities than information
These characteristics have been regarded as warranting an extensive
sstem of export controls over categories of technical data, new
controls over the kinds of :ommunication scientists can have among
themselves, and limitations on the commonication of "sensitive"
unclassified information

There are many oractical difficulties in enforcing broad controls
over the communication of unclassified technical information, as

ll as sit;nificant costs to the economy, to scientific research, and
ultimately t9 the national defense itself

The export control laws were originally enacted primarily to
regulate the overseas export of tangible goods.' Over the last
decade, howel, er, they have been used increasingl,, to restrict the
communication of technical information and ideas within the United
Sates. The Departments of Defense and Commerce, for example,
have sought to requii e scientific and engineering societies to limit
access to professional conferences at which unclassified technical
papers are to be presented According to the American Association
for tht? Advancement of Science, there have been more than a dozen
mudents in the paz,t eight years of restrictions on the communication
of undassi fied technical data at scientific conferences. Such restric-
tions can also be made conditions of research contracts. Further-
more, the Department of Defense has recently .-equired universities
engaged in unclassified DoD-sponsored research in artificial intelli
gence to certify that persons who receive technical data generat,:d by
the research are U S or Canadian citizens.
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Beyond the restrictions on contact between U.S. and foreign sci-
entists, general categories of scientific and technical research have
been designated as inherently sensitive and therefore subject to
gener;c information controls For example, in 1981, at the request of
the Reagan Administration, Congress amended the Atomic Energy
Act to authorize the Secretary of Energy to regulate "the unauthor-
ized dissemination of unclassified nuclear information "6

A final area of scientific and technical information targeted for
control in recent years is information in electronic data bases. This
is by far the largest category of potentially restricted information,
because it cal, be found in anv academic, commercial, or governn.en-
tal computenzed information system. National Security Decision
Directive 145, issued bv President Reagan in 1984, calls for "a
comprehens.ve and coordinated approach" to all telecommunica-
tions and automated information systems, under the theory that
"information, even if unclassified m isolation, often can reveal
sensitive information when taken in the aggregate "-

In the wake of NSDD 145, President Reagan's former National
Securin, Advisor, John Poindexter, promulgated a directive that
sought to restrict not only unclassified information affecting na-
tional secunty interests, but also any computerized information that
could adversely affect "other government interests," including
'government or government-derived economic, human, financial,
industnal, agricultural, technological, and law enforcement infor-
mation." This White House directive raised the specter of U.S
intelligence agencies monitonng and regulating virtually all aca-
demic and commercial cc mputerized data bases and information
exchanges in the United States. The directive was withdrawn in
March 1987 under congressional pressure, but the underlying pol-
:c;,, set out in NSDD 145, remains in place

In order to address this set of in fot mation policy probli ms, the
new President should direct the National Security Council and the
P,partinents of Defense and Commerce to conduct a thorough
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review of the current system of export controls and related restnc-
tions on the communication of unclassified scientific and technical
data In initiating this policy review, the President should require
the NSC to pn s ide regular, affirmative policy direction to the
responsible line agencies to protect military security and promote
national economic interests by substantially reducing the areas of
control, thus enhancing the ability of U.S. scientists and businesses
to benefit from the increased availability of scientific and technical
data As the National Academy of Sciences recommended in its 1987
report, "the meparation of control lists must be a dynamic process
that is bcth informed bv advice from technical advisory groups and
constrained by the need to be clear, to focus control efforts more
narrowly oi i fewer items, and to coordinate U.S. actions more clearly
with that of the Coordinating Committee on Multilateral Export
Controls (COCOM) of our allies."

The President should also direct the NSC and the relevant line
agencies to work with the Congress to eliminate the use of restric-
tions on unclassified fundamental research. Speufically, two sources
of authority should be amended or repealed

First, the Department of Defense Authorization Act of 19849
now contains an exemption to the Freedom of Information Act
(FOI A ) which permits DoD to "withhold from public d isclosu re any
technical data with military or space application in the possession of,
or under the control of, the Department of Defense," whose export
would otherwise require a validated export license. The effect of this
provision has been to bar the publication of certain unclzssified
technical research conducted under government contract. A par-
ticularly dramatic example of this provision's effect occurred in
March 1985 when the DoD notified the organizers of the interna-
tional symposium of photo-optical instrumentation engineers that
nearly two-thuds of the scheduled papers could not be publicly
presented because they contained information falling within the
new MIA exemption This restraint on the communication of un-
classified reseaich should be repealed.

.
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Second, National Security Decision Directive 18911, signed by
President Reagan in 1985, states that Ink) restrictions may be placed
upon the conduct or reporting of federally-funded fundamental
research that has not received security classification, except as pro-
vided in applicable U.S. statutes." Since the a pplical)le statutes include
the export control laws, the qualifying phrase offers no protection
for the open communication of basic research and thus should be
deleted.

3. National Security Decision Directives

Presidential directives, such as proclamations and executive
orders, have been used since the earliest days of the federal govern-
ment to express Executive branch policie and implementation
guidelines. A numerical s:, m fe- these directives was begun in
1907. The Federal Register Act of 1'7 '5" requires that presidential
directi es be published in the Federal Register and reproduced in the
annual and cumulative volumes of the Code of Federal Regulations.

For approximately 70 years some of these directives have been
confid mtial or security classified Since 1947, the National Security
Council has produced directives which ha,e set forth the U.S.
position or, a wide variety of national security issues. Most are
classified and thus unavailable for congressional or public scrutiny.
According to the General Accounting Office," at least 1,042 have
been issued since 1961. Of these, only 247 have been publicly
released, while the rest have remained secret.

In 1976, the Senate's Special Committee on National Emergency
and Delegated Emergency Powers concluded that such secret presi-
dential directives lack prescribed formats or procedures and are not
systematically revealed to the Congress or the public." These direc-
ti es have been used to advance some of the most troubling presi-
dential policies. For example, President Johnsen used directives to
authorize the production of secret weapons "stems. President
Nixon issued a number of such directives relating to T. Jnited States
involvement in Southeast Asia

11
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The Reagan Adm:nistration designated these instruments
"National Security Decision Directives." By some estimates, ap-
proximately 200 NSDDs have been issued since 1981, but fewer than
ten have been publicly disclosed in whole or in part. During the
Reagan presidency, NSDDs were the principal means of initiating a
variety of domestic and foreign policy actions. For example, Presi-
dent Reagan issued a NSDD to authorize agencies othri than the
Central Intelligence Agency to conduct covert operations. Similarly,
NSDD 84, issued in March 1983, imposed long-term controls over all
federal emilloyees and contractors with authorized access to certain
categories of classified information, requiring them to sign lifetime
prepublication review agreements as a condition of access. This di-
rective was later withdrawn under congressional pressure.

A long-standing interest in presidential proclamations and ex-
ecuti N. e orders led the House Committee on Government Opera-
tions in 1982 to issue a Committee report on "Security Classification
Policy and Executive Order 12356 "14 The Committee recommended
that the Executive branch give both Congress and the public time to
comment on propo- i executive orders before their promulgation,
and drov ide written findings detailing the policy problems each
proposed order is intended to solve In Aogust 1988, the Govern-
ment Operations Subcommittee on Legislation and National Secu-
rit held hearings on legislation to require that presidential direc-
tives be shared with Congress and in compliance with statutory
rules of accountability, publication, and record-keeping. The legis-
lation provides for the protection of classified directives.

The new President should take steps to implement these con-
gressional committee recommendations with respect to both execu-
tive order, and national security decision directives. The Govern-
ment Operations Committee Rt ort called for giving congressional
committees classified versions of the findings and explanations,
while making unclassified Versions available to the public. At the
same time, the President should cooperate with Congress in devel-
oping leg ishition to est3blish guidelines for the use and disclosure of
presidential directives An important step towards effective coop-
eration with Congress in this area should be the release to relevant



congressional committees of a list of the known directives from
recent years.

4. Prepublication Review and Censorship

Assponsor of a wide range of information-producing activities,
the federal government is uniquely positioned to influence, and
sometimes control, the content of information that is publicly dis-
seminated. Such influence can rise to the level of official censorship
if it unduly prevents present or former government employees from
writing or publishing freely undermines the objectb, i ty of re-
search or other data-gatherin6 9 vities. The use of prepublication
revIew to screen the writings of government employees or the
results of research conducted under government contract can create
a climate of censorship. The effect of this climate is to deprive the
public of the benefits of scientific research and information about the
workings of go ernment, undermining principles of openness anti
freedom of inquiry.

Since 1981, all government employees with high-level security
ckarances ha :e been required to sign Form 4193, which contains a
lifetime promise to submit for prepublication review virtually all
wntings, including works of fiction. A 1986 General Accounting
Office report on the impact of Form 4193 concluded that in 1984,
21,718 books, articles, speeches, and other materials were reviewed
under agency prepublication review processes In 1985, this number
grew te 22,820. The GAO determined that as of December 31, 1985,
at least 240,776 individuals had signed Form 4193. During the same
two-year period, there were only 15 unauthorized disclosures of
information through the writings or speeches of current or former
employees. The purported benefits to national security appear to be
far outweighed by the risk of undue censorship

In the area of federally funded research, agency contracts with
sdiolars ha s in recent years created a tension between the funding
agency's interest in getting a prescribed research product and the
scholar's interest in remaining free to conduct research without
mappropnate constraints This asion has been heightened bY
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governmental efforts to mod.'v funded resparch and limit the
scholar's ability to publish or release research results, documents, Jr
computer software. Prepublication review provisions in research
contracts have been important tools to exert such influence over the
research. For example, researchers at Harvard University objected
in 1984 to attempts by the Department of Housing and Urban
De elopment to retain the rigH to require "changes" in the data,
methodology, or analysis of their funded research. In declining the
contract, the University's Office of Sponsored Research asked how
it was possiblc to require "changes in data, methodology, or analy-
ses without attacking the very foundations upon which resulting
reviews, opinions, and conclusions are based?"

Restnchons on publication are a source of frequent conflict
between the Central Intelligence Agency and its civilian contract
researchers and consultants, many of whom are academic scholars.
Until recently, most CIA contracts required consultants and re-
searchers for the agency to submit all their writings fr prepublica-
tion review The censorship permitted by this restriction made such
contracts unacceptable to many universities. In 1986, the CIA re-
vised its rule on prepublication review, narrowing the restriction for
outside sc:iolars to "the specific subject area in which a scholar had
access 'I classified information As a practical matter, however, the
new ri le continues to present problems for contract researchers and
consultants Civilian experts who use classified information in
consulting with the CIA tend to conduct research only in their fields
of specializatior and any subsequent writing they do in that field
will still presumably be subject to prior CIA review under the new
rule Thus, the danger of broad censorship remains.

Prepublication review policies should be the subject of inter-
agency deliberations designed to develop guidelines that protect
againq undue governmental control over the content and conclu-
sions of federali sponsored basic research and the writc)gs of
federal employees. To be effective, prepublication review guide-
lines must direct agencies to draft research contracts that are consis-
tent with both the agency's mterest m the research to be funded and
the need to protect the researcher's intellectual independence aad
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integrity. For example, there should be constraints on the scope of

an agency's prepublication review authority to prevent censorship
stemming from the agency's disagreement with the policy implica-
tions of the writing or research in question. Sharp limits on how long

an agency can conduct its review prior to publication would prevent
delays that rob the research of timeliness. It may be necessary to
develop separate prepublication review policies for at least three
categories of research and publications that have varying levels of

national security relevance. classified reseatch, unclassified re-
searcil v th national security implications, and research with no dis-

cernible national security implications. Without separate guide-
lines, t he second two categories are like:y to be subject to restrictions

on put. lication that would be suitable only for classified rosearch

5 Management of Federal Information Resources

A pivotal point in the recent evolution of government informa-

tion policy occur -ed in 1980 when Congress enacted the Paperwork
Reduction Act (PRA).1 ' The purpose of the Act was to "minimize the
Federal paperwork burden " rhe new statute replaced the Federal
Reports Act of 1942,1' which had long provided the basic statutory
framework for the record-keeping and reporting requirements
imposed by the federal government on private businesses and
nonfederal government entities.

Earlier, in 1974, Congre ;s had responded to growing public

concern about the burden of feueraldemands for information by es-
tablishing a Commission on Federal Paperwork.17 The Commission's
final report, issued in October 1977, estimated that the combined
cost to the government and the public of federal paperwork require-
ments amou nted to $100 billion a year. These requirements in,.:uded
the preparation of tax and health care forms, loan applications, and
compliance reports affecting most segments of the population rhe
Commission's recommendations complemented Congress' review
of possible amendments to the laws governing the management ,f
information requests directed to the public That review culminated
in passage of the Paperwork Reduction Act in 1980
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The legislative history of the PRA makes clear that Congress
was concerned with both the "excessive" cumuiative impact on the
public of federal p .pendork requirements and the potential for
abuse of the authority set u,.t in the Act. Accordingly, the Act
mandated 4'he elimination of unnecessary and wasteful paperwork
requirements, but provided that this stipulation must not interfere
with "the substantive policies and programs of departments, agcn-
cies and offices."

The PRA created an Office of Information and Regulatory
A ffa irs (OIRA' .-ithin the Office of Management and Budget (OMB),
and charged it v%. ith developing comprehensive information policies
for the entire federal government." The OIRA Administrator is ob-
ligated to determine whether the collection of information by an
agency is "necessary for the proper performance of its functions,"
:ncluding "whether the information will have practical utility for the
agency " A key element of this effort is the concept of "information
resources management"the coordinated planning and manage-
ment of all information activities, including creation, collection, use,
and dissemination.

Through it, implementation of the PRA, OMB has become in-
creasingly involved not only in information resources management,
but also in regulatory review and substantive policymaking. Con-
gressional review of OMB's naplementation of the PRA in 1982 and
1983 established that a significant portion of OIRA's resources had
been devoted to regulatory review activitivs ratht..- than information
resources management.

In 1985,0MB consolidated its control of federal information ac-
tivities by means of Circular A-130, "11anagement of Federal Infor-
mation Resources," which set forth criteria for the collection and
dissemination of information by federal agencies. Major changes in
information policy have resulted from OMB implementation of the
two principal statutory criteria, (1) 'necessary for the proper per-
forrnance of agency functions" and (2) "practical utility," as well as
a criterion added by Circular A-130, but not found in the PRA, that
dissemination of information be conducted (3) in "the most cost

,-)
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effective manner" with "maximum feasible reliance on tile private
sector."

Through Circular A-130, OMB has intruded in agency judg-
ments about research and publication and thus has limited the
availability cf information For txample, a 1986 congressionally
requested study of 51 proposed research projeds submitted to OMB
by the Centers for Disease Control found OMB was more likely to
reject research projects v% ith an environmental or occupat ional health
focus than projects involving infectious diseases or other conven-
tional illnesses. The snidy also cited OMB decisions to block
proposed research projects on the basis that they lacked "practical
utility." These included, for example, proposed research on the
etfects of worker exposure to dioxin.2 A cost-benefit analysis led
OMB to block a proposed Environmental Protection Agent y regula-
tion designed to protect consumers and workers from asbestos. The
requirement that mformation dissemination be conduc ted in the
most cost effecti e manner has also led to int reased reliance on the
private sector for information services traditionally provided by
gokernment agencies, often at int Rased cost to the information
consumer

In a Mated development, OMB has cmdut ted a systematic re-
duttion in federal pubhcations An early example was an OMB
directive (Bulletin 81-16) to revievt -r-ublications and costs arising
from the printing and produision of written or audio-visual materi-
als In response, the Departnwnt of Education created the Publica-
tion ano Audio-Visual Advisory Council (PAVAC) The Council
rejetted so maw, requests from Department-funded projects to
publish materials they had det eloped that the I louse Committee on
Go% ernrnent Operations concluded that the prot e,,s amounted to
cencorship =

The 1986 reauthorization of the PRA is a partial response to
growing cr,ticism of the information policy directives of the OMB.
The reauthorizati m law includes provisions to make the OIRA
publicly accountable for its dtscisions The new law requires that any

IN rittun communication" bt t ween the OIRA and an agency must be
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available for public examir,ation. The reauthorization also requires
fuller disdosure in the Federal Register whenever an agency submits
to the OIRA an information collection proposal. However, the new
statute does not require that the substance of the proposal be
included and does not require a public comment period. As for
constraints on regulatory review by OMB, although the Act now
expressly forbids the OIRA from using funds appropriated under
the PRA to conduct regulatory review, OMB effectively retains that
authority because the amended Act includes regulatory paperwork
in the provision that limits paperwork approv3l to three years. Thus,
OMB will review all information collections required by regulation
at least once every three years.

The Reauthorization Act also addresses perceived deficiencies
in OIRA's handling of statistics programs. During the first three
years of the Reagan Admimstratieo, theOMB eliminated Ihe agency's
statistical policy branch, cut substantially the ramber of OMB
statistical personnel, and minimized the significance of statistical
polic to government planning. For example, a study presented in
a March 1986 Joint Economic Committee hearing on the :,tatus of the
nation's economic statistics coniuded that "planning and research
for new and better %1, avs to meet changing needs and take advantage
of new technology have suffered Ultimately thb neglect is likely to
add to the cost of statistical programs as well as weaken their
ciL .uity "" The Reauthorizatli n Act strengthens OIRA's statistical
rest onsibilihes and requires the OIRA to appoint a professional
statistician as the U S chief statistician

Three principles should guide tho new Administration's re-
% iew of information management issues First, OMB's information
management act- itie. should be kept separate from regulatory
revio% Second, OMB must not be permitted to use its paperwork
clearance authority to interfere %%,ith substantive agency decisions
Third, information collection and dissemination should be desig-
nated as essential federal agency functions, and involvement of the
private sector in these -:ctivities should not interfere with the a% (lila-
Nay of information generated with federal funds
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In addition, the new Administration should support stronger
statutorv limits on OMB's regulatory review and substantive deci-
sion-making, and limitations on the broad discretion granted to
OMB in the Paperwork Reduction Act's "practical utility" criterion
for the review of proposed paperwork. These needed constraints on
OMB can be accomplished through cooperation between Congress
and the Executive branch.

6. Freedom of Information Act

for more than two decades, public access to government int or-
mation has been firmly established in the United States as a ma:ter
of law. The Freedom of Information Act, passed by the Congress in
1966 and amended four times since." authorizes private individuals
and organizations to obtain information collected and maintained
by the federal gol, ernment which has not otherwise been made
available through government publications It amended Section 3 of
the Administrative Procedure Act of 1946 which stated that only
"persons properly and directly concwned" could have access to
official record:i. Under the FOIA "any person" can have access to
identifiable agencs, record; unless the information falls under one of
the specified exemptions In a period when federal information
policies have reduced the amount of information collected and
published by the government, the FOIA has become increasingly
irnnortant as a vehicle for public access

The 1986 amendments to the FOIA (Freedom of Information
Reform Act, Subtitle N of H.R. 5484, 1 he Anti-Drug Abuse Act of
1986) increased law enforcement agencies' rights to withhold certain
records and gave tlie Office of Management and Budget the author-
ity to set guidelines for agency rules concerning fees that agencies
can charge for searching ahd processing requested records. In doing
so, Congress recognized that exorbitant fees can be a significant
ba rner to pubhc access, and that it is often in the public interest for
agencies to w a i% e fees for academic researchers and other nonprofit
requesters
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Under the amendments, each agency must promulgate regula-
tions specifying its schedule of fees for responses to FOIA requests
and procedures for determining when fees ,hould be waived or
reduced. Fees chargeable to any requester may be waived or re-
duced "if disclosure of the information is in the public interest
because it is likely to contribute significantly to public understand-
ing of the operations or activities of the government and is not
primarily in the commercial interest of the requester." The legisla-
tive history makes clear that this waiver provision is not limited to
situations where the requester intends to disseminate the requested
information widely to the public, including journalists.

Despite congressional intent to enhance the utilit of the FO1A,
OMB has taken steps to limit public access by narrowly construing
the fee waiver amendments in several respects and applying the
management principles that it is using to limit the amount of
information collected and published by federal agencies. The final
Uniform Fee Schedule and Guidelines issued by OMB in March
198724affect each agency's fee schedules and thus have the potential
for placing limits on access to a wide range of information for re-
searchers, libraries, and other nonprofit entities. For example, the
guidelines permit "educational institution(s)" to obtain document5
for the cost of reproduction alone, excluding the first 100 pages.
However, OMB's definition limits "educational institutions" to
entities "which operate a program or programs of scholarly re-
search," thus excluding public libranes, vocational schools, instruc-
tion centers, and a wide variety of other entities that provide
educational instruction and materials but may not employ scholars
engaged in resea:ch

The OMB videhnes relating to requests for "commercial use"
expressly reject the presumption that a request "on the letterhead of
a nonprofit organization [is) for a non-commercial request." Critics
of thisOMBdecision point out that the congressional floormanagers
of the 1986 amendments made clear they favored fee waivers for
nonprofit organizations Reps Glenn English (D-Okla.) and Tho-
mas Kindness (R-Ohio) stated that "a request from a public interest
group, nonprofit organization, labor union, library or similar or-
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ganization, or a request from an individual may not be presumed to
be for commercial use unless the nature of the request suggests that
the Information is being sought solely for a private, profit-making

pose." "

An important element of the new President's information pol-
lc% initiative should be to direct the development of revised guide-
lines on FOIA implementation that reflect a principal legislative
purpose of the 1986 amendments. eased access to information
through appropriate use of fee schedules. These new guidelines
should be drafted with adequate opportunity for public and con-
gressional notice and comment A key principle in the guidelines
should be that access to information should not be unduly limited
through the imposition of exorbitant fees or excessively narrow
interpretations of the statute.

Seay_gl A encv Budgets

Democratic decision-making depends on the ability of an in-
formed Congress to make judgments about the spending of federal
tax dollars In recent s ears, it has been increasingly difficult for Con-
gress or the public to know how billions of dollars spent by the
Department of Defense are being used. The reason is that a growing
amount of such expenditures is included in so-called "black" budg-
ets This phrase has come to indude both "special access programs,"
which are subject to secrecy controls beyond the regular classifica-
tion system, and other programs for which unclassified funding
data are not available from the DoD. When DoD officials use the
term 'black budget," they are refemng to programs whose existence
and purpose may be classified.26

1 he asserted authority for special access programs is Executive
Order 12356, w hIch provides that agency 'heads "may create special
access programs to control access, distribution, and protection of
particularly sensitive information."2" Access is thereby limited to
categories of officials, such as agency heads and congressional
committee chairmen DoD officials say that aggregate budget data
are sensitive because they may reveal to adversaries in what fields



the United States has chosen to concentrate time and resources and
whether we have achieved significant breakthroughs.

Estimates of the amount of money involved in secret budgets
vary between $22 billion and $35 billion, depending on whether the
count includes only weapons research and development and acqui-
sition, or intelligence spending as well. So long as large and
expanding amounts of defense spending are not subject to informed
oversight by Congress, democratic decision-making about defense
policy ;_., severely impeded

Congressional oversight of special access programs is particu-
larly difficult for three reasons. First, congressional offices have in-
sufficient bases on which to make independent evaluations of pro-
gram rationales, design, and performance. Second, with little infor-
mation, Congress has a reduced capacity to detect fraud, waste, and
mismanagement. Third, there is inadequate information on which
to base evaluations of the level of bi idget growth.

Executivc branch oversight of secret budgets also has been
Limited. A May 1988 General Accounting Office report found that
the Secretary of Defense has no centralized office with cognizance of
all spedal access programs because of the difficulties of compiling
program information. The GAO also found that the DoD was not
followingits own criteria for placing programs in the "black budget."
The GAO observed that special access program sponsors often
consider the sensitivity of a proposed program or technology 5uffi-
cien, justification for the "special access" designation without
demonstrating, as regulations require, that normal security proce-
dures are inadequate. The regulations also require a showing that
the number of persons with access to a special access program will
be small and commensurate with the goal of providing extra protec-
tion for information. The GAO found, however, that in Air Force
special access programs, for example, the number ofaccesses granted
was in the tens of thousands." This suggests strongly that special
access status is insufi lent reason to deny access to Members of
Congress and their staffs
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There is reason to doubt whether the growing use of special
access programs (SAPs) is achieving its goal of improving security
protection of particularly sensitive information. A 1987 Defense In-
vestigative Service (DIS) field review report indicated that many
programs that are designated SAP receive less stringent security
protection than programs subject to normal classification. In June
1987, the DoD established a Special Access Program Review Panel to
examine the results of the DIS field review and evaluate the security
administration of DoD spe:ial access programs. The Special Access
Program Review Panel presented its report in August 1987 to the
Deputy Undersecretary of Defense for Poiicy. The panel's recom-
mendations included proposed improvements in regulatory defini-
tions of special atcess programs and the implementation of previous
recommendations concerning oversight, rationale for establishment
and maintenance of SAPs, and personnel security.'

Congress has already bt gun to ta ke steps to address the need for
more ef f ectiv e legislative oversight of "Had budget" programs An
amendment to the FY 1988 Defense appropriations bill requires the
Setretan of Defense to report to congressional defense comniittees
on

* the total amount requested for speL la] access programs in a
particular year,

the total amount spent on special access programs in the last
five years,

the coq of individual "black budget" programs and their
projected future costs, and

a brief description of each program

I he amendment permits the Pentagon to withhold information
from the "Had< budget" reports for national security reasons



Recent efforts by DoD and the Congress to curb inappropriate
secrecy in agency budgets are important first steps toward im-
proved oversight and monitoring of federal defense spending. The
PresIdent should give the Secretary of Defense a mandate to con-
tinue thi5 progress within DoD while cooperating fully with con-
gressional oversight efforts.

CONCLUSION

These changes in federal information policy should be an
essential part of the agenda of the new Administration. The free flow
of information and ideas is vital to thc fabric of our national life. The
engines of innovation that drive our economy and guarantee our
security are powered by open and unfettered communication.
Government policies aimed at broadly controlling the communica-
tion of information and ideas are ultimately self-defeating and may
soon become irreparably damaging to our democratic principles
unless the new President seizes the initiative and changes the course
that these policies have taken over the last decade.
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Appendix A

Classification System

I. History

The current classikation system was established by Executive Order
(E 0.) 12356, National Security Information, 47 Fed. Reg. 14874 (Apnl 2,
1982), reprinted in Codification of Presidential Proclamations and Execu-
tive Orders 1161-1985 at 587.

E O. 12356 is the latest in a long senes of executive classification
directix es that began in 1940 when President Franklin Rooseelt issued E.O.
8381, Defining Certain Vital Military and Naval Installations and Equip-
n ix,nt,5 red Reg. 1145 et seq. (March 26,1940), reprinted in 3 C.F.R. 1938-1943
Compilation at 634 President Roosevelt acted under the authority of a 1938
statute expressly delegating to the President the authority to create a
classification system "in the interests of national defense." (52 Stat. 3(1 938)).
The 1940 Order applied to military and naval installation,-1/4 and equipment,
Ind ud ing prix ate companies engaged in thx defense industry. Equipment
vs, as expressl defined to include "books, pamphlets, reports, maps, charts,
plans, designs, models, drawing, photographs, contracts, 1/4., specifica-
tions

The classification syste 1 has continued to be defined through a series
of execuo e orders These include ED. 10104, issued by President Truman
in 1950, L 0 10290, issueu by President Truman in 1951, E.O. 10501, issued
b President Eisenhower in 1953, E.O. 10964, issued by President Kennedy
in 1961, E.0 11652, issued by President Nixon in 1972; and E.O. 1205,
issued b President Carter in 1978. There is widespread agreement among
legal st.holars that these orders, while not subject to the congressional
approx al process, have the force ol law.

Signolunt points in the evolution of the classification system include.

the expansion of the justification of the classification system to
"protea the national security" rather than the narrower concept of national
defense (F 0 102Q0),
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resting the authonty for the classification system on the broad
etecutit e power of Article II of the Constitution rather than on statutory
grounds;

extending the reach of the classifi:ation system beyond defense
installations and equipment to the "Executive branch" in general,

restoration of "national" defense as theoperative ter-min E.0.10501
(1961) while placing mcrea ed pnority on the interest in public disjosure.
The Order's opening paragraph provided that "it is essential (hat the
citizens of the United States be informed concernmg the activities of their
government."

a trend toward increasing emphasis on balancing the need for
classification against the value of public disclosure. E.O. 11652 (1972), for
eta mpk, began with the statement that "The interests of the Unitoi States
and its citizens are best served by making information regarding the affairs
of government readily available to the public ."

a shit t back towards classification in E.O. ;2356 ( 982), which states
in its opening pa ragi aph, "Olt is essential that the public be informed
concerning the acti 'Ines of its Government, but... the interests of the United
States and its citizens require that certain information .oncerning national
defense and foreign relations be protected against unauthonzed diclo-
Sure."

Clasmfication Structure

17 0 10501 (1953) substituted for the existing four-level classification
structure a three-let el structure that has remained largely intact since then,
a ltliough there hat e been t hlnges in the dt finitions of classification ca tego-
nes The current categones are.

Top Se( ret "Information, the unauthorized disclosure of which
reasonably could be expected to call`so exceptionally grate damage to the
national security" (Sec 1 1(1)(1)) All thorny to c/assify is vested in the
President, agency heads, and officials demgnated by one of the above,
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Secret "Information, the unauthorized disclosure of which rea-
sonably could be expected to cause serious damage to the national secu-
rity." (Sec 1 2(a)) Authority is vested in a slightly larger group of officials;
and

Confidenttal. "Information the unauthorized disclosure of which
reasonably could be expected to cause dama to the national security."
(Se:. 1 .1 (A(3)). Authority to classify is even wider. E.O. 12356 deleted the
word "identrhable" before "damage" in the Confidential category.

Ill Administration

ational Security Council (NSC) has responsibihty for the overall
administration of the classification system. This responsibility was origi-
nally assigned to the NSC by E.O. 10501 (1953). The NSC was created by the
National Security Act of 1947, 61 Stat. 495, July 26, 1947. Since 1978, the
sy sten I has been administered by the Information Security Oversight Office
(IS00)1 unit of the General Services Administration (GSA) that operates
under the direction of the NSC. ISOO coordi nates classification policy with
the v ariouscwcutn e agencies that have original classification authority as
w:ll as other agencies requesting classification authority (32 C F.R. Secs.
2001-2003)

IV I ntormation Categorws

Since 1978, specific ca tegories of mformation have been expressly des-
igna ed in the executn e orders on classification The sy stem now applies to
the following:

(1) military plans, weapons, or operations;

(2) the nlncrabilities or capabilities of systems, installations, pr o)ects,
or plans relatmg to the national security,

(3) foreign government informahon,

(4) intelligence actn itics (including special adi: hes), or intelligence
sources or methods;
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(5) foreign relations or foreign activities of the United States,

(6) scientific, technological, or economic matters relating to the na-
tional security;

(7)United States Government programs for safeguarding nuclear
materials or facilities;

(8) Cryp(ology:

(9)a confidential source; or

(10) other categories of information that are related to the national
security and that require protection against unauthonzed disclosure as
determined by the President or by agency heads or other officials who have
been delegated original classification authonty by the President."

Categones (2), (8) and (9) were adclod by E.O. 12356 (1982), although
the information in these categories had preiously been subject to classifi-
cation under the catch-all "other categone5 of information" (E.O. 12065
(1978), Sec 1-3012(g)).

V. Enforcement

The unauthorized disclosure if classified information with intent to
damage the national defense is subjt.,.i to cnmi nal prosecution. (18 U.S.C.
795, 797,798) In addition, gm erament employees with high- level security
clearances must sign a lifetime promise to submit their writings for for
prepublication review

32



sim
Appendix B

Export Controls Pertaining to Technical Data

The current system of export controls reflects foreign policy, national
securitv, and domestic economic considerations. The system is imple-
mentkd through a vanety of statutory au thlrities and administrative struc-
turts. Export controls may be directed at the commodity to be exported, at
countries of designation, or at both.

Presidential authonty to regulate exports den% es from the broad grant
of power to the executm to conduct foreign relations under Article II of the
Constitution and from certain specific statutes Those that affect directly the
exporting ot technical data are summarized below.

Erport Admink.tration Act of 1979, P.L. 96-72, September 29, 1979, 93
Stat. 503 (cod t at 50 U.S.C. app. Sec 2401). the principal foreign trade
statute is admini-,tk red by the Department of Commerce through the
International Tradk Administration in accordance with the Export Admim-
stra t,on Regulations (EAR), 15 C.F R Parts 368 -399.

The FAR applies to the exporting of unclassified data. (Exports of
klassi(wki data are co% ered by, the Arms Export Control Act, summarized
tido ) Entort.cment of the EAR pro% isions is pnmanly the responsibility
lit the United States Customs Ser% ice, partikularly the Technology Investi-
gations Sektion within the Strategic Investigations Division.

Ile Commerce Department works with the Defense Department
(through the Technology Secunty Administration) and other agencies to
prvpare the Nfilitardv Cntical Technologies List (MCTL) which supple-
ments the Commerce Department's own Commodity Control List (CCL)
t sec 50 U S C 2404(d)) Both lists designate sensi ti% e applied technologies
that the Dilense Department wants to control. The MCTL itself is cl assified,
hut reporkd LO ers ail new!y created tectinical documents generated by
Don-tunded researkh, de% eloprnent, test, and evaluation programs.

Controls are also assigned On ,he basit, of the country of destination.
(1--; C F R Svcs. 370 2, 370.11(b), Supplement to Part 370, Part 385). The
( ()ordination Commit tt..e for Multilateral Export Controls (COCOM) coor-
Imates the Moils of the NATO member countries (except Iceland) and
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Japan to control the export of sensitive technologies to communist coun-
tries. This also is adnumstered through the Export Administration Act. (See
50 U.S.0 2416(6, 15 C.F.R. Sec. 370.11(c)).

Under EAR, "export" means "(1) an actual shipment or transmission of
technical data out of the United States, or (n) any release of technical data in
the United States with the knowledge or intent that the data will be shipped
or transmitted from the United States..." Data may be released for export
through "(1) isua I inspection by foreign national..., [orl(ii) oral exchanges
of information in the United States or abroad of personal knowledge or
technical expe..2nce acquired in the United States." (15 C.F.R. Sec.
379 1(b)(1)(2))

"Technical data" means "inforr ti on of any kind that can be used, or
adapted tor use, in h e design, production, manufacture, utilization, or
reconstruction of articles or materials The data max take a tangible form,
such as a model, prototype, blueprint, or an operating manual The tangible
form ma \ be stored on recording media, ir the data may take an intangible
form suk.h as tochnkal sCr1 ice All softwareis technical Jata (15C F.R.Sec
379 1)

A li(ense I rom the Deparment of Commerce is required tot lawful ex-
porting general lice:- ,e is general authorization to export certain com-
mochtie, hIle a \ alidated license {,o\ erns particular exports to particular
countries For technical data, the relek ant licenses are the GTDA (General
License Technical Data A\ ailable to All Locations) and the Validated
License I eclinical Data)

Ann,. F t Control Act (22 U S C. 2751 et seq., October 1' , 1968). This
t regulates trade in armaments. Imports are administered by the Depart-

ment of the Treasur Exports are administered by the Department of State,
Bureau of PoIitio-Military Affairs, Office of Munitions Control, in accor-
dance w ith the International Traffic in Arms Regulations (1TAR) (22 C F R.
Secs 121-110) !TAR creates the U S. Munitions List (22 C F.R Sec. 121.01)
listing produds that are subject to export control and for which export
licenses are required Enforcement and counterintelligence with regard to
exports is pnmanly the responsibility of the Federal Bureau of I n estiga-
bon Like F AR, ITAR defines export to include the disclosu re or transfer of
technical da ta to a foreign per,on, whether in the United States or abroad
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Trading zeith the Ene,nti Act (50 U.S.C. Sec. 5) This statute regulates the
exix,rt ot goods to countries that are deemed to be hostile to the United
States Presidential exercise of the authorit to regulate under this Act is
restricted to 1 amine, but the statute permits the President to retain continu
ing authontc to regulate trade on an annual basis by issuing a proclamation
declanng the nec d for such authonty. (Memorandum uf the President of the
L mted Statc's Extension ot International Emergenc Pots ers, 52 Fed. Reg.
33397 (August 27, 1,487)1

Patent, The Patent and Trademark Office in the Department of
Commerce is authorized to order -that the !mention be kept secret and ..
the grant ot a patent !be ssithheld! s henel,er publication or disclosure by
the grant ot a patent might, in the opinion of the interested Government
agenc , be detrimental to the national secuntv" if the government has a
propert interest in the in en tion (35 U S C. 181, based on c. 950,66 Stat 805
(1952), Secrec of Certain !mentions and Licenses to Export and File
Applicati(ns in Foreign Count nes, 37 CF R. Secs 5 1-5.33). When the gov-
ernment does not haye a property interest in the in enfion but the Commis-
sioner ot Rik nt s and Tradema rks determi nes that puH Ica tion or disclosure
h the gra nt ing of a patent might be detnmental to the national secun ty, the
Commissnmer i direded to alloy% the appi opnate agencies to inspect the
a pplIcat1011,-ind the in ention shall be ker,t secret and the grant of a patent

ithheld it the agent:A(1es) so finds The relo, ant agt rK les in this regard are
the Departments of Defense and Energy, the \ a tioncil Aeronautics and
'Spate Admmistration, and am, other dctense agenc N. de,ignated bY the
President C F R Secs 5 1-S 11i

In atikfition to pro Nit that applY to all pak'nt applkations vith a
bearing on natu na I security , applications tor foreign patents are subject to
additional pro( cdurcs to pre ent unauthorized disclosure to foreign coun-
tnes

1! \,14i lear Material, The Atonuc Fnerw, Act ot 1954
amcncied b the \u !ear \ on-Proliferation Act ot 1978 (68 Stat 932

(1,4;4 2 tit 126 i1978i, 42 U S C 2011-229h) bars the export of "ri stncted
data in the absent of an arreement ss ith the importing countr!, got, ernmg
the s tcleeping, usage, and report of the data in the in terestsof nuclear non-
proli fcrati, ,n and national secuntv Exports may 1-, restricted by type of
data, hN countr of destination, or both Violations art punishable by
iniunctions, restraining orders, fines, or imprisonment

35
'1

1



=1.1..1
Appendix C

Presidential National Security Directivs

National secunt directix es are unpublished pohcy statements prom-
ulgated by the Executix e branch without public disclosure or opportunity
for public or congressional comment or ox ersight Most legal corrmenta-
tors s cs them as legally binding within the Executive branCo. These
directik:, app..-ently date from the creation of the National Secunty
CounLi ,n 1Q47. They w ere known as National Secuntv Council Presiden-
tial ;"P") and "Mill" Papers under Presidents Truman and Eisenhower.
Presidi Kenned and Johnson called them "National Secunty Action
Memorandums (NSAMs), Presidents Nixon and Ford had "Na tional Secu-
no, Decision Memorandums." A c- gory known as National Secunty
Council Intelligence Dfrectix es (NSCIDs) was apparently used by Presi-
dents Truman through Nixon President Carter issued "'Presidential Direc-
ti es, and President Reagan chose the name 'National Secunty Deasion
Directie." t SDDs)

nathinal seturin, directik es, the PrL.idLnt acts as legislator,
Lhiet \iuL.e. diplomat, and commander-in-chief of the armed forces
The dirvcti',,-- scope includes covert militar . and other security opera-
tions, a,,c,s to wmputerized data bascs g , \SDD 14;) and the transfer
ot tochnkal data te g , \SDD 18oi
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Appendix D

Freedom of Information Act

The Freedom of Informahon Act (FOI A) (P.L. 89-487, 5 U.S.C. Sec. 552)
w as enacted on July 4, 1966, after a decade of congressional review of the
a% ailabil ity of informahon ml le handsof the Executive branch. It amended
Section 3 of the Administrative Procedure Act of 1946 (APA), which stated
that only "persons properly and directly concerned" could have access to
official records.

The FOIA re% ersed the APA's underlyingpresumptions against public
access to go ernment records and set in place procedural and administra-
ti% t. mechamsms to protect the public's right to know. Under the FOIA "any
person" can ha% e access to identifiable agency records unless the informa-
tion requested falls under one of nine specified exemphons. Properly

ithheld information includes records covered by executive orders on
foreign or defense policies, trade secrets, personal and medical records,
certain law enforcement records, res1;:,iiory i ?cords of financial institu-
tions, and geological inforrnahon concerning wells.

Unlike the APA, which provided no appeals mechanism for rejected
rcquests, thL F 0,A allows someone denied access to information to appeal
the denial to the head of the agency. If the administrative appeal is also
denied, the requestor may then sue the agency' in federal distnct court. In
the judival proceedings, the government bears the burden of justifying its

ithholding of the information and proving that the recol ds fall under one
of the nine exemptions.

In 1974, Congress amended the FOIA after identifying six major
probkm ark.as ith compliance. Without deadlines for replies or penalties
for % Iola tioim, agencies were slow to respond and in many instances
misused thcstat,itor), exemptions to keep information from the public. The
1974 amendments strengthened the FOIA by setting a thirty-day inihal
response tinw, allowing courts to conduct in camera reviews of materials to
determin,. if the:, were properly withheld, estabhshing fee waiver and
reduction .,u,ddines, and requiring that documents containing segregable
portions of sensitive information be released in e <purgated form.
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Two years later, Congress again amended the FOIA by passing the
Government in the Sunshine Act (P.L. 94-409, September 13, 1976, 90 Stat.
1241, 5 U S.0 Secs. 551, 552b, 557; Title 5 App., Sec. 10; Title 39, Sec. 410),
which requires most agency meetings to be open to the public.

The 1986 amendments to the FOIA (Freedom of Information Reform
Act of 1986, Subtitle N of H.R. 5484, The Anti-Drug Abuse Act ol 1986)
increased hiw enforcement agencies' rights to witAo1d certaii.. :Lords, and
gave the Office of Management and Budget the authority to set fee sched-
ules.

The 1984 Defense Departmint Authorization Act (P.L. 98-94, 97 Stat.
614, September 24, 1983) also contained a FOIA amendment. Section 1217
permits the Defense Deparlment to "withhold from public disclosure an,
technical data with military or space application in the possession of, ( r
under the control of, the Department of Defense, if such data may not he
exported la mull .. outside the United States without an approval, authori-
zation, or license under the Export Administration Act of 1979. . or the
Arms Export Control Act

Accey, to information through the MI A is also significantly affected
b the t.hissitication guid clines set out in executi e orders (see Appendix A),
since classi I led documents are among those k o ered bx. FOIA exmptions
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