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The Bentoﬁ Foundation

The Benton Foundation, based in Washington, D.C., is
a priv ate grantmaking foundation ccmmitted to improving the
democratic process through increased public understanding
and use of communications and information technologies. A
legacy of Senator William Benton. the foundation supports
projects 1r: the fields of communications policy, public affairs
and the media, and communications education.

Benton Foundation
Project on Communications &
Information Policy Options

In eariy 1955, the Benion Foundation commussioned a
series ot eight papers toexpiore future options for public pohcy
i the communications and imtormation arenas  Written by
recognized authonties i their respective helds, the papers
dentify critical issues and options confronting pohcymakers
at the tederal level

Through the publicatic n ot this series, the toundation seeks to
stimulate pubhc aw areness and discussion of the communica-
tions and mtormation issues that will affect our society in the
comuing decade  Two broad themes are addressed 1n the
papers the role of policy n the rapidly changing mass medha
marketplaze and the ethical, constitutional, and regulatory
challe. ses that arise trom the increasing use of computers n
our soCiety

The rewes i Hus paper are those ot the author(s), and do not
necessartly represent those of the Benton Fousndution, its

direciors, or afs shatt
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Executive Summary

Infermation ard ideas are vital resources in a modern techno-
logical sociely  In recent years, two lrends have inhibited the
development of these resources in the United States. First, the
federal government has engaged in extensive efforts to contrel the
dissemination of scientific and technological information so that it is
less accessible to foreign competitors and hostile nations  Second,
the role of the government in collecting, maintaining, and publish-
ing information has been curtailed because of reduced federal
spending on information resources.

Theshoert-term benefits of these policies are outweighed by sub-
stantial long-term costs to the economy, the national defense, and
the democratic tradition of open government.

the rew President’s domestic and foreign policy agendas
should include a Presidertial Inttiative on Information Poli v, with
speaialattertion to programs on science, the economy, and national
security  {he inthiative should includ. the following elements.

VA thorough review of the classification system should be
conducted with the goal of draftirg a new execut:ve order based on
the principle that the need to protect national secunity information
must be balanced against equally 1mortant public interest in in-
terming the public about government activities

(23 The current system of export cont~ols and related restric-
tions on tt ¢ communication of unclassified scientific and technical
data should be reviewed  In initiating this pohicy review, the
I'resident should call for responsible agencies to protect military
securnty and promote national economic interests by substantially
reducing areas of control, thus enhancing the ability of 1JS scien-
tists and businesses to bonefit from the increased availability of
\

saentitic and techmcal data
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(3) Steps should be taken to give both Congress and the public
time to comment on proposed executive orders and national secu-
rity directives before their promulgation, with appropriate proce-
dures for the protection of classified information.

(1) Inter-agency deliberations should be conducted to develop
guidelnes that protect against undue governmental control over the
content and conclusions of federally sponsored basic research and
the writings of present and former federal emvleyees.

(3) The President should propose legislative and Executive
branch actions to limit the role of the Office of Management and
Budget in conducting regulatory review, influencing substantive
agency decisions, and relying on the private sector for the dissemi-
nation of information generated with federal funds.

(6) Executive branch guidehnes implementing the Freedom of
Information Act should be revised to facilitate access to government
information

(1) The Secretary of Defense should be authorized to continue
efforts by DuD to curb inappropriate secrecy in agency Ludgets
while cooperating fully with congressional oversight of federal
defense spending

i1
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INTRODUCTION

Information and knowledge are vital resources in a modern
technological society  The economic and mihtary strength of the
UnitedStatesis inc reasmg]) based on our capacity to translatean ex-
panding information ard knowledge base into products and proc-
esses that contribute to prosperity and national defense. Inaddition,
our democratic system is rooted in a belief that the free flow of infor-
mationand ideas is vital to the fabric of our national life.

Inrecent years, two trends have inhibited the development of
information resources 1n the United States  First, increased efforts
have been made by the federal government to control the dissemi-
nation of saentific and technological information so that 1t is less
accessible to foreign competitors and hostile nations. Second, the
role of the government 1n collecting, maintaining, and publishing
iformation has been curtailed because of reduced federal spending
on information resources

The elements of these trends are clear A broad system «
national security controls has curtatled the atility of American
sCientists to communicate technical data and collaborate freely with
their foreign counterparts The capacity of the United States to
mnovate and compete ina world economy dnven by technology has
been diminished insubtle but important ways by an export control
system that restricts scientific communication. Governmental proc-
esses have been negatively affected by a broadened classification
systemthat has increased the need for compartmentalized decision-
makingin thefederal bureaucracy. Curtailmentofthegovernment’s
traditional role as a source of statistical and technica; 1ata about the
economy and the work force has impeded the study and develop-
ment of economic and social pohicy. Restrictions on the publication
of federally funded research have deprived the public of informa-
tion for which 1t has paid with its tax dollars.

Any short-term benefits of these policies are oulweighed by
substantial long-term costs to the economy, the na‘.onal defense,
and the democratic tradition of ¢pen government These costy, are
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particularly greatin the areas of science ana technology  Reports by
the National Academy of Sciences 1in 1982 and 1987 have warned of
a growing threat to US economic and miltary secunty of broad
controls on saientificcommunicabon ' “With respect toU S military
and economic progress, * the 1982 report concluded, “controls may
slow the rate of scientilic advance and thus reduce the rate of
technologicalinnovation Controls also may impose economic costs
for U'S high technology firms, which offset both their prices and
their market share in international coinmerce Controls may also
hmit university resea~ch and teaching in areas of technology. A
national policy of security by accompiishment has much to recom-
mend itovera policy of secunity by secrecy ” The 1987 NAS report
indicated that the cost to the U'S economy of the current regime of
exporteontrels, including controls oy er technicaland scientific data,
15 188,000 jobs and $9 ilhon per vear. According to the report, 52
percentof US high-technology companies exnenenced lost sales in
1986 primanly as a consequence of export controls.

Inaddibion to the econemic and mihitary costs of broad informa-
tion controls, there are considerable costs tothe U'S political system
and culture  The United States has a tradition of open communica-
ton and publc acress to information Cur  Constitution was
adopted two centuries ago after agreement was reached on the
inclusion of two essential features designed to foster open commu-
nication The firstwas the imposition of an affirmative obligation on
the federal government to publish regular information about its
taxing and spending activities The second was a commitiment to
have a Bill of Rights, with the First Amendment as its comerstone,
guaranteeing freedom of speech, thought, and religion, and free-
dom of the press Now here 1s our national commrtment to the free
flow of informationand ideas more important than onissues involv-
ing scrence, technology, and economic growth  From this perspec-
tive, the recent trends an federal information pohcy are adyersely
affecting important values of free speech, academic inquiry, and
democratic participation

)
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The discussion that follows summarizes key information policy
rends and events of recent years, describes some of their implica-
tions, and offers recommendations for policy actions by the new

Administration.?

THE NEED FOR A PRESIDENTIAL INITIATIVE ON
INFORMATION POLICY

Reversal of the trend toward restricting the free flow of infor-
mation in the United States should be a central feature of the new
President’s domestic and foreign policy agendas, with special atten-
tion to progranis on science, the economy, and national security.

While Congress necessarily plays an important role in shaping
such policies, there are several reasons why changes are most likely
to occur if the President takes early advantage of the unique leader-
ship opportunity that comes at a time of presidential transition.
First, a new President has maximum influence on the terms of public
debate. Second, appointments of Cabinet members, such as the
Secretaries of Defen<e and State, and other principal policy advisors,
such as the Director of Central Intelligence, the National Security
Advisor, and the President’s Science Advisor, provide an opportu-
nity to create new leac'ership of key executive agencies Third, the
Senate confirmation hearings necessary for many appointments
present an early opportunity for the incoming Administration to
establish working relationships with key congressional offices.
Fourth, career officials inexecutive agercies need an early indication
of the new Administration’s policy perspectives in order to function
most efficiently. Finally, Congress must be ble to anticipate the
legislative recommendations that will be of primary interest to the
new Adnmunistration.

Two procedural objectives should guide the formulation of a
Presidential Imtiative on Information Pohicy. The first is to allow
ample opportunity for public and congressional notice and com-
ment on planned Executive branch actions. The second is to main-
tain a cooperative relationship with Congress in the cevelopment of
legislation and duruig the congressional oversight process. Because
a wide range of 1ssues and practices are implicated in information

3



policy, no one document or statement is likely to be sufficient. The
priorities for action should be (1) an early presidenticl statement
identifying information policy as an issue of significant concern, (2)
inter-agency deliberations to identify specific areas for action, and,
at the same time, (3) the initiation of consultations with Congress.

ISSUES TO BE ADDRESSED IN THE INITIATIVE

The ultimate goals of an information policy initiative by the
new Administration should be to improve U.S. competitivenecs,
strengthen the national defense, and enhance democratic decision-
making by reversing the recent trend toward excessive governmen-
tal control of the flow of information

Two themee should dominate the early presidential messages
oninformationpolicy. Thefirstis that free and open communication
cfinformationshould occur excent in instances of demonstrable and
substaniial public necessity. The second is that changes in federal
information policy should be developed and implemented coopera-
tively between the Executive branch and the Congress.

A Tresidential Initiative on Infornvation Policy should address
atleastsevenimportantareas (1) the classification sy stem, (2) export
controls and related restrictions on the commuracation of unclassi-
fied scientific and technical data, /3) national security decision
directives, (4) prepublication review and censorship, (5) manage-
men. of federal information resources, (6) the Freedom of Informa-
tion Act; and (7) secrecy in agency budgets.

1. The Classification Sysiem

A major information policy development 1n the last six years
has been the nnprecedented expansion of the secunty classification
system.” Executive Order 12356, issued by President Reagan in 1982,
reverses a trend during the previous four administrations toward
increasing emphasi. on the free circulation of knowledge and infor-
matic —a trend marked by limiting classification, defining the

"1
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purposes of classification, and providing procedures for decl.issifi-
cation This trend is reflected in Executive Order 12065, prornul-
gated in 1978, and its piredecessor orders extendin_ hack to the
Eisenhower Adnmunistration.

E O 12356 1nodifies the classihcation system in major ways that
hmit the availability of information. It estzblishes a presumptio i
favor ofclassification inall cases where officialsare in doubt whether
secrecy is necessary, it eliminates the previous Order’s requirements
of automatic declassification of information within a prescribed
length of time, and it ext.nds new authority to officials to reclessify
information that is already in the public domain. Executive Order
12356 also abolishes a requirementin the previous Order that federal
officials “balance the public’s interest in access to government
information with the need to protct certain national security infor-
mation from disclosure.” In addition, the threshold standard for
classihcation 1s reduced, giving classifying officials considerably
greater discretion  Instead of having to demonstrate “1dentifiable
damage” to the national secunty, the classifier must show only that
“disclos 1re reasonably could be expected to cause damage to the
national secunty ”

The present Order also revises other significant features of the
classification system The previous Order expressly precluded the
use of federal classification authority cver nor-governmentally
sponsored basic research, while the present Order leaves the matter
to agency discretion The present Order also permits the reclassifi-
cation of information if “the information requires protection in the
nterest of national security and the information may reasonably be
recovered,” even after an agency has received a request for it under
the Freedom of Information Act or the Privacy Act. By contrast, the
carlier Order provided that “[c]lassificat:on may not be restored to
documents already declassiiied and released to the public. .” and
that “no document originated on or after the effective date of this
Ordermay beclassified after an agency has recerved a request for the
document under the Freedom of Information Act .~
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The presentclassificaionsystem aliows government officials to
mpose classification restrictions over federaliy funded research
projects ev enafter research contracts hav e been signed and work has
begun The Order allows classification to occur at any stage of a
project and to be maintained indefinitely. Some scholars fear that
under the new classification order, “[alcademic research not born
classified may  die classified.” The net effect is to inhibit research-
ers who are unwilling to do classified research from making long-
term ntellectual investments in non-classified projects in such fields
as cryptography or laser science, which have features that make
them likely subjects for classification at a later date. The long- term
cost may be the loss of important scientific contributions that such
scholars might make 1n these fields

The publication of federally tunded research also 1s affected by
the recent expansion of the claszification system  Publication deci-
stons are governed by Nauonal Securiiv Decision Directive (NSDD)
189, promulgated in response to concerns that unclassified research
sponsored by the tederal government might oe restrnicted. The
Directive provides that restrictions on publication can onlv result
from classification, bat Executive Order 12356 g1+ es of fictals author-
ity to reclassify information already 1n the public domain. Thus,
NSDD 189 does not adequately address the concern already noted
that research that 1s not classified when begun may become ciassi-
fied while 1t 1s underway

The President should order a thorough review of the classifica-
tion system with the goal of drafting o new executive order aimed at
restructuring the syvstem  The text of this draft should be made
available for review and comment by congressional offices with
oversight responsibiitty over the agenctes involved, as well as the
Senate Select Commutee on Intelhgence and the House Peraanent
Select Commuttee on Intelligence

The new executive order should be based on the principle that
the need to protect national security information must be balanced

D
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against an equally important public interest ir disclosure of infor-
mation gained thrc ugh government-funded research or in inform-
ing the public about governmer t activities.

The new order should:

» reverse the current presumption 'n fas or f classification in all
cases where officials are in doubt about whether seciecy is neces-
sary;

¢ raise the threshole standard for classification,

* requireautematic declassification withan a prescrnibed period of
time,

* ehmnate the authority of officials to reclassify information
already 1n the public domain; and

e Dft restrictions on the communication of unclassified informa-
tien between Amencans and foreigners

2 Export Controls and Related Restrictions on the C. mmuni-
cation of Unclassified Scientific and Technical Data

The classification sy stem reaches information collected by or
under the sponsorship of government Current effortsto control the
dissemination of technical data, however, have extended beyond
classification into a growing number of civilian scientific and tech-
riolog:cal fields

Until recently, as a general rule only two types of imitations
haw ¢ beenallow ed on the communication of scientific and technical
data In the case of information controlled by the government, the
classification system has been the means of protecting national
security interests  In the case of information not controlled by the
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government, restrictions on communication have been limited to
rare circumstances involving a clear and present danger to the
national security.

Advocates of broader restriction on scientific end techrucal data
assert that such data are differe: t from other kinds of freely commu-
nicated information for two reasons. First, technical data can be used
to create things that are intrinsically dangerous, such as weapons
systems Secor 1, technical data can have an immediate economic
utlity and are thus often more like commodities than information
These characteristics have been regarded as warranting an extensive
system of export controls over categornes of technical data, new
controlsover the kinds of zommunication scientists can have among
themselves, and limitations on the commu'nication of “sensitive”
unclassified information

There aremanv practical difficulties in enforcing broad controls
over the communication of unclassified technical information, as
well as siznificant costs to the economy, to scientific research, and
ultimately o tihhe national defense itself

The export control laws were onginally enacted pnimarily te
regulate the overseas export of tangible goods.® Over the last
decade, however, they have been used increasingly, to restrict the
communication of technical information and ideas withinthe United
States. The Departments of Defense and Commerce, for example,
have sought to requiie scientific and engineering societies to limit
access to professional conferences at which unclassified technical
papers are tobe presented  According to the American Association
for the Advancement of Science, there have been more than a dozen
inadents in the past eight years of restrictions on tne communication
ofunclassified technical data at scientific conferences. Such restric-
tions can also be made conditions of research contracts. Further-
more, the Department of Defense has recently required universities
engaged in unclassified DoD-sponsored research in artificial intelli
gence tocertify that persons whoreceive technical data generatod by
the research are US or Canadian citizens.
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Beyond the restrictions on contact between U.S. and foreign sci-
entists, general categories of scientific and technical research have
beer designated as inherently sensitive and therefore subject to
generic information controls For example, in 1981, at the request of
the Reagan Administration, Congress amended the Atomic Energy
Act to avthorize the Secretary of Energy to regulate “the unauthor-
ized dissemination of unclassified nuclear information ”*

A final area of scientific and technical information targeted fer
control in recent years is information in electronic data bases. This
15 by far the largest category of potentially restricted information,
becauseit cair be found in any academic, commercial, or governn.en-
tal computenzed information system. National Security Decision
Directive 145, issued by President Reagan in 1964, calls for “a
comprehens.ve and coordinated approach” to all telecommunica-
tions and automated information systems, under the theory that
“information, even if unclassified n isolation, often can reveal
sensitive information when taken in the aggregate ””

In the wake of NSDD 145, President Reagan’s former National
Secunity Advisor, John Poindexter, promulgated a directive that
sought to restrict not only unclassified information affecting na-
tionalsecurity interests, butalso any computerized information that
could adversely affect “other government interests,” including
“government or government-derived economic, human, financial,
industnal, agricultural, techrological, and law enforcement infor-
mation.”® This White House directive raised the specter of US
mtelligence agencies monitonng and regulating virtualiy all aca-
demic and commercial cc mputerized data bases and information
exchanges mn the United States. The directive was withdrawn in
March 1987 under congressional pressure, but the underlying pol-
icv, set out n NSDD 145, remains in place

In order to address this set of information policy problems, the
new I'resident should direct the National Security Council and the
D partients of Defense and Commerce to conduct a thorough

9
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review of the current system of export controls and related restrc-
tions on the communication of unciassified scientific and technical
data In initiating this policy review, the President should require
the NSC to prc.ide regular, affirmative policy direction to the
responsible line agencies to protect military security and promote
national economic interests by substantially reducing the areas of
control, thus enhancing the ability of U.S. scientists and businesses
te benefit from the increased availability of scientific and technical
data AsiheNational Academy of Sciences recommended in its 1987
report, “the preparation of control lists must be a dynamic process
that is both informed by advice from technical advisory groups and
constrained by the need to be clear, to focus control efforts more
narrowly o1 feweritems, and to coordinate U.S. actions more clearly
with that of the Coordinating Committee on Mult:lateral Export
Controls (COCOM) of our ailies.”

The President should also direct the NSC and the relevant line
agencies to work with the Congress to eliminate the use of restric-
tions onunclassified fundamental research. Speuificaily, twosources
of authority should be amended or repealed

First, the Department of Defense Authorization Act of 1984°
now contains an exemption to the Freedom of Information Act
(FOIA) which permits DoD to “withhold from publicdisclosureany
technical data withmilitary or space application in the possession of,
or un-er the control of, the Department of Defense,” whose export
would otherwise require a validated export license. The effect of this
provision has been to bar the publication of certain unclzssified
technical research conducted under government contract. A par-
ticularly dramatic example of this provision’s effect occurred .a
March 1985 when the DoD notified the organizers of the interna-
tional symposium of photo-optical instrumentation engineers that
nearly two-thids of the scheduled papers could not be publicly
presented because they contained .nformation faling waithin the
new FOIA exemption This restraint on the communication of un-
classified reseaich should be repealed.

10




Second, National Security Decision Directive 189", signed by
President Reagan in 1985, states that “[n]o restrictions may be placed
upon the conduct or reporting of federally-funded fundamental
research that has not received security classification, except as pro-
vided inapplicable U.S. statutes.” Since the applicable statutes include
the export control laws, the qualifying phrase offers no protection
for the open communication of basic research and thus should be
deleted.

3. National Security Decision Directives

r’residential directives, such as proclamations and executive
orders, have been used since the earliest days of the federal govern-
ment to express Executive branch policie and implementation
guidelines. A numerical su >te m fo~ these directives was begun in
1907. The Federal Register Act of 1¢ *5'! requires that presidential
directives be publishec in the Federal Register and reproduced in the
annual and cumulative volumes of the Code of Federal Regulations.

For approximately 70 years some of these directives have teen
confid :ntial or security classified Since 1947, the National Security
Counail has produced directives which have set forth the U.S.
position or. a wide variety of national security issues. Most are
classified and thus unavaiiable for congressional or public scrutiny.
According to the General Accounting Office,'” at least 1,042 have
been issued since 1961. Of these, only 247 have been publicly
released, while the rest have remained secret.

In 1976, the Senate’s Special Commiitee on National Emergency
and Delegatec Emergency Powers concluded that such secret presi-
dentialdirectives lack prescribed formats or procedures and are not
systematically revealed to the Congress or the public." These direc-
tives have been used to advance some of the most troubling presi-
dential policies. For example, President Johnscn used directives to
authorize the production of secret weapons vstems. DPresident
Nixon issued @ number of such directives relating tc United States
involvement in Southeast Asia

11
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The Reagan Admuinistration designated these instruments

"

“National Security Decision Directives.” By some estimates, ap-
proximately 200 NSDDs have been issued since 1981, but fewer than
ten have been publicly disclosed in whole or in part. During the
Reagan presidency, NSDDs were the principal means of initiating a
variety of domestic and foreign policy actions. For example, Presi-
dent Reagan issued a NSDD to authorize agencies othe than the
CentralIntelligence Agency to conduct covert operations. Similarly,
NSDD 84, issued in March 1983, imposed long-term controls overall
federalem ployeesand contractors with authorized access to certain
categores of classified information, requiring them to sign hfetime
prepublication review agreements as a condrtion of access. This di-
rective was later withdrawn under congressional pressure.

A long-standing interest in presidential proclamations and ex-
ecutive orders led the House Committee on Government Opera-
tions i 1982 to 1ssue a Commuttee report on “Security Classification
Pohcy and Executive Order 12356 “'* The Committee recommended
that the Executive branch give both Congress and the public time to
comment on propo- d executive orders before their promulgation,
and provide written findings detailing the policy problems each
proposed order 1s intended to solve In August 1988, the Govern-
ment Operations Subcommittee on Legislation and National Secu-
nity held heanings on legislation to require that presidential direc-
tives be shared with Congress and m complhance with statutory
rules of accountabihity, pubhcation, and record-keeping. The legis-
lation provides for the protection of classified directives.

The new President should take steps to implement these con-
gressional commuittee recommendations with respect to both execu-
tive order. and national secunity decision directives. The Govern-
ment Operations Commuttee Re- ort called for giving congressional
commuttees classified versions of the findings and explanations,
while making unclassified vers.ons available o the public. At the
same time, the President should covperate with Congress in devel-
oping legislation to estabhish guidehines for the use and disclosure of
presidential directives  An important step towards effective coop-
eration with Congress in this area should be the release to relevant



congressional committees of a list of the known directives from
recent years.

4. Prepublication Review and Censorship

Assponsor of awide range of information-producing activities,
the federal government is uniquely positioned to influence, and
sometimes control, the content of information that is publicly dis-
seminated. Such influence can rise to the level of official censorship
ifitunduly prevents present or former government employees from
writing or publishing freely - undermines the objectivity of re-
search or other data-gatheriny,  ‘ivities. The use of prepublication
review to screen the writings of government employees or the
results of research conducted under government contract can create
a chmate of censorship. The effect of this climate is to deprive the
pubhic of the benefits of scientificresearch and informationabout the
workings of government, undermining principles of openness anu
freedom of inquiry.

Since 1981, all government employees with high-level security
clearances ha e been required to sign Form 4193, which contains a
lifetime promise to submut for prepublication review virtually all
wrntings, including works of fiction. A 1986 General Accounting
Office report on the impact of Form 4193 concluded that in 1984,
21,718 books, articles, speeches, and other materials were reviewed
under agency prepublication review processes In1985, this number
grew tc 22,820. The GAO determined that as of December 31, 1985,
atleast 240,776 individuals had signed Form 4193. During the same
two-year period, there were only 15 unauthorized disclosures of
information through the writings or speeches of current or former
employees. The purported benefits to national security appear to be
far outweighed by the nisk of undue censorship

In the area of federally funded research, agency contracts with
scholars ha o in recent years created a tension between the funding
agency’s interest 1n getting a prescribed research product and the
scholar’s interest In remaining free to conduct rescarch without
inappropnate constramts  This {oasion has been heightened by
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governmental efforts to nod ‘v funded resecarch and limit the
scholar’s ability to publish or release research resulis, documents, or
computer software. Prepublication review provisions in research
cortracts have been important tocls to exert such influence over the
research. For example, researchers at Harvard University objected
in 1984 to attempts by the Department of Housing and Urban
Dev elopment to retain the right to require “changes” in the data,
methodology, or analysis of their funded research. In declining the
contract, the University’s Office of Sponsored Research asked how
it was possible to require “changes in data, methodology, or analy-
ses without attacking the very foundations upon which resulting
reviews, opinions, ard conclusions are based?”

Restrictions on publication are a source of frequent conflict
between the Central Intelligence Agency and its civilian contract
researchers and consultants, many of whom are academic scholars.
Until recently, most CIA contracts required consultants and re-
searchers for the agency to submut all their writings for prepublica-
tion review The censorship permitted by this restriction made such
contracts unacceptable to many universities. In 1986, the CIA re-
vised its rule on prepublication review, narrowing the restriction for
outside scholars to “the specific subject area in which a scholar had
access 7 classified information ” Asa practical matter, however, the
new n [e continues to present problems for contract researchers and
consvltants  Civilian experts who use classified information in
consulting with the CIA tend to conduct research only in their fields
of specializatior,, and any subsequent wrniting they do in that field
will still presumably be subject to prior CIA review under the new
rule  Thus, the danger of broad censorship remains.

Prepublication review policies shouid be the subject of inter-
agency dehberations designed to develop guidelines that protect
against undue governmental control over the content and conclu-
sions of federaliy sponsored basic research and the writings of
federal emplovees. To be effective, prepubhcation review guide-
lines must direct agencies to draft research contracts that are consis-
tent with both the agency’s interest in the research to be funded and
the need to protect the researcher’s intellectual independence and
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Integrity. For example, there should be constraints on the scope of
an agency’s prepublication review authority to prevent censorship
stemming from the agency's disagreement with the policy implica-
tions of the writing or research in question. Sharp limits on how long
anagency can conduct its review prior to publication would prevent
delays that rob the research of timeliness. It may be necessary to
develop separate prepublication review policies for at least three
categories of research and publications that have varving levels of
national security relevance. class:fied research, unclassified re-
search with national security implications, and research with no dis-
cermible national security implications. Without separate guide-
lines, the second two categories are likely to be subject to restrictions
on put lication that would be suitable only for classified research

5 Management of Federal Information Resources

A pivotal pointin the recent evolution of government informa-
tion pohicy occur ‘ed n 1980 when Congress enacted the Paperwork
Reduction Act (PRA).”® The purpose of the Act was to “minimize the
Federal paperwork burden ” ihe new statute replaced the Federai
Reports Act of 1942, which had long provided the basic statutory
framework for the record-keeping and reporting requirements
imposed by the federal government on private businesses and
nonfederal government entitics.

Earlier, in 1974, Congress had responded to growing public
concern about the burden of few.cral demands for information by es-
tablishing a Commussion on Federal Paverwork.”” The Commission’s
final report, 1ssued in October 1977, estimated that the combined
cost to the government and the public of federal paperwork require-
mentsamounted to $100 billion ayear. These requirementsinciuded
the preparation of tax and health care forms, loan applications, and
compliance reports affecting most segments of the population The
Commussion’s recommendations complemented Congress’ review
of possible amendments to the laws governing the management f
information requests directed to the public Thatreview culminated
in passage of the Paperwork Reduction Act in 1980
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The legislative history of the PRA makes clear that Congress
was concernied with both the “excessive” cumuiative impact on the
public of federal p .perivork requirements and the potential for
abuse of the authority set u.t in the Act. Accordingly, the Act
mandated *he elimination c¢f unnecessary and wasteful paperwork
requirements, but provided that this stipulation must not interfere
with “the substantive policies and programs of departments, agen-
cies and offices.”!®

The PRA created an Office of Information ard Regulatory
Affairs(OIRA" vithin the Office of Management and Budget (OMB),
and charged it withdeveloping comprehensive information policies
for the entire federal government.' The OIRA Administrator is ob-
hgated to determine whether the collection of information by an
agency is “necessary for the proper performance of its functions,”
ncluding “whether the information will have practicalutility for the
agency “ A key element of this effort is the concept of “information
resources management”—the coordinated planning and manage-
ment of all information activities, including creation, collection, use,
and dissemnation.

Through it> implementation of the PRA, OMB has become in-
creasingly involved notonly ininformation resources management,
but also in regulatory review and substantive policymaking. Con-
gressional review of OMB’s naplementation of the PRA 1n 1982 and
1983 estabhshed that a significant portion of OIRA’s resources had
been devoted to regulatory review activities rathe - than information
resources management.

In1985,OMB consolidated its control of federal information ac-
tivities by means of Circular A-130, “ifanagement of Federal Infor-
mation Resources,” which set forth criteria for the collection and
dissemination of information by federal agencies. Major changes in
information policy have resulted from OMB implementation of the
two principal statutory criteria, (1) “necessary for the proper per-
formance of agency functions” and (2) “practical utility,” as well as
a criterion added by Circular A-130, but not found in the PRA, that
dissemination of information be conducted (3) in “the most cost
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effective manner” with “masimum feasible reliance on the private
sector.”

Through Circular A-130, OMB has intruded 1n agency judg-
ments about research and publication and thus has limited the
avallability of information For «xample, a 1980 congressionally
requested study of 51 proposed research projects submitted to OMB
by the Centers for Disease Control found OMB was more likely to
reject research projects withan environmental oroccupational health
focus than projects involving infectious diseases or other conven-
tional illnesses. The study alse cited OMB decisions to block
proposed research projects on the basis that they lacked “practical
utility.”  These included, for example, proposed research on the
etiects of worker exposure to dioxn.?” A cost-benefit analysis led
OMB toblock a proposed Environmental Protection Agency regula-
tion designed to protect consumers and workers from asbestos. The
requirement that information dissemimnation be conducted in the
most cost effectiy e manner has also led to increased rehance on the
private sector for information services traditionally provided by
government agencies, often at increased cost to the information
consumer

Ina related development, OMB has conducted a systematic re-
duction in federal publications  An early example was an OMB
directive (Bulletin 81-16) to review publications and costs arising
from the printing and produc.on of written or audio-visual materi-
als In response, the Department of Education created the Publica-
tion ana Audio-Visual Advisory Council (PAVAC) The Council
rejected so many requests from Department-funded projects to
publish materials they had dev eloped that the House Committee on
Government Operations concluded that the process amounted to
censorship -

The 1986 reauthonzation of the PRA 1s a partial response to
growing cr.ticism of the information policy directives of the OMB.
The reauthonizatin law includes provisions to make the OIRA
publicly accountable forits decisions The new law requires thatany
“writtencommunication” between the OIRA and an agency must be
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available for public examination. The reauthorization also requires
fuller disclosure in the Federal Register whenever an agency submits
to the OIRA an information collection proposal. However, the new
statute does not require that the substance of the proposal be
included and does not require a public comment period. As for
constramts on regulatory review by OMB, although the Act now
expressly forbids the OIRA from using funds appropiiated under
the PRA to conduct regulatory review, OMB effectively retains that
authority because the amended Act includes regulatory paperwork
inthe provision that limits paperwork approval to three years. Thus,
OMB will review all information collections required by regulation
at least once every three years.

The Reauthorization Act also addresses perceived deficiencies
in OIRA’s handling of statistics programs. During the first three
yearsofthe Reagan Administratic.,, the OMB eliminated :he agency's
statistical policy branch, cut substantially the rumber of OMB
statistical personnel, and mimimized the significance of statistical
policy to government planning. For example, a study presented 1n
aMarch 1986 Joint Economic Comnuttee hearing on the status of the
nation’s economic statistics concluded that “planning and research
for new and betterways to meet changing needs and take advantage
of new technology have suffered Ultimately this neglect 1s likely to
add to the cost of statistical programs as well as weaken their
qu.daity “** The Reauthorizaticn Act strengthens OIRA’s statistical
resg onsidilities and requires the OIRA to appont a professional
statistician as the US chief statistician

Three principles should guide the new Admumistration’s re-
view of information management 1ssues  First, OMB’s information
management actvaties should be kept separate from regulatory
review  Second, OMB must not be permutted to use its paperwork
clearance authonty to interfere with substantive agency decisions
Third, information collection and dissemination should be desig-
nated as essential federal agency functions, and involvement of the
private sectorin these 2ctivities should not interfere with the availa-
bility of information geperated with federal funds




In addition, the new Administration should support stronger
statutory limits on OMB’s regulatory review and substantive deci-
sion-making, and limitations on the broad discretion granted to
OMB in the Paperwork Reduction Act’s “practical utility” criterion
for thereview of propesed paperwork. These needed corstraints on
OMB can be accomplished through cooperation between Congress
and the Executive branch.

6. Freedom of Information Act

ror more than two decades, public access to government infor-
mation has been firmly established in the United States as a matter
of law. The Freedom of Information Act, passed by the Congress in
1966 and amended four times since.?* authorizes private individuals
and organizations to obtain information collected and maintained
by the federal government which has not otherwise been made
available through government publications Itamended Section 3 of
the Administrative Procedure Act of 1946 which stated that only
“persons properly and directly concerned” could have access to
officiai records. Under the FOIA “any person” can have access to
identifiable agency records unless the information falls under one of
the specified exemptions In a period when federal information
policies have reduced the amount of information collected and
published by the government, the FOIA has become increasingly
imnortant as a vehicle for public access

The 1986 amendments to the FOIA (Freedom of Information
Reform Act, Subtitle N of H.R. 5484, The Anti-Drug Abuse Act of
1986) increased law er.forcementagencies’ rights to withhold certain
records and gave tiie Office of Management and Budget the author-
1ty to set guidehines for agency rules concerning fees that agencies
can charge for searching aud processing requested records. Indoing
s0, Congress recognized that exorbitant fees can be a significant
barrer to public access, and that it 1s often in the public interest for
agendies to waive fees for academc researchers and other nonprofit
requesters




Under the amendments, each agency must promulgate regula-
tions specifying its schedule of fees for responses to FOIA requests
and procedures for determining when fees should be waived or
reduced. Fees chargeable to any requester may be waived or re-
duced “if disclosure of the information is in the public interest
because it is likely to contribute significantly to public understand-
ing of the operations or activities of the government and is not
primarily in the commercial interest of the requester.” The legisla-
tive history makes clear that this waiver provision is not limited to
situations where the requester intends to disseminate the requested
information widely to the public, including journalists.

Despite congressional intent to enhance the utility of the FOIA,
OMB has taken steps to limit public access by narrowly construing
the fee waiver amendments in several respects and applying the
management principles that it 1s using to limit the amount of
information collected and published by federal agencies. The final
Uniform Fee Schedule and Guidelines issued by OMB in March
1987* affect eachagency’s fee schedules and thus have the potential
for placing limits on access to a wide range of information for re-
searchers, libraries, and other nonprofit entities. For example, the
guidelines permit “educational institution(s)” to obtain documents
for the cost of reproduction alone, excluding the first 100 pages.
However, OMB’s definition limits “educational institutions” to
entities “which operate a program or programs of scholarly re-
search,” thus excluding public libranes, vocational schools, instruc-
tion centers, and a wide variety of other entities that provide
educational instruction and materials but may not employ scholars
engaged in resea:ch

The OMB gi.delnes relating to requests for “commercial use”
expressly reject the presumption that a request “on the ietterhead of
a nonprofit organization [is] for a non-commercial request.” Critics
of thisOMBdecision puint out that the congressional floor managers
of the 1986 amendments made clear they favored fee waivers for
nonprofit organizations Reps Glenn Enghsh (D-Okla.) and Tho-
mas Kindness (R-Ohio) stated that “a request from a pubhc interest
group, nonprofit organization, labor union, hbrary or similar or-
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gamzation, or a request froman individual may not be presumed to

be for commeraial use unless the nature of the request suggests that

the information 1s being sought solely for a private, profit-making
pose.”

Animportant element of the new President’s information pol-
1€y initiative should be to direct the development of revised guide-
hines on FOIA implementation that reflect a principal legislative
purpose of the 1986 amendments. eased access to information
through appropriate use of fee schedules. These new guidelines
should be drafted with adequate opportunity for public and con-
gressional notice and comment A key principle in the guidelines
should be that access to information should not be unduly limited
through the imposition of exorbitant fees or excessively narrow
interpretations of the statute.

7 Secrecyin Agency Budgets

Democratic decision-making depends on the ability of an in-
formed Congress to make judgments about the spending of federal
taxdollars Inrecentyvears,it has been increasingly difficult for Cen-
gress or the public to know how billions of dollars spent by the
Department of Defense are being used. The reason is thata growing
amount of such expenditures is included in so-called “black” budg-
ets This phrase has come to include both “special access programs,”
which are subject to secrecy controls beyond the regular classifica-
tion system, and other programs for which unclassified funding
data are not available from the DoD>. When DoD officals use the
term ‘black budget,” they are referning to programs whose existence
and purpose may be classified.”

The asserted authonty for special access programs is Executive
Order 12356, whroh provides that agency heads “may create special
access programs to control access, distribution, and protection of
particularly sensitive information.””” Access is thereby limited to
categonies of officials, such as agency heads and congressional
commuttee chairmen  DoD officials say that aggregate budget data
are sensitive because they may reveal to adversaries in what fields
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the United States has chosen to concentrate time and resources and
whether we have achieved significant breakthroughs.

Estimates of the amount of money involved in secret budgets
vary between $22 billion and $35 billion, depending on whether the
count includes only weapons research and development and acqui-
sition, or intelligence spending as well. So long as large and
expanding amounts of defense spending are not subject to informed
oversight by Congress, democratic decision-making about defense
policy is severely impeded

Congressionai oversight of special access programs is particu-
larly difficult for three reasons. First, congressional offices have in-
sufficient bases on which to make independent evaluations of pro-
gram rationales, design, and performance. Second, with little infor-
mation, Congress has a reduced capacity todetect fraud, waste, and
mismanagement. Third, there is inadequate information on which
to base evaluations of the level of bndget growth.

Executive branch oversight of secret budgets also has been
Lmited. A May 1988 General Accounting Office report found that
the Secretary of Defense has no centralized office with cognizance of
all special access programs because of the difficulties of compiling
program information. The GAO also found that the DoD was not
followingits own cnteria for placing programs in the “black budget.”
The GAO observed that special access program sponsors often
consider the sensitivity of a proposed program or technology suffi-
cien, justification for the “special access” designation without
demonstrating, as regulations require, that normal security proce-
dures are inadequate. The regulations also require a showing that
the number of persons with access to a special access program will
be smalland commensurate with the goal of providing extra protec-
tion for information. The GAO found, however, that in Air Force
specialaccess programs, for example, the number of accesses granted
was in the teps of thousands.” This suggests strongly that special
access status is insufi..ient reason tu deny access to Members of
Congress and their staffs
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There 1s reason to doubt whether the growing use of special
access programs (SADs) is achieving its goal of improving security
protection of particularly sensitive information. A 1987 Defense In-
vestigative Service (DIS) field review report indicated that many
programs that are designated SAD receive less stringent security
protection than programs subject to normal classification. In June
1987, the DoD estabhshed a Special Access Program Review Panel to
examine the results of the DIS field review and evaluate the security
administration of DoD spevial access programs. The Special Access
Program Review Panel presented 1ts report in August 1987 to the
Deputy Undersecretary of Defense for Poiicy. The panel’s recom-
mendations included proposed improvements in regulatory defini-
tions of special access programs and the implementation of previous
recommendations concerning oversight, rationale for establishment
and maintenance of SAPs, and personnel security.*

Congress hasalready be gunto takesteps to address theneed for
muore effective legislative oversight of “black budget” programs An
amendment to the FY 1988 Defense appropriations bill requires the
Secretary of Defense to report to congressional defense comniittees
on

» the total amount requested for special access programs in a
particalar vear,

* thetotalamount spent on special access prograris in the last
five vears,

¢ the cost of individual “black budget” programs and their
projected future costs, and

* abnefdescnption of each program

[heamendment permats the Pentagon to withhold information
from the “black budget” reports for national security reasons
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Recent efforts by DoD and the Congress to curb inappropriate
secteCy in agency budgets are important first steps toward im-
proved oversight and monitoring of federal defense spending. The
President should give the Secretary of Defense a mandate to con-
tinue this progress within DoD while cooperating fully with con-
gressional oversight efforts.

CONCLUSION

These changes in federal information policy should be an
essential partofthe agendaof thenew Administration. The free flow
of informationand ideas is vital to the fabric of our national life. The
engines of innovation that drive our economy and guarantee our
security are powered by open and unfettered communication.
Government policies aimed at broadly controlling the comnunica-
tion of information and ideas are ultimately self-defeating and may
soon become irreparably damaging to our democratic principles
unless the new President seizes the initiative and changes the course
that these policies have taken over the last decade.
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Appendix A

Classification System

I. History

The current classification system was estabhshed by Fxecutive Order
(E O.) 12356, National Security Information, 47 Fed. Reg. 14874 (Apnl 2,
1982), reprinted in Codification of Presidential Proclamations and Execu-
tive Orders 1741-1985 at 587.

EO. 12356 15 the latest 1n a long senes of executive classification
directives thatbeganin 1940 when President Frankhin Rooseveltissued E.O.
8381, Defining Certain Vital Military and Naval Installations and Equip-
ment, STed Reg. 1145t ceg. (March26,1940), reprinted in3 C.F.R.1938-1943
Comptlationat 634 President Rooseveltacted under the authority of a 1938
statute expressly delegating to the President the authonty to creale a
classificationsystem “in the interests of national defense.” (52 Stat. 3(1938)).
The 1940 Order apphed to military and naval installations and equipraent,
including private compames engaged in the defense industry. Equipment
was expressly defined to include "books, pamphlets, reports, maps, charts,
plans, designs, models, drawing, photographs, contracts, «. speafica-
tions ”

The classification syste 1 has continued to be defined through a series
of exccuaveorders These include E.0. 10104, 1ssued by President Truman
in 1950, L. O 10290, 1ssuca by President Truman in 1951, E.0. 10501, issued
by President Ersenhower 1n 1953, E.O. 10964, 1ssued by President Kennedy
in 1961, E.O 11652, 1ssued by President Nixon i 1972; and E.O. 12065,
ssucd by Pressdent Carter in 1978, Thereis widespread agreement among,
legal stholars that these orders, while not subject to the congressional
approval process, have the force ot law.,

Signiticant points mthe evolution of the classification system :nclude.

* the expansion of the justification of the classification system to
“protect the national security” rather than the narrower concept of national
defense (F O 10290),
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* resting the authonty for the classification system on the broad
executine power of Article 11 of the Constitution rather than on statutory
grounds;

* oxtending the reach of the classifization system beyond defense
nstallations and equipment to the “Executive branch” in general,

¢ restorationof “national” defense as theoperative termin E.O. 10501
(1961) while placing increa .ed pnority on the interest in public dislosure.
The Order’s opening paragraph provided that “it 1s essential chat the
ctizens of the Umited States be informed concerning the activities of their
government.”

* a trend toward increasing emphasis on balancing the need for
classification against the value of public disclosure. E.O. 11652 (1972), for
example, began with the statement that “The interests of the UniteA States
and its atizens are best served by making information regarding the affairs
of government readily available to the public .”

* ashiftback towards classificationin E.O. 2356 (" 982), which states
N ats operung paragiaph, “[1Jt 15 essential that the public be informed
concerning theactivities of its Government, but... theinterests of the United
States and 1ts citizens require that certain information .oncerning tatinnal
defense and foreign relations be protected against unauthonzed disclo-
sure.”

I Classification Structure

E O 10501 (1953) substituted for the existing four-level classificatiun
structure a three-level structure that has remarned largely intact since then,
although there have been changes in the definttions of classification catego-
nes The current categones are.

¢ Top Secret “Information, the unauthonzed disclosure of which
1easonably could be expected to cause exceptionally grave damage to the
national secunity” (Sec 1 1(1)(1)) Authonty to ciassify 1s vested in the
President, agency heads, and officials designated by one of the above,
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* Secret “Information, the unauthorizcd disclosure of which rea-
sonably could be expected to cause serious damage to the national secu-
nty.” (Sec 12a)) Authontysvested in aslightly larger group of officals;
and

* Confudentual. “Information the unauthonzed disclosure of which
reasonably could be expected to cause dama;  to the national security.”
(Sec. 1.1 (al(3). Authority to classify is even wider. E.O. 12356 deleted the
word “identihable” before “damage” in the Confidential category.

M Admunistration

The ™ iational Secunty Council INSC) has responsibiinty for the overall
administration of the classification system. This responsibihity was origr-
nally assined to the NSCby E.O.10501 (1953). The NSC was created by the
National Sccunity Act of 1947, 61 Stat. 495, July 26, 1947. Since 1978, the
systemhas beenadministered by the Information Security Oversight Office
(1S00), a unut of the General Services Administration (GSA) that operates
underthe direction of the NSC. 1ISOO coordinates classification policy with
the various executine agencies that have onginal classification authonity as
we Il as other agencies requesting classification authornity (32 C F.R. Secs.
2001-2003)

IV Intormation Categonies

Since 1978, speaific categories of information have been expressly des-
ignared i theexecutny corderson classification: The sy stem now apphes to
the following:

(1) malitary plans, weapons, or operations;

(2)thevulnerabilities or capabilitics of sy stems, installations, projects,
or plars relabing to the national security,

(3) foraign government information,

() ntelhigence activities Gncduding special activities), or intelligence
sources or methods;
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(5) foreign relations or foreign activities of the United States,

(6) scientific, technological, or economic matters relating to the na-
tional security;

(7)United States Government programs for safeguarding nuclear
materials or facilities;

(8)cryptolegy:
(9)a confidential source; or

(10) other categories of information that are related to the national
security and that require protection against vnauthonzed disclosure as
determined by the President or by agency heads or other officials who have
been delegated original classification authonty by the President.”

Categones (2), (8) and (9) were added by E.O. 12356 (1982), aithough
the information in these categories had previously been subject to classtfi-
cation under the catch-all “other categones of information” (E.O. 12065
(1978), See 1-3012(g)).

V. Enforcement

The unauthorized disclosure Hf classified information with intent to
damage the national defense 1s subje+.t to cnminal prosecution. (18 U.S.C.
795,797,798) Inaddition, goverament employces with high-level secunty
clearances must sign a hifetime promise to submut their writings for for
prepublication review

"
1§D
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Appendix B
Export Controls Pertaining to Technical Data

The current system of export controls reflects foreign pelicy, national
secunity, and domestic econonue considerations. The system is imple-
mented through a vanety of statutory authnnties and adminmistrative struc-
tures. Exportcontrols may be directed at the commedity to be exported, at
countnies of designation, or at both.

Presidentialauthonty toregulate exportsdenves fromthebroad grant
of power to the executive to conduct foreign relations under Article H of the
Constitution and fromcertain specific statutes Those thataffect directly the
exporting ot techmical data are summarized below.

Export Admumstration Act of 1979, P.L. 96-72, September 29, 1979, 93
Stat. 503 (coditied at 50 U.S.C. app. Sec 2401\ the principal foreign trade
statute 15 adnunistcred by the Department of Commerce through the
Intemational Trade Admimistration in accordance with the Export Admini-
strabon Regulations (EAR), 15 C.FR Parts 268-399.

The FAR apphies to the exporting of unclassified data. (Exports of
classified data are covered by the Arms Export Contral Act, summanized
below) Entorcement of the EAR provisions is pnmanly the responsibihity
ot the United States Customs Service, particularly the Technology Invest-
gations Sechion within the Strategic Investigations Drasion.

The Commerce Department works with the Defense Department
tthrough the Technology Secunty Admimistration) and other agencics to
prepare the Militandy Cntical Technologies List (MCTL) which supple-
munts the Commerce Department’s own Commodity Control List (CCL)
tsee SUL S C 2404(d)) Both hsts designate sensitive applied technologines
that the Defense Department wants to control. The MCTLatselfis classified,
but reportedly covers ail newly created techinical documents generated by
DoD-tunded research, development, test, and evaluation programs.

Controls are also assigned on e basis of the country of destination.
(15 CFR Secs. 370 2, 370.11(b), Supplement to Part 370, Part 385). The
C oordination Commuttee for Multilateral Export Controls (COCOM) coor-
finates the eftorts of the NATO member countries (except leeland) and
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Japan to centrol the export of sensitive technologies to communist coun-
tnes. Thisalsois adnmunistered through the Export Administration Act. (See
50 U.S.C 2416(¢3, 15 C.F.R. Sec. 370.11(c)).

Under EAR, “export” means (1) an actual shipmentor transmission of
technical dataout of the United States, or (n) any release of technical datain
the U'nited States with the knowledge or intent that the data will be shipped
or transmutted from the United States...” Data may be released for export
through “(1) visual inspection by foreign national..., forl(n) oral exchanges
of information 1n the United States or abroad of personal knowledge or
technical expe..2nce acquired in the United States.” (15 C.F.R. Scc.
379 {2

“Technical data” means “inforr ation of any kind that can be used, or
adapted for use, i ihe design, production, manufacture, utihization, or
reconstruction of articles or matenials The data may take a tangible form,
such asamodel, prototy pe, blueprint, oran operating manual Thetangible
form may be stored on recording media, or the data may take an intangible
formsuchastechnialservice Allsoftwareistechnical data ” (15C F.R. Sec
3T

Alicense from the Deparsimentof Commerce s required tor lawful ex-
porting A general licerse 1s general authonzation to export certarn com-
maodities, w hile a validated icense poverns particular exports to particular
countries For technical data, the reles ant hcenses are the GTDA (General
License Technical Data Avarlable to All Locations) and the Vahdated
License «Techmical Data)

Armns Eape.t Control Act (22 U S C. 2751 ¢t seq., October 17, 1968). This
Actregulates trade marmaments. Imports are administered by the Depart-
ment ofthe Treasury Exports are administered by the Department of State,
Bureau of Pohtico-Mihtary Affairs, Office of Mumtions Control, in accor-
dance with the Intemational Traffic in Arms Regulations 1TAR) (22 C F R.
Secs 121-13M ITAR creates the U S. Munitions List (22 C F.R Sec. 121.01)
Iisting products that are subject to export control and for which export
hecensesare required - Enforcement and countenintelligence wath regard to
exports is primanly the responsibility of the Federal Bureau of Insestiga-
tion Like FAR, ITAR defines export to include the disclosure or transfer of
technmical data to a foreign person, whether in the United States or abroad

NS
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Trading with the Enemy Act (50 U.S.C.Sec.5) This statute regulates the
export ot goods to countries that are deemed to be hostile to the United
States  Presidential exercise of the authonty to regulate under this Acts
restricted to wartime, but the statute permuts the President toretain continu-
ing authonty to regulate trade on an annual basis by 1ssuing a proclamation
declanng thenedd forsuchauthonty. (Memorandum ot the President of the
LUruted States Extension of International Emergency Powers, 52 Fed. Reg.
33307 (August 27, 1987))

Patent~ The Patent and Trademark Oftice in the Department of
Commuerce 1s authonized to order “that the invention be kept secret and ..
the grant ot a patent [be withheld] w henever publication or disclosure by
the grant ot a patent  mught, in the opinion of the interested Government
agency, be detrimental to the national secunty” 1t the government has a
property interest in theinvention (35U S C. 181, based on . 950, 66 Stat 805
(16932), Secrecy of Certain Inventions and Licenses to Export and File
Applicationsin Foreign Countnies, 37 C.F R. Secs 5 1-5.33). When the gov-
ernment dovs not have a property interestin the iny ention but the Commus-
sionerot Patents and Trademarks determines that publication or disclosure
by the granting ot a patent might be detrimental to the national secunity, the
Comnussioner is directed to allow the appropnate agencies to inspect the
applications, and theinvention shall be keptsecret and the grant of & patent
withheld st the agencyies) so finds The relevant agenaes in thisregard are
the Departments ot Defense and Encrgy, the National Acronautics and
Space Admanistration, and any other detense ageney designated by the
President (37 C FR Sees 51-537)

inaddition to provisions that appiy to all patent applications with a
bearing on national secunty, apphications tor toreign patents are subject to
additional procedures to prevent unauthorized disclosure to toreign coun-
tries

Vo Wenpons ind Nuclear Materals The Atonuc Fnergy Act ot 1954
as amendaed by the Nuadear Non-Prohiferation Act ot 1978 (68 Stat w3l
(TS, 02 Stat 126 1197%), 4210 S C 2011-2296) bars the export of “rustricted
data intheabsence ot anagreement with the importing country governing
the satckeeping, usage, and reportof the data i theinterests of nuclear non-
proliteration and national secunty - Exports may b restnicted by tvpe of
data, by country of destination, or both - Vieolations are pumshable by
injunctions, restrating orders, fines, or imprisonment

RIC 35

Aruitoxt provided by Eic:



Appendix C
Presidential National Security Directives

Naticnal secunty directiv es are unpublished policy statements prom-
ulgated by the Executiy ¢ branch without public disclosure or opportunity
for public or congressional comment or oversight  Most legal commenta-
tors view them as legally binding within the Executive branci. These
directive~ apposently date from the creation of the National Secunty
Counuiin 1947, They were known as National Secunty Counal Presiden-
tial ¢ and “Mill” Papers under Presidents Truman and Eisenhower.
Presidonts Kennedy and Johnson called them “National Secunty Action
Memorandums " INSAMs), Presidents Nixon and Ford had “National Secu-
nty Deasion Memoerandums.” A ¢~ »gory known as National Secunty
Counail Intelligence Directives (NSCIDs) was apparently used by Presi-
dents Trumanthrough Nivon PresidentCarterissued “Presidential Direc-
tives, " and Tresident Reagan chose the name "Natienal Security Deaision
Directives” t\SDDs)

frissurng national secunty directives, the Presidont acts as legasator,
chiet exccutise, diplomat, and commander-in-chief ot the armed forces
The directiv s scope includes covert mulitary and other secunty opera-
tions, access to computenzed databases e g, \NSDD 1453 and the transfer
ot technical data we g, \NSDD 139

O
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Appendix D
Freedom of Information Act

The Freedom of Information Act (FOILA) (P.L.89-487,5U.5.C. Sec. 552)
was enacted on July 4, 1966, after a decade of congressional review of the
avatlability of informationint e handsof the Executive branch. Itamended
Section 3 of the Admunistrative Procedure Act of 1946 (APA), which stated
that only “persons properly and directly concerned” could have access to
official records.

The FOIA reversed the APA’s underlying presumptions agamst public
access to government records and setin place procedural and administra-
tiv emechanisms to protect the public’s nghtto know. Under the FOIA “any
person” can hav e access to identifiable agency records unless the informa-
tion requested falls under one of nine specified exemptions.  Properly
withheld information tncludes records covered by executive orders on
foreign or defense policies, trade secrets, personal and medical records,
certain law enforcement records, resuilaiory 1ecords of financial institu-
tions, and geological information concerning wells.

Unlike the ATA, which provided no appeals mechanism for rejected
rcquoests, the FOLA allows someone denied access to information to appeal
the denial to the head of the agency. f the admunistrative appeal is also
denied, the requestor may then sue the agency 1n federal distnct court. In
the judicial proceedings, the government bears the burden of justifying its
withholding of the information and proving that the recoids fall underone
of the nine exemptions.

In 1974, Congress amended the FOIA after identifying six major
problem arcas with comphance. Without deadlines for rephes or penalties
for violations, agencies were slow to respond and 1in many instances
misused thestatitory exemptions to keep information from the public. The
1974 amendments strengthened the FOIA by setting a thirty-day initial
response time, allowing courts to conduct in camera reviews of materials to
determine of they were properly withheld, establishing fee waiver and
reduction purdelines, and requinng that documents containing segregable
portions uf sensitive information be released 1n e purgated form.

Q ;
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Two years later, Congress again amended the FOIA by passing the
Covernmientin the Sunshine Act (P.L. 94-409, September 13, 1976, 90 Stat.
1241, 5U S.C Secs. 551, 552b, 557; Title 5 App., Sec. 10; Title 39, Sec. 410),
which requires most agency meetings to be open to the public.

The 1986 amendments to the FOIA (Freedom of Information Reform
Act of 1986, Subtitic N of H.R. 5484, The Anti-Drug Abuse Act of 1986)
increased law enforcement agencies” rights to witahold certan. . words, and
gave the Office of Management and Budget the authonity to set fee sched-
ules.

The 1984 Defense Department Authorization Act (P.L. 98-94, 97 Stat.
614, September 24, 1983) also contained a FOIA amendment. Section 1217
pernuts the Defense Depariment to “withhold from pubhc disclosure an_
techmeal data with military or space apphication in the possession of, ¢ r
under the control of, the Department of Defense, if such data may not he
exported lawtully outside the United States without an approval, authon-
zation, or heense under the Export Administration Act of 1979, . or the
Arms Fxport Control Act

Access tontormation through the FOIA 15 also significantly affected
by thedassiication gdelines setoutinexecutiy corders (see Appendix A),
since classitied documents are among those covered by FOIA exemptions
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