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Wedical software is marketed like Wordstar or Lotus 1-2-3 product

oriented regulation may be appropriate. I do not suggest ignoring
the potential risk. My proposal is instead to adopt-a regulatory
system oriented towards the user of -the software, rathéxr than the
producer, and fix the liability _for defective software at the

same point. Such a proposal would involve registration of each
user location.

_This_proposal would 1) focus regulation on the parties
actually controlling the use of the- software. It would clarify

responsibility for control of the software and the. potential uses
,,,,,,, ictl

to which software would be put. 2) Liability would be stri
imposed on the using hospital, as the place best able to eva
what level of oversight is needed. _BY concentrating 1i:
the user level there would be an increase in competition, rather
than a reduction: since the financial viability of the producer
would no longer be an issue. 3} The users.aze already subject to
requlatory control. They are familiar with the requirements of
the regulatory authorities.

I am not suggesting- that medical software_be _exempt from
either regulation or liability. However, in the case of this
unique product, the. public fnterest would best be served by
imposition of strict liability at the level of the user, combined
with a modest level of regdulation- on the same party. _This
combination would provide the optimum. mix of protection of
consumers with minimum restrictions on the development of this
revolutionary technology.
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WRITTEN TESTIMONY OF PROF. VINCENT BRANNIGAN TO THE HOUSE
COMMITTEE ON SCIENCE AND TECHNOLOGY MARCH 18, 1986
Part I ) .
LIABILITY AND REGULATURY ISSUES IN MEDICAL COMPUTER SOFTHARE
R VINCENT M. BRANNIGAM. . .. .__ .
ASSOCIATE PROFESSOR, DEPARTMENT OF CONSUMER ECONOMICS
UNIVERSITY OF MARYLAND

COLLEGE PARK, MD.
.- - I have been invited to addpess the committee
1iability in regards to the use of medical computer systems. The
medical computer liability field is in its infancy. To my
knowledge there are no decided cases. The fear of liability is
used for every purpose from promoting the use of computer systems
to arguing against ‘them. It is fiy opinion that liability is_only
one 3f several closely related critical legal issues involved in

the_introdiaction of computer systems to clini€al medicine. None

ee on _the issue of

The three iIssuss are:
1) Liability for the use or non uss of medical computer systems.
2) ff:i},é:nmeﬁc,iégmatiéﬁ”bf Medical computers as medicil devices
under the Food and Drug act.

3) The interrelationship of artificial intelligence and expert
systems with state mandated limitations.on the practice of
medicine. I have included a separate written statement on “his

_ The areas of liabili Yy _and regulation. are directly related.
There is no doubt in my mind that the decisions resched by this
committee and the Food and Drug Administration concerning the
regulation_of medical computer systems will have a direct effect

on the liability issues.

- The most important_changes in the. ie al system are due_to
the mich wider need for information which computers provide. The
information is of Jany types. _There is jnformation about the
patient, about the illness and about the scope of treatment.
With computerized fedical. information systems, comparisons are
possirb,lejmpng,,physi(:iéng; hospitals and specialties. _ThHeé usé of
expert systems raises even more dramatic possibilities of

charniges.

... The topic of €His . presentation is liability: . For the
purpose of this presentation the -widest possible definition will
be used to include not _only physical injury to the patient, bot
also invasion of privacy, infliction of emotional distress and
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other non-physical injury. This presentation is designed, not fo
give a primer in the law, but to describe -the background of
medieal information systems and how they can lead to a liability
problem.

The medical computer liability field is in its infancy. The

few cases whicn have become known have not gone to trial.
However, the explosive growth in medical computer systems has
occurred with little input from the legal sector.

_ In many malpractice cases there are difficult factual issues

of proof, causation, and_responsibility. _In_ the case- of a
computer caused medical _injury, the facts ar= even. more -cloudy.
and the_answers_ even more uncertain. Computer systems are not
standardized items, and even similar systens_have crucial

differences. Soritware isréﬁﬁéﬁéial;,iﬁ,zs,ogten”chgnggdrin the
field by users, and. can be altered without trace. A program is
often the -product of many hands; who leave no trace of _their
individual efforts. It is worth noting that 5.100, the Kasten
prodiicts 1iability bill now before Congress, would not apply to a
computer _projram. The act defines a product as a tangible item
with intrinsic value. Computer Programs are not. It is possible

that an entire jurisprudence-must bé_developed to deal with the

unique aspects of compute~ related injury.

CONCEPTS OF LIABILITY

. in a 198i article ih. the AMERICAN JOURNAL OF LAW AND
MEDICINE I wrote exteisively on _the liability for personal
injuries caused by a detective medical computer program.(l)

In conducting re ch for that article, it was striking how
mafny _people_automatically assumed that negligence; rather than
strict liability would be the apgropriate test for injuries
caused by computer programs. .. They seemed preoccupied with the
intangible nature of the program, and that the output of the
program was a EéEQicg*,The:g,is,arsprongrargﬁﬁéﬁE,EhEE computexr
programs are products, subject to strict 1iability.  Despite
€heir intangibility, programs Show all of the other
characteristics of a product. They can be owned, they exist
through time, they can have érrors. which can be corrected. They
can be passed from person to person.

___ In_some Sense, programs are 1ike bookKs, but_unlike books in
most circumstances, they can be thi direct source of injury.- In
this sense they are essentially the instructions to a machine.
Like the camsnaft onh a car, the instructions are set thé machine
will 3o what it is told.

R once it is accepted -that compater programs are products,
liability will be strictly ifiposed if the other requirements _are

met. The most important requirement is probably that the defect
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"reach" fhe. consumer. _This_requires extensive analysis. The
first issue_is to define what the computer system does; there are
basically three possibilities. First, the computer system can act
a5_a background resource. for. the Physician. In €his. case -the
computer doesn‘t "reach" the patient and the liability follows
the typical malpractice approach of reasonable care. _ In the

second case the computer system interacts directly with the
patient. i i i e fc¢

SCanners or

if. records, and similay
items. _rel ¢ on_the data is automatic, and
errors can be —catastrophic. In such a situation a strict

out further checking, This

liability standard for errors is appropriate.

.....A_secofid major issue is ta define what constitutes 3
”defecg?,in,,a,céﬁiﬁﬁfér Syste~. Errors_tend to be of two types,
logic er Ors_and programming errors. The probleii is, apart from
the most egregious mistakes, it ééhrtakeravt;,horough Anvestigation
to deterniine what type of error is Present. Unlike many &€her
products, if is often difficult to ‘separate a _design from a
Production defect. in a computer system. Computer systems are not
built to blueprints. 1hey are built to a system design which is
normally changed confinuously as the system is being- installed.

Many are one of a king installations where the design and

production phases are merged toget| ._Systems are often put

Sometimes testing the system does_not reveal the bug, only using
the system. __ 3ince error correction is labor intensive, it is

typical to leave a certain number of "bugs" in any. system, to be

Corrected, over time, as. the system is used: . The term
"maintenance” whichfin,most,fiéldéris simp}x,keepin,g the machine

up,,to,ipééifii:éi::.onsr, is used in_ the computer field to describe
this continuous error removal process,

. A logic error can_arise in a very simple way: For example,
d4f.one hospital the compufer sSystem provided the coiiplete bed
assignment system. Beds are a hospital ‘s stock in. frade;
keeping tracX. of -them is often crifical to cost control. _This
hospital divided its services into two groups, those with beds,
such as surgery; and those without beds; sachk as radiology. The
E'e'dfa’llog:a,t;j.gn”syfsj:gm,WEE connected to the pharmacy. system, which
packaged -drugs for individual patients and. iem to
floor. When a Patient was transferred directly from afie bed
service €5 another, the bed contrsl and pharmacy records ware
updated to show. the . neiw location. When_a_patient was transferred
to a non bed service, the bed control records were - changed to

show the temporary status, ba€ pPharmacy was unchanged beCause the

- patient was expected to return. The problem occurred when the

patient was transferred from internal medicine to radiology, and
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then to siurgery. The bed control. system was updated; but _the
pharmacy system was no€t. _As a result; the pharmacy continued to
send. drugs_to_the old _bed, which was by now_ occupied by a new
patient. In this pParticular case the error was discovered.

__ _Programming errors tend to lead to false data reporting, or
system breakdown. 1In a Systém prone to errors, tlie staff often
checks strange results. There_ are more problems With a_ system
gha€ runs.so well the_users_stop challenging potential errors.
Cieaning up a program can result in a less attentive staff.

SPECIAL PROBLEMS IN MEDICAL INFORMATION SYSTEMS

Since wrifing that_ article I have had more experience
working directly with medical information personnel. I spent
1984 on sabbatical, first at the Massachusetts Institute of
Technology and later at The Center for Medical Computing Science
at the University of Frankfurt.: If is possible that_potential
problems are even more Severe than first believed, Primarily due
€6 the nature and method of software development and use, and to
the changing role of information in the medical system.
~ Certain systems by their distribution and inherent -nature
are the most likely to be involved -in litigation. These iriclude

patient record systems and treatment support_systems such as
Hursing  orders_and _ pharmacy. These are generally referred to as
medical information systems. .-The most important current
developments are going on in the area of expert systems.. These
systems are very new. Ten years ago_.even the most advanced
uhiversity medical centers were only beginning to install medical
information systems.

Several developments in information systems have changed

this environment. The development of faster, less eXpensive,
general purpose machines has led to an explosive growth in the
number of computers. -Network and. communications software allows
those computers to bé connected together in a wide varietfy of
different combinations. _Special languages, such as MUMPS, the
Massachusetts Utility Multi-Programming System, were developed to
serve the medical community. Information sy.tems were pioneered
in research oriented university medical. centers, in part because
of the need for research _data.__Military_ and _Veterans
Adninistration hospitals are currently implementing their
systems.  The great bulk of conventional hospitals do not yet
have systems, however, the Pressure to install them i8S
accelerating.

,,,,,, A_new profession has _also arisen. Most traditional data
processing_managers were trained in business -or - accounting. In
the medical area they have shown a limited ability to create
systems which- support patient care. Instead the pioneers of
clinical information Systens were computer scientists and
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physicians with computer gcience backgrounds. There is now an
American College of Medical Informatics; almost exclusively
composed of _physiciZns and computer .pecialists. . The German-term
"INFORMATIKER" can be used to ‘de cribe these professionals. .They
are oriented towards the automation of _patient data and_the

which is causing the revolition in the use of
computers in medicine and the one _least Kknown. to the legal
community. _Informatikers believe that transmission and use of
medical informatiofi fundamental ly changes the concept of medical
care. Medical .ecords; which used to .be the physician‘’s notes of
his personal knowledge; now. become_the chart of the patient’s
entire Iife. Access to. this information allows the members of
the health caré industry to provide care in totally different
systems, Second opirions, monitoring of health care, _referrals,
consultations, and transfers of patient from provider to provider
come -to rely on the information system. Informatikers see

medicine as critically dependent on the movement and flow of
information. -To them, information is a positive good.- -Their
ultimate goal is a sophisticated information systen which can

handle most or all &f the physician‘s tasks.

;virtually all ex sting medical information systems are

Nospital based. This means of ms are
directly connected to the fundamental,;ha’ﬁg’éﬁ, now occurring in

American Hospitals. Hospitals used to be the workshops. for
individual physicians: increasingly they are becoming the direct
provider and decision maker in medical care.

—-—-The development of the diagnosis_related group -system has
caused _a fnondamental change in the system of paying for medical
care and created a new demand on the medical information syStem.
Under prospective patient reimbursement rules, administrators now
need real time information on patients currently in the hospital,
how they are being treated; and how fiuch that treatment costs.
The medical -information gystems are ecrueial to this effort.
Hospital administrators use them to determine which physicians
use the most resolrces. Au 0Xs use them_to_ _control
reimbursement. ) .to stem ove

The need for new types of _systeiis. has i:reatedﬂegtﬂra,o;d,;i,ng:y
potential for significant legal problems. Probleis with medical
informatioh Systems do not just happen. They. are -caused by
dramatically different perspectives on the key priorities of the
medical system.

. There are three_ impsrtant groups in a hospital working
with a_medical information system: administrators, physicians,
and informatikers. Each sees_ the. System .45 Something different.
The physician sees it as a helper, a new type of nurse or. clerk
who will provide itiformation and carry out orders without
changing the physician’s fundameéntal. control over the system:
The administrator sees it as a control system. He can control the
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physicians because he now knows what they are doing. The

informatiker sees the system as the centerpxece of health care,
allowing physicians and other professionals to be "plugged in" as
needed. The informatiker likes bigger, better, faster and more
complete systems.

p11 of the participants are oriented towards their own goals
for the system. The system is more than a distributor of
1n£ormat10n. The reality is that information 1s a new center
of - power. Normally the physicians have power based oh
professional authority, and the administrators have power based
on financial control. _ Both 6f these groups.can use . thelr power
in obvisus. fashions._ . The informatikers power is control over the
medical information System, but to get the system up and running,
the informatiker needs cooperation from both of the other groups.

.. As a result, the71nformaf1ker mast EeII a1ffefenﬁ ﬁh;ngs to
dlffezenj peaple. _ To6 the phys;c;anLHhe"promzses,a,helper,th
will serve the phys1c1ans,,1nterests.,w Therefore the
1n£ormat1ker first develops subordinate systems, such as clinical

lab, nursing, -bed assignment, -and reporting systems. - These
systems do all the paperwork which physicians normally detest.
what the. informatiker Knows, but the physician does not always
redlize is that the same information is the source of control for
the administration. The informatiker must keep this secret until
the system is installed, or the physxcxans will oppose the system

1nsta11at10n. These confllcts in internal goals are rarely

Desplfe ﬁhe zap;a xedugjlon,ln,the ;Qﬁt of computer
hazdua:e, computer power remains a _scarce resource, Therefore
someone has to allocate access to the 1n£ormat1on system, and
determxne what 1n£ormat1on is- kept, and in what form. It is- 1n

malpractice _is_ ﬁhe,hxghest., The pressure from the various
interest groups can lead to compromises with severe unintended
results. Two examples of typical problem areas are given in the
appendix.

- ElEBLlJEy standards will take a substantial time. to. develop.
orie . major area of concern_is liability for failure_ to use _a
computer system.__ I think this type of liability could arise in
fundamentally d1££erent ways. The first would be to fail to use

a _computer system to check on specific problems which can be
found in standavdiZed medical databases, such.as drug-drug
interactions, or the latest contraindications to various types of
therapy. The other area is the ordinary failure to maintain
accurate patient records of the type which a computer system
could provxde. Allergies, patient histories and prior
complications are all easily stored.in computers, bot _can_take
substantial time to6 recall In a manual system. Automated medical
information systems are clearly the state of the art, and without
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them a hospital or doctor would be vuinerable under the leading
case of the T.J. HOOPER.
To @M §p the liability exposure; the problem is real and

immediate. _ Short of passing a deneral prodacts .1iab Lty b
which I do not suggest, the most direct effect €his committee can
have on the liability issie is in its instructions and oversi ht
to -the Food and Drug administration regarding the regulation of
Wedical computer Systems as devices. Thée liability and

reguelatory issues are intertwined_because both legal concepts
serve the_ sarme conflicting goals:; haw do .we promote the
advancement of medical. technology while maintaining the maximum

of patient protection; both Physical and financial?

-~ The primary question i what legal approach
should be gsed to control clinical software?. . I am not persuaded
that the current Food and Drug Act _ actually covers software.
But I am confident €hat. the Product oriented appreach of that act
would be both ineffective and hostile to the development of the
. The legal sys€em ishould not attempt to define in
advance. what di:gqt;iqn,,this,fééh”rib'lbé)?—ﬁill _take. = However, the
liabili€y and regulatory policies should be coordinated.

S nciples which Should control ali
legal efforts in this area.. Firet is protection of patients from
the unreasonable risk of injury: Second, there should be a search

for relative .improvement in medical care, not absolute
pPerfection.. Third, any sys emﬂshould,,avcid,éi'if'r'ehi:hing existing
institutions, _whether governmental, industrial or professional .
Fourth, in any implementation of a computer system there must be
a_financially responsible party: . Fifth, in terms of patient
therapy there. must be a party clearly respcnsible for the proper

operation of the system.

There are certain basic pri;

__Compliance with these Principles is gifficult under- the
current legal system. . Under the current reqgulation of medical
devices and drugs; the federal government controls the
manufacture and labelling. of devices and drugs, and the states
confrol. the use. The division i5.5ifiilar in products liabilify,
where the producer is strictly liable, but tha user is subject to
a test of negligence. - For all of the reasons i-mentioned
earlier, the technological dev t of this field has made
this distinction obsolete mple, a hospital worker sits
down_at a terminal. It makes -no_functional difference whether
the computer 15 located in the same hospital, across the country,

or in another cogntry. -Likewise, it makes no _difference whether
the system ig prxoduced ihiihriisr hospital, or purchased on- the

outside. - It is of no impor€ance if the system is one o6f a Kkind
or one of » group. Yet both tte regulatory and liability systems

13
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B The primary policy chiice for-this commiitee is between the
product- oriented concept of the current medical device
legislation.act, .and a _user.oriented regulatory approach suited
to the nature of this technology.

~_ The primary problem with the product oriented approach - is
that it tends to stifle all of the -attributes which make computer
software such-an exciting. technology. Product oriented
regulaticn tends. £o .1imif. developments in _a _field to those
companies which_ are both _ada2pt at the technology and
sophisticated in dealing with the regulatory authorities. We can

get the medical equivalent of the Pentagon’s $600.00 -hammer

Second, _product regulation_tends ta centralize production
in_a_small number of firms. The first handful of firms anproved

can divide up the market. Regulatory approval -is-a substantial
entry barrier. There are only a small number of viable hardware
producers. in the computer. field, .compared to the vast_nusber_of
Software houses. This_is due to the different ecunomies of scale
in. starting up_ operations.. . _The regulatory burden could be
crippling to small, innovative companies. It is precisely these
innovative companies which are the strength of the computer
field. Many of the most innovative producers are universities
and hospitals.. There is  a tradition of sharing breakthroughs

and software which could disappear if regulated.

_.__Third, regulation of the software tends to limit the
flexibility of the user in adapting the device te 1l.ecal
conditions. While the food and drug -act fprovides for
customization of the device to a patient, it does nof provide for
custofization_£o6 tche instifution, which is often critical in
clinical software. Modifications of systems by producers in

light of system failures or increased knowledge would be slowed

hy the need for regulatury approval. :

__.__Fourth, __undér the current_concept; liability for deifective
software is diffuse. . Small companies may not be financially
viable. Insurance in this area is becoming unobtainable. The
liability exposure is determined by traditional strict liability
with contractual disclaimer and indemnity.

_Fifth, Some. software w11 be exempt from regulation, because
it _is_created by the using hospital. Software can also disappear
from the regulatory system because of the demise of the producing
company, while the software is still in use.

,,,,, These deficiencies can best be addressed by re

software is _a fundamertally different item from a scalpel or an
x-ray machine. Perhaps when scftware is distributed in a mass

market setting such as Wordstar or Lotus 1-2-3, product oriented
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regulation wpuld be appropriate: . I.ds not suggest ignoring the

potential risk. My proposal is _instead to adopt a regulatory

sYstem oriented towards- the user of the software, rather than the
producer, and fix the liability for defectiVe Softwaté nt the
same point. Such a propésal would involve registration of each
user location.

This proposal would 1) focus regulation on the parties
actually. controlling the use of the software:. If would clarify
respongibility for controil of the software and. ths Ppotential- uses
to which software would be put. 2) Liability would be strictly
imposed on the using_hospital, as the Place best able to evaliiate
what level of oversight is needed: By Concentrating liability at
the_user level there would be an increase in competition, rather
than a reducfion, since the financial viability o6f €he producer
would no longer be an _isspe. 3} The users are already subject to

rég\ila,‘??,’!,,‘?Q,Ut!,o,l,,,,lhay,jfé familidr with ithe requirements of
the regulatory authorities.

t 11 _software be excmpt from
{: ility. Howe ver, in the case of this
unique product, the public interest would be best. served by
impositior of strict 1iability at the level of the user, combined
with - a modest level of -xegulation. on the same party. This

 _Two discrets situations which exist at the opposite ends or
the medical information environment provide excellent examples of
potential problems.

The first problem is | 5s, _useability
and. friendliness of the medical information. In-this area all

three groups have the same. goal of providing zccurate
information. However, the groups Jiffer in what information is
needed. Administrators .want the information that allows
financial control . PpPhysicians normally want the information
needed for-their next decision. _Informatikers-want systems which
xun_smoothly, -don’t overload, and don't break down. Problems can
CroP_up in the most trivial way, but with potentially severe
consequences.

In one information system,; every tongue essor and
aspirin was in the information system; bat ement had
determined that there was no room for blood pressuré measurement
or other patient gata. In another system the. pathology
laboratory saved_ the fact of. every test, but not the r&sult.
Possibly these two converted billing systems fall outside the
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arena of patient information Systems; but when access to
unimportant data is avallable.by computer, while vital data is

kept by hand, serious guestions_can be raised concerning the
standard of care at the institution. .

,,,,,, At one major development -center for medical information
systems, the system des ers allowed any system user_to send the
only copy of the patient’s chart to any room in the hospital.
There was ho provision for verification of arrival, or insuring
ifs return to the record room. When it was suggested that the
loss of the Hospital’s only copy of what it did . €6 a.patient
coald involve substantial liability conseguences; the suggestion
was met with disbelief.

Adaitiofal problems_arise from the ease with which
computerized medical records can be altered without a trace.
Backup tapes can be used to archive the state of the data at a
particular time, but they must be protected. However it _is very

time consuming to search for this type of information;, especially

] The single advantage in dealing with the- problem of
information accuracy is that no one really wants bad data. . _It
is essentially a management Problem, but it _may be up to the
counsel to inform the management they have a problem.

The second problem is protecting the Patient ‘s _interest_in
the_ privacy of medical data. _Patients have normally expected
that their medical data was kept secret. - I . the past this was

true more because of the difficulty of locating.: copying and
interpreting the data than. any great_investment in privacy.
ike the accuracy 6f thé data, all of the groups which work
ta. have sSome. reason to be against true data privacy. TO
istrator, data privacy means less control. - To corifront
the physician on_issues of cost, he needs all the information_the
physician_has,_and he needs to be able to distribute it freely .
To the physician, data privacy means. the computer is less useful;
it is harder to give_orders from the pffice or to check on a
patient Erom home:. To the informatiker, data privacy means-a
clumsy system which cannot be easily connected to other systems.

For all groips; data protaction costs money which Could

otherwise be spent on something else. So it is typical to do
what the_law_requires; but no more. A3 the teChnO16§¥ develops,
it becomes easier and easier to €vade the spirit of_ the law,
“while staying within its boundaries. In_many cases. there are no
statutes whatever, .which .leads the ‘hospital to conclude that
there are no legal checks on its actions. There is often no

appreciation of common law rights of privacy.

At one of the nation’s most distinguizhed medical centers,
there is a development center for medical computing. The

16
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h6épitalwhgs,ﬁi,diﬁféZEﬁE,ééﬁﬁﬁtét systems. Most are virtoally
unprotected, but system_3is password protected and encoded.
is €He .an ‘s galary sysftéii. Other hospitals seem
sensi he. need for confidentiality of data.
systems staff routinely. have access to all patient data
administ:atq;s";reat,paEiEht data as a corporate asset, subject
£o their control. Researchers.at major medical centers expect
virtually unlimited access to patient data.

The problem is that the potential Iiability exposire arises
from,ghlégél,Eédﬁiremgqtthiqh”ig,ngg,a,higﬁ priority item for

achieving each group's Own'internal goals._ Even where there are
extens;Ve”stgtuggry,EEQEiféﬁéntB, such as_government gystems
Subject to the Privacy Act, protection is almost nonexistent. _In
a._preéesentation to 70 veterans AdminiStration Programmers and
System managers. last year at a conference,_nof.a single one had
heprd,qiﬂghe,?:ivaéy Act or thought it had anything €o do with
their operations.

- In all of these cases there is_a copiion thread. ‘There_ had
been _a complete breakdown in communicatien between the legal
staff, who had 1o idea what was_going on;_and the technical
people who design and operate the systems, It is this breakdown

which is so eritical. Thé,ﬁé§1b§qurga has more than its §h§t§

Administrators end to think of hospitals . _ where
people at the top can have any information they wart. Physicians
want to gg;”pn”wixhuffeaﬁiﬁé]gsfients,,gndfb;ygﬁaAhﬁfEér of
people looking over their shoal .. -All professions had their
origin in the exclusive control of information by-a small group.
Technological Ehéhééfhas—degmphggized_;he,eipéif'§ role as the
me accumulater of information, and emphasized the role of

aécxggon,mqke;LWJmeﬂinféfﬁéﬁiéh systems which support or replice
the decision maker must bg held to the highest possible standard
of care.
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WRITTEN TESTIMONY OF PROF. VINCENT BRANNIGAN TO THE HOUSE
COMMITTEE ON SCIENCE AND TECHNOLOGY MARCH 18, 1986
Part II

MEDICAL INFORMATICS AND THE REGULATION OF DECISION MAKING:
THE CHALLENGE OF A NEW TECHNOLOGY
_____VINCENT BRANNIGAN

______ASSOCIATE PROFESSOR, CONSUMER LAW

_CEPARTMENT OF TEXTILES AND CONSUMER ECONOMICS

UNIVERSITY OF MARYLAND, COLLEGE PARK, MD 20742

The introduction of medical informatioil sSystems has _not yet
charnged the legal structure of health care. However the
development of systems that can_challenge all or part of the
physician’s medical ‘judgment will require changes in the
definition of the practice of medicine. Such changes must take
into account both the rationale for regulation and the potentials
of modern information systems.

making.. . Physicians have jealonsly guarded their control over the
system.[1]__ Recent developments in_ computerized record keeping
and decision making have the possibility of providing both closer
control over physician decision making and possible automated
substitutes for physician decision making. - The introduction of
medical informatics reguires a focus on. the legal requireuents_of
the. practice. of medicine, and examination of alternative systems

"medical decision making" is the
process of diagnosing and det ining the appropriate -treatment
for diseases. Decision making- must-be distinguished from the
technique of treatment, however skilled.

2. CURRENT CONTROL STRUCTURE

2.1. Professional Autonomy

THe hallmark Of medical decision making in the U.S. is
professional _autopomy... Individual physicians make decisions on
types of treatment with little or no prospective -review and-only
modest retrospective review. In addition, physicians control the
vast majority of all health care delivery either _directly or
indirectly. The role of government. is_distinctly limited. Its
supervision over_ physicians is_effectively limited to the

licensing exams, which are administered largely to graduates of

accredited American medical schools. Direct quality reviews of

18
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physicians are rare. What Iitfle review takes piace is normally
not- directed to Ppatient care, bift to reimbursement and is

conducted primarily by insurance companies. Physicians therefore
have an extremely favored status in the law. _Thé legal, system
limits competitisn while affirmatively conducting very few

reviews of physician activi€y.

2.2, Social Control

justifica€ion for professional autonomy :s§ _normally a
demonstrated superiorify of the professional decision making
Process. Decision making is the -heart of any profession. _ ZAIl
professions would prefer t£6_be self _defini g, with the prof

determining what is a professional decision. However, pe
the_need for the legal system to police infringements on the
professional sphere, the legal system sets €he limitations on the
autonomy of professional decision makers. _.For example, the legal
System decides what is -the-practice of medicine; _dentistry, or
law. Determination o6f the boundaries of professional decision
making is t static; it changes. with social needs, political
power, éééﬁom;c—develgp@en,t,,and,:echnolﬁgiéal innovation. One of
the most dramatic shifts possible in any profession occirs when a
determination is fiade that -Professional judgment is rno_longer
needed in any given decision. .For example, the movement of a
pharmaceutical from prescription o non-prescription status is an

indication of the limited need for professional judgment.

In our_sociefy, the determination that a professional. decision is
no longer required fends. to be. made by regqulatory authorities. as
a2 question of social policy:. The social question relates _to_the
particular risks a society wishes £o run. - For example, aspirin
is_universally available in the United -States, but can only be
Sold_in. pharmacies in Germany. On the other hand,. many remedies
promoted in Gerfiahy by the- "heilpraktiker” practitiohers and
Pharmacies would_be_ banned. as quackery by the Food and Drig
Administration and the American Medical Association.(2] The

scope of -Professional judgment is a matter of social, and
therefore legal policy. (3]

The legal structure of the practice of medicine arose if. the
early part of this _cenfary at .a particular stage of medical
technology. The development .of "scientific medicine" gave_the
medical -practitioners a tremendous tool £6 exclude the lay public
from medical decision making. The -authority of the physician was
based not on.professional privilege; or the arcané natare Of the
knowledge, buf 6n the demonstrably superior resulEs of the
scientific practitioners. (4] .

2.3, Effect of the Regulatory Struc€ure

In the face of this- superiority there were dramatic chafiges in
the structure of medical care. Some alternative therapies were
considered useless; others dangerous. Many medical schools were

19
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R ing schools developed a rigid academic
structure. Specialization developed, and Specialists adopted the
principle that no -one cutside a given Specialty could judge the
work of the specialist.[5]

l, and_the remain

The medical staff of the hospital;_a group of peer-competitors,
became the key review system to determine which other
practitioners _would have access to the hospital, and which
therapies were effective. Despite the term "staff®, the
physicians were private practitioners, not employees. _Through
the organization of the medical staff, private practitioners were
able to.use thée hospital ‘s facilities without fear of outside
review.[6] _There is_ some evidence that accurate medical records
were a by-product of the development of the medical-staff.[7]
Without accurate records, there was no way to perform the qualify
control which Jjustified the. otherwise .anti-competitive conduct.
Staffs were often closed to_ competitors; and alternative
gg?ctitioners; such as midwives, were barred from the premises.
t

The legal system, for the most part supported this develop-
mert.[9] All states adopted licensing-rules, with administration
and control largely in-the hands of the niedical profession.
Competition among physicians was. suppressed by limitations on
advertising.[10) _Staffing regulations were developed to exclude
licensed_physicians of competing schools of thought from
practicing in municipal hospitals.[11] The locality rule in

medical malpractice gave a tremendous boost to_local medical
societies, by allowing -them_to.control the. local standard of
care.[12} Special product liability doctrines emphasized the
preeminence _of the physician by limiting the manufacturer ‘s duty
to warn. The physician was a "learned intermediary” who made
decisions for the passive patient.[13]

Even .€He most private. decisions; 'such_as abortion, were not left
€o._ the individual but required a physician’s approval. 1In the
landmark case of Roe v. Wade the Supreme Court declared this most
personal of decisions to be a medical decision decided by the
physician, rather than a personal decision by the patient:

od of pregnancy
prior o _this "compelling"”_ point, the attending physician, in

consultation with ‘his patient, is free to- determine, without

“THiS Weans; on. thHe other hand; that; for the per:

regulation by the state, that, in his medical judgument, the
patient’s preghancy should be terminated . . . .To Sumparize and
to repeat: . .. _._For the stage prior to approximately the end of
the first trimester, the abortion decision and its effectuation
must be left to the medical judgment of the pregnant woman 'S

attending physician."[14]

THis remarkable passage_ indicates the high point of legal
defererice to physician decision making. The court was willing to
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Say:..as. 2 matter of constitutional law, that a decision that was
so private that it could hot be regulated by the state, could not
be made by the woman hérself, but was a "medical judgment" for
the physician. )

This_decision is indicative of the power dccorded to physiciarns
i :hg,socialﬁ§ﬁfﬁéﬁﬁié,6f75651th—care: o) ot

on.  Only physicians of the same locale, School of
medical thought and specialty could question the decision of the
treating physician. Finally, any challenge to the physician’s

decision took place after the fact, not during treatment.
Physicians have conie to accept this current situation as
permanent. However: the developmént of medical information
systems threatens the underpinnings of the entife physician
centered system of medical decision making.

3. USE OF COMPUTERS IN MEDICAL DECISION MAKING

3.1. System Capabilities

Medical decision making is essentially an information basead
technology. ..If Has an enormous potential for use of computer
sSystems. _Computers can store vagt quantities of medical
knowledge. They can sort; retrieve and analyze that data in novel
ways, and can inc ingly do_it_ in real time, prior to key
decision points. Computers can also perform a nomber GFf & lex
diagnostic techniques. Virtually all the modern imaging
technology in fiedicine, CAT- (computerized axial t mography); NMR
(nuclear magnetic resonance), and ultrasound scanning, depend on
computers to produce the image. THis means that automated

information is available directly to an information system, which

.be able to directly process the resalt. Computers can
monitor vital signs on a continuous basis and administer_drags in
g,sgnﬁiﬁlléd,méﬁﬁggl . Laboratory testing in many clinical

pathology laboratories is fully automated.

3.2. Effect on Physician Control

These_advances, -though significant, would not threaten physician
control of the health care system. Physicians have long ysed
technicians and _assistants. to. extend the physician’s reach.
Physicians have benefitted financially and organizationally from
Controlling an ever larger number of assisfants and machines.
Physicians have controlled the system because _the_regulatory
system accepted the superiority of their medical decision making.

Medical ¢ cision making can now be.ée ined -and- challenged in a
way never before possible. The development of information systems
both -allows -sophisticated analysis of medical judgment and the
creation of "expert" systems that simulate or replacé that
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judgment. . The ultimate effect of the automation of medical
decision makiilg will be to clarify the nature of medical judgment
itself. . Computers are xelentless in stripping away the mystigue
of professional skill, when no real judgment is involved.

The threat to physician control comes if the computer 'can
actually.conpeté wifth the physician-in judgment. Physicians
resist_this_idea. _The physician thinks of professional judgment
as _something uniquely human and professional. _ When all else in
medicine is being done by machine or technicians;, the physician
expects to maintain control because of the superiority of
professional judgment.

3.3. Medical Judgment

_ Interestingly enough, this is_an
u control over physician decision
making.  Assume that Some physicians are better decision makers

than others. for reasons which we cannot currently determine, but
the superiority of their decision making is demonstrablé: _In a
rational society,_

decision ma
technique, -shoul

The obvious first use of computers is to identify these SOperior
physicians. _By collecting and comparing the treatments. and
outcomes on a wide variety of patients, it will be possible to
develop and maintain norms for treatment. -Physicians will be

rcalled upon €o_explain patient outcomes . that deviate from the

normal sange._ Due_to_the vast quantity of data. to be analyzed,
the speed with which records must be accessed. and _the need. for
accurate statistical information concerning the effectiveness of
various therapies, -such comparisons would be impossible without
computerized medical information systems.

.____The next stage_is_to directly intervene. in clinical. care.
Computer systems allow monitoring on a "real-time", continuous
basis. Instead of post hoc case review by peers_in the medical
staff,-the information system can check any decision against the
established norms prior to treatment and query e physician to
explain any deviation. The system can be programmed to act as a
"second opinion," require a consultation, forbid_tHe_use.of
resources to carry out the procedure, or simply note a caution
for the record.[15] The physician will be constantly required to
prove that his medical decision making .is superior to that of the
information system. If a givern physician is demonstrably
inferior to the compute:r generated norm, he will be replaced by
another physician who is superior, or possibly even by the
machine itself.- Like the legendary John Henry, who challenged
the steam drill, the physician will be forced to justify his
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superior dseisioh making capability on a continuous basis.
3.4. substitution of Computerized Decision Making

A final step would be to use and rely on the computerized system
in place of the physician. Such_replacements have happened in
some. other technical areas. Stationary engineers were ohce
required for all steam Plants. They have been replaced by servo
mechanisiis. . Inertial navigators g de marines. The
replacement of physicians by computers would involve complex

Problems. Perhaps the most important is whether the physicians

will control such systems.

Some tasks are beyond compofsrs. at the curieht stage of
development. Computérs can control the heatifg, air conditioning
and. other services of a skyscrgpgr,"pggﬁghgy,gam;,cbéﬁgé,IIQHE

bulbs. Becaiuse some tasks are beyond any computer system,
Physicians assume that-any computer system will be theirx
subordinate. _This is simply not true. No matter how complex the
task, it is the decision to6 initiateé the task which determines
control over the system. _ Physicians cannot perform ey
dialysis, only ma nes can. _Proper analysis o7 _the potential
and limitation of medical information systems will. require an
in-~depth analysis of- medical decision making, with particalar
attention to the portions which can -be performed by computers.
In addition computers havé capabilities not only -to model the
human-decision making process, but to use cofipletely different
decision methods and rules to arrive at the same result. _IE is

possible_fhat. the process. of ordering the medical knowledge .ato
a form that is usable by computer systems is the critical step in
determining whether legal restrictions on who can practice

medicine will apply.

3.5 Knowledge Engineering

Computer systems ron most' efficiently on formalized knowledge
Structures, _Knowledge engineéring takes the inchoate mass of
data in a field and_structures it. Relationships between
individual units of data are developed; and suitable decision
rales are derived- from the information. ..This_process_lays. the
groundwork for advanced decision making, either by human
specialists; or computeér based artificial intelligence
systems.[16]

Knowledge engineering can cause a_radical Shiff if .the
interaction of professionals with the informational component of
their work. Krowlédge engiheering-tends to clarify the decisions
made by professionals. by indicating those areas where a given
set of facts leads to a single unambiguogs conclusion, or a given
set of probabilities. 1In such an area; the. professional is
merely a repository for knowledge, not a decision maker.

23
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Consequently,; formalization of the knowlque in a _field can lead

to dramatic changes in the scope of professional decision making.

4. LEGAL STRUCTURE OF MEDICAL DECISION MAKING

The ulﬁr aﬁe axgnmenﬁ Ey phy51c1ans to_control the med;cal

by the stat ,to perform med1ca1 dec151on maklng, and
therefore such decision making must be subordinate to their

professxonal authorlty. ~ Such reasonlng fails to take into

change.

most State licensing

e licensing lawsl only phy51c1ans can "prac
medicine”, The statues are typically written in very_ broad form,
with the practlce of medicine defined as diagnosing and treating
disease. Traditionally the regulation of medical care is-part of
the police power of the state, the general power to requlate the
health welfare and safety of the people. _As such,; it is_a broad
power which is limited only by certain narrow constituticnal
doctrines. However, the dr;ylng force for the autonomy of the
physicians was a determination that they pr
making. In those areas where that was not so cIear, Ieglslatures

One of the most dramatic changes has been in the area of informed
consent. 'This concept, which grew out of medical malpractlce
law, has as 1ts foundatlon the concept that the patxent 1s the

an_obligation. to put in the hands of the patient. ﬁhe needed
information for deciding at least the general strategy of_the
medical treatment. Importantly;, informed consent is oriented
tgwgrds the dignity. and personal autonomy of the patient, not the
superiority of the patient ‘s decision making. [17]

& second. arearln,uhxch the_ conﬁrol sysfem,nf jhe_sﬁate _har . oeen
limited is in the conflict between state regulation and the rfirst
Amendment. The appllcatlon of at least a limited rlght of
freedom of- speech has allowed doctors to truthfully advertise

their qualifications and therapies.

An_attempt_ to expand the right of privacy to cover_ the
physlc1an/pat1ent choice of therapy was rejected by the _Supreme
Court in the area of 1aetr11e,,a purported cancer cure. A

suggestion that patient autonomy defined a right to use whatever

medical therapies the patient desired was rejected by the ccart.
Finally, desplte the ;ﬁeeﬁiﬂé language of the med1ca1 practlce
statutes, it is clear that physicians do not have a monopoly on

all diagnosis and treatment. Over the counter drugs and
diagnostic tests are dispensed to patients, rormally on the basis
that patients can understand the use of such drugs. Legislators
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usually have no particular interest in preserving professional
monopolies as such.
5. RATIONALE FOR CHANGES IN LEGAL RULES

legal system responds to a wide variety of political and So

- forces. . However, some of -the better arguments can be derived

from_past.conflicts. Sofie factors which would tend -to .convince
legislators to deregulate medical decision making would include:
5.1 Personal Autonomy of the Patient

6nr,§ﬁﬁié€yhﬁ§§ made a direct commitment to patients that they
will have control over the medical treatmeni they are subjected
to.

5.2. High Level of Medical Certainty

wher _there. is no great dispute that a particular. combination of
symptoms leads to a_specific diagnosis.or. treatment, there is
little need for the "judgment" of the physician.

5.4. Cost/benefit Improvement

fﬁ,éﬁgiiéngé,jﬂ1e,inexﬁia_preseﬂé,ih,anyAIeguiaieii;fea éiéher
true cost savings or improved service must be demonstrated.

5.5. Acceptable Alternative Regulation '

Some method -for acceptable premarket clearance for any such
sysStem would have to be developed. This does not iecessarily
Wean governnent.regulation. Private approval by accepted testing
labs might be accepted.

5.6. Financial Responsibility

Aappropriate SEtructnres would. have. £6 be. devéloped for Ehe
financial consequences of mistakes in the system.

6. CONCLUSION

It_is clear_that in the industrial revolution wé have accepted
that machines are normally better than men at manual labor. _The

judgment which are simply "intellectual factory woxk". - Unless
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the. physician can continue to improve his decision process it is
possible thé physician will become a type of auxiliary €6 the
medical information system. The physician will carry out thé
technique of surgery of Gthefr therapy, but will not make the
fundamental medical decisions._ _ Thig technical transformation
will require appropr.iate legal response.
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Mr. Vorkmer. Thank you.

_Before I g to Dr. McDonald, I fo-got to ask all three of the previ-

ous—and they’re still here, 5o I'd ask chem—the previcus panel—to
answer this question. The question is, have any of you been ever
asked to serve on any of the advisory paneis to the FDA?

Dr. Myers; have you? _ e
- Dr. Myers. No, but I did some months ago have a telephone cali
from them to pick my brains: This was at the time they were first,

as far as I could tell, beginning to think about what they should do,
and in a broad sense they picked my brains:

Mr. VoLrMmEer. All right.

Dr. Gardner.

Dr. GARDNER. No.

Excuse the interruption; Dr. McDonald:
Dr. McDonaLp. Thank you.

I'd like to just point out that although I am on the sublic rela-

tions corimitize for the American College cf Medical Informatics; I
was_invited as a_citizen to testify, and this is uot necessarily the
beliefs or views of the whole college.

. Secend, I'd like to correct, or at least modify a little bit, some of
vhe implication maybe you -'rew from the written testimony, and

that I don’t think that the ftechnology is too mature to use, I think
it's too mature to standardize or regulate. I think it would be a
lizle bit like when the Wright Brothers got out.of their plane they
said, “Okay, now we’re going to sat up the FAA; and you're not
really qualified to fly this plane; get off.” -
They still used those planes back in those days, but there wasn’t
enough awareness; we didn’t know the business; and I think this is
a very, very, very young field, and I think there’s a lot of romanti-
cism and mythe whicl: are kind of bein - targéted for being fixed,
and until we see how it evolves we don’t know what needs to
fized, and I guess I wouid say that the FDA’s kind of approach to
this 18 a testimiony to the doggedness of organizations; and.that

even though it may not be possible, they’re going to.go aheed and
do it. They'll try to do_something. They’ll come up with an answer,
;?ng,%}ig@l@@ﬁ though it may not really match any kind of really
al ute reahty; R - - - B ,

. One other background Etijéife,of information is that we talk about
the expert as sort of the knowledge about the field as being the ex-
pertness, and it's sort of—that’s the romantic part. We kind of
think of medicine as being Sherlock- {olmes. That’s sort of the es-
sence of medicine. But a whole lot of -he medicine is gathering the

facts. It’s sort of the dog work before. - -

- I'd like to make an analogy. We could automate an automobils to

drive through a street; if the driver typed in, “There’s a truck
three feet ahead of me and”—you know; full details as_he drove
along specifying exactly what's there, the car could easily be pro-
grammed to get around ill those vehicles if he gave the position,
size, and location of those other objects;(?uig that would be blatantly
impossible because people couldn’t spend the time typing in all this

119 1
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Stuff to get from A to Z, and +he big part of the medical computing

problem is getting all the facts about the patient 36 accessible tn
the computer. o ) o S
With that background, let me go to my prepared statements. I'm
going to try to answer all four questions that were explicitly asked:
How should medical information systems be verified and regulat-

ed? Two, what _should be donz to assare timely re-certification of
such systems? Three, who should be allowed to_use such systems?
Four; what shouid be done to protect confidentiality? @
_ _The first question; I think; begs a question, and that is, why reg-
ulate them at all? Some would answer, “because we’re on the briuk

of a radical new kind of computing brought about by artificial in-
. telligenice techiiigites aid that”—and this is thé Second one that’s

mnportant—‘“‘existing legal, sthical, and marketing forces are not
adequate to assure proper use of these systems.” ) )
- A criticai examinatior of the iiistory i medical computing and
the current realities of the resecarch in artificial intelligence refutes
this line of reasoning.
_ First the history: Artificial intelligence is not the only technique
for doing intelligent things with computers. Computers have been
doing intelligent things in. medicine; using statistical decision
theory, mathematical control theory; and plain old programming;
for the last 150or 20yeays.

In 1964; Homer Warner 28 published a landmark report about
computer systems that could diagnose congenital heart disease

with 90 percent accuracy: Dr. deDombal from Leeds, England,36®
has used a similiar approach with excellent results i1 a diagnosis
of the acute abdomen since the early 1970’s. In the :nidseventies
Howard Bleich 26 and coworkers from Beth-Israel Hospital devel-
oped a very proficient consultant about acid-base disturbances; very
accurate.3” In the midseventies investigators at Massachusetts
General Hospital; the University of Utah; my own institution, Indi-
ana University; implemented rule-base systems that review pa-
tients’ computer-stored records (and Dr. Reed described some of

these) and remind physicians about a patient’s condition needing
attention. These are ali built with plain old programming; no

words or talk about artificial intelligence at those times:38. =
__In clinical trials; we and others have shown that physiciens in-
crease their use of the intervention suggested—in our case it was
preventive care—by a twofold to fourfold incresse among eligible
patients. . .~
__ Interestingly; in our experience phyoicians only mmcreased what
they already meant to do. We didn’t teach them to do anything
new. The new kinds of things they refused to do: So it’s kind of an
activator rather than & convincer.

38 Dr. McDonald asked that “accessible” be changed to “into.”’ S —
__3%sDr Homer Warner, M.D.; Ph.D,, is chairman of the Department of Medical Informatics,
University of Utah, Salt Lake City, UY. - - ~~ -- - - - —-—- . - .-
_ 38 Francis 'T. deDombal, M.B., M.D., is a consultant with the Leeds (U.K.) Area Health
Authority ExidRéidéiuiﬁ,CliiiiémIﬁrétﬁiitiailinthéﬂﬁiiégﬂg{,éfbééd@;, I —
Bbfs,'?iDriw}%oward Bleich is codirector of the Center for Clinical Computing; Beth-Israel Hoepital,

37 Dr. McDonald changed this to read, “. . . acid-base disturbances.- It was.very accurate.”

38 Dr. McDoniald asked that the phrase . . | no word . . . times.” be deleted.
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Diagnostic srograms have been around since the midseventies.
In fact, computer diagnosis with the electrocardiogram has been

very successful, and this is a commercial_venture that Dr. Baker
didn’t mention; because it's not tied to artificial intelligence, but is

now_employed in over 10 percent of all electrocerdiograms ana-
lyzed in this country done by computer and ver:’ accurately.
__Computer-controlled drug infusion machines are aiso gaite stc-

cessful. They can reach & target goal, such as normal bload pres-
sure, muck faster and with lsss overshoot than conventional
manual methods. They use the same control theory that pilets use

or computers uge in 747’858 {o land the planes, and that's how 1

understand*® why we don’t bounce so hexd when we land or 747’s
like we do on the smallerones.

_In the absence of any relevant regulations, the medical prois-
sionhas been very cautious and criticai in the acceptance of this

kind of in‘nlligent computing. In fact, computers [physicians] have
largely rejecied the above-mentioned consuliing programs becavse

they required considerable physicians’ time to input patient data.
Physicians are excellent arbiters of time, and they’ll do things that
save them time and they’ll not do things that cost thsm more 2°
time. - o . L : ]
__Diagnostic programs that do not require_human data input, such

as the EKG [electrocardiograph] analyses, have been well accepted,
and these have remarkable disgnostic accuracy, a 98- to 99-percent

accuracy. However, the vast majority of these now commercially

sold are sold with physician, human cardiologist, overreading. The
computer puts it out, and the human double reads them. They
start out with less of this; and it’s alniost gone to alwiost 100 per-
cent, is what I am told.4!

. This highlights the cautiousness,*? the existing cautiousness, of

the profession. History therefore argues that malpractice concerns,
ethical standards; and tradition impose substantial and conserva-
tive controls on_the adaption of intelligent computer systems by
medical professionals: This is certainly not an out-of-control situa-
tion that cries for external regulation: . : S
.. In addition, though artificial intelligence has made and will con-

tinue to make important contributions to the field of medical com-
puting; it’s not a magic bullet that will rapidly solve the remaining

barriers to intelligent computer systems in medical practice. -
.. One barrier is the slow speed of the physician-computer inter-
face. If the physician has to spend 20 minutes talking to the com-
puter about his patient to do something he could do or ger out of

hxétpcm]aéultént in a coup:2 of minutes, he won’t do it. [Use the com-
puter.] . - . e o

__In_addition, there are difficulties in transferring clinical data
among computer systems, for example, from a laboratory system to

a decision support system. These are really very difficult barriers

L Di:"MéDéﬁd changed this phrase to read “control theory that computers in use in 7478
use . . . T T T

22 Dr. McBDonald asked that “how I understand” be deleted:

10 Dr. McDonald requested deletion of the word “more,”
A1 Dr. McDonald changed this sentence to read “They started out with less of this [overread-
ing}, and it's gone to almost 100 percent, I am told."” ) -

4% Dr. McDonald requested deletion of the phrase “the cautiousness . |
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which do require some standardization, and there are efforts now

underway under the ASTM [American_ Society for Testing and Ma-
terials] Subcommittee [to develop such standards] and the AMA
has been involved in that. = . - -
__In addition, there is substantial ignorance about what physicians
are really doing when they decide and where in the process com-
puter support will be most helpful. - .

Finally—and this may be antireligious—there is a_genuine
dearth of empirical data on which to base detailed rules about care

for patients. We pat ourselves on the back, we in the medical pro-

fession, for all the progress ws've made in the past 50 years, but
we're still. looking through a mirror very darkly—very, very

darkly; and I don’t think in terms of the medical knowledge43 of

what diseases are that we don’t know more than 5 or 10 percent of
what we need to know to take care of patients. Legionella is not a
new disease. It was around since at least the early 1900°s. We just
didn’t know abc 1t it. We called them [the cases of Legionella] all
pneumonias. o
_. Considerable research, such as that supported by the National
Center for Health Services Research and the National Library of
Medicine, are required to solve at least the informational problems
I've described above. = S ,
...Hype also surrounds discussions of artificial intelligence, and

Walter—and I'm not sure ll be able to spell this right—Metiscela

from TRW (TRW is one of the most experienced large program-
ming project companies; and they’re one of the few that are able to
stay very reliably within their estimation of time and materiais to

finish programming projects) kas found that Al offers no more rea-

soning capability than conventional computer algorithms and that

humans are required when reasoning is needed, particularly for
unexpected events. I would submit that physicians or some other
bright humen is going to be required to oversee what computers do
on complex diagnostic decision processes, thuugh they may find
very, very helpful the outputs from various sy-tems and support
programg4¢ T ,

__In this context, the notion that physicians will turn to a comput-
er’s advice exactly as they would turn to a human consultant, I
think; is science fiction, and this is discussed in more detail in the
written testimony. =~ )

_. In short; I think there’s no current need for standards or regula-
tions in medical computer software whose outputs are interpreted
by a medical professional. Wrong or out-of-date texthook informa-
tion has the same potential to misdirect the physician, yet we

haven’s tried to standardize or regulate textbooks. ~ =~ =~

The _history of medical computing suggests an existing strong
critical and conservative process in the acceptance and adaption of
such systems. The field is still in its infancy, so it’s much too early
to talk about what’s really. needed and what to regulate. Further,
any regulation is only likely to stifle the development of this one

o Dr; McDonald asked that this be changed to read . . . very, Very darkly . . . In terma

o — - - - . el
---44Dr. McDonald altered this sentence to read .-. . though they may find the outputs from
various systems and support programs very, very helpful.”
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technology which I think is going to be a Godsend to cost savings,
(to answer an earlier question in terms of efficiency). The medical

field is way behind most industries in the use of information sys-
tems to improve efficiency in their process. . o

- Regarding the second question, regarding how often databases
should be updated; this; I think; should be answered by those who
use the systems. Remember that physicians have had 9 to 15 years
of post-high-school education in biology and medical sciences:
They’re well aware of the limitation of their informational sources
and have always operated accordingly. _ S ,
___Market forces have been adequate to determine the frequency of
updating of classical medical textbocks. There’s no reason to expect
that similar forces will not operate efficiently on computer support
systems. ,, N
__Questions about what kind of individuals should be allowed to

use these is a difficult one: It certainly would be appropriate to pro-
hibit commercial use of such systems by nonmedical professionals.
On the other hand, although I say this with trepidation, I think it
would be arrogant and presumptuous to legislate against the use of
such systems by ordinary individuals for their own curiosity or in-

terest. Certainly they go to the medical library and they read medi-
cal textbooks, and I think the worst that's going to happen is we're

going to have an enormous outbreak of the sophbomore medical stu-
dent syndrome. =~

Whenever the medical students read a chapter on Hodgkins’ dis-
ease, the incidence of Hodgkins’ disease, at least visits for Hodg-

; goes up about 80 percent in the local practice organi-
zations. I had it myself once—twice—in medical school. And the
problem is, you can’t interpret the findings in the context of how

bad, and how serious, and how likely, and how often; and all these
other kind of things. L
__We can be sure that some individual will use and acquire such
systems, but the. consequences shouldn’t be substantially worse
than lay interest in medical textbooks and journals intended exclu-
sively for physicigans. .~~~
__A last question deals with confidentiality. Clearly it’s important
that medical information remain confidential, and technical means
are available to provide almost any level of confidentiality re-
quired. In fact, there’s been a recent Federal report detailing all
%i,é, range of security appropriate to various kinds of computer sys-
ms. - :
__Now the most extreme forms require large passwords, like 10 or
15 typed characters, changed each day, so you have to memorize a
new one each day; narrow restriction of access by passwords; so you
only get certain limited kinds of information; and special shielding

of rooms containing CRT’s and computers to prevent monitoring by

microwave snoopers. This [microwave snoopers] is apparently a

fairly easy technology; that you can see S the signal coming on the

CRT by pointing devices at it. They [the standards] also require en-

tl:ilg'ption of all stored information and elimination of any dial-up
es.

4% Dr. McDonald changes this to read “. . . that lets you see . . .”

3
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__But when trying to decide about security; we have to consider
the costs. Obviously there are dollar costs. Security keycard readers
on every terminal could easily add 20 to 80 percent to the total cost
of hospital information systems, in which you are now talking in
terms of 500 or more terminals. The cost of protective shielding to
prevent microwave snooping could be prohibitive. I mean; you
might have to shield the whole hospital and all the buildings and
all the rooms. . o - o

There are other costs, and the most difficult problems—and these

are really the opportunity costs—the most difficult problems physi-
cians face taking care of acutely ill patients is obtaining past infor-
mation about the patient. I remember too well the hours it could
take to obtain a hospital chart when I was an intern at Boston City
Hospital. Today, a large chunk of every physician’s day is spent
finding, organizing, and assimilating information about individual
patients:. . S - - o
__What we really need is faster and easier access to medical infor-
mation; particularly if we’re going to make medical care less costly.
Yet the security protection we place on medical systems—the more
we place on it, the more difficult it can be to obtain the data, and
even small barriers can make such systems very difficult to use by
physicians:. . . . s
1 don’t think this is just a matter of politics; of what they’d

prefer, but just the daily operational realities. A physician may
practice in three or four different hospitals and have only an occa-
sional patient admitted to any one of them. Thus, he may forget
his access code. How does he take care of his patient that day?
- If security allows him access to only his own patients; how wiil
he take care of [patients] when he is cross-covering for his partner
who’s off sick or suddenly had to leave town? If a patient suffers a
cardiac arrest now, how do I take care of the patient in that room
%vl}o ngﬁi'ré no access to? How am I going to find out what drugs
esons .. _ - B
If security is so tight that it interferes with daily opsrational re-

alities, the reality is that people subvert it, and in fact in those hos-

pitals that have very; very tight security, what you'll often see is
the general password written on the terminal. You know; they
have all the limited, limited; limited; but that kind of takes care of
it so people can take care of their problems.4¢ :

. So some level of security is required. At a_minimum, access to
prcgrams that can search across patient records and display identi-

fying information should be very, very tightly protected. Tight con-
trol should also be applied to terminals that are not in patient care
areas. I submit the physical location will tend to prevent access by
outsiders in patient care areas just as it does for the manual chart.

We don’t believe it’s practical to limit medical or nursing staff
access to only their patients because of the problems of cross-cover-
age, rotations, and emergencies. Institutions should have some way
of limiting access to medical data about VIP’s or other individuals
who may be under special threat of snooping. Similarly; the capa-

- 48.Dr. McDonald changed this to read “You know; they have all been limited; limited; limited,
but they take care of it so that people can solve their problems.”
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bility of restricting access to certain kinds of data, such as venereal
disease, might be desirable. =~
_ But we really don’t know what the costs are, the values of this
data is; there really isn’t much idea about what the risks are from
all this snooping that we worry about. It would be much easier to
determine the level of security required if we had measures of the
real threat. How often do unauthorized personnel try to access

medical records and manual systems? How much could it be worth
to them? Does anyone know?

Billing records contain diagnosis and procedures, and laboratory
results are transmitted between hospitals and Blue Cross insurance
companies across the country over the regular telephone with no
special protection. Current operational procedures—this suggests
the medical privacy threats are mnct large, but I think we need

some studies, or better understanding, or estimates of what they
Thank you: - e
[The prepared statement of Dr. McDonald follows:]
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Committee on Science and Technology, March 18, 1986.

Written Statement by Clement J. McDonald, M.D.

medical information systems, part time since 1964 and as my
major research interest since 1972: I practice medicine

and take care of patients In wards an

basis, and so have a sense of what physicians want from
computers. I have been asked by this committee to address
four issues: 1) the methods by which information systenms
Ei’iéﬁia 56 Véi‘i%iéa éi'ia i‘égﬁiétéa; 5) wﬁaf Si’iéﬂj;a sé aéﬁé to

assire timaly recertification of such Bystems; 3) who
should be allowed to use these systexs, and 4) what should
;

be done to protect confidentiality of computer-stored
sedical records.:

';'i’ié’ sense 61: sone 61: éﬁééé ﬁﬁééfiéi’ié Eﬁg’g’éﬁﬁi some
people expect more from artificial intelligence than it is
likely to deliver. There may alsc be misconceptions about

the nature of ;ééié;i 5;;E£i5;; and the kinds of tools that
physicians nesd &nd will accept:

First, it should be pointed out that artificial
intelligence is not the only means by which computers can

do intelligent things in medical practice. It is one of




L _______ I o . oL
many available methods which include: statistical dacision

theory, mathematical &ontrsl thesty and just plain oid

-

- - . N B
progranming. Moreover, thesd latter approaches have been
around much longer than artificial intelligence and have
been used long enough in real clinical settingds to gain

The history o6f wadisal coRputind §oes back to at least
the early 60°a. Progress has been steady but siow. In

statistical techniques. Dr. DeDombel from Leeds, England
has ised a similar approach in a computer program that
diagnoses the cause of abdominal pain very successfully.
His program has been used in many countries.

Plain old programming has alsc made important
contributions. In the mid 70’s Howard Bleich and
co-workers from Beth-Israel hospital in Boston; developed &

patient. The computer, in return,

information about
would provide advice about both diagnoses and treatment.
This program was made available in over thirty Veterar’s

Administration Hospitals.

1:5?7i§<i4£
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In the mid 1970’8 inveatigators &t Massachussetta
General Hosplfal; the University of Utah and my own
institution, Indiana University, implemented rule-based
systems that would review a patient’s computer -atorad

record and remind ihbsiéians aSOﬁi Eéﬁdiiiéﬁé ﬁééélﬁé

ere based on plain old programming.

€

asttention: THesa to56
In controlled trials, we were able to show that among

physicians who did not receive computer remindera. OuE
firat atudy of this ayastem was published in 1576.

In the late 70’s a major drug company marketed a aystanm
for diagnosing pediatric diseases. Physicians conld dial
Gp to the remote compiiter, enter three or four findinga to

remember congenital ayndromea. In the mid 70’5, Gomputer
diagnosis of eluctrocardiograms was developed and since has
been successfully commercializaed: CUErently, around 10X of
a1l the electrocardiogranms in this country are read by
computer. Theae systems use plain old programming to make
their diagnoses. A

In the late 1570‘a; studies of the use of computers to
manage intravenous infusions S0k 88 Fliids, blood and IV

medicines vwere undertaken. Computer controlled infusion
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jachifies are now guite successful: They can reach a target
goal, such as a normal blood pressure, much faster and wlth
less overshoot than conventional manual methods. These
same technigues computers use to land a- 747.

There has been no mad Fush By Chie medical community €6
instail the abova systems despite their demonstrated

penefits. Physiclans hardly used the services of the acid

" pase consultants or the pediatric diagnostic program when

s e - - - e o
they were made availablée arnd as a result, these two
prograns were removed from the “marKet". Some of the other

systems mentiocned above have spread to other sites, but the

spread has been slow, certainly much slower than the growth

in use Bf iiiég’iiig’ fééi’iﬁiques suci’: a:l CAT scans and

Gitrasound: These obsefvatioiis Bhould assuage any cemcerr

that physicians will rush out, buy new diagnostic computers
1] -

and apply their advice willy-nilly.

theoretic problems hinder the adaptation of such systens.
One such problem is that the interface between physicians
and computers is still too slow. The development of Faster
methods by which physicians could communicate with

cosputers is currently a subject of important research work

Both in artificial intelligsfice and other lsboratories.

Until improved methods sre available the physician time

:
5o
SEN

60-803 0 - 86 - 5 -
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cost of "talking” to conputers is too high for long
conaulting dialogues. Consequently, dacision support
aystems will be most successful when they can make thair

decisidna an the basias of internally-stored cata, for

example from a computer-stored record. But, building
computer-stored records is difficult because of lack of

In addition there is still a great deal to learn about
how to assiat physiciana in making decisions and when they
nead help. Fiially, there is a real dearth of empirical
dats on which to base detailed rules about how £5 take care
of patients. Though medicine pats itself on tha back £or
all that it has learned in the past S50 years, we have
learned orily a Ejaii fraction of what there ia to know.

computing. But it ia not a magic bullet and will not
SImply sweep away the above problama. Conaiderabls
and National Library of Medicineé, are required to davelop

the ideal consulting aystem. Moreover, artificial
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intelligance will not be the only approach applied to

dacision support systems. Statistical technigics will also

iﬁéﬁiﬁei‘ possﬂbié ﬁigééﬁééﬁfiéﬁ ié fﬁé ﬁétiah fhdf
pliysicians would turn £6 the computer and take its advice
as they would from their consultant colleague. This is
science fiction. Let me explain. First; a computer will
not know as much about the patient as a physician: The
phiysicisn gathers immense smounts of information aboit &

eyes, the tone of their voice, and so on. In fact; in an
instant; the human observer watching & patient walk into
their office knows the patient’s approximate age and their
sex. They also ﬁ;bﬁ that the patient is not unconscious,
has no significant neurologic disturbance, has not
awallowed a cyanide pill, and has not suffered a gunshot

wéﬁﬁd éﬁd 80 on. if wéﬁia féké a ibﬁg session séfﬁééﬁ
physician and computer for the physician to inform the
computer of all of these observations. And physicians

explaining the full status of their patients to cComputers.
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In the time If would take to dg 80, the physicisi ceuld

. complate tha work of an entire patient visit.

Finally, even if the computer knew all that the primary

physician knew about tha ﬁitieﬁt; it may not know as nae
about the patient as the consultant would. One of the noat
valuable contributions a human conasultent makes is the
separate history and physical they perfori. A consuitant’s
discovery of an unnoted historical fact, o. the amall lunrp
on the thyroid may contributs mors to the diagnosia than
their special knowledge about the diseases.

'Finally, there are potential problems “ith tha coupling
of physician descriptions of patisnts to the computer’as
internal thresholds for making decisions. Physici-na oftan

disagree about how loud a héart Murmur is, or how dsep

ankle edema i&. Thia, an expert system ia likely to differ
vhen differsnt phyaicians describe the sass patient.

In sum, the 1%55 that physicians would take a risk with
a patient simply because tha ééiﬁﬁfét.téia them to; ia
naive. Cardiac arrest alaris often acund for patients who
are sleeping quistly or eating iunch. But physicians never
run in tc cardicshock such patients. When & lab teat comea
back with an unua -al abnormality, physicians don’t rush to
treat it. They assume it is wrong, and repeat it. By

habit and training physicians trust their own ebsarvationa
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aid views Far more than those of others. Second and third
year residents often disdain the advice of & senior Staff

blindly take computer advice. The experience of commercial
elactrocardiogram diagnosis systems -~ the only commercial

siiccess of computer diagnosi

Eyéféﬁﬁ - ié iﬁfﬁr éﬁivé;

o

Alnost every commercial system offers cardiologist
over-read of the computer-read EK%’s. More important, the

thé alactrocardicgrapliic workload of some companies.
None of this i3 to say £hat computers won’ € pfévidé

useful and important help to clinical care. On the

afficiency and reduce the error rate in medical care. Such

Systeds will hava tha graatest potential when they can maks

decisions solely on the basis of informaticn captured from
1

readings and 80 on. And in these cases, when no human
iriftervanies between the primsry data and the decisions,
standards mnay be rieeded. But For 6réiﬁify medical decision
making, the computer outputs will caly ba an assist to tke

physicians dacision process. There are likely to be a

raat variety of different kinds of assistance systems.

o

Sone will provide sasy access to precisely the information
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wanted froi textbooks and journaleé. The Bsuccess of thase
of the retrieved information: Others will help physiciansa
who are searching for diagnostic or therapeutic idess in

therapies. The quality of these systems might be judged by
the comprehensiveness of the options they offer. Still
other systems might remind about tha dangers of a
particular drug, 1n Iight of the patient’s clinical
Nistory, or about a diagnostic possibilify not currently
under consideration. The absolute accuracy nf these
reminders may not be important as long as théy offer good

ideas often enough to be worth reading. Caertainly,
diagnostic assistance programs will not have to be 100%
Gorrect £o be halpfiul. In fact, ailmost nothing is 100X in
medicine. Physicians are accustomed to high ratas of false
positives and false negatives from test resulta. For
example, when a mammogram suggests tha prasence of breaat
cancer, tha true chance of breast cancer is leas than one
out of four or five. Yet, mammography is a very usaful
test because it detects cancer early enough €6 Gure. Thus,
we can afford to accept soia false positives to find the

patients with true positivas.

131

Othef systens may suggest very specific donages, o
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Yoy
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intervals of testing based on cost benefit calculations.
Or & simple scale; such calculations are now being done in
many haéﬁifiig to dééidé fﬁé A6§Egé§ of some intruvenoas

antibiotica and asthiha medications. Siuch systems do reduce

kiiowladgs: They would be intended to execute rules fed in

by the local physician according to personal standards of
care.

any way equivalent to human consultants. Consequently, we
thifik It is premature to even discusa the development of
formal standards for medical decizior SUPPOrt aystems. We
understand too little about the rhysician’s real decision

processes; and even less about where they need help in this
process. We can envision a great variety of such ayateas
with wide oailéig of goals and purposes that would confound
any uniform atsndard or regulation designed at this point
in tine. But we simply don’t know exactly what the field
will bring. Asking the field to define such standards now
wobld ba Iike asking Orville Wright how he would regulate
the airline industry. )
Horeover, considering existing legal and ethical

10

Y Y
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the wedical proTession, it is quite possible that extarnal
standards will never be needed. Certainly; there are
strong parasllels between the evidence provided by medical
textbooks and monographs -- @spécially those that inciude
flow charts and algorithms, and the guidance provided by a
decisisn SGPPGFE Bysten. Wrong or out-of-date taxtbosk
information has the same potential ko misdiract tha
Physiclan. Yet, we don’t try to standardize or ragulate
the textbooks or other pubIished advice. Narket forces,
physicians; and the ﬁﬁsliéhiﬁg industry seem well able to
distinguish the good from the bad in their reading. They
shoiild be abla to do the same with medical decision
Systena.

Physicians tend to be overly suspicious and untrusting
of computar Systams and botherad by the time they consuma.
To inpasa Btandards on the field at this juncturs &ould
Stifls an infant science would stifls th& growth: Tha
medical industry has been &n& 6f the slowest to uas
computers to reduce tha cost and raise the quality of their
“product”. An overburden of rules and regulations weuld
orily add to tha delay -- a delay we can hardly afford
considering the medical care currently consumes 10% of the
national product.

The question about how often databases should be

11
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updated should be determined by those who use these _/
aystema. Remember, physicians have had from 9 to 15 years
of post high school education in biology and medical

sclences. They are well aware of the limitations of their
information sources and they operats sccordingly:. Market
forces have been adequate to determine the frequency of

updating of classical medical textbooks. There is no
well on the computer support systems.

The gusstioh about wWhat Xind of Individuals should be
aliowed to use thease systams is & difficuli one. On the
one hand these aystems are likely to be designed to

sssusa that the user has the background and eXpariefice of &
ﬁﬁ?iléiﬁﬁ; It would be appropriate to prohibit commercial
use of such systemas by nonphysicians. On the other hand,
it would be ;;;SQEBE.QBE presumptuocus to legislate against
tite use of such systems by ordinary individuals for their
own curiceity or interest. And we can be suteé that some

purposes. The consequences should be no worse than that of

for physicians or altarnate haalth cars Books now oi

booKatsta Shélves:
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K<ﬁ .fh;\i;sﬁ.qﬁéifiéﬁ desls with the confidentiality of
medical rgcords. Clearly, it is important that medical
information remain confidential. Technicsl neana are
required. In fact; & Federal report details the range of
security appropriate to various kinds of computer systems
is available: The most extreme forms require large
Passwords, changed each day, narrow restrictisdn of sccess
by password, special shielding of rooms containing GCRTs and
They aiso require enctyption of aii stored information and

Slimination of any dial-up iines. But when trying to
costs. Obviously, thera are dollar costs. Security
keycard readers on every teriminal couid easily add 20-30%
to the total cost of a hospital computer system. The costs
be prohibitive. There are other &68ts: The sost difficuit
problems that physicians face on acutely ili patients ig
obtaining past information about that patient. I remember
too well the hours it could take to obtain a hospital chaxt
heh I was an intern at Boaton City Hospital: Today, a
large chunk of every physictisns day Is spent finding,

organizing and assimilating information about individual

13
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patients. We need faster and easier access to our

patient’s medical information. Yet the more securify
protaection wa place on a medical system the more difficult
the information will be to obtaiii. And even small barriers

impossible. A physician may practice in three or four

different hospitals and have only an occasiocnal patiant
admitted to any one of them: Thus, he may often forget his
sccess code. How will he obtain his patient’a recorda? If
security allows him to access only his own patie:.*s; how
will he review his partner‘s cases when cross coverifig? If
a patient snffers s cardiac arrest how will the hearest
phyaician be able to help? Finally, if security is so
tight that it interferes with the routine operation of a
hospital, people subvert it. It is not uncommon to sae
institutions where the password control Is very tight:
Clearly, some level of security is required. A
practical minimum might be to tightly limit access to

patient identifying information. And apply £ight password
control over terminals that are not in patient care areas.
Physical location will tend to prevent access by ou%siders

in pstient care areas, just as it does for the manual
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chart. We don’t believe it is practical to 1imit ths
medical or nursing staff access to only their patisnts
because of the problem of Cross coverage, rotations, and
avergercies.

under a special threat of snooping: Similarly, the
capability of restricting medical staff access to cerfain
Kinds of data, e.§., venereal disease tests, might also be
dasirabla. ’

It would be much easier to datsriilnié tha lavel ot
security required if measures of the real thraat to privacy
vere availabla. How often do unauthorized personnel try to
access medical records in the manual systems? Does anyone
know? Hospital record rooms are rarely guoardaed. Anyone
with a white coat can wender in and take & chart out.
Billing records é'éiii:iii-iiﬁsi diagnoses and procedures, and
laboratory resilts are transmitted between the hospitais
and Blue Cross inasurance companies and between 1aboratoriss

and practices all over the country without any special

that the threats to medical privacy are minimal. But we
need better estimates about the kinds of privacy threats

that exist and their relative risk:

Indgi
‘h. ‘
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Acadenic and Professional Positions

1972 - present _ ___. . o -
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Applications in Maedical Care.

Executive Board, Collage of Medical Informatics
Managing Editor, M.D. Computing, a Springer-Verlag
international journal.

Reviewer for the New Eﬁgiiﬁa,iaﬁfhii af ﬁédiéiné, Annals of
Internal Medicina, Journal of the American Medical

Association and others.

O

ERIC

Aruitoxt provided by Eic:



O

ERIC

Aruitoxt provided by Eic:

139

ehent J. MeDonald, M:D.

Cc
P 3

le
Pac

g

géiecfed §u$iica£ions
McDonald CJ. Chapter 4, Medical Records: Ambulatory and

Inpatient Systems. An Introduction to Medical Computer

Science, 1986, Edited by Shortiiffe, Wiederhold, and Fagan.

McDonald CJ;_ HBui SL, Tierpey WM. Diuretic-induced ,
laboratory abnormalities that predict ventricular :ctopy. J
Chron Dis 1986;39:127-135.

McDonald CJ, Tierney WM, Hui SL.VFrench ML, Leland DS,
Jones RB. A controlled trial of erythromycin in adults with

nonstreptococcal pharyngitis. J Infect Dis

1985;152:1093-1094.

McDonald CJ; Wheeler LA; Glazener. T; Blevins L:_ _A_data
base &pproach _to_laboratory conputerization. Clinical
Pathology 1985:;83:707-715.

Darnell JC, Hiner SL, Neill PJ, Mamlin JJ, McDonald CJ, Hui

SL, Tierney WM: After-hours telephone acce557 gfphygigxggs

an_inner-city general medicine clinic). Nedicel Care 1985;
23(1): 20-26.

Tisrhiay WM, McDonald; CJ, MECabs G: Séram POEEssiia
Testing in Diuretic Treated ODutpatients: A& Multivariate
Approach. Medical Decision Making S; 1: 89-104.
ﬁ;ﬁ;ﬁ;;afﬁ;ii The medical gopher -— u ;ié;ééé;ﬁﬁé;; SEQ;&
physician work station. Proceedings of .1984 Symposium on

Computer Applications in Medical Care; 453-459.

ncDaﬁEla CJ, W;ederhold G anborg DQ. A discussion of the
draft proposal for data exchange standards for clinical

laboratory results. Proceedings of 1984 Symposium on

Computer Applications in Medical Care; 406-413.

McDopald CJ; Hui SL; Smith_DM; Tierney UM, Cohen SJ;
Weinberger M: Reminders to physicians from an _ _
introspective computer medical record. Annals of Infernul
Medicine 1984; 100: 130-138.

McDonald CJ, Blevins L, Glazener T, Lemmon L, Martin D,

valenza M: CARE: A real world medical knowledge base.

Proceedings of the Compcon IEZE Computer Society

International Conference 1984; 187-191.
iéiéﬁiié"éi; Ms=zuca SA; McCsba.GP: How much of £ha

placebo "effect"™ is really statistical_regression?
Statistics in Medicine 1983: 2! 417-427.




O

ERIC

Aruitoxt provided by Eic:

140

Ciement J. McDonald; M.D:
Pace 4 -

NEDSRald CJ: Computer technology and continuing medical
&ducation. Moblus 1583; 3: 7-12.

McDonald CJ, Blevins L; Glszener T, Maas I, Lommon L,
Meeks-Johnson J: Data bass managemen -» feedback control
and the Regenstrief Madical Record. J Med Svstems 1983;

7: 111-12S;

Wilson GA, McDonaid CJ, HeCabe GP: The effact of immediate
access to a co terized medical record.on phiysician test
ordering: a controlled clinical trial in €he eaergency
room. Am J Publie Hemlth 1982; 727 &98-702.

HcDonald CJ: Action-oriented decisiona- i .
medicing Yearbook Medical Publishers, Chicago; 1981,

McDonald CJ, Wilson GA, HcCabe Gi: Physician raesponss to
computer reninders. JAMA 1980:; 244: 1579-1581.,
HcDonald CJ, Hurrey R; Jerts D; Bhargsve B, Seager J,
Blevins L: _A computer-based record and clinizal

monitoring systen for ambulatory care. Am-J Public Health

1977: 67: 240-245.

EcDonald J: Computer reminders, the quality of Saré and
the nonperfectability of man. N Enel J Med 1976; 295:
1351-135S.

HcDonald CJ: Computsr diagficsis of acute Abdoman.
Master‘’s thesis, -April 1968,




141
' Mr. VoLeMER. Thank you very miuch, Dr. McConald.
Mr. Belair. -~ I
Mr. BeLatr. Thank you, Mr. Chairman.

.. I always tell clients that if they’re the last witness of the day,
- that they ought to make it very; very brief. Of course; they usually
‘don’t pay any attention to me; but I will try to take my own advice
and make thisbrief. ] ]

Let me commend you; Mr: Chairman, and the members of your
subcommittee, for taking an interest in health record privacy. I'm
sure it’s not for a lack of other things to do, and this is an issue—
it's a difficult issue, it’s an insidious issue, it's one that does nov
have easy answers; and it requires a lot of work, and, judging by
your questions here at the earlier panel, you’re obviously prepared

to do a lot of work and have done a lot of work, and so I certainly
commend g@ii, for your interest. === ,
. Let me briefly summarize the state of privacy law today as it re-
lates to health records, and, in a sentence, the state of that privacy
law is very pocr; it’s very unprotective of patient interests in confi-
dentiality and privacy and provider interestaswell. =
__For example; the law ought to provide for a sure and easy and
ready way for patiunts to have access to their Lealth records, and
although we’ve made. a lot of progress in that area, the law is still,
%go means, a predictor or an insistor on patient access at all

We ought to have a law that has very sharp limits on the dis-

semination of health record information to third parties, obviously
the key to much of privacy and confidentiality law, and in fact the
law today seldom doer. = = L o - ~

- We need very desperately to have effective controls on the redis-
closure of health record jnformation by third parties. Today, as we
all know, in this room there are a myriad of third parties who do

not provide health care and who, nevertheless, must have access to
health records for payment purposes, for research purposes, for em-

ployment purposes—and employers are increasingly involved in
this in the health care process. Nevertheless, all too often when

these kinds of parties get hold of health record information, the

c%ntrol:eon their redisclosure and reuse of this information are in-
acequate. =~ _ L .

Automation—there’s been a lot of talk, obviously, today about
avtomation. The bottom line, I think; from a privacy standpoint is
that automation of health records simply makes it easier to collect
the information in the first place, easier to retain it; cheaper to
retain the information, and easier and cheaper to say yes to re-
quests for the disclosure of the information. '

__It doesn’t mean by any means—and this is why it’s such a diffi-
cult issue—that we ought to be opposed to the automation of
health records. Indeed; as a couple of the folks here this morning
have pointed out, there are some real benefits from a privacy
standpoint for automation. It is oftex easier to protect the informa-
tion in an automated system, easier to introduce data quality pro-
tocols that update information, that have logs that keep track of
dissemination, and so forth, but, nonethless, there is a threat.

_For example, when we’re talki uters for

, > e talking about the use of co
diagnosis and diagnostic systems, what that runs the risk of doing
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is increasing the amount of information about specific individuals,
personally identified individuals; in automated systems. It doesn’t

have to, but we certainly have that risk. @~
__Another especially troubling area of the law is that the Federal
Government, which has such a key role today in health care—as a
provider of health care; es a sponsor of healih care, as a payer for
a great deal of the Nation’s health care, as a researcher in public

health—the Federal Government is intimately involved in virtually
every aspect of healthcaretoday. =~ =~~~ ~
We ought to be a model; here at the Federal level, for how health
record information is collected, and used, and disseminated, and al-
though the Congress has made efforts in this regard—and I sup-
pose the most important effort is the Privacy Act of 1974—the fact
remains that we've gota longwaytoge. @~
__The Privacy Act was a bad law 12 years ago. It hasn’t gotten any
better; it's gotten worse. It simply fails to introduce adequate pro-
tections on the collection, and the use, and the redisclosure of
health record information, and my statement goes into some of
these issues In a little bit more detail; B
Let me close by addressing, I think, something that we’ve always

got to address when we’re talking about reforming law, and I knovw
that Members of the Congress feel this acutely, and that is, “So
what? Why do we care about improving, snhancing the protections
for patient privacy?” === = = L
__ We care, in part, I think, or ought to, because the public cares.
Every public opinion poll that’s been taken on the issue of privacy
shows that the public cares most about the privacy of their medical
records, more than financial records; more than educational
records, emﬁloyment records—any other kind of record. =~
Second, there are real adverse effects that flow from the improp-

er disclosure or use of health record information, tangible effects:
People lose jobs; they lose promotions, they lose opportunities for
insurance, they lose opportunities for credit; there are adverse rela-
tional effects: relations with family members, with spouses, or
friends are interrupted and, in some cases, destroyed. =~
__Therapeutic effects. The doctor-patient. relationship is built, .in
gome measure, on an element of trust that a patient can be candid
and forthcoming with his physician and that_ that information
won’t 50 any further. That underlies the old pledge of confidential-
ity and the Hippocratic Oath.48® 1 think it explains why virtually
every provider organization—AMA [American Medical Associa-
tion]—the American Psychiatric Association, the AHA [the Ameri-
can Hospital Association] all of the major health associations have
either published model confidentiality laws or they’ve adopted posi-
tions which are supportive and comprehensive on the question of
privacy. __ , - , o o B
Obviously, too, there are devastating personal effects—stigma

and embarrassment; emotional distress; trauma: What we don’t
have, as Dr. McDonald so rightly pointed out, is any empirical in-

__48 The Hippocratic Oath states; “. . . And whatsoever I shall see or hear in theé course.of my
profession . - .-, if it be what should not be published abroad, I will never divulge, holdinﬁm 1
tl'iigi%ﬁofﬁigeég;ﬁly %é)i‘ét’a." (John Bartlett, *Familiar Quotations,” 15th Ed. (Boston: Little, Brown
an b , p. (9.
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formation. We don’t know what the cost is; we don’t know what the

incidence is; we don’t kniow how pervasive it is. We've got lots of
anecdotal information; and I put some of it in my prepared state-
ment. = = o .
__ I used to be the general counsel of something called the National
Commission on the Confidentiality of Health Records; and that’s a
now defunct organization, but we used to get over 100 complaints a
month from patients about the invasion of their privacy, and I just
pulled the first 5 off the top, and they are mentioned in my state-
ment. o L ]

A Sulphur, OK, woman who lost her marriage when it was im-
properly disclosed that she'd been tested for VD; a Kansas City
woman who lost her job after hier employer was told that she suf-
fered from severe depression; a Russellville, AL; woman who suf-
fered a severe emotional distress after pictures of her breast im-
plont surgery were improperly disseminated and circulated; an Ev-
ergreen Park, IL, woman who was denied entrance to the sister-
hood after the mother superior was told by a Catholic hospital that
this woman had been under psychiatric care; a Cushing, OK,
woman who suffered severe emotional distress—and I had some
personal communication with this woman at the time: She was one
of the grand dames of Cushing, OK, 90 years old, and it was dis-
closed improperly that she was being treated for syphilis. There is
an awful lot of damage that’s out there. We cannot quantify it yet,
and weneedto. o R

By way of conclusion, let me just reference an article that ap-

peared in the New England Jou:nal of Medicine that’s mentioned
in my statement. Dr. Mark Siegler kept track of the number of in-
dividuals affiliated with a hospital who get to look at a typical pa-
tient’s health record while the patient is in the hospital. He count-

ed 76 individuals, from the doctors on down to.the candy-stripers,
and his conclusion, based on that and some other factors that he
took into account, was that privacy as it relates to health informa-
tionisdead, itsamyth. ~  ~ , ,, o

L think that's a misdiagnosis, at least a premature diagnosis. It
isn’t dead, but it certainly is ill; and we need to take a good, hard
look at the law. That can be done in a way that’s progressive, in a
way that does not stop the kinds of initiatives that we heard about
here today. It takes thought, it takes ccoperation, we have to be
" clever: about it, but it can be done; and the NCCUSL has_now
adopted, and the ABA has unanimously endorsed, a model State
law that addresses many of these issues. = , S

The NCCUSL, as you know, is good; they've got a good track
record at getting their statutes adopted at the State level. So I'm
optimistic that it willmove. - =~ .
__1 think that’s an initiative that the Congress needs to follow, and
then I think at the Federal level the Congress needs to take a look

at the Privacy Act; take a look at the role that the Federal Govern-
ment plays in health care, take a look at automation and adopt leg-

islation ultimately that addresses health care and the handling of

health records at the Federal level.
ihank you, S _
[The prepared statement of Mr. Belair follows:]

147
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-Mr. Chairman, I am Robert R. Belair, a”parfner In
the law firm of Kirkpatrick & Lockhart, in. Washington,

D..C. I am pleased to have this opportunity to -

Chairman for their interest in this vital, but often

neglected, issue.
INTRODUCTION

_Before proceeding with my statement, I would 1like
to describe briefly my background. I have devoted a

good deal of my professional career to problems

related to health record privacy and other privacy

issues. I have served as a staff member for the
National Academy of Sciences' Proje~t on Computer Data

Banks in a Froe Society. I have also served as the
- Deputy General Counsel of the Domestic Council
Committee on the Right of Privacy in President Ford's

Administration.
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. ____Since leaving government:; I have served as ____ __
General Counsel of the now defunct Wational Commission
on the.Confidentiality of Health Records, a_federation
of 21 health professional organizations dedicated to.__
enhancing the_confidentiality of health_records.__More
recently; I _have served as_a reporter_ for_the National
Conference of Commissioners on Uniform State Laws®
{"NCCUSL") Drafting Committee on Health_Record. _. ..
Privacy._ _In_1985;, the NCCUSL adopted _the model Health
Records Act and since that time the Act has been. .
unanimously endorsed by the american Bar Association.
I _have also written and spoken extensively on the
subject of health record privacy.

__In my remarks this morning I _would like to talk
first abotit the importarnce of health record._privacy.
Following that I will summarize confidentiality and
privacy law as it relates to collection, maintenance
dissemination of health records and_patient access to

particnlar problems, including the automation.of -
health records,. that I think deseérve Congressidnal
scrutiny and action.

HEALTH RECORD PRIVACY IS THREATENED

Every publi€ opinion poll that hae addressed the
public_is vitally interested in protecting the privacy
of health records. Despite this interest, the extent
to which Americans-enjoy health record privacy has
declined _dramatically. Not long ago, Dr. Mark Siegler
published an article in the prestigious New England
Journal of Medicine (December 9, 1982) entitled,
Confidentiality in Medicine -- A Decrepit Concept".
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~- .Dbr. siegler Kept track of the number and type of

hospital employees who reviewed an "average" patient's

record. - The result was startling. pDr. Siegleér found

that the average patient's record was reviewed by 6

- doctors,-12 hospital officers, 20 nurses on three
shifts, 6 therapists, 3 nutritionists, 2 clinical
pharmacists, 15 students, 4 unit secretaries, 4
hospital financial officers, and 4 hospital reviewers;
Siegler concluded, "Let's not perpetrate the myth of
medical confidentiality -~ it no longer exists."
. . Unfortun:tely, we do not have empirically valid.
data. regarding the extent to which hospital_apnd other
health care records are reviewed or disseminated:.
what ve do have, however;, is ar impressive body_of
anecdotal reports. For example; a_Sulphur; oklahoma
woman lost her marriage when it was improperly dis-
closed that she had been tested for VD; a EKansas City
woman quit her job after her employer was told. that _
the woman was being treated for severe depression. &
Russellville, Alabama woman suffered severe emotional
distress after pictures of her breast implant surgery
were improperly circulated among hospital enployees.
An Evergreen Park, Illinois woman was denied entrance
to the Catholic sisterhood after a Catholic hospital
disclosed to the Mother Superior that the woiman had a

psychiatric record., A Cushing, Oklahoma woman . suf-
fered severe emotional distress after it was. disclosed
within the community that she was being treated for.
syphilis -- she was 90 years old. (Compiled from the
records of the National Commission on the Confiden—

tiality of Health Information).

ADVERSE EFFECTS OF PRIVACY INVASION
ADVERSE_EFFECTS OF PRIVACY INVASION

. .. Stories such_as_these are &ndléss. Thée-reason,
of course, is that the improper disclosufe Of health
record information can; and often does, have signifi-
cant adverse effects on patients. Such disclosure
adversely affects opportunities for jobs, promotions,

ERIC
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the granting of credit; and insurance., Moreover,

disclosures of health record. information can disrupt

relationships with family and friends. Some years
ago,_for_ example‘,l,ggpresented a newspaper editor
whose marriage suffered after it was disclosed that,
prior to_their marriage; he had been arrested for
sexual assault_and had been_treated for psychiatric

and emotional problems at that time.

. . Furthermore; disclosure of health cecord infor-
mation destroys _the trust_that health care providers
are quick to acknowledge provides_a necessary basis
for a provider-patient relationship._ Moreover;_
psychiatrists and other professionals have documented
that the disclosure of health record_information often
results in feelings of shame, bumiliation;,; betrayal,
loss. of status and face; and loss_of control. _In.
short, the unexpected, inappropriate disclosure of
health record information is demeaning -- it's an
assault.

SOCIETAL DEVELOPMENTS WHICH
HEIGHTEN THE THREAT TO PRIVACY

Over the last Several decades a namber of. funda-
mental developments have increased the threat_.to the
confidentiality and privacy of health care informa-
tion.. These developments include the. eiiergence and. ..
growth of third-party payment plans; the use of. health
care information for non-health care purposes; the
growing involvement of- government agencies.in vir- -
tually all aspects of health care; the declining role

part of this century, 85 percent of all health- care

providers were physicians; today physicians make up-

only 5 percent of the total. Dilemma --.A-Report of
the National Commission on the Confideutiality of
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Health Records, p. 2 (1977)); the eiiergenice of o
corporate; multi-state health ¢are providers; and the
exponential '‘increase in the Use 6f computers and
automated_information systems_for managing health care
record information._ Privacy Protection Study
Gommission, Personal Privacy in an.Information

s tx; at 283 (1977) (hereafter Privacy Commission
Report"),

SUMMARY OF PRIVACY LAW

,,,,, Notwithstanding the growing. threat to health
record privacy and_the public's interest in preserving
such_privacy, the fact_is that privacy laws have
failed to keep pace. Only one-fifth of the states,;
for_example, have adopted comprehensive privacy =
acts -- based more _or less on the 1974 Federal Privacy
Act_-- which provide some assurance that health
records held by state government agencies (but not the
private sector) will be.disclosed to third parties
only after first obtaining the patient’'s consent.
See, for example, Arkansas Statute Annotated § 16-802__
et seq.; Connecticut General Statute Annotated § 4-120
et seq.; Indiana Code Annotated § 4-1-6-1; Mass.
General Laws,-Ch.-30, § 63, Ch. 66A; Minnesota Statute
Annotated-§-15.162 et _seg.; Ohio Revised Code Anno-
tated § 1347.01 et seq.; Utah Code Annotated § 63-
50-1 et _Sseq.; and Virginia Ccode § 2.1-377 et seq.

Only two types of health record legislation_are

common in. virtually every state. First; statutes in
every. State require health care providers to_report
many types of patient information to state agencies:.
Typically, these statutes require providers to report
health data concerning violent injuries (gunshot and
knife wounds are most common); contagious or infec-
tious diseases; tuberculosis; veneral disease; occu-
pational illnesses and injuries; certain congenital
defects; and injuries from child abuse. .



O

ERIC

Aruitoxt provided by Eic:

149

KmthﬂUCKGlLOCKHART 6.

of prov;der-patient privilege., The privilege R
generally permits the. patient to_prohibit his provider
from disclosing health record_information. in_at le:
some types of judicial proceedings. (South Carolina,
Texas_and vVermont do not have doctor-patient privilege
1aws:) However, the privilege belongs to the patient
and_thus can be waived by the patient. Moreover, many
statutes includz exjsress exceptions which allow pro-
viders to. provide information to a. court. in_connection
with court-ordered examinations; where child abuse is

issue; where -the patient relies upon his medical con-
dition as a defense; and in cases of criminal prosecu-

tiomn. , L.

- OnIy a few states (Rhode Island, California and
Montana, most notably) have adopted comprehensive

health record privacy statutes which regulate the

records by private sector providers. In jurisdictions
without. comprehensive statutory schemes, private
sector health caxe providers enjoy broad discretion to
colleéct, manage and maintain patient records.

-However, even in the absence of statutory
standards, health care providers do not enjoy
unfettered discretion when it comes to the disclosure
of health records. In most jurisdictions the courts
have held that providers must have the patient's
consent in order to disclose records. Disclosures
without such consent can result in tort liability -~
on the theory that disclosure represents the .
publication of private facts -~ or can result in
liability in contract -- on the theory that there is
an implied contract of confidentiality between

providers and patients. See, s

However, under these common law theories the courts
recognize numerous exceptions which permit providers

to release health record information without patient
consent to third-party payors, law enforcement __

agencies, public health agencies; researchers and ___
other third parties who provide services to providers

or to society at large.
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CONTENT AND MAINT]

When the current law is reviewed in regard to _
specific record-keeping activities; the inadequacy. of
current law becomes even more apparent._ For example,
although most health care providers have an obligation
to maintain health records;, the content of the records
is left to industry standards. _Interestingly, many
hospitals take very seriously their obligation to . -

" maintain health records. _For_ example, it is reported

that St. Bartholomew's Hogpital, in London, still has

patient records dating from the year 1137,
__However, the absence of criteria for. the. content .

of health records means_that_the information in such

records is not held to_a_relevancy standard.

Virtually any type of data_a_health cares provider

wishes to collect can be placed in._the health record.

The Joint Commission on the Accreditation of Hospitals
does impose certain record content standards ca
hospitals. However; these standards are not directed
at the protection of privacy:

. Beyond a general requirement found in most state
laws that at least institutional health care pro-
viders, such as hospitals, are required to maintain a
Patient's record for a set pericd of tise, there is
little in the way of regulation of the maintenance of
these records. Occasionally, on a Common- law basis,
courts have held that hospitals must expunde or
correct health records. . wolfe V. Beal, 384 A.2d 1187
(Pa., 1978). Normally, however, the courts reject such
efforts.

... .. The courts have alsoc rejected the argument that
patients have an interest in whether or not a record
is computerized: _In Volkman v. Miller, 383 N.Y.S.2a
95 (1976), a New York State court held that there was
no violation of a patient'’s privacy interest for the
provider to computerize out-patient psychiatric
records.
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_ _Perhaps_the area that where lawmakers have made
the_most_progress_relates to patient_access_and_ review
of_records._ . Today,_about 30 states have adopted_some
type of patient access_statute._ _In_some_states_the_
statotory requirement_affects only hospitals; _and in __
still other states_the _access requirement_affects_only
governmental health care providers. _Moreover, _the __
statutes which regquire providers to_allow_patients to
review, and in some cnses, correct their health_ _
records usually make. exceptions for mental _health_
information, or for those imstances in which a_pro- __
vider believes that patient access wonld be injurious
to the patient's hHealth. Adgerbach & Bogue, Medical _
Reécords: Getting Yours, Public citizen Health Research

Group (1980).

A. few. courts have. held that even in the absernce
of a statute. patients have a common law right of
access. {notwithstanding that.the courts have also heid
that the health care record is the property of the
hospital and belongs to the hospitai or other pro-_
vider).. _Cannel v. Medical_and Surgical clinic, 315.

N.E.2d 278 (I1I._ 1974); Wallace v. University Hospital
of Cleveland, 170 N.E.2d 261 (Ohio 1960); Hutchins v.
Texas Rehabilitation Commission, 544 S.W.2d B02 (Tex.
1976). .

-Even as regards patient access, the state of the
Iaw is by no means entirely rosy.- Perhaps the key
problem is-compliance.- While no definitive studies
have been done, there is much anecdotal evidence- to
suggest - that providers frustrate patient access laws
by failing to provide the reco=d on a timely basis, or
by providing only an oral or written summary of the
record.- Many providers, of course, worry that patient
access laws only encourage malpractice.suits. For
example, one study conducted in Massachusetts in- 1983
ind that hospitals in that state routinely failed to
ly with the state's patient access law. One
hospital -official, in explaining compliance failures,
stated, "Good medicine is good law." Many respondents

to the Massachusetts survey cited a notorious
Massachusgsetts incident in which a 33-year old lawyer
committed suicide after reviewing his psychiatric
record.
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Disclusnre to third parties is, of course; the.

/Principal privacy threat. One of the most frastrating

and ironic aspects of the health record_ privacy.
problem is that the most serious and invasive dis-
Closures to third parties are done entirely with
patient consent, - Studies indicate; for example that.
patients routinely sign virtually any type of consent
form put in front of them, no matter how overbroad or
vague. Rosen, Why €lients Reiinquish Their Rights to
Privacy Under Sign Away Pressures, unpublished mono-
graph, 1983; Informed Consent -- WhY Are Its Goals
Imperfectly Realized?, N. Engl. J. Med. 1980 at 896,
Both statute law and case law has_generally blessed
the use of even the most overbroad or vague consent
forms.

The Privacy Protection _ Study Commission's -
recommendations, the Model NCCUSL Bill, and model
health care legislation proposed by virtually every
major health professional group; including the .. .
American Medical Association; the American Hospital

Association, the American Nurses Association,. the
American_Pgychiatric Association; and the American
Medical Record Association;_have recognized tlat

overbroad patient _consent_forms are perhaps the most

3 N

insidious threat to patient_privacy and all. of these
organizations have urged legislators_to restrict the
use of such consent forms: These model proposals
would require that patient consent spacifically
identify the records to_be disclosed; the purpose of
the disclosure; the identity of ths.party disclosing
the record; the identity of the racipient; and o
restrict the applicability of the consent to a limited
time period; usually one to two years.

.. _As noted earlier; existing 1aw also recognizes
the right of pre riders to diselose health record
information even without consent £6 a number of types

of recipients. These recipients customarily include

other health care providers or parties assisting
health care providers; third party payors (although

156
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usually third party payors are careful to ensure that
they have obtained a blanket patient consent); law
enforcement agencies; public health and other . ___ .
aithorities who obtain information ander: compnlsory
reporting laws; researchers; employers; family ___
members; parties with a rieed to know in emergency
situations; and parties in danger and as. to whom_______
providers have a.duty to warn.. . In general, the. courts
have held that disclosures to these types of reci-
pients do not violate a_patient's common.law right of
privacy in. health records_because there is.a qualified
privilege to disclose health care information for
purposes of providing health care, obtaining payment,
protecting the:public health, and assisting law
enforcement -agencies, _among_other purposes. Hagque v.
Williams, 181 A.2d 345 (1962); Pyramid Life Insurance
Company v. Masonic Hospital Association, 191 F. Supp.
51 (Okla. 19b61).

The automation o£ health records and record

systems is an issue of special importance. Compu-
terization of health records does not change the -
rules, just the risk, Automation, in the words of the
Privacy- Protection Sggdy Commission, makes it easier
to say "yes" to reguests for disclosure. Automation
also makes it easier, and cheaper, to maintain-a-great
deal of health record data that may not be needed.-
Automation also encourages the centralization or link-
ing of information about a single patient so that a

more comprehensive and detailed profile is available.

Finally, automated systems, as is well known, are
vulnerabla to unauthorized penetrstion. For example,
a couple of years ago a 21-year old used a $1,200

Apple II and the Telenet Communicatinns System to gain
access to Sloan Kettering's patient radiation records.

I
PR
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—--— Of course, the effect of automating health racord
systems is by no means entirely negative. For ona
thing, automation promotes the standardization of data
elements and language, thereby minimizing chances for
mistakes. or misunderstanding. Furthermore, automated
systems are usually more auditable than manual systems
because the record-keeping events are identifiabls and
'recallablé. Moreover, the quality of the data in
automated record systems is often improved because the
updating and correcting of data is easier. Finally,
and perhaps most importantly, autcmating a system
reguires everyone involved in the system to be more -
thoughtful about the process and often results in real
benefits from a privacy standpoint.

. ;- Nevartheless, the privacy threat posed by aitomac
tion probably outweighs the privacy benefits from '
Automation. In the last Congress,. Repressntative Ron
Wyden (D-Ore.), introduced legislation that would have
restricted access to federal health records in auto-
mated systems. While this approach may not be_

perfect, the Congress should act to require federal
health care providers to take steps to avoid the
adverse privacy impact of automated health record o
systems. This would mean mandating the upgrading of
Computer security, limitations on the lérgth of time
that health care information can be maintained;
limitations on the kind of health. care data that can
be maintained in an automated environment; and

mandated data quality standards;

&6vznwn§§g:§g§§§§§21bh OF HEALTH RECORD DATA

- Another issue that should be addressed by the
Congress relates to federal government's ravenous
appetite for health record data. . Tie federal
government's role as a_near-ubiguitous third-party
pé?q;;r;ts,;qlgﬁgs,g,lav,enféfééﬁéﬁt agency; its role
in public health; and its role as a resezarcher makes

ERIC
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the government a seemingly insatiable consumer of

health record data. Compulsory reporting statutes, in

particular; threaten to deputize every health care. -
provider_in_the_country and make that provider part -of
the law enforcement system. The long-term effect of
federal demands_for_health care data threaten to have
an_adverse_impact upon_the gquality of health care and
the quality of our citizens' lives.
__The Congress_should look for ways_ to sharply

limit the government's acguisition of health record
informatign. Whenever possible; the government should
make special efforts to_obtain health care information

41 norni-indentifiable formats or promptly transfer

records into. such formats. _Whenever possible, the
govirnment should. ensure that it uses health record
information only for the purpose_for which the record
ws5. first obtained. Whenever_possible), the govern-
ment.should seal or destroy health record information.
Finally, the Congress should. insist that the federal
goverrment take the lead in_using _patient consent
foriis that are protective of personal privacy.

FEDERAL GOVERNMENT SHOULD BE A MODEL

.In 1979, tle Congress gave serious_consideration
to adopting federal legislation to protect the privacy
of hecalth records. 5.503 and S.865, and see Hearings
Before the Committee on_Govermmental Affairs_of the
United States Senate, - 96th_Congress, 1st Session._
Unfortunately, objections from the.law enforcement
community that the legislation went too far in pro-_ __
tecting privacy,- and objections_from the mental health
community that the legislation failed to go far ___
enough, doomed the legislation. -Since. that time the

. Congress has not Seriously revisited this issue.
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__ However; despite the Congress® inattention, the
problem_has not_gone away. _Indeed; the problem has
become acute. Thanks to the efforts of the NGCUSL and

the American_Bar Association; the states now ha

before them a model bill that effectively addres
many of these problems, Hopefully, the state legisla-

tures will act with dispatch to adopt this legisla-

tion. This effort should be monitored in the

Congress._ _In_the meantime; the Congress_should act to
make the federal government, which in and of itself is
a_major health care provider, a model for health
record privacy.

. _.__Thank _you_for this opportunity to present my
views on this vital subject.

e,
S
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Mr. VorkMmER. Thank you very much, Mr. Belair. —_
_Let me ask a question, right at the beginning;, of you, pertaining
to those records. Do you see more problems in the future with the
computerization of medical records and dissemination—unauthor-

ized dissemination because of the computerization?
- Mr. Berar. No question. It just makes it easier. It’s so much

cheaper to get that data, keep it a long time; you can disseminate
it almost with the push of a button. It just introduces lots of incen-
tives to move this data around; to centralize it, and if we’re not
izigilant; the iechnology will outflank the protections in current
aw. . S

- Mr. VoLkmeg. What about collection and storage of patient data
that’s not immediately needed for treatment? What can we do with
it? Purge it? __ - I
__Mr. BELAIR. You see; it’s such a hard question. You know,; the
physicians will tell you—and I don’t think that they're wrong—
that if you start putting limits on the amount of data that physi-
cians can keep or the kind of data that they can collect or keep,
what you will do is adversely impact on,healt}‘; care. A

- There aren’t any easy answers here, Mr. Chairman, unfortunate-
ly. I think that what we need to do is try to find ways to put this
information in a nonpersonal(lly,jdentifiable format -or -at least to
limit the number of people and the kind of people who have access
to this data in a personally identifiable form—in other words,
make the records anonymous to the extent that we can. o

That’s one answer, and the other answer, I think, goes to dis-
semination. The collection has to be—I think you’d have to be aw-
fully intrepid to go in and begin telling physicians what they can
andcan'tcollect. -~ "

Mr. Packarp. Mr. Chairman; would you yield on that point?

Mr. VoLEMER. Yes, Iyied. ~  ~
~ Mr. Packarp. Why couldn’t there be a key—a computer key to
each patient’s records that would only permit authorized personnel
that have that key access to that information? It would appear to
me that technology could answer that betier than perhaps some
other system. = = = L

Mr. Beramr. I think they could, Mr. Packard. That’s the kind of

promise tha® the technology has. It’s not all onesided by any
means. What you hear is what we’ve heard this morning—and
maybe Dr. McDonald wants to speak to it—and that is, “Gee, that
makes it hard for physicians.” = =

Physician convenience ought not to be a barrier to the imposition

of adequate safeguards; it simply can’t be, and if we end up incon-
weuiencing physicians a little bit; they're just going to have to find
ways; I think, ‘o reorient their schedule and their activities to ac-
couant for that. T simply don’t think that that’s a compelling con-
cery:. N o

Mr. PAckARD. Thank you, Mr. Chairman.

“dr. VOUuKMER. I see. . o . o
- Would you wisli to comment on the description made earlier in
th: Trov panel by Dr. Gardner of the. quote; HELP system and the
security that they’ve placed on it fur »iysicians so that they have
to be co:ed even to euter into it?

M. BeLar. Are you talking to me, siz?

Lieghs S 85 - 6
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Mr. VoLgMmER: Yes.

Mr. BELAIR. I'm sorry. e , ,

Gee, you know, I don’t know enough about that system to
really—it wouldn’t be fair for me to pronounce whether I think it's
a good or bad system. It certainly sounds like they're aware of the
security issues and they’re trying to address thera.

Mr. VoLkMER. OK. . o .

Professor Brannigan, you discuss in your oral testimony and
your written testimony the applications of strict liability as against
the use of negligence. Would you think that this is sufficient—and
as I read it, it appears to be sufficient—to do the regulation—that
would be sufficient as far as regulation is concerned? ]
_ Professor BRANNIGAN. In an article, which I'll be happy to send

to you, I argue that point in the Journal of Consumer Policy in
1983—was that strict liability for injuries acts as an adequate self-
regulatory effort in_this particular area because the institutions
are really responsible and they know it, and. therefore there’s no

way they can dodge it, and my research conclusion is that that is
correct, that strict liability is adequate to guarantee a very high
!gvel; and trying to guarantée perfection would stifle che technolo-

[The article follows:]
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Current Developments in Consumer Law

Vinrent M. Brannigan
Compensation or Regulation:

The Problem of Medical Computer Software

of applying the law to developing technology. A society must decide which of the goals of

efficiency, equity, or subsidy are paramount in the developinent of the technology. i
The two. legal tools available to achieve the goals. arz compensation (the paying of
damages) and regulation {the direct control of the technolcgy).

These tools are not well suited to the control of medical software, since the ephemeral

to permit regulation nor is i: produced by any single individual or firm which would allow
normal methods of compensation. . S o R

Thus thie limitations of the légal tools make achievement of the social goals extremely
difficult. This difficulty may force the society to choose a different combination of . -
ciency, equity, ot subsidy which better refleces the ability of the tools to coritrol the tech-
nology without stifling the technclogy.

Computer software is an excellent example of the problem of social
control of technology through law. Compensation_and regulation are
the primary legal tools for coping with software defects. This paper
offers some of the theoretical advantages and disadvantages of these
two control mechanisms, along with some criteria used to assign a

technological product to one area or the other, and investigates

_ ftware problems which make these issues relatively difficult to
decide {see Brannigan & Dai'yh'o'ff; 1981). . I

___This paper will address the particular problem of medical software.
The use of computers in medicine has revolutionized certain aspects

of medical carc and has the potential to change it in fundamental

ways. Virtually all new technological developments go through a
sequence of invention, development; and stability. Often society
becomes involved because of the need to cope with the inevitable
problems of technological development.

__Medical computer systems involve a wide range of new technol-
ogies: There are computer systems which directly control the machine

that interacts with the patient; software on which the physician relies

without independent checking; and computer systems_used by the
physician as a resource equivalent to a_medical textbook. It is a
challenge to the legal system to develop effective social structures for
coping with these types of technologies.

Journal of Consumer Policy 6 {1983) 475—-481. 0342-5843/83/0064—-0475 $00.70.

© 1983 by D. Reidel Publishing Company.
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The Code of Hammurabi was one of the earliest re; latory
approaches to technology. Crudely put, under that code, if a ﬁﬂding
collapsed, killing the owner, the architect was put to death. This
clearly defined the responsibility of the private sector and avoided
entirely the need for governiient regulation.

Since we no ionFe; yut_professionals to death for mistakes, we

use_the two controls of compensation or regulation. In the modern
environment, compensation tends to be in the form of malpractice
or product liability; the injured person being compensated with
money.

GOALS C.F TECHNOLOGICAL CONTROL

In the area of technological control, there are three traditional,

possible goals of the legal system. The first; an efficient level of

safety; is described by most experts i this field s a minimization

of the_total cost of injuries and injury-reduction activities. All

things being equal, as one regulates past that point, the cost of

injury-reduction activities increases; so that both overregulation and
underregulation are socially inefficient. S
- The second goal of the legal system is to achieve an equitable

distribution of the cost of those injuries and injury-reduction activi-

ties. Economists who hypothesize an “efficient” level of injuries or
safety do not normally address the question of equitable distribution,
ie, .o should bear the cost of these injuries. Nevertheless, if
computer programs are going to be the source of a certain number

of injuries, then the question of who assumes the burden of that cost
éliélﬁ& be raised as separate and independent from the issue of an
efficient level of safety. ] ] o

_ Thirdly; the promotion of the use of a particular technology
is characterized by the reality that our society often enigages in
subsidizing some developing technologies in order to encourage their
use. Two classic ex:iiﬁpfés are (a) air transport; which is suﬁidized

on the international level by the Warsaw Convention limiting liability

of air carriers for injuries caused to their customers; and (b) the

,,,,,,

Price-Anderson Act for nuclear power plants, which limits the

liability of power plant owners and manufacturers in order to further

development of nuclear power capabilities. These are generally
considered Si.}bsjdi’es;rregirifléﬁ of whether the government agrees
to pay the cast of mishaps or accidents, or, as is more common,
restricts redress and recovery by consumers. '

_ These three goals, éfﬁéien:ﬁ; equity, and sub;id;y! are s;'ojcia,uy

determined — usually politically determined — but they are not
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technical questions. The challenge is, having decided on the goals,
how. do we achieve them through the legal system? Liability and

regulation are two alternative means of achieving this social control:

REGULATION

The theoretical advantage of regulation is that society directly attains

the level of safety it desires. What it does not have is direct control of
the cost of the safety producing activity. It is one thing to stipulate

a safe product at a socially efficient price. It is quite possible to
regulate certain kinds of activities out of existence, because there is

no wxzf to achieve compliance at a price the society will pay. Thus,

.the production of a safe a}a'rb"dujct; it is quite_another to guarantee

the disadvantages of regulation is that the cost of injury-

one 2>
reduction activities may bear no relationship at all to the benefits:
Unfortunately; there is no automatic; self-limiting control over
regulation to balance this equation. In a free-market economy
devoted to promoting the widest variety of products, a common
view is that the institutionalization of regulation has an anticompeti-

tive effect, suffering as it does from problems of centralization,

industry capture, and institutional bias. These problems are aggra-
vated when the subject of the regulation is not easily regulated. This
increases inefficiency and transaction costs.

Types of Regulatory Systems
Regulatory systems fall into two groups — permit and inspection

éK&téi’h&. Permit systems; which té@iiii'é 6Bt;iijiiiig pé'rj"rii's'siéiifrpm
the governient to sell a product, have some inherent characteristics:
(a) permits tend to centralize the examination process, enabling

easy application of a standard; (b) a permit structure can offer

considerable advantages to those manufacturers who are first to

;i'p;ily, and priority sometimes overwhelms téé}ihélbgiéél superiority;
(c) there is a tendency to use permits to centralize the producers;
(d) it automatically creates a list of those who are affected by the
particular statute; (e) failure to have the required permit is itself a

crime or offense; (f) normally, the person who wishes to engage in an

activity caniot engage in it until the permit is issued — therefore,
normally; delay runs in favor of the government or in favor of not

allowing the activity; {g) summiary enforcement is relatively easy
since permits can often be lifted or revoked on essentially a merely
probable cause showing, althcugh this question is not entirely free
from doubet; and (h) if the government dois not assign enough

185
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w and grant the permits, there are two
possibilities. Either permits will be granted which are not deter-
minative of compliance — that is; in order_to avoid the backlog

of gaperworl{i;" permits are simply stamped and issued without

qualified persons to review and

lishing compliance — or there is simply an_extremely long

esta
delay in the granting of the permits, which can lead to political and
economijc problems. -+ o )

_ Regulatory control can also be exercised according to an inspection
model. Here, inspectors search out systems to determine whether or

not they comply with the approved set of standards. The advantages

of this strategy are more or less the opposite of those of permit
regulation. The ch-racteristics of the inspection model are: (a} it

does not automatically require particularly well-trained people. The
effect of inadequate searches is normally to simply not generate any

compliance activity. The nature of governmental agencies is that

what they don’t know normally does not show up in their records.
Completely untrained persons can be assigned in the inspection

model to go out and do various inspections, for example, and if
they don’t see a defect, there is no _follow-up; (b) delay runs in
favor of the private party; and (c) inadequate inspections are rarely

discovered until a disaster occiirs. Sinice the disasters are relatively
rare events, the agency can go on for a long period of time thinking

it has an adequate inspection program without any contrary evidence
in the form of a disaster. Rather than benefiting a few producers,

inspection serves to decentralize decision-making;
Regulating Software

The nature of software is such that it is particularly difficult to

regulate. First of all, software is ephemeral. It is easily altered and
there may be no way to detect that the alteration has taken place.
Not only is it difficult to pinpoint what software is at any given time,
there are few guarantees that software will manifest itself i exactly
the same format day after day. ] ) , o
_All regulatory systems depend on the existerice of centralization

of information concerning production (e.g., registration of all pro-

ducers). Software is, of all the medical devices, probably the most

decentralized in production. Responsibility is extremely diffuse: In

the case of large medical software pé;:kaifé's; the attempt to hold a
manufacturer liable is frustrated by the fact that there is no. single
manufacturer in the conventional sense; instead there are a multitude

of software programmers at various levels: At the very least we need

to acquire new or more suitable working definitions and concepts to

shape our understanding and siipervision of software production.

166"
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_ From the technical perspective; .l1e most ,ngﬁiﬁééﬁt piéliléiii is
that a standard of acceptability eludes definition. Most regulatory
endeavors assume some standard or convention of acceptability;
however, the task of meaningfully defining a medical software

feature such as error-free code is awesome: Some technicians claim
that the only way to define an error-free program is to write it. They
claim that no specification is possible. Any attempt to regulate
software would have to cope with these and other problems.

COMPENSATION
Compensation is often defined as a free marketplace approach. The
concept accepts injury as 2 given, but insists the consumer not bear
the financial burden: Its application to technological developmient is
difficule. o
The fault system; g:nerally known as negligence, imposes on the
consume: the deve'opment risk of a new product. Manufacturers are
not iiab'~ unless tney fail to meet some reasonable standard of care
imposed '..7 ¢ dciety and sometimes by the gove:nmeant. ] ]
A no-lavit system shifts costs elsewhere. Someone ot'ier than the

consume? bears the burden, usually efzier the providers of a product
or the guvernment. In Sweden; ali medical injuries of any sort are

covered b"y a gbvétﬁriiii'eﬂiit—sp6'ri'sdiéd/iiidiistfvj—';iéid,—fdf fund. Alihéiigﬁ
this fund pays all injuries, a compuny especially egregious in its
action can be assessed by the government for greater contributions
to the insurarnce fund:

The most Pareto optimal approach is strict liability on the part of

providers; meaning that injuries to consumers are factored into. the
cost of production, and that the price of the product reflects these
costs. In the Jong run, society receives an efficient level of safety and
might be heard to make strong arguments on behalf of this approach

since it also preserves some equity. Nevertheless; strict Labili

harbors a number of practical obstacles. The “deep-pocket” problem,
where people With”t%e most money end up paying, is particularly
nettlesome. Secondly, and more germane to software liability, the
requisite proof is extrgmglgt expensive. Transaction costs, often

ignored by economists, may be overwhelming:

Sources bf Compensation
Orne alternative is & government-controlled central fund to which
manufacturers contribute. However, in the case of software, many

“houses” are extremely small and difficult to find: Another is to

167
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make the hospital Eii'e; §§ié defendant. Hospitals are, after all, respon-

sible for most of the equipment and injuries. Thus, the hospitals

would not be allowed to segregate their liability and turn it over
to the manufacturers; instead, liability becomes an expected cost

of doing business. which hospitals assiime as relatively large and
somewhat more efficient cost-spreaders.

One problem is that hospitals are notoriously inadequate at

estimating the rate of injury due to. system failure. To achieve the

economies inherent in a compensation model; they must be able

to predict the rate of loss and the more efficient predictors miust
“profit” from their predictions. This is difficult to_institutionalize

in most hospitals. They are not cost-torscious, and often lack the
technical ability to predict losses:

CONCLUSION

In choosing between compciisation and regulation, we miust reécogin, .

that society has an interest in the development of this technology,
since it represents a substantial possibility for better health care at

lower cost in the futiire. If the risks of financial uncertainty are too

great, the technology may not be developed.

. Our current regulatory and compensation systems are unable to
deal completely with the problems presented by modern-day medical
software. We have not; as yet, encountered the widespread injuries

attributable to computer “software failure which trigger public

awareness and the demand for redress. We may have a rief grace
period; but not much. The devising and choice of an appropriate
strategy for ensuring software safety and efficacy deserves_much
more attention than it has received to date, or we can stifle the

technology through fear or overreaction to the inev--able problems.
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ZUSAMMENFASSUNG

Schadenersat: oder Regulierung — Das Probleri der Bemitzung medizinischer Informatik-
systeme_(Medical Coripiiter Softwire). Gusellschaften, die die Auswirkungen von tech.

nologischen Entwicklungen zu kontrollieres. versuchen, haben normalciweise zwei rechtliche
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Kontrollmodlchkexten zur Hand, namlich Ersaz und Regulierung. Schadenersatz inter-
5 ha“\dlgemt i H:mdlung in d.as Unternehmcn, das dkse Handlung
ok o

1, Ein cffizientes Produknonsmvcau.
2. eine gerechte Aufteilung von Kosten und Nutzen cinet technologischen Enewicklung,

3. indirekte Untetstiitzung bestinmter Technologien; um ihre Anwendung zu férdern
(etwa durch eine Haftungsbeschrinkung).
- Medizinische Computer-Software stellt ein vorziigliches Beispicl dar, um die Schwxcng-
keiteri der Ubertragung rechelicher Prinzipien auf sich entwickelnde Technologien darzustel-
len. Wenn das Ziel, medizinische Computer sinzusctzen, erreicht werden soll, muB sich

die Géseilschaft fur cine smnvollc stchung von Efﬁzlenz Gércchtlgkext und lndm:kter

oder Betechtigungen vom Staate creeilt werden, pm eine bestimmee Tatlgkeu: auszuftihren.

Em andcres Sys'em beruht auf Uberpmzuj und lnspckuon in welchcn der Suat dLeJemxen

den sozialen Verhaltensgeboten entspncht oder niche. ln beiden Fallen bendrige das
regulatorl;che System (a) ein bestimmtes zu rcgullerendcs Zicl und (b) einen spezifisch
anzuwendenden Mafistab.

Beides existiert ]edoch mcht lm Fall von medlzmxscher Sot'tw:u'e Softwaxe stcllt sich

MaBstab, Es kann daher auflctordentlich schwxeng in ein regulatorisches System gepreBt

werden.
Auaci:
schexdu gemachtr ‘werden zwischen Haftungssystemen die auf Fahglassxﬂ;ext bcruhen
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t;Mr; VoLKMER. And therefore we do not really need FDA regula-
ion. _ . __ ,

Professor BRANNIGAN. Not of the type that they’'re suggesting. As
I said, registration of such systems, 1 think, might be in the public
interest, but not regulation. : - - S
Mr. Vormer. But not for them to evaluate it and determine
whether or not it’s a perfected instrument. = _ S
. But just turn_it around and go one step further. With the strict
liability, what. does it do as far as those who are providing these
systems? Are they going to put them out there. Is there strict li-
ability connected witl them? = e

Professor BRANNIGAN. This is where my argument—and this is
probably extremely depressing to a lot of people in the health care
system—is that that liability ought to be imposed and not be dele.
gable on the hospitals using the system. @~ .
_In other words, this would allow small providers to compete with
large providers because the financial viability of the provider, as
opposed to, let’s say; their expertise, would not be critical in their
ability to put the systems out and that the hospitals that use the
systems have the best control over this line between the advice to
the physician and being relied on by the physician without further
checking; and since that is the critical issue, I believe I would
impose the liability on a nontransferable basis on the using hospi-
tal or other institution; and that would generate conipetition in the
supplying of these items. ,, o

If you will; to use an analogy, this is the way the U.S. Govern-
ment operates

nent operates in the acquisition of a lot of its products: By accept-
ing the liability itself, it opens up the competition to supply those
products to the widest range cf potential producers: . .
Mr. VorxmeRr. As I read the statement, by the way, from FDA, it
is almost like they are saying that on scftware—they have under

the heading here “Stand-Alone Software”—that they are possibly
proposing to regulate it because of this software: D
.. Professor BRANNIGAN. I read it the same way; and; as I said; I

think proof by blatant assertion is the logic they’re using. ~ o
_. Mr. VormER: And what bothers me, just using their definition—
I'd just like to read it in. We will insert the statement into the
record in full: But it says,
_No separate policy for computer software presently exists nor is one envisioned
for the future: Medical software products

And they use the word “products”— o

-That are marketed separately from a computer (generally referred to s “stand-
alone software”) o o L )
_ So now P'm talking about the floppy disk; it has the Caduceus in-
formation or any other one on it— 7 7 o

And used with a computer to form a system which operates as a medical device
wﬂflfbetreatedasamedicaldevice.r ) -

Now you're saying it’s blue because it’s blue.

FDA s statement appears in app. L] T P

. Mr. VoLemer: Now what bothers mie a little bit with that is, I
have a physician out here; or hospital, that has a computer system,
and just because it's a computer system, let’s say right now all it'’s
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doing is basically information gathering on patients and storing.
That; in itself; is not a medical device; is not under FDA regula-
tion.
" The way I read it—and I ask you, Professor Brarnigan, if it says
the same thing to you—! buy the same floppy disk and I put it in

il;lllle,tgdomputer; and 2il of a sudden that whole system has to be reg-
ated.

. Professor BRANN1GAN: If I can extrapolate on this just a little bit
at length, in my conversations with them, that is the way they
tatk—that is, speaking broadly of FDA people at various_ levels, re-
alizing that no one speaks for FDA except the Commissioner; and
all those kinds of limitations.

Mr. VoLkMER. Right. . = S .

Professor BRANNIGAN. I think they're people of immense good
will and want to do the right thing by consumers. I don’t think
there’s the slightest suggestion that they are not acting in what
they conceive to be the public interest; as well as that can be estab-
lished. I think they’'re just wrong. =~
__ I think that their idea is that this is some kind of new bedpan;,
that it’s a thing, and their attitude is oriented toward it as a thing,

as a product; if you will; and having made that at some prelimi-

nary stage, then they’re wrestling with the fact that it’s very hard
to_mesh this very strange thing in with the rest of their other
thij,ig‘é,.,Sda,i:éthét,,théiijty to create a separate regulatory program,;
they just say, “Well, we’re going to treat it the same as all the
other things.” o ] - ) S ) )
However, in oral conversations they have said that people who
use artificial intelligence systems who provide advice to hospitals
are in the service business and they’re not going to regulate that.
So it's even worse than what you're describing. If you buy the
floppy disk and put it in vour hospital, they’ll regulate it, but if
somebody in Canada buys the floppy disk and tells you over the
phone what it’s doing, it's not regulated. =~ . =
__So their position is simply not logical: It doesn’t bear any resem-
blance to logic, and I think that the ultimate answer is simply that
you go back to the statute; that they don’t have jurisdiction; and I
base that really on three poiiits ifi my other paper. One is that the

statute just says ‘“‘contrivance;”’ which isn't an idea—which is what
Caduceus and the rest of these other systems are; they're ideas.
Second, the legislative history doesn’t support that broad a reading;
and, third, the constitutional issues. =~~~ =~
_ I mean; these are fundamentally ideas; and in the very first in-
terpretation of the Food and Drug Act in 1911 by Justice Holmes,
the Congress didn’t mean to regulate people’s opinions as to what
was right and wrong, they meant to regulate certain specific de-
vices—I have that cite;*? if people want it—and I believe that that
has carrieddown totoday.

I've got various books with me of lunatic medical theories—of all
sorts.of books you can buy in the supermarket, and whatever we do
in this country; we don’t regulate people’s lunatic medical theories;
whether they write them in books, or put them in Dr. McDonald’s

47 United States v. Johnson; 221 U.S. 488 (1911).



168

system, or whatever. We don’t regulate that because the Constitu-
tion says people have certain rights to their ideas, even if they're
crazy, and I've cited a few of these cases in my material. .

So, therefore; I think the FDA is trying to regulate something in

which there is no track record of being able to effectively regulate
it, which is why they produce last-minute statements; because even
in the best of faith, with the best of will, the best of technology, the
best of intentions, they can’t do it, and I think they’'ve admitted on

numerous occasions they have no standards against which to meas-
ure these things, and I think what that just indicates is that it’s

not the kind of thing that the medical device regulations were de-
signedtocontrol. o . i
Mr. Vormer. To go one step further, what costs would you envi-
sion would be imposed on a total health care system if they pro-
ceeded with this type of regulatory policy? @~
__Professor BRANNIGAN. T think it’s in the form of opportunity
cogts;,as the economists would call them, which is; you'd stifle the
industry. = = o T -
Mr. VoLkMER. In other words, it does away basically with what
we're trying to do. : o S
Professor BRANNIGAN. In my limited experience in talking to the
people, these systems have been built in the equivalent of base-

ments by people on—despite what looks in numbers like generous
Government funding, compared -to various other areas—these

things have been built on a shoestring; and they’re implemented on
very small computers, and they perform wondrous things on noth-
ing. We really are dealing with an infant industry- .
1 will say an analogy that I use, however—in teriis of long-term
power, and particularly interaction with the doctors; which I use in
the materials—is this is John Henry and the steam drill.
__In other words, we've got the first steam drill, and right now
there’s no question that Dr. McDonald can personally smack his
own computer system dowr:, but they don’t forget, and g};ely do get
better, and as you get the collective efforts of lots of people, these
systems will, over the next few years, have the potential of rival-
ing—not necessarily exceeding—in ordinary diagnosis the capabili-
ties of the vast run of doctors; Pm convinced of that; and that's
why stifling that potential, and not only its poteatial for the
United States but for other countries which don’t have our medical
surplus, I think, would be a real loss, and I think that the FDA
proposal has that potential, to simply wipe the whole industry out.
Mr:. VoLkMER. Dr. McDonalé, do you share Professor Brannigan’s
optimism for the potential for these type of—we won’t call them
medical devices; we'll call them computerized informational sys
tems, diagnostic informational systems. @ =
- Dr. McDoNALD. Well, I share his enthusiasm about what he says

about the regulation side of it, and I don’t want to pretend—I'm a
computer nut. I practice, see patients; but I do like computers, and
I work with them a good part of my waking houzs, but I think that

we must not—and maybe I'm overreacting a little bit—we must not

dramatize too much their power: L
.1 don’t disagree—they’re smarter; they can save more informa-

tion; they can do things more accurately—but what they can’t do is
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see the patient (yet), and there’s an immense amount of redundant
information in that process; you know. . o o
. EKG 48 [electrocardiograph]—we’ve had analyzers that sound the
bell when the patient’s arrested since 1955, or 1965; anyway; and at
the beginning, they always sounded—mostly when the patient was

still alive and well, and I have never yet even_heard of an instance
where one of those computer alarms went off and, if the patient
was eating or talking, someone rushed in and shocked them. You
know, we [physicians] just kind of 4° see that; and in an instant we
Just discard all the other rules, and as long as the computer looks
at it [the patient] through a little peephole at what data happens to
have come in-through sensors, I think it’s prone to being very
dumb; and you’re going to still want someone sitting there: . -
You’re going to want a pilot flying that plane even though it’s
got an automatic pilot that’s very, very; very smart: Ysu still have
two pilots up in that 747—or maybe three, I guess it is now—and I

think you’re going to want that for a long time:. =~ .= ===
- Now there may come a time when computers—and this is many

orders of magnitude beyond where we are now—can sort of do a
Dr. [Mr.} Spock sort of thing 5°—they point something at you and
really see the whole patient in ™! of its glory through NMR [nucle-
ar magnetic resonance] or some such thing—and be equivalent in
the total spectrum of knowledge of the physician. But the physi-

cians may not_know as many. facts; but they know mozre about the
patient than the computer will in a long, long, long time to come;
just by a glance. . = =

Mr. VoLkMmeRr. Allright. o
__ Professor Brannigan, I'd like to get back again just a minute to
the—before I do, Dr. McDonald; what you’re telling me is that it

may occur in the future but right now you don’t want to raise the
optimism to where everybody thinks this is going to happen tomor-

row or next year and we really don’t need the expert physician any
more, we're going to have him in one computer: &’e’re still going to
have to_have the physician. @

Dr. McDonALb. We're not at a watershed.

Mr. VoLxmer. Right OK.
_. Professor BRANNIGAN. If I may; for the record; I don’t disagree
that that’s the current status.

_ Mr. VoLkMER. Current—right; 20 years from now or 25 years

from now, we may see something a little different. =~ =
But on the strict liability question, how would you apply that, ba-

sically, to an operation such as, without designating as; but such as

that which has been described at Disciples Hospital—Latter-Day

Saints—excuse me—Latter-Day Saints in Salt Lake City? =
Professor BRanNigan: OK: If they send up a record from the lab-

oratory and it’s wrong; either because it’s wrong because someone

48 Dr. MeDonald changed “EKG”_to "Consider. heart monitors . . .”
4% Dr. McDonald asked that “kind of ' be deleted. . _ __ _ ______________
%0 Dr. McDenald alludes-to the futuristic medical technology portrayed in the syndicated tele-

vision series “Star Trek (®Paramount Pictures). The chief medical officer aboard the fictional

US.S. Enterprise was Dr. Leonard McCoy, however. Mr. Spock was first officer and science officer

aboatd,ﬂié,Ezilézﬁh}él,EidiﬁKleé of the technology can be -found -in the Star Trek StarFleet

Technical Manual (New York: Ballantiie Books, 1975) and the Starklest Medical Reference

Manual (New York: Star Fleet Productions, Inc., 1977).

)
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entered it wrong, the computer stored it wrong, or it comes; and
let's assume causation and all those other good legal things—you
know; that the wrong data—all of a sudden it comes up with this
wrong data, and someone shoots the wrong medication into.the pa-
tient or something like this, I would essentially impose liabi ity
yg;}ehgut the plaintiff having to prove why the wrong data was pro-
viaed. , P o

.. In other words, strict liability, to me, is you have to prove causa-

tion, but you don’t have to prove a violation of a standard of care,

and it’s that simple. In other words, you have to prove, in effect,
not_that the patient was harmed, which is the first step, but you
have to_prove that it was caused by a defect in the system. . -
_The difference; as I interpret it; is the differetij:é,,ggtvvefei,i,héving

to. prove a failure to meet a standard of care, in which case we'll
talk about what a reasonable computer system would do. Strict li-

ability would say, “It’s got to be right when that information comes
up” o

. Now let’s assume that the information, for the moment, is prob-
abilistic. The concept of rightness.of information when it comes
with a probabilistic. conclusion, this is an area that m still re-
searching, and I don’t have as clearcut an.impression. ===

‘That’s why I think there is this critical difference between data
which you rely on without further analysis. I mern, if we put a

thermometer. in . you and it comes up 105 and your real tem -
ture is 98, that's strict liability—that data output—and that's
where, 1 think, the strict liability would come down.

. I'll give two minor analogies. A lot of hospitals—I promised confi-

dentiality, incidentally, when we talk atout privacy—to everyone

who gave me information about the failures of their own systems

when I was conducting this research, but at one major hospital
where they had a_stupendous backup system—I mean, running
seven computers simultaneously—they had the shop for repairing
terminals directly connected to the computer room without any
fire safety. In other words, they had thought about dii'atient privacy,

a lot of other issues, and ordinary fire safety, an the loss of an

ongoing ICU; and everything; they had seven simultaneous proces-

sors, and they could burn the whole thing up with a match. You
get these kind of technical blinders that people get inito,
.Another issue, to use an example from the pri 4y;,isfthai; 1 hos-
pital with 64—a very prestigious hospital—with 64 different com-
puter systems in operation, full blast, going all the time, only 1 was
encrypted and password protected, and that was the physicians’
salary system, which indicates that when it really gets down._to
something critical for privacy, physicians don’t mind the interfer-
ence with their doing business. == = } o
- Mr. VoLeMER. But | :sically, on the Caduceus system, which is
basicalg an informatioi. system now, even though it would be; let’s
say, a diagnostic system along with 1, helpful 1o recomaeiatie e
agnosis to a physician, the physician using that would still be
under-a negligence standard, . o -
__Professor Brannican. I believe it would be under negligence

standards if for no other—I think there are multiple reasons that

that device doesn’t really reach the patient, as required by section

402(a) of the Restatement of Torts. It doesn’t reach, and that reach-
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ing requirement in this area is szi'y vorv imiportant and it is fil-
tered, ard I believe the neglizesic £~ - would be a* two levals:
One is, was the phvsicizn negiiesas- io relying on the system?
Second; was the system negliger: v heuding that information to
the physician? And I think we have ..:wn that distinction in our
environment. . S - : -
__Mr. VoLkmER. It would be the same thing us with the type of
computerized system that Dr. Gardner ::.: described. If the com-
puter failed to find a drug interaction ar:d s nurse, along with the
doctor’s prescription for it, gave the drug and there was a severe

interaction, that would be strict liability, would it not? = __
Professor BRANNIGAN. I would tay that would be strict liability.

Mr: Voukmer: All right. Where are we then with the hospitals
on insurance—in other words; trying to get insurance with this
strict liability? S

Professor BRANNIGAN. OK. When ! talked with the major medi-
cal centers—now the centers that I dealt with were overwhelming-

ly academic medical school medical centers—a vast number of
them are, in effect, in the self-insurance business because their

risks are uncalculable; and many of them buy coverage with $1
million deductibles. L . o o
In other words, they’re really insuring against unbelievable ca-

tastrophes; and the rest of the time they rely on very careful moni-
toring of risk—I think this is very important because this is where

we place some of our students—but very careful monitoring of risk

within their own institution and watching it; and I think that this
creates a better level ofcare. =~~~
__In other words; internalizing regulation is much more effective
than external regulation, but hospitals ténd to buy insurance in a

very, very competitive—they’re big buyesrs in the market. There-
fore, the crises that come tend to be crises of overall coverage; not

“he kinds of crises that come with relatively small purchasers like
day-care centers. = . o o o
- So, yes, there is both a malpractice insurance problem—I don’t
know if I want to call it a_crisis—but I think hospitals—I have not
heard from these hospitals that insurance coverage; as such; for
their broad operations—they don’t tend to buy coverage for
narrow, little points of their operation, they tend to buy all-risks
coverage, and they tend to have very large deductibles, in my limit-
ed experience. Someone else could correct that; I'm sure.. .
Mr. Vorxmer. All right. How would you propose to impose the
standards for strict liability in one instance and negligence, which
is present law, on the other? Statutorily, or just iet the courts——
" Professor BRANNIGAN: I think a common law analysis would be
adequate for this purpose; because we rarely would get into some of
the _more complex areas of assumption of risk and contributory
negligence. ) o . B : S
- I don’t beiieve it requires any statutory development, and it has

the minor advantage that the hospital knows what legal system it's
operating in under its State law, whereas you don’t get that r avicue
al problem of products which move in interstate commerce and
what are the different riiles.
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. So you.actually negate some of the national commerce problems
by imposing liability on a thing where you can say the law applies
here because this is where the patiect comes from. = . o
__Mr. Vougkmer. OK. Have any of you—again, as to the pravicus
witnesses, I want to ask this—ever been asked to serve on any of
the FDA advisory panels on this subject or the subject on which
you testified? .-

Mr. BELAiR. No, sir. .~ . -

Mr: VoLemeR. No. Dr. McDonald— Professor Brannigan. B
_ Professor BRANNIGAN. I say this—I'm not sure they ask lawyers
routinely ever, so—but I Wﬂf say that I have been asked to serve
on an advisory panel to NIH in some related areas; or at least re-
viewing grants or something. ] S
_ Mr. VoLkMER. Dr. McDona:lc:l?; have you ever been contacted at all

by the FDA on expert systems?

_ Dr. McDoNaLp. Well; 1 was invited to the AAMI mésting last
weekend in this regard, and—yes, I guess. -

Mr. VoLKMER. But that’s been the only interaction.

Dr. McDoNawp. Yes. .

Mr. VOLEMER. And it’s been very recent,

We've heard Professor Brannigan'’s feelings and; I think; to some
extent, yours, Dr. McDonald; but I would like you to, if you would,
?Eeciﬁcaﬂy .address bases for FDA policy or proposed policy in reg-
ating medical software; and some of that is—again, in their state-

ment they said it’s inherent public health risk of products—inher-
ent public health risk. How would you assess such risk sinice you
propose—and I believe still we will have the doctor in between—
howdowe— - o
.- Dr. McDonatp. I think it reflects maybe a negative understand-

ing of the physician’s operational behavior. I look at physicians a5
being the most cynical about others’ opinions, the most untrusting,

and compulsive of human beings in many—for many different cate-
gories. _ L o
You know, as a faculty member, I tell the residents, “This is
what you ought to be doing:” They go, “That’s crazy; I dor’t believe
that They're willing to reject anything—I mean, not that mine
may be the very best, but they certainly are not at all reluctant to
discard advice from others or others’ observati-as, The tendency is

ays do it yourself, check it yourself, and believe your own obger-

vations, and there’s an immense redundancy in the process,..
-1 don’t think just because—and we have some little inklings of

how the decision process works, but I don’t think we have a deep
understanding of many human decision processes, but there’s an
awful lot of redundancy in it, arid we do give computer reminders,
and the residents and faculty accept them: They don'’t love them,
although they behave remarkably different with them—and one
that theyft@k,giréjtglée—and they're error prone. =
_ 1 rather would say there’s a sensitivity and a specificity, just like
a test, and when you do a mammogram;, you get a positive test

result. You're only right one out of five times. That is, most of

those positive cancer-looking mammograms will actually be non-
cancerous when they're biopsied, but we don’t consider that an
error. So you have to make these tradeoffs, and you operate where

the balance falls out right.

1178
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of the preventive tests; and it was on a patient who had the code of
M—I mean of F, for female—stored in their sex field, [the patient]
but it was a male;, and—but there was not even one sin]g11e attempt
to do a Pap smear on that man. They didn’t even call the nurse to
get the equipment. I mean it was just—but that’s the kind of thing:

_Well, we had a reminder to do a cervical Pap smear, which is one

t's just blatantly obvious, and so instead, what they did, they
Xeroxed ™ that recoiu; and they papered the room with it. They
took great glee in finding the mistake by the computer, which did
what 1t should do—respond to that field and say something:

_ Even in due respect to this fever issue, if I %avewycuﬁa thermome-
ter and it said you had a 105" temperature; I'd go feel your head;
just like your mother did; and I'd go: “No, that doesn’t_make sense,

use you don’t look sick.” I mean, there’s all this other informa-
tion you get. = . o

- So I think that there is not a grave risk. I think there’s got to be
thought s'l"'ii,éji,, to it. I think there’s got to be more products out
there more experience to understand wliether there are prob-
lems and what they will be. o - _

Mr: Vorkmer. OK: I'll now yield to the gentleman from Califor-
nia for his questions.
Mr. Packaro. Thankyou. =~
May I continue just a little bit with Dr. McDonald on the point

you were just talking about, confidence that physicians have in
other physicians or other opinions. L ,
Do you think then_that physicians, as this kind of an expert
system would be implemented, would have more confidence in a
computerized informational system than they would in the consul-
tation process with each other? = == . :
_ Dr. McDoNaLp. It has not been my experience, and- my predic-
tion is, in fact, until these systems are very, very good; they’ll be
used relatively infrequently.. L S
- Mr. PACRARD. You are rather pessimistic as to the quickness that
this kind of a system will be implemented. I
. Dr. McDonarp. Well, it’s based on history. The system developed
by Howard Bleich for acid-base balance was not developed with
LISP or the classic artificial intelligence approaches, but it pro-
%@éd a consultation. It was very accurate about acid-bass nrch-
ems. S
_They put it in 30 VA hospitals, and they ran it for 1 year; and
asically no.one came to tiie wedding feast. Of course, they had to
go _upstairs to go to the terminal, had to learn how to use the ter-
minal; there were all the problems about interface, and socializa-
tion, or other kinds of issues; but it is not something that I think is
going—is a vast market immediately available. S
I think where the power is going to come is in systems like the
HELP system where the computer volunteers [information] without
an_investment by physicians, and they get information, and not
only does that give them—that gives them two things; it tells them
when they don’t think to know there’s a problem. i
__You see, if you have to say: “I think there’s a problem; Ill go ask
about it,”” you don’t get as much advice®! as if you say you haven’t

31 Dr. McDonald changed “advice” to “help.”

57177
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thought about it, and the computer says: “Hey, there may be a
problem:” Samuel Johnson said man more often needs to be re-
mind -1 than informed, and I think—that was a long time ago; I
think it’s still true: e )
Mr. PAckarD. It would appear to me that if Dr. Myers is correct
as likening this unto a compiiterized textbook, it becomes then a

refresher tool of information that the physicians may have gotten
over their studies and their experience but have not—their recol-
lection of the processes simply aren’t able to recall all of the infor-

mation that they’ve had available to them: This becomes a recall-
ing or a reminding tool. It would appear that that would tend to be
more of a confidence builder than perhaps consulting with someone
else that may have forgotten even more than what you’ve forgot-
ten. = L ,
__Dr. McDonNALp. Well; I think it will be very useful in that re-
spect, that is, to restructure your thinking and re-remember the
things. you do;, and maybe even to guide you to ask some other
questions. 7 .
But you have to remember the advantages the human consultant
provides. This is not to diminish the system, which is a very excep-
ﬁignai development but, rather, to maybe enlarge the human capa-
silities. R S _

-If you have a human consultant, No. 1, you just have to call
them; and then you're done: No: 2, you've got protection in terms
of malpractice and he may have a bigger bankroll than you have; if
he’s one of the right kind of consultants. No. 3, he goes and gets
other observations, and as we're taught in medical school; that’s
often the biggest value of the consultant. It's the thing they felt
when they feel the thyroid that you didn’t feel; or it’s the history
they dug out that you didn’t dig out; it may just even be in a re-
dundant gather. S S
~So we need to emphasize this information gathering; if you tatk
to the consultant computer, you're the one that gathered the infor-
mation, and you filter it for the computer, and so you don’t get as
much, 1 don’t think; as you do out of an expert consultant at
today’s history; 52 10 yeurs from now; it might be quite different.

Mr. PACKARD. Before : ° -get, Mr. Chairman, I intended to ask
unanimous consent to hz. . the response that Professor Brannigan
has mentioned in regard .o this recent document entered into the
record also; _

Mr. VoLEMER. Yes. . . ,

. Mr: Pacgarp. I do not have a copy of your responsé; and so
before we leave today; I'd like to.get it. .~ _ :

. Professor BRANNIGAN. I gave it to Mr. Paul [James Paul; profes-
sional staff member, Subcommittee on Investigations and Over-
sight], I believe. Here’s another copy.

Mr. PackarDp: Fine.

[The document follows:]

82 Dr. McDonald changed this to read “. . : an expert consttant ; ; . today.”
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THE RECULATION OF MEDICAL COMPUTER SOF TWARE AS A “CEVICE™ LNDER THE FOUD, ORUG, AND COSMETIC ACT

vinéent M. Brannlgan, J.D:
.__ MG General Counsel _
Deputment of Consumer Ecmomlcs

und

s;gx of leryland

Abstract
- ,,jgsep,t,,dﬂ,uubmgnts in _medical computer
software have ralsed the possibility that federal

device under the Food and Orug Act. T purpose
a? this paper Is to analyze the s

getermine whather computer software Is Lixl
the statutory scheme, examine some constItutjonal

finally to discuss some reg.xlamty _principles
which should -be taken -into account when deciding
what type of regulation might be appiopriate.

3 101@ what medical
therapy, If any, a pat.lent should recelve.

Act (FDCA) ext rederal regulat.lms to mecdical
devices. Devices are defined as:

::M,,inmym:; _apparatus,. Imjlement, machine,
contrivance, impiant, in vitro reagent, or_other
similar or related article, including any

component, part, or accessory, which is- ...

(2) ,.lntendéd ,Eoi use n—- the dlagnosis of .disease
or_other conditions, or in the cure, mitigation,
treatment, or prevention of disease; in'man or
other animals..." FOCA 201(h)

The. act sets. up a -series of classifications.
Devices are dividéd Into Class I, II, and III.
Class 1 devices are swbject only to the most

ggneral marufacturing controls. _ Devices under .

Class I include l:iecbans.r skull gg\qhgs. crutches
and stethoscopes. Cl 11 devices are subJect to
more stringent performance testing. Class II

devices Includé the bBUlk of medical devices

ding fetal monltors, heating pads;
spirometers and therapeutic gen.ltal vibraters.
Class 11l products are swbject to the most

sttingént controls, Including premarket approval

based on appropriate tests. = CIass 111 gdevices
include: iIntra-uterine contraceptive devices,
tic ralloons, rs and_replacement
heart valves. Currently computer systems are not
classirled under the act. However, they could be
placed in eithet Class II or III, depending on the
FOA's interpretation of certain provisions of _the
statute. Certainly, if medical software is placed

In Class 1II, the cost of regulstory compliance
will be enormous.

The r.lrst questlon .ls -hether clln.lcal

medlcnl sort-are is or can be a device mder the

the stntutg,sh,ould,bg, nta.lyzed, fo determine

exactly what Congress sald. __Second,_ the
legislative history of the statute can be
examined, to expand on and explain the words of
the statute. Third, the administrative agencies

lotérpretation of theé statue and Its regulatory
progfam can be analyzed to determine whéthét a

given interpretation is reasonable.
Statutory Language
___ _Te most_ohvious preblém In trylng to. apply

cleuly .lnto the _category of "an lns:runent,
apparatus, lmplement, machlne,rcontrlvance,
Implant, In.vitro reagent, or other similar or
related article.” Clearly most of these terms
cannot_apply to programs, since they refer ta a
specific tangible item. Software 1is intanyible;
somewhere between an and the expression of an
idea. The only word which could apply to software

is »contrivance." Contrivance is an ambiguous

“J 179



O

ERIC

Aruitoxt provided by Eic:

176

term, which cor apply 0 a machine. It mignt be
argued that anything developed by could be a
contrivance, howéver, the ucrd _appears. In a. IIst

and shich Is followed by Ln= term. "and sunuar or
related article.” This would tend to Tegate any
Interence that contrivance refers to sce xind of
thing which Is wholly different from the t~malnder

of the list of {tems.

Covrputer urograms are slgnlflcanfly different
from the other types of medical devices regulated
by the FDA.. While a computer driven cevice would
clearly be tangible, computér programs themselves
_They are_a_ _species of

y, whose value {s extrinsic.
They can exist in Infinite rumbers and each one {s
igentical to the origlnal

comouter pirngrams - from nedlcal devices is the
lack of .any need for a specific physical ent!ty.
when_a physician sits_down af a computer feiminal,
the machine can _be on_the desk, in _the basement,
or in Canada. It makes mo difference to the user.
No cther product In the ares of regulated medical

devices has this characteriscic. This Is

signiflcant. because the FDA has aIready described

hosultal a; an unreg.ulated serVIce ,bhat
Hifference does it maxe where the computer {s

located? What about wnaiysis conducted in anather

country?

IL if .[x'm notlng that the t:eatmen; of

computer programs under cther laws has depended

because they
Computer programs can be
_but only as  the_ expression_of an

underlying {gea. Computer programs ar. "goods"

under the Uniform Com~eiclal Code, but the code’

nas no reguirement of tangibility. c 2
programs may. be products for liability purposes,
but that Is In splte of thelr Intangibility.

nt the /ery least, the rore, the st
.,mblguous and contalns no clear authorization for
the FDA.

Leg’isiafive History

180

Leglslatlve thtory lnc;udes the varlous
debates and committee reports which fed \.n to the
passage of a statute. It should be noted that it
is_not sufficlent that a device .should . be
regulated. The critical question is whether
ce S t for FDA tn have jurisdiction uncer
the act. Since clinical medical computer software

was. virtually non existent in 1976 when the
medical device amendments. nere adopted, there is

the congress meant to lncluce R under tr'ﬂ
statute, and If It was under the statute, which
classification s justified. The iack of a
specific Iegislative history Is mot_fatal to the
regulatory process, __ Congréss offen Sefs up
agencies for the specific purpose of dealing with
rew hazards as they arise. In the case of medical
devices, the most Imp

nt Inq.llry into the -
leglslative .history is whether congress intended
the. meﬂlcal device aﬂen&nent to .close a gap
designed_to_bring
a speclflc set of proqucts under FOA Jurisdiction.

The history s at best Inconclusive.

B The FOR ls an, extraordlnaruy exuert agency
in an unusualxy ~Umplex field. This means that
decisions of the agency concernlng its own

Jurlsdlcilori are 1ikely to ncelve great. deference

regulatory ' program, the courts may lnfefg;et that

hesitation as Indicating a lack of expertise In
this particular area.

The FOA has nat yet artlculated an o"lclal
position he regulation of software. Part of
the problem is fitting computer softwarz into the
other reguirements of the statute. The statute Is
product oriented. It refers to_manyfacturers and
It _assumes that the

the world of computer systems. Intangible Items
are_not manufactured.  Computer systems are not

standardized items, and even similar systems have
cruclal differences. Software is epnemeral it s
often changed in the field by users, and can be
altered without trace. A program Is often the

product of many hands, who Ieave no trace of ‘helr
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Indlvidual efforts.
. Programs_do have characteristics which would
d to make tnem :egulatable despits their

Computer programs can be owned,
through time, they have errors, which
can_be corrécted. .. They can be passed from person
to person. Like the camshaft on a car, once the
Instructions are set, the machine will do what it
is told. However, the te- /{ce may be a
narrower concept then product

The sum_tofal of any analysls of the legal status
of computer programs_ under currenf. law I3
lnicgngluslve. and may require litlgation.

for suwch 1 must predate any

FOA action, since deadlines for appeal to the

courts are typically very short.

decsdes. Ho-ever. the very .lntan;ib.le _mature of

computer softwar. may br ng it witnin the
the first amendment’s protecticn of the f

the press. . Theé suggestion ls that a ccmpute.

;pgrajj;e absolutely [ -otected under the '1rs€
amendment .
This defense. was successful In the related

cases. of _ SCIENTIFIC MANDFACTURING 124 F.2d 6a0
(1981) and PERMA-MAID 121 F.2d 282 (1941). In
SCIENTIFIC ING an author was_selling a
book which contair:d his own opinion that aluminum
pots caused cancer. In PERMA-
selling cast. Iron pots made the same claims. The
Federal Trade Commission Bréught actlons agalnst
both parties.  The FTC prevailed agalnst the

on a c.la.lm of false advertising but
lost against the author on First Amendment
grounds. while ¢ ;

thére {S no Teason to belleve that they are not

still good law.

The exlstence o,' a cmst;tq;,l,gog,l .lssue ray
make a court more hesitant in giving an agency
Jurlsdiction over the area, since congi'ess is not
assumed €0 .feadlly. commit to.an agenc, the power
to regulate activities subject ¢t~ the flrst

am-rjient.

177

Policy Issues
whatever_ decision the C6uTts migh. make on the
purely statutory Issues, It Is_important to deflne
the policy issues Involved in the regulation of
softxaze. It can be assumed that the coal of any
such system is to promote the advanceme of

megical fechnology while malntaining :ieﬂn@xlmm

of _patient protection, both physical and
financial.

- The pr.lmarryrquest.lon in both areas .ls vmat
legal approach should be-used to control clinical
software? Thé problem with the FDA's approach is

that the product oriented_standatds Gf that act

would be both ineffective and hostile to _the
development of the technology. Th‘. lngal system
sbould. not attempt to define In advance what

diréction this technology wiil take.

svstems_ wes a_comletely novel
@t 8l _Trying to fit them
into requlatory - ¢*amr designed for other
technologles i anly both
conserict thels e absence of a
clesr danger fru. *ne -y'stem this 1§ onwattanted.
A_priduct orlented regylatory system may  be

. Many are one-of-a-kind
.lr!stal.latluu ~ere Vthe design, production and

quai.lt.y el phases are merged together.

efforts between

Systems are o .en created in Jol
medical users. and. soffwateé houses. Systems are
often put into service for fleld testing cesplfe

ence of errcrs.  sometimes _testing the

system does rot reveai de'fects: only pmlonged use
of the sysiem will. error correction is

labar Intenslve, It .ls t,pIcal to .leave a certain

error removal process.. Because o' this process,
there_may not _be the clear cut separation between
manyfa T and user. This reality must be taken
Into account.

_there are certain .- Jasic principles which
shoul@ control all Iegal efforts In this area.
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First s protection of pat'snts from the
unreasgggple risk of Inju _there_ should
be a search for relatin - .<erent in megical
care, .not absolute perfe: on. Third, any system
should_ awnid entrenching exIsting Institutions,
whether qovernmental, Inaustrial ot_proressional.
Fourth, In any implementation of a computer system
there must be a financially responsible party.
Fifth, in terms of pa therapy there must be
a. party clearly responsible for the proper
operation of thé system.

k:@ijp}ig;iii these principles ls difficuls
1 system. Under the current

federal government controle the manufacture and
labelling of devices an¢ . “rugs, and tha states
control the use. For sl of the reasons I
mentioned earlier, thc technological development
of this field has ~ade this distinction between

the product and use of the product obsolete. For
example, A hospital worker 5Its dowo_ at a
terminal. It makes no functional_ difference
whether the comouter 1s_located In _the same

hospital, across the country. or In another

country. Likewise, it makes ro difference whether
the system 15 produced 1n.his hospit
purchased on_the cutside. It Is of no Importance
if tne system [s one of a kind or one of a_. group.
yet both the regulatory and liability systems
fasten on these irrelevant aistinctions to Impose
widely different levels of regulation and

Liabill€y.

i oﬁcy cr.oiciei 15 Q:;ngen the
product orlented concepl of the current medical
device legl
regu'atory approach Suited to the nature of this
technalogy.

2 majo: prob.lem y.{.th the _product oumed
apcroach is that it tends to stifle all of tne
attrlbutes which make computer software such an
excitinn technology.. Product. oriented regulation
tends_to limit developménts_in 3 rield to those

companies which are both adept at the technology

arc soph.lst.lcated in dealing with the tegulatory
authorities.

__Second, .product regulation terds to
centralize proguction_in_a small rumper of firms.
The f.lrst _handful of firms approved can divic'
the Mmarket because Trequlatory approval Is a
suostantial entry carrier. There are only a smel”
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number Of. viable hardware producers In the

comouter field, compared to. the vast number of
software housts.

economies of 5"31: .ln start.lng up operations.
The regulatorv ‘urden could be crippling to small,

Innovative camanies. It is precisely thase

Innovative comianies which are the strength of the
comuter fileld.  Many of ¢the. most Innovatlve

producers are niversities and hospitals. __Thére

is a tradition of sharing breakthroughs and
software, which cou:A r.usappear due to reculation.

tha r.lulb.u\qur the_user {n adapting_the
dev.lc-. _to local condftions.  uhile the FOCA
of a dev.lce to a
patient, it does not provide for custom.lzat.lm to
the Institutlon, which ’s often. critical in
clinical _ software.._ Morriver, mod{fIcations of
systems_by producers in lignt of system failures
or increased knowledge would be slowed by the reed

for regulatory approval.

Equr!h; under the urrent concept, IIabllity
for defective software ‘s diffuse. _ Small
z:t:un;:)grg.l.;:'l _may not be ,r.l,nanc.lally viatle.

Insurance in this area 1s beconing unobtainable.
The -liability exposure 15 determined by

traditicnal strict -Ilability with contractual
disclaimer and Indemnity.

77 softuare ulll be ex
regulation, becpt}se it is creatrgdr by the us.lng

hospital. Software can also disappear from the
regulatory systew decauy of the demise of-the
producirj company, «{le the soffware 15 stiIl In

use.

Sixth, at the current level of software
development and use, -a -form of registration
combined wifth fthe possibility of “~spectlon Is
probably adequate to orotect consuver {ntérests.
There are strong furces In the hospitals to

guarantee accurate and rellable data, forces which

have been adequate to the pre..ent to prevent known
Injury.

encies ;:an Lest be addr:ssed e

recng .lz.lng that software is a rmdamentally

ditierent item from a scalpel or an x-ray machine.
One pnssibiiity w.ulo be to acopt a requlatory
system oriented tox- «s the user of the s:"tware
usuzily the hospital, rather €than the p-odurér.
Such 2 proposal would involve registration of each




O

ERIC

Aruitoxt provided by Eic:

effects: 1) If would focus regulation on the
parties actually controlling _the use. of the
software. It would clarify responsibility for
control of the softwars and the potential uses to
shich software would be put. 2) Liability would
38 impoaed. on the Uslng hospltal,_as the place
best sble to evaluaté what 14vel of oversIght 15
needed. By concentrating iisbility at the user
level there would be an increase in competition,
rather than a reduction, since the fimancial

viablIlty of ihe producer would no longer be an

isse.___ 3)_ .The. users are _already subject to
regulatozy control. T™hey are familiar with the

requicements of the requ: 1ty authorities. 4)
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Eééj,a,ltal,s, are_large enough €o salf-Insufe this
risk, Oof they tan purchase broad Insutance
coverage at market rates.

Conclusion

device under the current Food, Drug, and Cosmetic

Act. However, In the long run medical software
should not tz exempt from regulation. In the case
of this unigue product, the public Interest would
be_best servec by Imposltion of a .Jd&st level. of
regulatlion on the user. _Thls_would provide .ne
optimum mix of protection of consurers with
minimm restrictions on the development of this

revolutionary technology.
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_Mr. PAckArp. The question was brought up with the first panel
as to whether it is anticipated that such systems, expert systems,
will reduce ultimate medical care costs to the consumers: Fd like

%(;lllr. impressions, particularly Dr. Clements and perhaps Mr.
glair. S o L

Dr. McDoNarp. Well, I think they’re the on! - hope. You know,
we have to do—there are two issues. Oue is t- whether you can

save dollar costs; and the other one is whether iat will be passed
on, and I think as the earlier panelist describec the regulatory re-

alities are in place now that if costs are reduc 1 they will tend to
bepassedon. . . o
- _It’s a competitive environment now, and -t re are opportunities

as there—say the engineering workbench; the physician works at a
terminal and can get every answer he wants about facts, about his-

tory, about the patient, plus decision support as he goes along. He

can care for that patient faster, or maybe a nurse clinician can do
a lot of the work in conjunction with the physician; or maybe a
pharmacist can do more of the work. _ - S
. 'm not prejudiced about who does the work, but it seems clear

that these systems_ wiil save time, immense amounts. My guess is
we can save a third of the physician’s time [lat out within the next
Qéiltgl,é of years by these kind of support tools, plus do a better job
at the same time; we can finally manage the system. .
_Now that may be against the physician’s interests; but inst~ad of
having it being sort of a cacophany of everybody jd'o'iiig, what they
please, someone can look at the whole system and say, “Hey, this is
crazy; this guy’s doing all these «tazy things down here, and people
are dying too fast;” or we can put it into some kind of a rational
perspective, look at the data, analyze the data, and make judg-
ments based on data rather than on just beliefs and biases.
Mr. Packarr Mr: Belair,. ~ °~ )

. Mr. BELAR. iJly answer; sir; would be strictly from a layman’s
standpoint. It does sound as though there’s the potential tor cost

savings. I will say that it continues a process that’s been going on
for about 50 years now, which is to limit, to deemphasize, the role
that the physician plevs in providing health care. . = =

.. Today; I guess voy % quibble with the statistics, but the late: ..
statistic that’s ba»

stic that'’s dout is that only 5 percent of health care
in this country is , - : ! by physicians, and since they'rs covicia
ly the most expen.si»: . mponent of the system, to th= extent that
you deliver health care “hrough other means, you've &ot the po.v.i-
tial for cost savings. @~ == 000 o . ] ..

_ Unfortunately, from_ a privacy standpoint, there’s a downside.
Physicians are awfully good at maintaining patient privacy:
They’re steeped in that ethic. Most of the privacy problems that
I've encountered’ and I think most of them that are documented;
come not from physicians but from other health care providers and
professionals who simply don’t have that same ethic and that same
concern, maybe not as much to lose. You know, you could speculate
about lots o?'different reasons for it, but it seems to be a phenome-
. Mr: PackarD: Professor Brannigan, you've talked at length about
the liabilities that are related to misinformation or that may come
through such a system; walfunction of the system, but we haven’t
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talked about the time when the lack of use of this kind of a facility
would become an issue of liability: , . S
~ When does a systém reach the point where it is moved from a
time when you'd be sued for using a system and a system not pro-
ducing or pruviding adequate information or not doing what you

want it to do, or you're misusing the system? When does it move

from that to where you're sued for not using a system? 7 .

Professor BRANNIGAN. The traditional term for this type of anal
ysis is Hooper analysis; after a case called the T'JJ. Hooper,5% which
was a tiugboat which didn’t have a radio in 1928—I'd have to check

my dates—and therefore lost sume barges because it didn’t have
the technology, and the court in that case—and there_is a little bit
of material in my longer written statement—I think Mr. Paul has

it—on some of the cases in medical care that have analyzed this
issue, that courts can and do say that an entire industry is negli-
gent or portions of it are negligent for failure to acquire and use
the appropriate technology at a certain level of certainty.. ,

- In my experience, I think we are there in drug-drug interact: 1s.

I think that’s an essentially «lerical technical task where there’s no
excuse to not have that module working properly even at the level

of o r pharmacists: I mean, the stuff is very cheap to run this
kind of system. - _ o o
In broader terms, when will the failure to use a consultation—

when will the failure to acquire such a system—I don’t think in
terms of complex expert systems we're there in the next, rough es-

timate, 10 years, but for narrower portions of it I believe that it’s
right there right now. I can furnish you with an article by Bruce

Watson, formerly up in Massachusetts, that covered this issue that

%‘aj:sh in our symposium proceedings. I can probably get you a copy
[} at;, . . .
[The article follows:]

53 The T.J. Hooper; 60 Fed. 2d 737; 2d Ct. App: (1932);
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Abstrect

,dwa.lup-
menta suggest thac courts may impoes-lisbility on
providers for patient fnjuries ccused by the
absanck

of medical computers even mu:a the-custom
of w2t other providers would oot have required

o usd. A Judicts

from upon-a balancing of
factors such as gvailability, 1ikelihood of viak
reduction, and cost.

"Cdmtm can help tha physicisn diagnoss
MM prescribe-the best treatment. They
can alert his to goulbh interactions besweco.
ood-enter test
Whats

can

drugs, mooitor
results,

lnd retrieve medtcal infornation.
1 to_patisnt safsty, compu
-houTs,-1n providing

. tor
with data nu:uury to an informed d.cntnu."r

m ok thie mlﬂd!’ ts tu cmid 13

for-the-medical- profeasaton
Tequites the uu  of a cosputet 1in the medica)l
Context in ques!

—The centrsl.thme-
mh zhn tha tradicional legal ruls
Soveruing the wassurement of s Provider’s_conduct_
hss_eroded in sevaral ways, including redeffnition
of the localiry rula and the extensing of the _

ﬂMt of "ressonable prudance” to medical-cers:
these trsads suggest that courts will sootier ot
1ab114ty for & hospital‘a.
faflure o use- & computer vhere « ita
2pPlication would bave prevented an injury.

om-nlo/auoooo/mmm ® 1081 IEEE

L1

The
40 order ro luln.u an-twpossd duty ge ulu-uy tha
ujur tocus-—of a malpractice actfon becuuss tha _
ot e

£
whica-breach of s duty i,
defandant providar_fs
The traditional et

Paciencs_ts_for. that_physician
xerciss-rhs degres of cars, okill,

- HM\‘!. s .ubinn
'8_nodifised or compla; —tqplaced tha
concept of tha locality rula,
edopted the standard of cera that_is_c:
fties eimtlar to :h.: of
0:h|r _courts _have_sxpendad
_to_facluds
to t! A:hnt. in
sffect recoguizing the :hg 1in_geographical .
accegetbility.
Somajuriedictinny h.nauopnd n.ud applied &
natio: tanda ften recogniz

vithin commnities or 1
the defendant provider
al £

among
sarvices, and equipment, as well

.
according to specislization for pract :uuru!—f— -
Finally, a 2 theory isposing
l1edbility for the abasnc: of_tech precautions

desmed_tessonably prudent, regerdlesa-of-the
prevailiag Cugtom smong eimilar professionsle or
fnstitutions.

- -Applicatiom of the varlo\u !um ul th.

ot used and-would-have-msds a-
r.-ul: 1o the judictal imposftion of diffsrent sate
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;;. the court referred_to the Hooper Prem:

aed-physicisn-epecializatians. For exanpls, whers I3 iversal Jisregard of necessary- safety
roaputer uss bec prevalent among large velle ur allov an industry to avoid lfabiltey
equippad hospital. national stendard probably- - for their omission.

would-not require thet sasll hospitals vith tiaited

revources als0 use computers. Furthermore, vhera -~ The development cf this ordinicy negligence
P cular-aedical- approsch clearly fncreasss ths likelfhood thet
ndard among doctor: d

doctors_and_hospitals might be held liable for

ractcs large_hospitale_located {n crban_acess, their fatlurs to u purchase_computers, A ____
other_physicians vith-access to i“-vae hospitals Court applying the Darling standard-could find that
vi1l probably be expected to usc rivoss facilities fatlure to use computers for a particuiar purpo

vhen approjriate. stient t _inexcusable risk of herm,

- . - - even vheére such use vas uncommon.

sonable Prudencs -
- - ___ In HEIIInK v Carey.
held co_be 11gent

ars
& matter of lav in fafling
1a test t patient for_whom
‘er®. nat _customary. _During the trial
tioony- of medical experts for both the

----Several courts have recently

have substituted the eoncept the reasonably

prudent pravidet, s rule _to-those used in patient and the defendants establiahed that.t!

ordinary-negligence lav. for that of the custom standards_of the pro| on-for that speciality
of the provider in good standing as the seasure ___ in-the sans or simtlar circumst. _did not
of the requisite_standard of care.. - These decisions requi ine pressure testa for glaucoma_upon
could portend a trend uhich vill alter substantially patisnts under forty years-of ags. - The patient,

the application of neglifence lav to providers for vho wis thirty-tuvo y d vhe e glaucona vas
the_a #_of_computers-in oedict The finally diag 4, _had_ cars from tha
remainder of this memorandua ccn the creation deferulants for mors than five years. The court
and application of this doctrine in dateil. cited language from HoGper per in finding that .

reascnabia p: required the timsly application

case of The T.J. Hooper.® The Hooper doctrine vas ---- The court-buctresssd-ite opinfon by noting
applied to tuation vhere the owner af two. - that the test is relatively inexpensivy, e
tugboats was_held negligent-in the sinking of barges adninister, accut
under tow because of his fatlure to equip the tugs 1.

vith radio receivets. The court_reasoned that 1t on, and
the captain vould-have heard broadcast veather explained that the "grave-and devastating” result
Teports concerning an approaching atorm and, like of glaucoma {e morethansnough justification for

t 1lor, ha would-have put- into

The storm and destruction of the b.

safe ggggggﬂ the test regardless of prof

) custom.
in 1928, ar_a cine when few tugboat-- o
compsnies provided-radio transmitters or re eivers ... The same_ iourt, the Supreme Court of- Wa hiog~

for their boats. Although the cour® found_ ton, -reemphesi.-ad and explatned the importan:
regarding the use of its ruling in Cates v_Jensenl? and Keogan v_oly
ven where the custom Family Hospital.T5 _catea concerned the detection
+.that custom would nnt of glaucoma, vhile Keogan addressed 1d
ghoat cwner-of liability 11ability for failurs_to adslnis

sntire professions mey ignors or too cardfogran-teat in-ths context of an apparent
. ¥ afety devices.--Thus cardiac event. Onca again, the court focussd of
tior thet courts the nportance of the relatively lov_cosc-of the
teste and-tha-ease of their adsinietration. The
court conceded that such tests nesd only ba used
a1

where al P
inconclusive or vhers soms abnormality in t

patient’s condirion zave varning of tha existenca
of _some_undetectsd problem.- When the coudition of
vhers_the_Sospit. the patient does indica 3 £y for further
Te sued for all exanination, said the T o grudence
h_rosulied in the asputs- requires the application of the teats

leg.--Che-Illinets §uprn-
Ciurt held the hospital 1iable for fitlure to

{one_{1lustrate-the- (xportance -t

require consulration sod for pravidi..g {nadequate questions governiang Lmposition of 1fap!ltty

care.. oure-specifically heid that-tvo-esta for tha lack of reas le. -Thess_quai=
standards of nattons 1l medical tions_taclude vhether-the technology {a-quastion
. 1ospitsl’s own bylevs—now is available, what kisd of an iapact thig technology

funceion as 424 evidence of vould bave oa. the health of particular patisata,
custom. In gofag bayond ti rajsction_of the and-vhat -the technology would cost. Each nf the
lecslity rule, the_court applied-ths standard of ] above contained a Judfcial _
rare formula used ir ordinary negligence law. In balancing of

ailability, impact, aod cost, and
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thus they provide th bu 19 for_a discussion of the -
relevance_of | Hooper . ‘ad t8 progeacy to coaputerized
sedical techoologies.

d
as tw lh:tnﬂly difference g5
the useful, £ _the technology and tha_accesai-_
b1 %1ty of tha techoology.  -ln an asrly ceas concern-
{ua-the use of radar {n afrcrafe, a court refused

to find the atrcraf€ operator

unsatisfactory.
proposition chat- courta may decli
#quipoent lvuhbh uh-n such_i
in the of 4

_phyeicians_and_hospita) . cou
ate ununly to impose use on other pro-ide,
4 system has proven ieaelf capable of ful

the ,\nrucuhr nlk for which it was dest

. ,,,E‘Js separate isaua of acdasaibiiity focu
ea_rhe availability of-che equipment to & yn—ucuhr
user. Thus, for exasple, wh

has_access to one

that physician

Under -thu

:udl:luul. theory 6 meipractice, a phy: ian oay

be held oeflifenc for any failure.to use squipment
1ab’e_to-him in hig-own localicy Lf ocher

tLas fa good standing would have done 80._

. arwore, whars particular jurisdictions-have
expanded-the-definition of “sume localicty” to
iaclude toecituticos contiolng superior medical
faciiitien, telans could be-required to seek

c.m.uu:; e! nq-d lqhhuun is n! critiral
1aportance_In

rtvtm 4nd determine

armine | for major capital _
in medical . -State reguhuun-
Lndlun wvhat factors vill be used to detrraine
__A hospieal misk receive_a_cercift

toe_of - patient
care, #lthough tha- abnl:y of a provider to obtzln_
equtpm: or provide services clearly an_impace
on_that_standsrd of care wvhich will be pravided by
the f{nstirurion. Thus, where s hospital s
obtain s computerized.
absence-for a-certifica ad Lf denied,

subsequent “patient uuuunn ovar miutln o
nllegedly of-_the- -of- that
equipment-may well fail.

P
would rystcally find eha bo-ptnl 0 be {n compliance
vith that atandard. Howsvar, the Dossibility of a
riqnir-m: for_pstisnt_transfep re-«ins-wvhere che
state's reascoing behind the COM denial includes

the lxhuncl o! an- udequnu .unly u!,ghgg,gqulpm:
in_chi spitsl?

Raduction of Risk to

.__ _Courts may¥ recoinize liebiliicy.

law_for faflure-to- computar whers-application
of -that equipoent ia 1ikelthood wor
reduced the risk.of. -patient,
even-though the c.rntnty of-an {zprovement fn rrrr
1 not pr 3 xazples_of the kinds_-~'
applications which night-{oprove parteat care hALLu.u
the use of computars {n diagaoals  nla-ifon of
therapy. and d-ltvnry of Tthreapy.

Insrabla to_ruls of reascnable.prudence.

-aceurate diagnoses {mprove patient outcotes
¢ranatically, and covputer systems already serve .
shyafcians {n making dia; through -provision of
information- and menory enhancement. Lf a ~hystictan

does not aek abour an fesue crucfal i

physician would have asked ¢
computer's use_clearly would have fncr
1ikelthood -of & correct-diagnosts. Undar such
circuzatances, & phyeician would 1ieble for_
ply the_compul erpertise, One
njer Hul.nunn on application of the

c_eitustions _oncerns_the _____
extent To which- vhyntcum can or ghould be expected
10 use computers even thou;h the yrwtdcu should
have detected the prof -

ty-care and skill. :unten has led
one author ta _conc _coumon 1llnssses
are concetnsd, Iincorrec diagnoses would be the
result-of the physician‘e peraonal wrror, rather
than of any failure to ues a caq:uur.

u-!u,r!,;uk; whtch

h -tcz-m cannot_ perform_alons.. Interpretation of
ion of

laboratory test .rlm directly posstible-because
of the-advances {n conputera. A judicial finding
of nexligence as_a matter of lav seams.
nose and the-pl
cannot, given the analogy to_t!
V_Cardy.__Thus_whers_cosputst. parformanc
diagnostic tasks-le-auperior-to that of-the
physician, a fioding of negligence for failure to
use ie esPecially 11

aum—m: d:un.—
The matin u-tnu.nn in this kind of applicactian ie
ascertaining rhe Ph¥sician'a_state of miod whan
prescribing the trestment. ch

1isbeiiey for

use, courte are unlikaly to Iavoi
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fariury

the other

l oh 1
the pareiculat-form of_trearment, but-would-have-
been reaindnd of {ts existerice thtough use of the

computer, courts viil be moce uilling o imposs
The -

1fabifiey for failure to
better course for th

state of mind ln the .\pproprhtc medical t!:ordn.

.,un::y to_rog
allvory of a nuabet of. medival . rocuduren.
For exazple, compltars vhich nenicor u -ra‘:n ra
pacicots during or following surgery ate  ..q +.°
used {o-hospitals to protect patfents at 1t .. :t
seers likely that physicilans vho hav. o
such_systems viil be expacted to_use. thaw vhere_
cthair application will-{mprove the likelihood of
pacient survival significantly. Where the_cost
-coutes -oay °
require providers :. yurchase such equipoent in
order to wee' 1ha roquired duty of cara.

Coat cf eq'.-pment IS a.-jor factor

considared by hi _Present_cost
of computers iy stil) relatively_ hlxh. the-declia=
ing-cost of computer hatdware and the ava
_locreesing variety of safrvata pack
€0 lower the-cost Of moraand more-coaputer
applications fo the fututs. The courts will {n

1

all.likslihood continue_t
of {nterest. -Although only s fav courts ha
evinced a nnese_to impose a high--
of care-on- hospitals-than on-physiciac
be judictial juut!tutton for impoaing
1'a_uaae of eq %
turden-on phyaicilans.
™ propr

groving acceptsnce of_the perspective that_a__ ___
hospital's prisary function is to provide services
'and,,e;iutbm:;,\,-hus,'pb'yst:tagt are axpecred_to
provide profesricnal ski113.40 In ycrtl:uhr. -
courts could expand th, candard are concern-
ing-a_bospitel's_feflur provide ntnthlndl
of fecilities “ere the {nstitution vaas othervise
capable of ecq..ring that equipment.

Counn will elso exzaine the broader ixzpact
of iadosition of rajuirene for -gut aant
Coutty aay-find, -for - exasple al requiring
cOompUEL: for d. tic purposes in hospicale may
reduce_risk_of Injury, the henefits probably would
be offset by the increased hospital ceate which
would acccmpaoy u: In the altetruat{va, courts
could_pursus T3
hospital lal iey vhe tha {nscitucion, fctaelf
vithout comouterizad dlsgnostic of therapeuric
techoologies, failed to-t fer the-patieot 5¢
a hospital possessing thenecessary equipment.

Concluston

—— - _The_azosfon of the_tr
tha atandar? of care Tequired of proﬁdnr
ipcreased the likelibood thar courts uil
11ability vhera providers fafl to aake uae of

couputers_in pedicloe, given that_ such_ ,Q&GIE
have teduced the riak to a patfent's health.-
Altheush_the centinued viabiliey of the localley
ruls in sowe-jurisdictions will preciud ueo;nltlnn
of such & duty {n those ststes, the wodern trend
the apstisl aeaning of the localiry rule
e -{mposition of a use requirement for
soma kindw of providara,

i1« application of tha ruls of remsonable
pridence in zedicine is of special {ntefes!

au-& that ruils explicitly relegates-custom- -

_application of the
ia T 8

»
sivoper_rule_to_sedical -
‘udicially-mandated change in cedical custom is
desirabla #s darermined by & balaacing of the
-benefits of the - -

acqu cotputers. Medical
computers are of courss _statn of developmental
flux, and while their use can reduce the risk of
injury, the precise amount of risk reduction
varies
lnl:m::lonl, ard ics users; Hospitals and
phys{ciasa {ohabit s zone of rransitf
purely sxperisental-computer-use-to-¥

costa are low and pacient rnu can be reduced
aignificancly.
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B N Cercificace of Need law, sa amount Eypical
1. Petrss and Scatpellf, Computers, Medtcsl $150,000.

Malpraccice, and the ;host of ths . Hoo! - -

Per -
3 Bucpars J. of Computers and the Lav 15 (1975) 19. Kupuschingky v . 8. 248 F.Supp. 132
S - - - . En.s.c. 1966)
2, Ses ustom ¢n Medicsl Hal. — - )

Ses Pearson, ¥ols of Ci .
practice Cases S1 Ind. L. J. 528 (1976) 20. m,u::g,r;,.y,;,n-iixn’?,-ﬂ’gii n.
- - -- o L {concurring opinton) (sctict 1fsbt ty &
3. 5&s generally Aomot., 99 A.C.K.3d 1133 (1980) better theory than reawcnedle_prulencs)

s
1y

-+ Blake v Discrice of Columila Cens
Hoap, (Sup._Ce. July 1981) (1tabtiicy tor
£8tlure to_cransfer to soother - factltey

21, Saa,

4. pornette, The 8cT_of Voluntary
4ards 1n Civil Actions Against_the Heal
Care Provider 22 W.Y.L.5. L. Rev. 928,

n. 56 (1977) vhich possessed e CT scanner) (Tepe. tn
_ - - 9 Fealeh Lawysrs Nevs Report No. § (August

o1 72 Vseh.2d 73, 431 1581)

P.24 973 (isw)

$.  Dickioson v Matlitsrd 175 w.w.2d 588 {Iova
Dickioeon v Hatllaced

1970,

7. See ao;u 10-1+ and sccompanylag test fafrs.

8.  60-F.2d 737-(2d Cir. 1932); cave. denied
287 v.8. 662 (1933)

311 253, 2

,,,,, R 9 (1964);
33 IT1.24 326, 211 N.K.28-243-
cect. dented 333 U.S. 946 (1966)
10. 83 Wash.2d 314, 519 P.2d 981 (1974)

1l. Balling, sipra o. 10 et 983

12. 92 Uash.2a . -, 395 £.24 919 (1979)

13, 95 Mash.24 336, 622 p.2d 1246 (1980)

14 Bowaver, the iourt in Keogan suggesced ia -

dicta that _vas sedicslly todiceted
undar exis Sea also Darling
awpra g, °

1S, 224 F.24 126 (6th Cir. 1955); cerc. danted
J}O 0.8 is) (1956)

of need-legtelaticn has been -

the L. - v th PL

Develisadut-Ace-of 1974, -a8-amendad: -

No. 9%, 91 .

42 0.7 . BA0OK:

18 Tais is percicalarly trus whare the cost
of tha equipment in question 1in pelow the
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__Mr. PackarD. Has a medical school or a training hospital ever
been included, to your knowledge, in a lawsuit-against a provider, a
physician, or some other health provider; on the basis that they did -
not provide them or tezch them adequately or provide them

eniough information to adequately make their decisions? .
Professor BRANNIGAN. In terms of computerized information or

other information? Just other information? S
Mr. Packarp. Information that a physician, in ceveloping his

treatment plan; did not—was not taught adequately, given enough
intb}'lrgnatibn. Have the teaching institutions ever been i:.cluded \n
such? . L o

__Professor BRANNIGAN. Not at what we’ll call the pure ha -
ground l=vel. You can’t sue a medical school for producing a lousy
physician, using that very broadly. This is one of the distinctions
that I was trying to focus on. e
_If you talk about the failure to get a chart up to a patient’s

room—that’s why information has these multiple meanings—then
tixo Znswer would be “Yes;” and there’s a whole series of cases that
ac cutting this very fine line that involved airline charts, and I

2ite one of the earliest cases in my article, but there have been
cases since then where airline chart manufacturers have been in-
cluded as defendants in strict liability actions against negligent
pilots for giving them the information in an inappropriate wav.
That’s the cutting edge of this field: . S

Mr. PAckArD. Do you accept the concept that this kind of «
system would simply be an adjunct to providing information to a
Phgﬁi?i?i,ﬁ,,?- textbook, a computerized texibook?
_Professor Branric*N. No. I accept that when it fills that func-
tion, liability is determined one way; but certainly there are other

systems that operate directly on the patients or operate in such a

way that it'’s not just a textbook, it’s closer to the thermometer
readout, and accepting < zm’s thing that if he’s standirg there

he’ll check the patien!. but if he geis it over the telephone he
might not, aud so thereiore I think that’s the critical point. =
__Mr. Packarp. If it’s considered to be used as a textbook, as just
an.information gathering device, then would it be treated, as far as
liability is concecrned; on the same~ basis as an institution that’s not
liable for producing lousy physicians

. Professor BRaNNIGAN.. i believe i* would fall under—in other
words, the instituticnal liability he - been diffused for other reasons
unrelated to the coi:zept of the product. There isn’t any -thing
there. I think that in-this case it would meet the product-oriented

standards that’s there some item that we can fix on, but I think
the liability would still be negligence. In other words; there would

be liability but it would = on a negligence rather than a strict
standard. This is not a very certain area, though.

Mr. Vorxmer. Would the gentleman yieid on that?

Mr. PACKARD. I'd I2 plessed to yield. ) )

Mr. Vorr- 0 ° 7 &3 we have no standards, and we have no
standards - '« axpert type of computer operations; and
there being - -+ % and it’s just informational systems, and
itﬁg";jes’ to iin . .. 7o we're still looking at negligence; are we
not?

ne
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__Professor BRANNIGAN. I believe that that’s correct. As long as its
filtered through the doctor, we're looking at negligence. _ =

__Mr. VoLKMER. So you're still looking at negligence. So it really
doesn’t make any difference as far as the liability is concerned
whether that expert system_is any good or not. It may be you have
no database and not be worth a darn: If the doctor is still interven-

ing and the liability is on the doctor maybe for negligence; and he
discards that and goes ahead and does what he thinks is right, you
still have them 2o

Professor BRanNIGAN: Well, no. I wouldn’t say that there's no
consequence. In other words, doctors who are routinely liable for
negligence are certainly making a lot of noise about malpractice:
,Yﬁil,i,, 1ave to get into strict liability to impose a lot of liability on

So there’s no question that the plaintiff’'s attorney would be

coming_ after on a_negligence basis the negligent provision of this
particular service to the doctor, and I believe it would be on a neg-

igence basis, but they would certainly go after it, so that we pro-
vide a separate pool of liability.
. The expanding liability of hospitals for provision of tools to doc-
tors and whether that should be in strict liability or negligence,
this is one of the most rapidly expanding areas of medical liability
Eagger than using the term “malpractice” in the United States
__When I researched it first in 1980, there were only two cases;
now I can find hundreds. So the provision—the negligent provision
of tools by the hospital for the physician to work with—I mean this
is the nature of that type of case.

Mr; Vor.KMER. Yes.

I yield back. = L

Mr. Packarp. Thank you, Mr. Chairman. - -

__Again; Professor; does the deveiopment of new and sophisticated
devices used in the medical field tend to increase liability, or does
it tend to decrease liability; increasing by virtue of higher expecta-
tions, greater exposure, and more technology and training in use of
these new and sophisticated devices, fewer perhaps on the basis

that it helps.them to make fewer mistakes and less malpractice?
Professor BRANNIGAN. My gut prediction is that the vast bulk of

maipractice; in my. limited experience—and I'm an academic; I
don’t do much practice; I read it; I don’t do it very much—is that
an incredible number of cases are simply routine errors; fairly rou-
tine errors: Instead of drug A, they gave the patient drug B. It's
this kind of mistake that hospitals are routinely sued for; they
dro ped the patient off the table. It's not at the highest level of
medical decisionmaking. . o .. . L
- Insofar as these systems routinize and check on these basic_fun-
damental mistakes that occur in complex organizations, I think
they will tend to reduce liability. Insofar as we’re dealing with the
cutting edge of decisionmaking; I think they’ll probably have little
effect on. it until they become used routinely. That would be my gut
f%;ellllmi}g, that they would reduce it. And they’ll reduce not just li-
a U o . o
This is where, as a consumer-oriented person—reduce injuries;

that’s the critical thing. It's not so much the question of whether

K
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you get sued after the fact; it’s, did the patient get hurt? I think it

will actually contribute to better medical care for the patients. We
can reduce lirbility with a law that saye the patient can’t sue, but
the trick ic to reduce injuries: _ N -

Mr: Packarp. In your testimony, I gather that you felt that this
was not, at least at the current time, a place for FDA to regulate.

Professor BRANNIGAN. I draw sort of a slightly middle ground,
which ig, they shouldn’t regulate it under the device aniendments.

1. believe very strongly that we should have some sort of registra-
tion system of all such systems in use so that at least we can pass
information back and forth. ) S —
__If I can use that to expand one point, one of the things that is
very disturbing—&nd I've only begun research in this area—is FDA
is perfectly happy toc work with secrecy, and they have all kinds of
trade secret requirements; and a lot of computer sofiware in the
business end is done under trade secrecy. =~

_1 think that violates some fundamental idea of pesr reviewing
and analysis of these types of systems, and one of the things that I

would want to make sure is that in any regulation of these systems

latory authorities, that 1t was absolutely prohibited by the regula-
tory authorities. . 7 . ) .
__If anythjng hothers me at all, it’s an expert system where some-

one can keep.as a trade Secret how they make the decision in the

that secrecy was not only not encouraged or supported by the regu-

system, and this is something that FDA is completely geared up to
do, and it just also .illustrates; it’s not like the kinds of things that

they worked with in the past, and we may need other forms of pro-
tection as have come up in other areas for the intellectual effort
involved in these systems, but certainly the kind of secrecv that
FDA is willing to do in some of these areas is incompatible with

the type of peer review that these systems need. So I would register
the systems; I would not further regulate them. _ o
. Mr. PAckarp. In answer to a question by the first panel; do you
feel that the AMA or other professional societies adequately can
monitor and police the system if, in fact, inder your recommenda-
tion, the FDA would simply be the certifying agent? .

Professor BrRanNiGaN. Well, again, certifying has a direct impli-
cgtign.ﬁlfwduld simply have it the repository of places where these
thingsare. @ = ° I . . :

I think that what Dr. McDonald was describing as the inherent

conservatism of the whole system would be adequate, combined

into the future. =~~~ T e
I'm not saying that this would last forever; but I certainly think

with liability, to safeguard patients for a substantial period of time

we're at_the level of —we’re taking two people up in the biplane,
we’re not building 747’s_yet, and you can see what’s wrong with it,
and it’s not worth stifling the development to try to make the
system perfect. == T e
b Mr: PACRARD: One last question; I think; Mr. Chairman; is all I
ave. o ,

~ What effect, if any, Professor, will tort reform, as we are seeing
it in its preliminary forms; have on the liability question as it re-
lates to the issues that we’re discussing this morning?
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Unquestionably, tort reform has rrached a very high profile as
an issue. We're seeinig States like my own il Califorriia which have

initiatives on the ballot where the people are deciding what level of

tort they're willing to accept, and we're seeing other States do the
same:

Obvmusly, we're deahng with it here in Washmgton ‘when we
deal with Superfund issues and many; many other issues _relating
to_liability insurance; product liability in the medical area; all
these are very, very difficult and problematlc areas Now that some-
thing will be done, in terms of tort reform; in my judgment, in this
country:.

As we see it in its prehmmary form, what effect will this have on
this whole guestion of liability? -

Professor BRANNIGAN. Without going mto all of the overall pohcy
issues, I think the effect will be fairly small. In other words, it's in
the nature of this kind of device that it probably injures people one
at a time, if at all, and a lot of tort reform is directed t'o’Ward other
kinds of entltles, and probably if it injures people; it injures them
fairly quickl

A lot of tI'{e tort reform it oriented toward the mass tort issues,

and the long-tailed problems, and a lot of the other issues that

have arisen. However, on the good side; one of the real negatives of
tort reform is, it requires much more substantial regulation, and

this is something the industry now recognizes, that if you don’t use
the 1tort: system to control defective products, you have to do it di-
rectly. .

So I have, in other contracts havmg nothmg to do with this, ad-

vised people to essentially embrace strict liability in order to avoid
inappropriate regulation.
_ So in that narrow sense, tort reform may force us to come back
here and say that the FDA has to much more aggressively regulate
these products because all of a sudden you lose the incentives,
under certain circumstances. However; that’s a broad criticism of
some of the proposals.

In terms of these systems, I don’t see the effect and one of the
other things is, on the difference between neghgence and strict li-
ability, on something like a drug-drug mteractlon program, as I
think I mentioned at quite some length in my article, the differ-
ence is very small, because we're talking about really the design
stage, and everyone who does liability knows that negligent design
and strict liability design defects; these are very small differences.
These are made thirgs, ot natural artifacts. So I think the liabil-
ity effect would be very small.

Mr1 Packarp. Thank you, Mr. Chairman, and thanks to the
pane

Mr. VOLKMER I have one last tﬁlestlon) Mr Belalr

Do you anticipate,; if we see an ongomg use of computerization
and informational systems, et cetera, in the medical field, further

deterioration of the privacy rights of patients? 1 beheve that’s so

we could possibly anticipate—to go back to the previous question
about tort liability—the effect of tort reform on that possibility of
more prohferatlon of Privacy Act suits against persons for, “I lost

my job,” or whatever have you:
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___Mr. BELAIR. One of the problems we have right now. in enforcing
privacy laws, Mr. Chairman, is that most of them don’t lend them-
selves to private rights of action. Eiiher there is no private right of
action, or, if there is, it requires. the showing of actual damages,
which is sometimes hard, especially when the invasion of privacy
results in stigma, and emotional distress, and so _forth; and of
course it’s a rare individual who can finance a lawsuit these days,
thanks to the fees that lawyers charge; it's an expensive undertak-
ing. ST e ) ) o
__1 must see 5 people a month who come to me, and maybe 1 of
them has what I would consider a legitimate claim; but on ylina
100 can finance litigation: S S
Mr. VoLkmer. When you say a legitimate claim; you're not
saying that they really wouldn’t have & cause of action; I niean,
they hadn’t had wrong done to them, but they failed to have a
cause of action on which recovery can be obtained—monetary re-
covery: _ — e o
Mr. BELAIR. That's right. They have a cause of action, but there’s

no provision for attorneys’ fees, and they can’t finance an action,

and so therefore they're left to the American Civil Liberties Union

[ACLU], or they're left to— ==~ 7 .
Mr. VOLEMER. Or if it’s merely depression that’s resulted from it,

because they’re now ostracized in their neighborhood or their
hometown, or something, that’s not— .
- Mr. BeramRr. Those are in the four out of the five that don’t have
a cause of action.

Mr. VoLrMER: Right. . L
.. Mr. BELAIR. I guess I don’t see computerization affecting the abil-
ity; ,ggi way or the other, of patients to act as private attorneys
general.. .. .~ o ) S
__1 really think if we're serious about regulating and protecting
privacy, we have got to have some kind of regulatory presence, and
I know all the downsides to that: There are lots of downsides to
that, and all of us have reason to worry about that; but if we're
serious about protecting privacy, there’s no other answer.

Mr. VoLKMER: Professor Brannigan. L
. Professor BRANNIGAN. I would just mention -that the United
States is way behind most other countries in legislation in the area
of privacy protection. We’re almost. unique among developed coun-
tries in having almost no. private rights against private data hold-
glrs; and if the committee is interested; there’s a 1ot of other materi-

— I do have a colleague coming over for several weeks in June, Dr:
Bernd Beier, who is.my coauthor in my work on privacy, and he
could certainly ;s’iipgljz you with some _up-to-date information on at

one in Germany. He’s the data protection offi-

least what’s being  the ¢
cer for a very large automobile parts manufacturer, and they work
all over the world. They have problems, too, in that system, par-
ticularly dealing with network systems and microprocessors.

Mr. VoLkMer. Mr. Packard. ~ = = = "

Mr. Pacrarp: Before you close the hearing, Mr. Chairman; I had
a note as a followup of a ig:lat;ion to you; Professor Brannigan.
_ I think you indicated that these systems would probably not be
too much liable as a provider of information to the physicians, that

198
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malpractice wotld probably still be the primary source of suits.
Would, however, a physician tend to look toward suits against the

system by not providing them adequate information or something
going wrong with the information that they’ve gotten by which
they’'ve made their decision; and then they would countersue?
__Professor BRANNIGAN. For contribution or_indemnijty. I think
that_certainly the effect by defendants of shifting to the system a
portion of their own liability—I won't use the word “responsibil-
ity;” I'll use the word “ligbility”—that will be an aggressive at-
tempt. That has occurred; and that is mostly handled by contrac-
tual relationships among the various players in the game, and a lot

of hospitals; again, in my small survey, have taken on that liability
as a way of attracting the best and most competent physicians; so

that the physician gets that as a matter of contract rather than as
a matter of tort law. They simply cover them for any of those kinds
of errors. -

Mr. PAckArD. Isee. =~ = = L

Mr. VoLkMER. They're basically indemnified, then.

Professor BRANNIGAN: That’s right, because they can acquire in-
surarice at a more efficient rate.

Mr. Packarp. OK. Thankyou. - =
~ Mr. VoLEMER. OK. Once again I would like to thank our wit-
nesges, both panels, for appearing here today and sharing with us

their opinions on these subjects: This has been a very valuable
hearing for the subcommittee.

It definitely appears that the subcommittee needs a better under-
standing of the Food and Drug Administration activities in this
area, and therefore I hope to hold hearings later this year for the
purpose of receiving a formal statement from the Director of the
Center for Devices and Radiological Health.

I would like to explore further other areas identified in the testi-
mony presented here that deserve greater examination. We also

need the views of other affected parties on the topics raised here
today. So I welcome the interest displayed here and invite interest-
ed parties. to contact the subcommittee to discuss this field. I also
wigsh to thank Congressman Packard for his participation here
today and look forward to his continued assistance.

With that, the subcommittee will stand adjourned. .
[Whereupon, at 12:50 p.m., the subcommittee was adjourned.]
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U.S. HOUSE OF REPRESENTA1IVES
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ng, Commissioner
Food and Drug Administration
5600 Fishers Lane =
Rockville, Maryland 20857

Mon, Frank D. Y omn

Dear Commissiooer:

- - The Subcommittee oo lavestigationt and Oversight of the Committee on _
Seience and Technplogy will hold.a hearing-os March 18, 1986, on the use of
1nformatioo technology and artificial intelligesce techiques ia the health
care system. The hearing will examine some of the present_medfcal
applications of artificial intelligence research and the policy {ssues

involved in the growing use of medical computer systems.

- . We would appreciate a statement for the record from the Center for Devices
and Radiological Beslth that describes FDA's present position on the need for
regulation in this fields This statement should specifically include the
following informatfon:

© Under what authority does FDA regulate conputér sofiwaré

desigoed for appl {icatfons {n the health care systen?

H;;;}:l; ;éencydecided to regulate medical software vnder
this avthority?

o What policy exists regarding the régalaEisn o1 medical
software at the present time?

developueot of the agency's policy statement aod whaf
steps under the Medical Device Anendoents are applicable

to the future use of these Information systema?

- ... The Subconmittee would also be fnterestid fo FDA's oversight efforts
involving over-the-couoter zale: of these systems, fncluding any actions FDA
has taken to assure that the public welfare is not compromised.
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Hon. Frank_D. Young
4_March 1986 - -
Page Two
In preparation for the Wwaring, the Subcomnittee would appreciate
We have a

recelving coples of reports-prepared by your staff in this arca.

specific interest in the following documents:

o Report of-the Task-Force on Software and Computerized
Devices (1981 or 1982);

o Rojort of the Pregras Maaagescat Committes on Seftware

and CompGtérized Devices (December 31, 1984);

o the most recent version of the draft pelicy statasent on
software and computerized devices under review.at the
Center for Devices and Radlological Health, am;

o Guideliods for Review of Software~Driven Devices.

The vritten statement may be as detailed as you wish, and will be made a
part of the record in its entirety. Pleasc sead the statcment, before March
14, 1986, to:

- - Jaxzes H. Paul
Subcommittee on Investigations
_aod Oversight
822 House Annex 1

300 New Jersey Ave., SE
Washington, DC 20515

Your coopération 1s greatly appreclated:

Siacerely,

Harold L. Vollmer
Chairmao  __ . . .
Subcomnittee on lavestigations

and Oversight
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» _,% DEFSKEMENT OF HEATTI K HUAIAN STRVICES Pusi Fualih Service

Eana andg Drug Adminisiration
[ . Rockvilie MD 20857
hpril 16. 198¢

Tne Honorable Harold L. Volkmer
.Cnairman, Subcommittee on - -

JInvestigations and Ovérsight
Comnittee on Science and Technology
House of Representatives
wWashington, D.C. 20515

Dear Mr. Chairman:

aevices and software-tnat you requesteu in your letter to Commissioner
Young of March 4, 1986:
° keoort of the.Task Force on Software and Camputerized Devicus
(January 1982);
° Report of the-Program-Management-Committee on Software and
Computerized Devices (Dezember 31, 1984);
° tne most recent .version of a draft policy statement-on software
and computerized aqevices pow upder reviéw in FDA'S Center for
{tevices and Radiological Health, and;

. éuiceiines,for hev1EN oé Software-Driven Bevécés (dra%t déiéd
March 1 1986).

A1l of these are confidential, intern2) documents on Policy matters
thai have not-been resolveo by tne Food_and Drug Aoministration and
presently.refiect solely tne views of an-Agency task force-or
ingividual author. Tned would ne withheld by the Agency if requested
unoer tne Freeoom of Information Act. We tnerefore request that the
Subcommiftee not_releadse.ov-otharwise oublicly disclose their contents.
1 anticipate_that tne Statement for the record that you also requested.
ir vour letter of karcn 4 for your upcoming nearing on April 21 will be

transmittec t< wou in tne very near future.
1i we can be of any furtner assistance, please let us know.
Sincerely yours, _

L ek BT A

Hugh C. Cannon
Kssociate. Conviissioner.  _
for tegislative Affairs

EnZicsures
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STATEMENT FOR THE RECORD

FOOD AND DRUS ADMINISTRATION
PUBLIC HEALTH SERVICE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

HEARING BEFORE THE

SUSCOMMITTEE ON INVESTIGATIONS AND OVERSIGHT
COMMITTEE ON SCIENCE AND TECHNDLOGY
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The Food and Drag Adninistration (FDA) is pieased to assist the
Subcommittee on Investigations and Oversight in addressing oar Carrént
policy on the application of computer tachnology €6 medical

devices.

The mission of the FDA 15 to provide Consufier protection through
Judicious enforcenent of the vaiious 1aws entrusted to it. Our primary
responsibility with regard to medical devices is to ensure these
products are safe and effective for their intended oses. The
regulatory policy of FOR regardig Computers and software used in
medical devices has been evolving over the last § years in response to
the development and implementation of computer technology by the
medical devices industry. The specifics of FOA'S policy are stiii
under developrient ﬁéihiﬁiIe; we are addressing industry develooments
On a Casc-by-case basis while awaiting the emergence of clear patteriis
in the application of computer technology to medical devices. BHecause
the industry is changing rapidly, it 15 possible that the paiicy
Positions we present in this statement couid change significantly as
patterns in the industry change. It §s with this uarning in fifnd that
the FDA responds to the Subcommittee's reguest for {nforfation
pertaining to FOR policy on computers in medical devices.

FDA regards some compater hardware and medical Software as medicai
aevices; 3 defined by the Federai Food, Drug and Cosmetic (FOC) Act.
Section 201{h) of the Act defines a medical device as an *; ; .

instrument, apparatus, implement; machine; contrivance, implant, in

vitro reagent, or other similar or related articie, including any
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component, part, or accessory which is . . . intended for use in the
diagnosis of disease or other conditions, or in the cure; il Eigatian,
treatment, or prevention of disease, in man or other animals, or .
intended to affect the structure or any function of the body . . . and
which does not achieve any of its principal intended purposes through
chemical action : : . which is not - : : fetabolized for the
achievement of any of its principal intended purposes.*

FOA's regulation of computers and software in medicine s not new.

FDA has completed premarket approval {PMA) reviews of computer-related
products such as cardiac pacemaker programmers; patient monitoring
equipment; and magnetic resoniance imaging (MRI) Maghines. Some of
fhese ié@iéis date back to the 1970's. However, in the past few years
there has been a rapid increase in the number and variety of such
products. Of particular importance to FOA is thé fncreasingly central
role computer techiolody 1§ takifig in medica) systeis, With a
judicious selection of computer products, today's health care
professional can arrive at or verify a result or diagnosis; determine
or even 2pply a therapeutic regime, and check his cash flow or billing
stzius. It {is not inconceivable that in the near future there will be
2 product which combines a1l of these capabilities; with decisionmaking
provided by the system instead of the health care professional:

This 5&?5&65%65 é;awiﬁ 6% éo&puiérs in médicine and iis Tore pivﬁfai
role poses new challenges €5 FUA; S1ACeé we MuSE assure adequacy and
consistency in the Ageucy's reviews of new computer software devices
before they are marketed. We also need guidance for field personnel

who inspect manufacturers of these prodces: [n addt€ion, mady
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manufacturers of new, computer-related medical technologles are not
aware of their responsibilities under the Taw because they are mot part
of the traditional medical device 1ndustry:

In an effort to reduce the possibility of misarderstanding; FDA,

through fts Center for Devices and Radiological Health, is developing a

detailed policy statement on computer.

clarify existing requirements. Once this policy 1s finalized, 1t wi1]
be communicated to the current and emérging Segnents of the medichl

device {rdustry:

Policy Outline
What follows 1s a general description of how medical devices are
regulated with examples of how computerized devices fit into this

f;amenoék.

The Medical Device Amendments of 1976 prascribe a Elered systen of
regulatory controls commensirate with the risks associated with the
devices, and the testing needed to ensure the device 15 effective.

The FOC Act ragudres FOA to ciassify devices intended for human use
into one of threc regulatory classes: Class [ (General CoAtid1s):
Class II (Performan:e Standards); and C1ass 111 (Premarket Approval).
The law directs FUA to establish panels of experts, composed of members
from the research and medical communities, industry; and consumers; to
provide advice and recommendations on device classification. Ths

;&Giga;j BQne]s coniidéri
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-- persons for whose usé the device is fntended:
-- conditions of use for the device;
=2 probable benefit to heaith from use of the device weighed
against any probable injury or illness from such use: and

-- the reliability of the device.

After receiving panel’ récommendations, FDA pub)ises for public
comment, a proposed regulation assigning the device to a class. A
final decision is published in the Federal Register after evaluating
comments to the proposal.

An explanation of the device classes and examples of how computerized

devices FIt 1ito these classes follows:

-- Class I devices aré those for Which gerieral controls sach as
iéﬁiiffiifaﬁ; labeling, and good manufacturing practices are
sufficient to assure safety and effectiveness.

calculator/data processing module for clinical use. This is an
electronic device used to store; retrieve; and process 1aborarory
data.

To mintfize unnecessary regu)atory contro) &Rd resource commitment by

manufacturers and FDA, some devices are exempted from certain general

Ea;t;al; 8? Cl;;; i. Ft;r éx;\sié; FDA éxéf;l;i; r;;r;uf;cturérlé 6f general

ERIC
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purpose articlas from the régiiiriiiaﬁ aﬁé iiéfﬁig requirements.

General purpose articles are defined as *. . . chemical reagents or

Taboratory equipment whose uses are generally known by persons trained

in their uses and which are not labeled or promoted for medical gses."

FDA will consider thie broadest possibIé Vrtarpracatian of “geners]

purpose articles" as a first approach to the regulation of computerized

devices.

-- Class II devices are those for which general controls are
insufficient to assure safety and effectiveness; and existiiig
fAforiiation 15 SUFFiCiant to ESEablish & performance standard
that provides such assurance. This class of devices must
comply with general controls and also with mandatory
performance standards developed according to provisions if the

FDC Act. Developwent of perforvinice Standards may be a

lengthy and complicated process, and untfl standards are

established by regulation; only general controls apply to
physiologic or bloed flow parameters based on the output from one or

more Eié&;aaé;; E;;;;ahéers; 6r mea;ur;iﬁg &éviééé. i’he definition 61:
this gevice type includes any associated commercially supplied

software.
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== Class 111 devices are those for which insufficient information
exists to assure that ééﬁéféi éonirois and Dér;armanéé
standards provide reasonable assuranicé of safety and
effectiveness. Generally, these devices are represented to be
1ife-sustaining or 1ife-supparting; or are implanted in the
injury.
An example of a conputer-related device propased for Class 111 4% the
obstetric data analyzer. This device, used during labor, analyzes data
from fetal and maternal monitors to provide clinical diagnosis of fetal
well-being. This generic type of device may inclade signal analysis
and display equipment, electronic interfaces for other equipment, and
power supplies and component parts.
Some specific issues of concern to FDA or fssues that have been raised
by the Subcommittee include quality assurance dita nesded For device
approval, stand-alone Software, over-the-counter (OTC) sales of medical

device software, and the limitations imposed by Agency resources.

Quality Assurance of Computerized Devices

The reliability of software systems and higher order fintegrated
circufts are extréngly iFFICUIE €6 355658 because 6F their complexity.
In genieral it is impractical to test them for every possible input
value, timing condition, environmental condition; logic error; coding
error and other opportunity for failure. The best that can ba achieved
15 3 F1AAiG BH3E EHE sEate-oF-the-art 1A testind such devices has baen

applied and acceptable results obtained. Manufacturing and quality
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assurance ;;ﬁ;érams for r;e&ical &éviééé émpibying soﬁwiré and
integrated ¢ircuits should maiitain adequaté documentativh of fest
eFforts.
Sorie of the guality assurance elements which FDA will need to
consider in approving a computer-related medical device are:
-- appropriateness of model or algorithm;
-- completeness of model or alqorithm;
- profecﬁon against inadverient cﬁangés iri programs (mﬁdél or
1367 1Ehm) §
-- software safety (protection against unsafe errors of
execution)
-- adeguacy of 1abeliig For performance $pecdFications; operating
environment, interfaces; and
-- software maintenance (proper development; integration and
tesﬁng of; révisions to tilé mﬁdéi or Eigﬁi‘ifﬁiﬁj:

Stand-alone Software
NG separate po1icy For Computar SoFtwaré presently exists nor 1§ one
envisioned for the future. Medical software products that ar2 marketed
separately from a computer (generally referred to as stand-alone
safiware) énd uséri wifh a computer io ;"orm a system Hhiéﬁ operates as a
#waiEal device will be treated as & medica) device,
Corputer software that meets the definition of a meatcal device will
be regulated commensurate with the product's intended use and its

inherent public health risks.

%
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As mentioned above; FDA s already conducting premarketing reviews of
new medical devices tHat Featire computers 35 an integral part of their
Operation. Any issues which the software presents are addressed in the
review of the system in which it is used: The requlatory requirements
appided to these devices result from their medical function, not the
existence of the computer. Based on existing author ity, FDA has also
initfated post-marketing actions against these products when they have
been found to be defective.

Over-the-Counter Sales

Over-the-counter sales of computer-r&lated medical devices are

requlated through the 1abeling provisicns of the law. The prescription
G OTC statis of medical devices is determined by Judging whether
adeouate directions for use by consumers can be written €6 ensure the
safe use of computer-related devices. If such instructions cannot be
developed, these products will be treated as prescription devices:
éesourc@i

Agency resources are another important consideration. FDA is already
facing an increasing workload in the medical device area. Today's hich
technology revolution has spawned ever more complex and sophisticated
products for our review, some with computers and some without. We must
set priorities based upon potential risks to patients and riot just the
presence of a computer: We beligve that in a time of increasing
demands and 1ifidted resources, our policy guidance in this area must
enable the Agency to concentrate on critical issues based on pﬁféhfiii
risks and permit devices; including software ihich rose comparatively

lower risk; to be mirketed with limited regulations.

~.2ng

2
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In summatfon, FOA is in the process of developing an overall policy for
Eaiuté; Eegﬁ;ﬁlat;y u;éa i;l r;éaié‘;l aevices It can be exDeCEéd tﬁit
the policy will apply equally to computer hardware and software; it may
provide for "exemptions" from certain regulations when no specific and
only general medical claims are made, and it will call for the minimum
level of regulatory control necessary to ensure safety and
effectiveness. Finally, available resources suggest a policy that
concentrates on critical devices and 1imits regulation of lower risk

devices.
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U.S. HOUSE OF REPRESENTATIVES S
COMMITTEE ON SCIENCE AND TECHNOLOGY &
SUITE 2321 RAYBURN HOUSE OFFICE BUILDING
WASHINGTON,

1202) 225-8371

o Jumey

4 March 1986

Hr Larl‘y DeNn‘dh

Assistant Secretary for Legislation
Ratjonal Iastitutes of Health

9000 _Rockville Pike _

Bethesda, Hary!and 20205

Dear Hr. Secretary.

_ . The Subcommittee on lavestigations and Oversight of the Committee on
Science and Technology will hold_a hearing oo March 18, 1986, 6o_the use of
1aform o _techoology and artfficial iatelligence techiques 1o the health
care_system. The hearing- will exazice soae of the preseat medical
applicatioas of artificial iotelligence research and the policy issues
1avolved in the growing use of medical computer systems.

Bccauge ;h; Nguongl Im:ltutes nf Henl;h (NIH) have a_ s!jgnlncnn: xole In

supportlnx this area of research, I would 1ike to _have a statement for the _
record sbout -your agency's preseat work 1o the areas of computerized medicil

records and ia the development of méd’ :al expert systems.

The Subcommittee is especially interested ino the prenent level of Federal
support for applying artificial Intelligence techalques Io the health care
systea, and a descriptiosc of the projects now sunded by your Institute. We.

e dhcuuloa of the goals NIH is pur by funding these

research_project
further support needed ia this area, and the future directioc NIH_intends to

take 1o-this field. We would sppreciate a similar discuscion of support
exteoded by NIH for the development of coaputerized storage systems fot

nmedical records.
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Mr. Larry DeNardis
4 March 1986
Page Two

____This writeéd sEaEEment may be #s detatied as you wish, and will be made a

part of the record o its eotirety. Pléasé send this statement, before March
14, 1986, to:
oo James _H. Paul . .
Subcommittee oo Iavestigatioas
--and Oversight
_...822 House Annex ] .__
300 New Jersey Ave., SE
Washington, DC 20515

Your cooperation is greatly appreciated.
Siacerely,

e s
Harold L. Volkuer
Chaimaan__._ __ .. . ..
Subcoamittee on Iavestigations
and Oversight

ERIC
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DEPARTMENT OF HEALTH & HUMAN SERVICES Office of the Secretary

Waihington, DC. 20201

TEE,HEEEESEIE Harold L. Volkmer
Chairman - — L
Science and. Teéchnology -Subcommittee

on _Investigations and_Oversight
House.of Representatives
Washington;, D.C. 20515

Dear Mr. Chairman:

.- _In response to your request; enclosed is i sEatefent.for
the record_regarding National Institutes of Health efforts in

the area of artificial i{nfelligcice.cesearch_for .the
Subcommittee's April 21 hearing on_the use of information. .. .
technology and artificial inteliigence techniques in the health
care system .

I we caii 56 6f firther assistance, please let me know.
sifceteiy yours;
—...'.— 7(&; )a\éﬁ‘
(LSGE}hEé Jt DeNardis
ting Asslstant_Sectetaty

for Legislation

Enclosure

.
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STATEMENT FOR THE RECORD
. __DONALD.A:B.. LINDBERG, M.D.
DIRECTOR, NATIONAL LIBRARY OF MEDICINE
and
______ SUZANNE s. STIMLER; PH:D: . _____ __
DIRECTOR; BIOMEDICAL RESEARCH TECHNOLOGY PROGRAM
DIVISION OF RESEARCH RESOIRCES
NATIONAL INSTITUTES OF HEALTH
________for the APRIL 21, 1986, HEARING ON
INFORMATION TEUHNOLOGIES IN THE HEALTH CARE SYSTEMS

__HOUSE SCIENCE AND TECHNOLOGY COMMITTEE
SUBCOMMITTEE ON INVESTIGATIONS AND OVERSIGHT

At the National Institutes of Health {(N1H); the responsibility
for training and research suprort for artificial intelligence
and_expert _systems lies_primarily with the Natioha)l Library of
Medicine (NLM) and the Division of Research Resources (DRR{.

Artificial intelligence 1s & branch-of computer science which deals
with_decision processes, particularly in the context of drawing
conclusions or solving problems on the basis of logical inference and 2

knowledge base. Since the early 1970's, the principles of artificial

intelligence have found increasing appliication in the development of

"expert systems,” in which the computer is provided detajled

information_in well defined areas and used to assist_health _profes-

sionals in analyzing actual problems. Today, these two fields--

artificial intelligence and expert systems--are the most rapidiy . _
growing areas in what has now come t) be called "Medical Informatics.”

PROGRAMS OF THE DIVISION OF RESEARCH RESOURCES

Background of DRR Research Support

The_Biomedical Research Techriology Program of-the Division of Research
Resources has been .supporting. resesrch-on applications of artificial
intelligence in.medicine and biomecical science for more than 20 years.
The . focus-of this support has been a computer 1inked community for

artificial intelligence research and applications projects with special
emphasis in biological and wedical areas. _Centers on the east. and west
coasts provide both computer support and methodological support to
scientists throughout the nation:
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The center &t Stanford University was responsibie fur some of the irst

specific applications of artificial intelligence technology to

biomedical areas through development of systems such as DENDRAL

(chemical structure eJucidation), MYCIN {infectious disease diagnosis

and therapy) and INTERNIST {differential disease diagnosis). .The rule

based logic system built into the MYCIN program was. subsequently
developed as a general decisfon framework program which could be
applied to many applications problsms, and became the initial basis for
“expert systems.® _Thus, the effects of-the direct and collaborative
support_of research projects -ih artificial {ntellignce in medicine at
these_centers_hive extended far beyond the host institutions. In
fiscal yesr 1985, the DRR program spent $3.2 million in this ares

supporting both research centers and individual applications projecfs;

Anong the projects funded by the Divisfon of Resesrch Resouirces:

1. A collaborative effort betwsen Rutgers, the University of
California and the. iBM Corporation o duvelop a hand-held computer

to assist primary health care workers in developing countrizs in_
the management of common, potentially blinding eye disorders._ _In

@gyglbfinsﬁsgyntrjes;"blindngss,is a_major healih problem whose.

control depends on the application of si.sple measures by trontline
workers. Advances in portable computer technology have made .
feasible a self-containzd package incorporating a set of guidelines
for diagnosis and treatizent to-be used 1n the Tield. The Agenvy
for International Development 15 also supporting parts of this
activity.

2. A cost effective, workstation-based consultation system; ONCOCIN,
for the management of cancer chemotherapy treatment protocols in
outpzetient cancer clinics is being deviloped at Stanford
Universityv. . The initial comnuter program was designed tc aid
physicians in the-treatment-nf lymphamis, and has been evzluated in
cancer tlinics. Current efforts are i, modify the protocol
management system so that 1t can be.used on smuyli self-contained
workstation computers- suitable for smaller clinics or even a
physician's office. This project has also been supported by the
NLM. ’

3. A broader diagnostic_program; INTERNIST-CADUCEUS, supported_by both

the DRR_and NLM_at_the University of Pittsburgh, addresses diseases
of _internal wedicine. _A detailed knowledge base on diseases of _ .
internal _medicine and the diagnostic criteria_for such diseases has
been_developed.. With the afd of & question and answer program, @
physician can explore the possible.diagnoses for particular.
patients, and receive suggestions for firther tests or examination
criteria for particular digeases.

ERIC

Aruitoxt provided by Eic:



Q

ERIC

Aruitoxt provided by Eic:

212

PROGKAMS OF THE NATIONAL LIBRARY GF MED:CINE

Back

M Research and Training Support

In 1971, a committec of nonfederal experts chaired by Dr. Eugene Stead
of Duke University urged that the National Librery of Medicine begin a
program o training grants for the mediral compuiter sciences. The
grants would be funded under the Medica: Library Assistance Act of

{ ;

.

The NLM Board of Regents corcurred in tnis recommsadation and; in 1972,
the firsi training program grants werc uwarded. AS fts zeniti, 10
programs_wers simulianeously active. - Thay were gquite diverse, ranging
from computer orientation to advanced researck caieer training. The
goal was to_convey advanccd. computer Sk{1ic. t0 medizel school faculty
who, by using. these skills in their research and teaching activities
would serve as role models for students. This goal was attained, _
Elthough 1t mvst be admitted that many investigators and clinicians
were independently becoming “computer i1{iterate.”

in 1978, a nonfederal task force studied the Library's.research grants

program and recommended a concentration on computer scivnce research in

the management of knowledge. Again,_the iibrary's Bﬁirdrﬁf Regents

concurred; ond a new program ca)led "Computers *n Medicdne was_

anncunced in 1979. Under it, there were five major S-year awards 0
preminent_universities as well as small. vrojects for new investigatoers
and_research_career_awards. Although- the new program was well
received--even obtaining Congressional recognition in the FY 1980
ap.ropriation--it was nct possibie to fund more of the major awards:
.Support for smaller investigator-initiated projects and for younger
investigators continued, however.

é?%ﬁ Qiﬁh relatively 1imited fiscal resources, the prografi at;r§;;§§,
promising young_investigators and became identified as the program of
choice for research into medical knowledge issues, not restricted to

certain categorical diseases. In 1982, a study of program

accomplishnents showed that awardees were publishing their results at
aii impressive rate, 1n both medical and general scientific journals..
In 1983, the designation fomputers in Medicine was changed to Medical.
Informatics. The importance of this field was recognized once agatn 1n
the WLM appropriation for FY 1985. A budget increase that year made it
possible to attract and fund a significant number of new applizations.

1n addition to grant-supported activities, intramural research and

development into_improved information systems is conducted by the
Lister Hi11 National Center-for Biomedical Communications; the research
and_development component of tha National Library of Medicime. 1In §ts

projects, the Center has useG a wide variety of technologies--computer,
microwave, satellite, cable televisiun; videodisc, 8nd so_forth--and
has placed much emphasis on investigating artificial-intel11gence-based
expert systems and (more generally) knowledge-based systems to Support
clinfcal decision making.

216
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Rackground of NtM's Frogram Interest

WLH's funaamental Job 15 to organize, store, and provide sccess to tne
biomedical 11terature. Uver {ts 150-year history, NLM has chaiged its
methods to employ the latest in information management technolsay.
Currently, computers are used to store and access medical knowledge as
{largely) textual rapresentations of scientific Viterature. There are
dlready significant exceptions, however: Tie various texicology dat
bzses_are factual &nd momeric_as contrested with those that are
preponierantly bibliog-sphi=al and textual.

Even better rejresentstions of medical know!:dge are needed and seem to
be possible. The artificial intelliuence techniques offer our = _
brishtast hope for vprimal information serv.ce by KLM in support of
medical decision-waking by American health professionals ¢n the future.
Consequently; NLM ha: zonsistently and enthusiastizally subported the
developmert of this field and the testing of the increasingiy proctices
products of its research.

The goals NLM has for the fleld irciude:

1. 1improved representztion of medical knowiedge and Judgment;

2, sutomatic indexing and cataloging systems for processing the
scientific 1iterature,;

3. {intelligent assistance to_users in framing searches of our dats
bases and_intelligent assistance to thew in evaiuating the results
of their retrievals,;

4. cortribntians to the dev~inpment of a Unified Med!ca! Language
System to facilitate sharing of knowledge between clinical
medicine, research and education,

5. improved patient care through Computer enhancement of clinical
decision making, and

6. improved health sciences education through expert systefis in
personal information management anid 11fetiie learning.

Within_the_National Library of Medicine {tself, significant Medical
Informatics work invclvim expert systems {ncludes:
1. An_expert system known as A1/RMEUN, based in artificia)

intelligence -principles, has been devised for rheumatology. It
consists of two major components: a diagnostic consultant System
and 2 pastient management consultant system for cases of rheumatoid

O
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arthritis. In its current state, the AI/RHEUM diagnostic
consultant "knows" of 26 rheumatologic diseases;_reasons_from a_
patient data checklist of 879 elements; and_has_been_tested with
more_than_500_documented_clinical_cases. The management mode)
is_being_tested with a small set of cases and will bs forther
refined this year.

2.  An expert system, known.as AI/COAG, has been developed to 3ssist
practitioners_with the diagnosis and management of problems in
hemostasis. This is a medical specialty where acknowledged
experts are very limited in_number and often poorly ¢istributed
geographically. AI/CUAG uses branching logic and a meny- ___ _
selection approach to_allow quick progression through the parts
of the patient's history which_are_unremarkable.and drops.to
decrer levels of questioning _to_elicit increasingly detailed.
answers_wnen_specific_ items _denoting a positive bleeding history
are identified. The inmitial system has been tested and is now
being expanded and refined.

3. NLM, working with other government agencies, is building an
expert system to facilitate retrieving information to respond to
chemical emergencies. The expert system will provide artificial
intelligence based assistance to the person who is coordinating
the _respense at the scene of the emergency. _The system will
Yask_questions”_to_discover_the true nature of the emergency,.
search_its memory for_precedent situations, then to romote Jata
bases_to retrieve pertinent information to be used by the
on-scene response team.

4. Findally, NLM stafi have developed an online indexing syStem that
is_speeding up the indexing process at the Library. This has
been of immense help, since NLM indexes some 3005000 journal _
ariicles each year for its data bases. Similar techniques are
being applied to the process of cataloging books.

Current Status of NLM Extramural Programs

By the end.of. 1985, NLM was supporting 23 dctive research grants, six
new investigators, and six-research career development awards. The
total amount was- $4,297,000. The five major training programs were
able to appoint 28 postdoctoral trainees, at a total of $1,091,000.

- During the period 1980-1985, NLM supported 165 trainees; 51  _

investigator-initiated research projects; 20 new investigator awards,

and four program projects. A

Among the projects funded by the National Library of Medicine:

1. A collaborative effort between Tufts and MIT to investigate
expert systems with computed medical decision analysis, and at
Dartmouth, the funding of research involving decision analysis’
protocols programmed on microcomputers and studied in the =
context of a medical curriculum. The medical domains include
nephrology and laboratory medicine, especially connective tissue
disease.

oo
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2. At the Brigham and Women's Hospital {Boston); a_project in the
complex field of_radiology called "Investigations in Clinical
Decision Making.” The diagnostic areas include mammography and
coronary arteriography.

consultant system for genetic diseases such &5 deaf-blind syndrome.
This 1s an_application of artificial intelligence methodologies to
genetic diagnosis.

At the University of Missouri, Columbia, a successful prototypical

4. “Feedback Technology to Improve Physician Judgment,” at the
University of Wisconsin and “Computer-Based Clinical Decision
Analysis”_at_ the Deseret Foundation (Salt_Lake City) are both
intended to assist physicisn decision making 1n patient care,
including radiologic diagnoses of pulmonary disease.

5. "INTERNIST-CADUCEUS: A Computer-Based Diagnostic Consultant;” at

the University of Pittsburgh;, is an artificial intelligence

consultant system covering all of internal medicine {nearly 600
diseases). This_1is _the largest biomedical knowledge base extant;
covering an entire medical specialty.

Summary
Medical Informatics, with 1ts_emphasis on the use of new computer and.
cemmunications_technology to apply medical knowledge to health care, 1s
2 vital Tink between the Taboratory; on the one hand; and the classroom
and bedside on_the other. _Both the National Library and Medicine and
the Division_of Research Resources are committed to furthering this
field with continued extramural.support and in-house research. Such
support_1is_necessary {f we are to realize the maximum return on our
substantial investmeit {h biomedical research.
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memo- iz6-8n overwhelming amount of maverial. How woulo this af fect
The oevelopment of medical Judgament ?
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0ecioe on an approp-late Tréaimént?
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Enclcsed ls a cops oi_2_sTaiement subml'r'reﬂ to— tne récorc by tne
National Instivutes of Healtn.
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t. hnat cnanues or new areas of anpnusls woulo You recommeng?

not [gbgled or pramotec fo' genera! uses." Can CADUCEUS meet that

Stancarc:

2. For a Class 2 device, FDA racuires -rhe es-rahl lsnmen* o‘ 3

oerfor‘rﬁu"i..e sTandarc. Hox woulC you set suct 8 standard for
CADUCEUS

Testimony A7 _Tne neéarinc was exrramely vaiuable Tc the Mempers, ano |
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University of Pittsburgh
SCHOOL OF MEDICINE - U
L yP Med Emeritus

June 5, 1986

Mr. James H. Paul

Subcommittee on Investigations and Oversight
822 Ho ex 1

Deat Me: Paiuls

My suswers to the varisus questions which the Subcommittee on Tnveatiga-
tions and Oversight put €6 me in the letter of 20 May 1986 follow. In-

cldentally I did not Teceive the letter until 28 May and have been out
of town for a good part of thé time since.

$ ic system like

ours ept_to analyze the performance of the system on large numbers
of cases;usually difficult from the diagnostic standpoint. Up to
this time, those analyses for all have been exercises to detect
omissions, errors, and refinewments to be made in the program. As

I believe I explained, the program currently is incomplets in_tHat-
some 150 diseases in internal medicine remain to be programmed; and
therefore it has not been placed in actual clinical use.

The FDA statement is correct that "the complexity of goftware argues
against an ability to test all of the pathways possible". However; this

pr'Ait must be evaluated from the standpoints that medicime is not and _
never will be a perfect science, no medical texttook is perfect, and no
physician diagnostician is perfect. The real question is how much such
systems as outs aid the pliysician overall by providing diagnostic consultant
advice., If the goverrnment and the public require perfect expert diagnostic

syatems then we shall have to abandon such experi systems development except

as_toys. _Controlled clnical €fials should demonstrate whether or mot such
computerized diagnostic consultant syatems contribute to a significant and
high level of improvement in medical diagnosis.

2. It has been our strong decisién from the beglfinliig that expert syatems
1ike INTERNIST-I must be_used only by profeasionals and that the re-
sults require a physicians interpretation. We never expect €6 modify
our gystem for use by laymen.

3. Medical judgement is acquired by the intelligent manipulation. of madi-
cal information and by observing experts do such. _Obviously the nore
information one has stored in his memory probably the better his
judgment will be, but we have all known good memorizers who did npot
demonstrate commensurately good judgement. A very important point
is that it is impossible by many fold for a medical student to

1201 SCAIFE HALL. PITTSBURGH. PA. 15261 ® (412) 624-2649
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Mr. James H. Pauil 2 June 5, 1986

memorize the factual medical information available. What our report

was stressing was tlie point that excessive emphasis in the medical
curriculum on memorization be reduced, not abandoned.
The more & phyEIéIéﬁ kﬁéﬁi éBéﬁE a. aiiéﬁbé -generally the-better is his
treatment of it. . Of the. other hand, a good proportion of medical infor-
mation is not pertirerit €6 treatment.

4. To determine that a disease has been. sufficIenEIy characearizad €o_

be_programmed is_a matter_of_ mature Jjudgment, Just as. 15 the_ case for
that disease to be included in a medical textbook. It is a large and

However;, the knowledge base_can_be. kep; as_

current as medical textbooks and probably more so because of the lag
time in book publication.

Fcr example, we waited about 18 months for information to accumulate on
AIDS as a disease before we dgqided to program it about a year and a half

ago. Additional information has been periodically added since that time.

52 "he Divislon of Research Resources of the NIH and that National Library
of Heaicine 1n my opinion have been quiCe Ear—sighCed and innovacive in
fhe 8
New a
and.

6. The hardware used by INTERNIST-I can be definad as 1n6iac6iy, equipment
and _has a_high degree of reliability. I would not classify the softwate
as_a_medical device in the FDA_sense; it is really am intellectual.
device like a textbook or monograph, However, it is anticipated.that

a _controlled field trial of the knowledge base and inference engine _
should demonstrate and need to demonstrate that the computerized medi-

human consuICanc and chac che syBCem led to improvement in medical
diagnosis. The controlled clinical trials will be held in_ academic
medical centers, first in ours at the University of Pittsburgh and
then at others, where medical and diagnostic standards are high.

The only important insccuracy in the cranscrigcigf my testimony is on line

164 where other should read various. My conversational English was not
aIways of high clarity but nothing is really inaccurate.
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DEPARTMENT OF .
MEDICAL INFORMATICS

UNIVE[SITY A

C}: UTAH . - o= ALT LAKE CITY, uvuiu 84143
July 11, 1986

]
801-321.1165
Harold L. Volkmer

House of Representatives Committee on
__Science and Technology

822 House Annex One
washington, D.C. 28515-6387

Dear Mr. Volkmer:

1 _am sorry to be slow in getting my response back to_you.

Unfortunately the material was sent to my former address in
Houston, Texas and it took a month for the post office to forward

it. t6 me here in Salt Lake City. The materials were here on my
return from a. family vacation at the end of June. Thank you for

the opportunity of letting me participate in this subcommittee

hearing. I have reviewed the transcript-and am returning it with

a few éérréétiéﬁﬁz In response to your Further questions:

1. In a 1982 report; the Committee on Science &nd Techiology
noted_that one of the greatest barriers to wide-scale use of
medical information systems was the. reluctance of physicians

to_take advantage of their capabilities, _How did you

address this problem at LDS Hospital and with what success?
The HELP System used at LDS Hospital has been under development
and in clinical use for well over a _decade. Medical data entered
into the system comes primarily from the clinical_ilaboratory,
nurses, therapists and_ technicians. __Physicians psers are
primarily recipients of data output from the HELP system with its
extensive communications and decision-making capability. _Over

the years we have developed a "sociological®™ structure within the
hospital which is conducive to physicians to use computer
records. -Recently we have added a capability of phone-~in_access
from physicians offices which has been a successful venture. In
my experience, it is clear that establishing the correct

“sociology” where physicians gain a trust in the medical computer
system is important. - Most hospital computer systems used in the
past have been "administrative™ or billing systems. The HELP
systenm . emphasizes physician oriented "clinical® data collection.
The ability of physicians €o get resilts promptly and accurately
i very helpful to them and not thredatening. Physician
appreciate being notified when their patient might receive a
contraindicated drug. 1In this way our system functions as an on-
line "safety net".

224
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2. Pleage .describe. the negotiations that led to the agreement
permitting Control Data Corporation to market the HELP
System.

a. Professor Brannigan's. testimony- indicates that LDS
Hospital could conceivably be held strictly liable for
errors in the HELP sysSten. because the hospital
developed the underlying software. was liability a
concern to the hospital during these ncgotiations?

LDS Hospital's primary interest at the time of the contract

negotiations was to get financial support for continued computer

system development. Control Data saw the advantages of the
sggtem,andhvénted,to”p;oyide,it in the commercial marketplace.

The only reluctance Control Data had was_that they did not _want

to-get into the marketing of "medical decision-making strategies"”

which they were concerned might be thought of as practicing
medicine.. Therefore Control Data left the establishment of the

Iiability was not a major concern. In more recent times the
liablility issue has become more of a-concern (especially since my
attendance at tlie congressiocnal Hearingsl).

3. During the _hearing, you .stated that PDA had.-not communicated
with_you regarding the development. of the HELP systei. When
Control Data Corporation began marKeting the iystem, was any
review required?.

As far as I know; no contact was required for LDS Hospital to

sell the computer system to Control pata Corporation: . As far as

I know, no action by FDA was required of Control Data Corporation

in the 1981 contract time frame.

4. Please discuss the legal problems you alluded to in
establishing remote access capability for your system.
Remote access to the system was an easy technological task, but
required a lengthy legal and patient privacy review before being
approved. A multi-step plan was implemented which allows staff
physicians to purchase remote access services from the LDS
hospital. _ X copy of the applicatior -form required of physician
is_attached_ for your interest. Mnltiple steps are taken to

assure the security of the system. These include:



O

ERIC

Aruitoxt provided by Eic:

222

3

security code, is issued to authorized physicians who
agree_to keep it in a secure place and be responsible
for it. . _The disk is also "copy protected” to prevent
easy duplication.

b. Physicians_agree to maintain the patient's privacy the
same way _as -having access to. the computer and other
records when they are on-site at LDS hLospital.

c. The physicians agree to notify LDS Hospital: if their

floppy disk is lost or stolen_so that the lost code

“authorization™ can be removed from the HELP system.

d. A record is made of each call by access_code is kept:
Record -are also kept of which patient's data are
reviewed.

e. Physicians agree to hold LDS Hospital harmless if there
are any claims arising from the use of their access
code. _

£. We review the access to the systeim every month and ook

for appropriateness. of  data. access and have close

communications with the physician users.
5. How is the HELP System used to meet information demands from

third-party insurers? .

BELP system records are used extensively for providing
documentation -of care given for third-party insurers. _We are
able to provide & level of documentation of both clinical and
administrative data which minimizes "challenges® to_the accuracy
of the care given which saves both the hospital and third-party
inasurers time and effort. . For example we have recently started
charging patients for nursing care based on the patient's illness
acuity: ~Al80 contained within the system is a medical records
module which includes DRG coding, ICD-9 coding and a discharge
summary coding scheme. - '

6. How has_the HELP System been used to meet the demands
imposed by Medicare's new prospective payment system?

The System has been a valuable tool in helping Ehe hospital

manage its resources and in meeting Medicare prospective. pzyment

requirements. We are able to quickly follow-up on patients who
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have longer hospital stays than the "nominal". _ Each physician
DRG utilizacion is reviewed (by the medical stzff léadership and
administration) to see if patients are being treated in a cost
effective manner. Having the data in a readily available
computer form allows the medical staff leadsrship to review .the
performance of their colleagues and allow for exceptions bazed on
extenuating circumstances or take corrective action where

necessary.

7. Please explain in more detail how "electronic signatures"®
are handled by the HELP System.

Nurses currently use an_"electronic signature” to sign off

nursing notes in our intensive care units. | Each nurse is given a

unique code which allows them to verify information on their

patients. _The cod> and time are stored in the patient record.

On_"shifts" where multiple nurses care For a patient the final

nurse also.initials the computer generated patient record with

bis/hcr_name._If changes in the record are required at a later

time only the supervising norsé is authorized to make the

changes,

8. Has the BELP system ever failed to alert thk: hospital Staff
to problems in a petient's_ condition; even though the
information was available in its knowledge base?

validated. Most  of - this type failure occur during the

developnient and velidation phases of projects. We work very hard
at ninimizing_system "btgs" and other problems which could lead
to this type failure. -1t should be remembered that the computer
system is primarily a b-~ck-up for physicians and thus physicians
still hold. primary.responsibility for the care of g:ge,fpgt;eg;
{the physicians are the "captains of the ship"}. The HELP system
is an information generator and. does not *close the loop™ (such
as_injecting a_drug) in. any of the decision feedback. Not all of
medical knowledge. and _not every contraindication Known to man are
coded into the HELP computer system.

9. Hovw has the HELP system used in the performance of medical

research?

resource for answering medical and administrative questions: _The
structure and organization required by a computer data entry have

The HELP system with its extensive data base provides a rich
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dramatically improved our capability to collect reliable data.

We can make gueries of the data base to test scientific

_hypothesis. We also test new decision-making strategies by

applying them to the :"retrospective® data base thus helping us to
check and validate new concepts more quickly. “Before and after"
studies are usually very easily performed since the "before® data
is already available in the patient records.

1 have included prints of the slides used during the hearing. I
too appreciate the opportunity of being able-to present what I
think is unique and effective compiter systet developed by a team
of  dedicated and talented computer and medical -sclentists. - I am
but only a small part of that team and want to uxtend to my
professional colleagues the just due that they deserve. .

7 giﬁCé?éiy;

Reed M. Gardner; Ph.D.

Enclosures

228
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Applicatisn Pori

I am interested in having telephione access to the LDS Hospital
Information System (HELP)._ .I undersStand_there is a $250.00
installation fee with _service charge of .$30.90 per month which
will be billed quarterly. I presently have the €ollowing

computer and communications” equipment.

Personal Computer: IBM PC  __ IBM PC XT ——

(Ms.pOS Compatible) IBM PC Jr __ IBM PC A"
Leading- Edge
Zenith-150 ___
TRS 2000

Other Specify o

Bodem: Hayes Model _____
’ Avatex _ ___ Moael _ -

Signalman _____ Model ___

US Robotics ___ Model

Oother Model ___
Printer: Epson _—_ Model _ _

Other Model _—

PATIERT PRIVACY
I-agree to_maintain the floppy disc I am_ provided in_a secare
place -and-will be responsible for any computer system_access
with £he "logon. security code” recorded on the disc. 1In addition
I asree to maintain the patients privacy in the same_way _I

would by having access to computer and other patient records
dust_as if I were on site at LDS Hospital. I will notify

the Blophysics Department at LDS Hospital if my floppy disc
is_lost or stolen so that my security code can be removed
from the system.

HOLD HARMLESS AGREEMENT
I_further agree to hold _LDS Hospital harmless from any claii
in tort, contract or other legal theory arising out of my

use or use through my access code of the LDS Hospital Information
System (HELP) or of any information derived throrqgh sach uase:

Date Sienature

Return Application to:
Reed M. Gardnei, PhD

LDS Hospital

325 8th avenae U
Sal: Lake City, Utah 84143
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FPage Tnres
Tour fesiimorv at the hearinp was axtremely val uable 1o fne membors, o |
want_t0 extend our tnanks for your participation she service to the
Subcommittes,
Sincereiy,

Ay
harold L. Volimer
Chairmar. -
Suocommitvee on itnvestigzations

ang OversignT
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Kriouladge Ressarch Associatss
5601 Gardsn Lakas-Majastic
Bradenten, FL 34823
(813) 755-6262

Janos H. Paul i

_ and_Ovairsight o

Committes of Sciance and. Tachnology

U.S. House of Reprasantativas

822 House Annex I ___ _ ____

Washington, DC 20@51{5-5387

Dear Mr Payl:

Thank you for_the opportunity to_follau-up_an the. April 21, 1986 hearing. Tha
move to Florida has stolen more tims than I_had plannad. My business hes °
maintained contacts but has made no substarntivs progress since April.

In addressing tho questions you have asked I hava had

disclosure of propristary information contained in our draft hisiness plans. I
uould sppraciate your 1imiting circulation to thoss individials who nsed to

know in condicting the business of the House.

Questian 1: L -
Ansuer 1. Tha vignette in Business Wesk July 9, 1984 providsd most of
the description needad by the venture capital = _

organizations. Harket definition is at brasant limited to

physician customor/users. The family and Qaneral

practitionars constitute the largest market segment:

Ansuar 1.a A draft Wusiness plan is attached. The plan is dated and
does. not reflact the t state but I baliave 1t gives
adecquste inaight to our plans.

Question 2. . - - I
Answar 2. Our_relationship with systam dovalopers has besn

almost solely limited to &dviEe on managemsnt and

tachniques to protect their intsllactusl righta.
Ansusr 238 The aysten developers have vet to build sslf racognition of

praoblams outside tne knouladge domsin. of. thair aystems.
Thay believe, alang with_us;thet until ths tschnology §or
doing this 1s developad and tested, urittsn gnstructions on
tho 1imits of domain exportise must proface initial use and
usa after each knowladge base up-grade.




énsuer E;b knéﬁiéaﬁi‘siia ﬁﬁaifii ﬁiii 65 hinaiia 5y=
indepenaeni revieu of neu knouiedﬁe;
Independent recommendation of update action;
Independent determination of the ripple effect of newu .

knouledge on the systen,

Corporate action updating customer systems subscribing to

this service, and

_the update exists
.

Notification to non-subscribers

and the gist of i1ts clinical su
S5ince we believe that the systems will sold on a
turnkey basis, -the sbove updating will be handled
remotely without user intervention.

Angusr 2.6 My organi: ation has hio funding for the basic .

This 1s a fundamental compiter. science problem with a
concomitant high risk beyond the scope of oiir company.
company_has_no_intention_of_marketing_a_product

t financing a committed base for the product
enting a national consensus_and a mechanism

represent _a nat
for knowladge base updating over the 11fe of the product.
Ansuer 3 No. system developer_has accepted our offer to begin

validation supported by our funds.

Ansuer 4. The schema for validation (verification) will be a process
where domain specialists selected by users in that domain
and. supported by- corporate set aside will examine
cantemporanaous literature ¥or new knowledge, validate that
which is significant to the domain, and recommend to the
company appropriate updates With notification of the
effects of the neu knouwiedge on systam operation.
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fAnsuar 5.

Answer 5.b

Answar S.c

énauar é.

Answer B.a

Ansuar 7

231

It had not- accured-fo ma bafore responding to this
question that the FDA might have a rola in the future of
urtlflciul Intalliﬁiﬁéi iiﬁirf synia 8. It may satisfy
adninistrative homa of

tha cl I nl cal domain npact al uf u nt {a orgnnlz ad to deval op

and uhera appropiat This uaula Qo a long way in
eliminating piblic concerns with corporata support of such
activitios.

I agrag utth thg nntton that tha computar fIala In

. madicine is chungtnﬁ vary ropidly saking the_ job. tor _

The FDA should develop a formal program to_work with

emrgti\g clinical applications which may or may not go to

commarcial diffusion.

I baliave that with the pranent attttudaa tn placa at tha

FDA, any attompts to regulate would close my opprtunities

for markating clinical axpert systems.

I beliave 1f FDA follows closely the developnent of
national .consensus in sach of the clinical uppltcattona 1ts
notion of regulating usage will be the same as it holds in

licensing of physicians by the states, ie no rola.

I cannot answar this Eﬁaitiaﬁ fab I do--not Eﬁaﬁ what 18
meanit by "Qanaral Usas”. If it maans "ovar thes counter,” 1
agres._  If 1t means in Qanaral usa by physicians or trainad
physician augmenters, I do not agraa.

In utttng a pgrforgnncn Atundu'd for CADUCEUS I Ealiavo a
procees similar to the NIH's consensus developmant shodld
be used regardless of the class of the clinical axpart
systenm.

aft_the NIH I felt that this mathod of

Some_time bafor _NIH

could be axten

1 atlrllrbaltave this to be true. Personnel

d to augment the functions of a phyuctan could also

bacome qualifaed users of these systems.

I baliave it uill be docades bofors thess systems can be
successfully used 1n the over-the-counter mode.




Ansuer 8.a The dual pr 2
that. the. National Library of Medicine (NLM) 1
" substantive contributiots to the field and-is actively

promoting tha fiald while the Divi&ion of Rasearch
Resources (DRR) _laadsership saams to Have difficulty.
subPorting aritficial intelligence 1in medicine and i-isists
on_maintainird a caratukar role. (I have sévaral ancedotas
substantuating this style of propram management.) I_am not
satisfied that.there 1s adequate competency or knouwledge

among the top management and program_staff of the DRR to _
1

n those goals in gltntcal systems. Tha raseurch

ourcas and projacts,lngttgtad and_supportod by the DRR

attractgng new tnyasttga ors al d nau
activities. It does not tnsplra ny confidance that our

funds in this area are best handlad by the DRR.

NEH has_parformed admirably in recent years. The NLM

hostad. the most_racent.annual_ workshop conducted by the
connunity of arfiflcial Infallinenca in nnﬂtctna has

into the field, and, as a furthar plus, Has. its own built-
in research activity in the Lister Hill Canter.

Answer 8.b l raconnand tha funds and proqrannnttc nlsaton (rasaarch

resources) of the DRR in_artificial intelligence in_

medicine ba transferred to_the NLM. The NLM now_serves as

activities and by 1ts very nature is epistemolopical.

Therefore the NLM can provide an administrative and

philosophical home for the field of knoulgggg-based axpert
systems within the NIH. It now has the leadarship and
constituancy to deal effectively with the future of expart

clinical systems.

i hope éﬁii is responsiva. fo your naaas. lf more or changes are neaded please
don’t hesitate to lat ma know.

?fa Balo

William Roy Baker, Jr.
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Prof essor_Vincent.-Brannigan .

Depariment of Textlles and Consuner Lov
Unlversity of Marylanc

2100 -Morie Mount Hall- ...

Col Iege Park, Mnryland 20742

Dear Professor Brannigan:

Enclosed is-a copy -of the transcript from the April 21, 1986, hearing at
Nx.lch you_tastitied_betore_the _Subcomnlttee on_lnvestigations and_Oversight on
intormation technologies in the health care system. Attached to the transcrlpt

are-instructions for- submitting requests for cnanges or-clarifications. Piease
revies_ these_linstruct!ons and_the_enclosso_transcript of _your remarks
caretully. Your copy of the transcript, toocether witn any written requesrs tor

cnanges, should be returned by June 30, 1985, +o:
Ja'neer. Paul

Subcommittee on-investigations-and Oversigh?

____ 822 House Annex |_
Washingron, DT 2051 5-6307

ﬁ'e SuWﬁen ﬁns dﬁveL@paﬁ mocg,,qgsﬂ,qns,as,n,,cnsuh,gt, the hearing_ -
and would appreciate your response. You may submlt tnese at tne same time you
return your transcrit.

1. Assuning your regu!atory scheme Is adopted, what wouid be the ef fect
on & medical intormation system ilke the HELP sysrernx

2.

actlons as a result of the use of these sysrems"

a. Would.you read the FDA_pol icy on stand-alcne sofiware To imply that
comPuter haroware manufacrturers would be_requlred +o_submid_thelr
products for FDA review on the chence that they mighT ope day be
used with medical software?

In the testimony you have submitted for the record, you indicate that

()

the greatest threat computerlzation poses to patient privacy |s remoTe
access capabillty.

a. lt- uould you_ avnl uan me poslﬂon Dr_. Gummar anim: lLDonalc
expressed on data security and tne nacesslty of azcess:
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ﬁrofg,ssocjincen'} érannlgan
21 Moy 1986
Page %v

4. Wnat criterla have the courts appl ied-to determine when medical
YTachnology hes bacomé the "standard of care®™ for the purpose of
evatuating treatmment?

&. Hou has fhls a%}e&e& maipracfice Iun;

-.-In orcer to assure.a complete_record for this hearing, piease. submit the
1983 article from the Journal of Consumer Policy and the article by Bruce
Warson you discussed at the hearing. Also, please annotate your remarks on
Justice Hoimes' oplnion (p. 116) with the approprlate cltation.

Your testimony at the hearing was extremely vaiuabie to the Members, and |
want_to extend our thanks ior your participation and service 10 the
Subcomm | ttee.

sincarely,

Chajrman- - R
Subcommlittee _on Investlgations
and Oversight
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THE UNIVERSITY OF MARYLAND
 COLLEGE PARK CAMPUS

September 18, 1986

Mr. James Paul -

Subcommittee on InvescigacIons and Oversight
822 House Anniex 1 ___ ____

Washington, DC 20515-6307

ﬁear ﬁr. i;aul:

In answer co your 1nqu1ry.

i I,believe ;ha; gllfgggrs of Medical 1nfomacion syscems should
be rggiscered in_a central location; with a reasonable amount of

information on how the system is used.

2.
cepcj.gniofr direct hardware problems, such as system crashes due to

hardwai'e defects. False promocion of reliability or compatibility
may be an additional problem.

2a. No, I do not think the hardware manufacturers would be covered.

3. HIchouc reference to Drs. McDonald-or Gardner on a personal

basis, I am convinced that many medical informatics professionals
seriously underestimate the rieed for security of patient data,

and the edsé with which such data 15 removed from systems.

4.__This question_is difficult_to answer without examining the en-
tire field of medic:cl malpractice and computer lavw. . _I have _enclosed

a_copy of “Liability for Failure to Acquire or Use Computers” by
Bruce Watson, which covers this area.

Thank you for the opportunity to testify.
Sincerely,
P S
/ e
Vincent H Brannigan

Associate Professor -

VMB/me

Callege of Human Ecoiocv
-~ "3100 Matle Mouai Hail-. -
Coliege Park. Maniond a7ap (3013 454-2141
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U.S HOUSE OF REPRESENTATIVES
COMMITTEE ON SCIENCE AND TECHNOLOGY
SUITE 2321 RAYBURN HOUSE OFFICE RUILDING

WASHINGTON, DE 20518
202 225-6371

20 My 193¢

SOTCICRI I AL
Arorrrasos bup Lorere

pe. Crement McDonale. o _ ... . __
Direzver, tadical Informavion Sciences
Regenstreif Instivure, 5t Fioo-
1005 %o 104
Indianapol is, Indiana 43202
Dear Dr. Mcbonatc:
Enciosed is-2 copy of the Transcripr_tror. the Abril_21,_198&, héaring 27
wnicn_vou Testified before tne SupcommitTee on_Investigations anc DversignT
intormatior. Tecnnolopies in tne neaitn care svsten. ATTacnec To The TraascripT

are-instruciions fo- submitting recuesTs. +O- cnanges o- Ciarjiications. Piefst
reévioe thesé_lnsTrucTions anc Tne enCrosec Franssr_ 5 ©° vouT remartkt

-2 - - - —
caretul v, u=_ copv O The T wiTr am writTer reouvests 70"
cnanges, ShOUIC DE FETUTNRO Dv

. Jomes
SubzommiTree of-—investiosTions anc Uversisn-
. ___ .82 _mouse Annes. .
hasninpron. DT 205

___ Tne SubzommlTiae na: oeveiobec TurTne~ ouxstions es & result of Tne nearing
anc woul c aporeciaTte vou~ response. (nese mav De SuDmiTTec 87 The same Time
vOU reTurn you~ Transcripl.

z You noTe in vou- TesTimom ThBT ou- unoersTandinc of onvsiciar
is wean. Will & pevrer uncerstanfing o Tne7-proce
inTO exberT S$vSTems, O ShOUuIC SEDBraTE ressarcr D

oone in tnis ares’

£. Snoul @ edert Svstems be Used TC critioue Dnvsician oacisionmaking?
18TO"v DNi1OSODNY empooiec th The FDA STeTemen
"impose...an OverDu~o0er O ruief ant reaulation:?v

w

researss. in TRic fiesct

£. Wnv o vou De,ieve Tnrs wili Of

L 82~et w it The
7o ves_Tsommoztel v
Tne pzs5
S eTre—EmT ar




3. & Does this mean that untll the problem of varlficatich.|s_56lves, _no
progress. can be expected in establ ishing regulaTory guide! ines ir
this fjeld?

4. Wold Froiesso- brannigan's i0ea To place e regul aTory purosn on The
sofTware user pe &n a8ccéptable substiTure?
t. Wuat orobians xoulE vou fo-esee w it Frofessor Brannigan'
approach?

. Enfiosed is & copv of -fne statemer: sutmitted fo- Tne recorc by e

National Instivures of healtrn.

s_of Nib_ressaren in tne
oence Techniaues To medicine?

E, Are.you.-satistiec witn e cur
apol icAtioh 6¢ artificial inTel

Sis woula you recommend?

t. ¥ndT cnanges or nes a-eas of em
i

wab® To-exvena our nanks to- vour participation anc service Tc Tne
SvocommiTree.

Your testimony ar e nearing wes_extremelv valG8b1E T <ne Memoers, anc

Sincereiy, .
BN e
AR P A i

horoid L. Vol kme-
CiBirmBe L
n Investiostion:

‘:5‘_.6:,:’
SIS S
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INDIANA UNIVERSITY | DEPARTMENT OF MEDICINE
IANA U ERS Regenstrief Health Center, 5th Fioor
1100 Wi ichigan Street

Indianapolis, Indiana 46223
(317) 630-6374

SCHOOL OF MEDICINE Reply tor
" Wishard Memorial Hospital
1001 West Tenth Street- .-
Indianapolis, Indiana 46202

Mr. James H. Paul

Subcommittee on Investigatiors and Oversight

822 House Annex I

Washington, DC 2051%5-6307

Dear Mr. Paul:

In Eh. follouing, I aifeﬂpi Eo answer chn ladifxonal qunsiions
developad by cthe subcommittee.

1. Wnere will expart cystews wake their greatest comtribution to
madical care?

I think the emphasis in this guestion is misplaced. ,Ei&é-}t

contribution to personal transportation. The automobile makes

the contribution to transportation, the headlights are only a
part of that automobile.

If you let ma answar the question, "Where will irtelligent._ .
clinical systems make their pgreatest contribution?”;_ I would say
to.the accuracy of diagnosis and sanagement, and_to the cost of
clinical carve. . Ultimately, clinical systems will wake _care __
faster-—requairing less personnel a-=d physician tim». Thay will
graatly rationlize the entire field of care as well. Closed—-loop
systens _will have sarvelous effects_ranging from_automated
defibrillation in patients with ventricular instability to _
automatic insulin dalivery in diabetics with embedded insulin
resevoirs.
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£. You note in your testimony that our understanding of ,
phyvsician decisiormaking is weak. Will a better understanding of

tha® process come from ressarch into expert systesmss,; or should

separate resesarch be done in this area?
Research in sxpert systems does contribute to the understanding

of thx decision process, hut direct study of the process itself
is .a more afficient way to learn about it. Psychologic studies

and .worx such as that performed by Elstein from the University of
Illinois. newds greater support. Support is particularly
important noW that computer techniques have svolved to the point
where_they can_imitats what we_“think" the_ physician does. Given
this power to imitate, it is all the_wora important that we
understand what the physician is really doing.

2.a. _Should axpert systews be ussd to critiqus physician
decisionsaking?
Important work has been cone in the arsa_of axpert—systems .

critiquing by Dr. Perry from Yale University. It is one of the

many interesting pathways being explored. The field is too young
to be talking about what ghould be dona, however.

3.2. How do you beliwve this [the regulatory philowpoby embodiwd

in the FDA statoment] will doter ressarch in this ficld?

1 did not raceive a copy-of . the FDA statement presented at the
subcommittes meeting of April 21, 1986, %0 I can't comment on the
substance of that particular statement, but the general problem
with regulation is that it is ®#asy to comv up with riles, but
difficult to com® up with ragulations, espacially regulations
that_are appropriate.  When the regulators aren't practitioners
in either the field of medicire or computer science, and thay are
to ragulate the applications of compater science techniques to
the practice of medicine, the odds that_the _ragalatiors will -

match the reslitl

natc lities_are ow. And when the field being regulated
is so embryoric Shat there_are_very few examples of what the
Fielz is; the likelihood =¥ mismatch increases. Regulationas, by

definition, impose stricturas on how systems are_developed,

tested, and/ir distrituted.  This generally imposes burdens of
paperwork ard hearings or other such time consuming efforts on
i-vestigators. The cost of “jumping” the regulatory barriers

will tand fo exClude the smaller and more inventive companies
ve&h irvolveiment in the fiele because they have neither tl
FErscrriel, the time, nor fthe capital to endure regulation del
It will usually Qeter researchers from entaring the field because
their research energies will be tethered.

lays.
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-3
t agree with_the statement; “In genearal i€ is

to test Csoftwarel for every ... opportunity for

_ changes
are required to accommodate new hardware; new medical realities;

new algorithmic approaches, and so on. _In contrast to_a_drug,

which remains the same during its patented lifetime; software
must change £o keep up with other realities. The need to pass

software through the regulatory hurdies after every modification
could impose hopeless Costs and delays in the software
developnent cycle.

ion is
solved; no progress_can be eipectsd ir sstablishing regulatory
guidelines in thig field?

3.c.__Does thic wean that until €ha problem of verificatic

Yes, but I keep coming back to the question of what problem are

we trying to solve with regulation?.  What @xcess. haz occurred?

What excess is expected? What are the bad @xperiences the

medical field has had_with_intelligent computer systems ovér the
last twenty years that need to be corrected?. Regulation for its

own sake is bureaucratic excess in its purest form.

4. nigan's idea to place the regulatory

burden on the software user be on acceptable substitute?

Branriigan and the subcommittee, but the idea of letting wedical
institutions decide what software is best for them is appealing.

They already have substantial incentives, in the fo.m of

1 didn*€ fully understand Sha legal discussion betwesn Mr.

malpractice and liability iSsu@s, £6 choose only safe and useful
software. _1 fully agree with Mr. Brannigan's arguments that o
medical software is not a device and therafore doesn't fall under
that FDR's jurisdiction. I am riot sophisticated enough in

matters of law to give insightful criticism as to the possible
legal problems with Mr. Brannigan's approach.

S. FAre you satisfied with the_current_focus_of NIH rasearch in
the application of artificial intelligence techniques to
medicine?

This question requires an answer mimilar to that given for
Question 1. Mrtificial intelligence techniques are only one_of

wmany techniques needed to produce useful clinical systems; and I

don't_think it is_appropriate to single out one particular
technique for individual sdpport. Asking the broader quest ion,



Y

“Has_NIH provided sufficient support for the research and

I would have to say
[, Supporf has bean provided_by fh. N-fiomLEiEiaii»y of

Madicine, DRR, and_tha_National Canter for Health Services .
Rex@arch _(not within NIH). The latter has _providad tha most

support_ for reseaarch and development in clinical cowmputing over - —
the last 15 years, hut their funding has bsern sharply reduced to_
one—fourth_of the 197Q's level. _The problem with current support

by NIH is that it's fragsanted; and in many cases the "ressarch™

side of the ressarch_and development question has heen

underemphasized; particularly when work has heen funded yfgpgiof
the _dissase-basaed institutes. The Mational Library o7 Medicine
*

computing. Howaver, a pure focus on

clinical

intelligence or sxpert system techniques is wronb.

across a broad series of fronts, including means for sto
patient data, efficient access te 2

intagration of medical know []

patient facts (medical -record), research and user interface,
better understanding of _the physiciar. decision process, and rapid

sfaflsfieal fm:hniﬁﬁii ﬁr acaliriy with. irmgular data sets, are

nirplam., _Simultansous work on airframe d-v-lopmne. .
asrodynamics, _environmeantal control, communication, and so on,_.
are all necessary to build a successful airplane. The sawe will.
be true of clinical informatjon systems. An amalgam of different
technologies is going to be necessary; and more quantitative
‘approaches should be taken.

With best regards, B

Cles McDonald, M.D.

l?rofns:or- of H.aieim and -

Director _of Medical. Information Seinmn
Ragenstrier Instituta
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