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- Thrs report add;essed to pollcy maklng offlc;als ins

iocal government deals with the role of federal assistance in futurse
developmcnts of 1nformatlon Lystems by local governments sSthrough an -

/assessment of" the Urban Information Systems Intér-Agency Committee’

. (9SAC) - Program,/uhlch beg1nn1ng in 1970, provlded grants to five
mun1c1pa11t1es--Charlotte, North Carolinaj Dayton, Ohio; Long Beach, Loy
~¢alifornia; Wichita Falls, Texas; and/ReadlngJ Fennsylvania--to . .
‘develop. 1ntegrated, computer-based 1nformat10n\sy=tems. ‘Recognizing - 3
‘the different ,management needs of gcvernment, theg¢e systems automate -
selected mun1c1pa1 functlons, mostly in the area cf delivery of
servlces, and provide. data _for management dec1=1on making. An - , )
assessment of the program in 1974 indicgated that,\ln general, +he . Zk.v
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USAC Program, although it had 51gn1f1cant impact ‘on the develcpment~"
‘of -information systems, had not met some ‘sta+ed objectwves, due to -
undereetlmated cost and complexity of systems development within a
“1imited time frame. This Ied to an examination of cqst and benefit ,
relatlcnehlps of information systems and the transfe ability cf -
systems oT components. The prcgran, contrlbuted a body 5i. knowledge
:about. hcw to approach the development of information systeus,
stress1ng the importance cf invclving elected and app inted officials
in that process, and pioneered the application: cf computer technology
“in nun1c1pa1 functlons, Since few governments have resclved the
‘pr;vacy issue, this and scme related issues are; a1so dlscussed
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A The USAC Support Panel’ gratefully acknowledges the gu1dance S
‘\. and h1stor1cal perspect1ve;of the USAC Program provided'by staff. " - L
Q,members in the Division, of Community Development .and Management 15? /o
o - Research, Office.of Polizy Developmen? and Research DeEartment R
- \ “of Housing and ¥rbdn Development (HUD), They are Donald §. =~ S .
e " Lurid, former USAC Program Managet and now chief of the Center o S
.. “for Census Use Studies in the Bureau of Census, James S, Maxwell o
fComputer aystems Analyst and Stephen A Yed1nak Research Systems
Analyst.
- The panel members w1sh to recogn1ze the hospltabLe recept1on
:accorded/them during visits to the cities-in the  USAC Progr&h
a Falls, Texas; Dayton, Ohio; Long Beach, California;- Read1ng,.
Pennsylvania; and Char]otte, North Carolina. Mayors;. city’ .
managers, . department heads and ‘their’ expert assistants--too . ; R
~-. "t 7 numerous to list here--—made the panel members feel welcome, |, ‘ o
S o They greatly assisted our task by being open and- frank’1n the1r
ST responses, even to our most probing questions..
o~ . i In addition, the panel members want to thark officials in. non-‘
S - USAC 1local: governments that were visited: ‘Albuquerque, New-Mexico; =
o Chattanooga, ‘Tennessee; Cincinnati, Oh1o, Fairfax County, Virginia;.
L Fresno,’ Caltforn1a, Kansas City, Kansas;" ‘Lane County," Oregon, -and
‘the ten mun1c1pa11t1es in-the M1nneapol1s-St. Paul Metropolltan .
. area thiat belong to the Local Government Informatjion System (Locis): i
,-i\ The panel expresses special acknowledgment to Alan R. Siegel, "5;_-
Directdr .of the Division of Cemmunity Development ard Management I
_Research,, for his role in developing the objectives for the USAC e
- - Support Panel in a way in which the results could be helpful beyond RIS
v the off1ces of HUD o 4 E ) c s o
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o o oo Flnally,«the panel apprec1a:es the able‘a531stance of MlSS , 5
T Amy Janik, Mrs. Barbara Potts, and Mrs. Camille G. Walcott of -
‘ ' the National Kesearch Counc11 s Committee on Telec0mmun1cat10ns : oL
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« : - ,.' e
_ . ‘ Computer technology has bécome w1despread in the operatlon T
. o4 7 Jof local: -government' in recent years. A 1975 sutrvey found that
K ' more than 90 percent of cities with populations over 50,000 o )
- - and count1ev over 100,000 were using elkctronic data processing o
in some. foxm., The computer can store manipulate, and retrieve:
a variety of data elements s1mu1taneouﬁly from multlple sources
for mthlple ‘functions. Yet local govirnments have used touputers - e
‘mainly for the 70ut1ne proce551ng of basic functions that are - '
increasingly costly and 1mpract1ca1 with manual procedures.'" o ]
Computer technology has not been used tg any great extent. : ) ¢
' _to- stréamline a var1ety of local government operatlons and to o
aggregate data needed to improve management decision maklng. _
Ten federal agencies formed the Urban Information Systems :
- InterrAgency Committee (USAC)* in 1968 in an-effort’to advance ;% /
! - the appllcatlon of computer technologv among local governments.
S The USAC Program, which began.in 1970, provided grants to six’
. o mun1c1p411t1es to develop integrated,’ computer-based i“formatlon
S systemq that’ w0u1d\automate selected munuo1pa1 functlons—-mostly
n in the rap1d1y growing area of de11very of servicés—-and, as a
/ by-product provtde data for’ management dec1s1on mak1ng.

e — L
. .

’ . . R R,
B ¢ \ .

o *The Department of Hou51ng and Ur n’ Development Transportation, [
<~ . .+ Health) E ucation and Welfare, Labor, Commerce, Justice ‘the
Y ' Bureau of |the Budget (now/the Office of Management and Bidget),
thz Office of Economic 0pportun1ty, the. Offlce 0f Civil Defense
(now ~he' Defense Civil Preparedness Agency) in the Department .
of the Arm&, and the Natlonal Sc1ence Foundatlon. : :

ERIC* |
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T A the fundlng "of ‘USAC was nearlng ‘an end (federal flnanc1al
. aSslstance was termlnated on June . 30, 1975), the Depaerent of’ Hous1ng,
. and Urban Development (HUD), the lead ‘member. of the- USAC consortium,
A réque@ted ‘the National Reseaoch Counc11 to- establlsh a panel to ‘assess
the resuits of the program. SRR ; ,
{The USAC ~Support Panel spent one year v1s1t1ng an

A off#c1als in the.USAE c1t1es** and oLher local'governments that have
- ) '

14

d talklng w1th

s1m11ar systems. ' . /
In general the panel found that the USAC Erogram,'although it

A has)had a: s1gn1f1cant 1mpact on' the development of inform::.ion:- syStemS
among'local governments, had not met some of 1ts stated objectives.
kY The '
" the .

velopment .of rnformablon systems, has oemonstrated the 1mportance'
volv1ng lecLed and app01nted officials in the development : I

and has ploneered in the\appllcatlon of comnuter techno‘ogy ¥

cese
\ ?' Col Y

to a wlde variety. of mun1c1pal functlons.
_.\ o Nevertheless, the program failed Lo-meet some'of its obJectlvesf
- becausg USAC underestimated thescost and complexlty of developlng an'.
extensive integrated information system within“a 11mlted time frame. -
The -USAC ‘concept imposed too much too quickly. The program demonstrated
AN

,,jﬂ___,_—»tha 1utegrated lnformatlon systems in local governmentlshould be SN
L( o - developed incr ntally.over ar. extended perlod of time. * I \\ .
: ‘... The USAC Program, however, did" ldentlfy 2 number of important T
ocal governments in developing -

S S rlnCLE&ef that need to-be adopted by

"an integrated information system: The Hrinciples include, but are not

hRE the 1nvolvement ‘of top-managemént 1u stems‘deve pment, involving -
S department eads and other key users- of the system during all phaSns of "
~ developmenL d a long-range plan ‘to guide the- development procels. e
Amon
Program were &he cost and benefit relatlonshlps of information systems, .
hether  the’ systems, .or the components whthln any system can be -

ferred ‘from one local government to another. In terms of «costs and
argely because of "its

R ard W
‘ trans
. - beneflts, the "USAC Prqgram yielded little. data,
o ‘research. and. development thrust. Costs can be estimated fairly,
accurhtely, but quantlfylng the particular benefits has proved o
NS d1ff1cult because benefits often are viewed subJectlvely Coe B
'}' .f“3 " The transfer of workable' copiepts, proven programs, oOr even .groups
- of programs, is a v1able approa:h to'develop lﬁformatlon systems,
although more needs’ to ‘be;known about the process~ror making transfers.

_ _ Lechnlque is llkely to be used more. frequently in the years ahead

S R s et S ] S '

: ) e ’ "/. ' '_' h'\_.. ) '.__ ; . s »

b *nThe USAC citges., Larei Charlotte, North" Carollna, Davton, Ohio; L.
Long Bea h, C iforuia;“Wichitas Falls, Fexas, and Reading,

L Pennsylvanla. i sixt clty, St._Paul ‘Minnesota,” dropped out
of the Uy ¥rogram. < . Do

e s
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rogram, has contr1buted a body of knowledge aboutchow to approach .

limited te: the’'need for an effective anagemeg&\rzrueture that assures -«

\he specific eléments. thatwthé panel egamlned in' the USAC .. .
3

The number’ of transFers thaé;have ‘taken’ place are few, but. the: ST .
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‘ {arpely because. of the ‘savings 1n development costs. - ‘Lo b
N ",;'? ‘The panel also ‘examined- the Qmpllkdtlons man1fested41n the~change

(A from manual record keeping to*computerlzedgrecord systgms on personal
’ pr1vacy, data’ conf1dent1a11ty, data _access, -and- computel secur1ty.
. Although most . local governments~have not - adequately addressed the.
- : problems of personal pr1vacy, thefpanel found that. two c1t1es——Charlotte,
-,\ North Carolina, and Wichita Fa ls, TeanT—have enacced local’ ord1nances
‘ " which’ govern_ the accesis to d oonfldentlallty of sensitive personal
el data. The panel al-se-note ﬂthat locdl governments faced conflicting and
o aunresolved concerns when -the prlvacy issue is Juxtaposed with, the '
-t opénness. required of:a publlc body.. The bas1c elements necessary for a
- —-plan £0 - addrbss pr1vacy and related 1ssues by loccl governments~are
‘dlscussed .in this report. . aeo-s . -7

- .

. ~ . K
. . . : « »

L .“.RECOMMENDATIONS e SUI U T

= . " 1. . Am 1nformat10n systems resource center* needs to be establlshed to '

- ' ~pr0N1de informatign- about - the appllcatl n of c0mputer technology and’ mo
: ~offer. general assistance in the development of 1nformatlon systems..

. i e 2._ This center should have the- Cdpablllty £ copwene seminars and

P workshops on the uses of information 'systems in lokal- government and

o

to: offer general assistance in the developmeat of information systems~t - ‘ wr

e 13“ An educatlon program should oe developed to provide 'a better:
v f'—understandlng of the- technical and managerlal aspects of computer*based
- information systems in local government. ‘\ xJ :
‘. 4. A series of documepted and monitored exper1ments 4 the transfer
of ‘computer technology'§tould be undertaken to 1dent1fy the processes‘ ,
"~ 'that underlie the succéskful transfer o% 1nformat10n systein prbgra s .y
: and components. T - T
5. An analysis of data process1ng appllcatlons should be underta en ‘
to deflne better methods/cf. determining the cost/beneflt rel atlons ips
of computer-based information systems. | . - e
... «6. The center should be capable of developlng backgrouna ‘information
' }on mechan1sms available/ to loral governmeqts for duallng w1th the
_ 1ssues of data access and peracy. , e .
ooy e s - R 1.
. \ 'f \‘.' . - : ‘ ‘
S . . ‘)_ ."..; v )\ - . . s L. o
o *Thefconcéﬁsz—of an: 1nformat10n systems resource center———appears
' frequently n several of theé ‘recommendaticns here.”%n c0mp1et1ng
. ° its- initial draft of .the report, the psnel was asked by the Depar ment
v+ “of Housing and Urbar;- Development to describe more completély the’
) altepnatlves for the mission, organization, operatlon, and ‘fuading
of an- Informatlon Sysgems Resource Center. - The panel s pre11m1nary A
. conclusions, thich arefl based on the flncrngs of this study and the - L
. perceived trend ‘toward less federal control, are ‘that fthe center should-
" be controlled by loc governwents and should strive for self- ER

. The panel s finpal conc]uslons and recommendatlons,ﬂ;

\)4 a T [ ' . '
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7. The federal and state govarnments should establxsh an 1ncent1ve9

‘program fbr 1n€ergovernmen£a1 eéoperatlon in conJunctLon.w1th ‘the use

of federaA resources to. develop or'1mprove 1nformat10n systems

| .
. - e
L B 'y s ra ;"
L -
.
- .
- .
T
.
0
. ’ 0
;
. -
-
. ]
-
:. [ .
N [
!
- .
' 4
. }
' S I .
o g .
‘| "t .
) -
LA
. K N
N . D
{ S
. ) ol PR *
\‘ o LN . »
: W b - ¢
@ .
, A ”
* [}
; Iy ¢ \ I
v \
PR
4 .
. a -
. - i .
a
- - o : *
. ., “
. *
-
!
B [S
- * , . ,. S
L} a - ~ .
. Lo .
’ ~ »
. B
.
. -~
’ 3 ”
\
, .
K - ’ . : ~
' v / * ;o
\ - . I
Al ’ !
B}
/ - -
/ e i
I ~ s
i .
L] - ‘ - -
. ) .
;
l A .
Y
A = . 2
. - p
o Kl
i ’ a N
Lo !
of
M [ N ~
i 1
. < °
. . .
. q .
.
’ * o
. ~ ! v .
- A
Y
.
DI ’ .

—_ T T




|
: This repoit culminates one year of work . in assessing the Urban -
IR Information Systems Inter-Agency Committee (USAC) Program. .
At the request of the Department of Housing and Urban Development
i “(HUD), the lead agency for interagency and contract coordination in
| the USAC Program, a USAC Support Panel was created in July 1974, to
| assess the program. The multi- disciplinary panel was constituted- '
under the Committee on Te"communicat ns of the National Research
. Council, the principal operating agenfy of the National Académy of
;o l Sc1ences and the National Academy of Engineering.
o * . The report. deals with the: role federal assistance can take in the
) ’ future developments of information systems by local governments. It
primarily addresses "the mayors," council members, county commissimners,
‘city and county managers, and pollcy~mak1ng offician in local
government,
:  One feature of Lh1s report is a digest of lessona learned from the
. USAC experience that the panel believes will be useful to local
oL government officials in deciding what action to take in developing or.
: . impproving existing information systems through‘the application of:
computer technology. =
This is not a technical report), although some computer Jargon is
used out of necessity. On the whole, however, the panel has
aSSiduously avoided the use of techanical terms and references.
Neither is the report a "how~to<do~it" guide. The intent of the
report: is to,convey ‘t¢ local government executives and managers, .
. ~ who may not have technical, backgrounds and.may be apprehensive \ s
. . 'about computer technology, a synoptic presentation of the panel s
"assessment of the USAC Program. ‘Based on what was learned in talking
with officials in the USAC and non- USAC cities and on the. individual
~ ’ expertise of the panelists,. the report draws some general conclus1ons
' on ‘the factors that“are considered essential to .information system - ¢
development. It also details some of' the experience encountered '
by the cities through trial and error, sometimes with painfully
instructive Tonsequences.. N\ , ,
The non-technical approach .in preparing this report grew out of a
series of discussions betweeun the panel>members and HUD.officials

Introduction - -~ ...

»
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‘\ . s _ . : . . ) -‘-.-;\
regarding the panel's task. , The HUD officials stated that—the -

mbst‘uggfuk report would interpret for local govéernment executives
unfamiliar with computer technology the intent of the USAC rrogram and
‘provide a summary of .the principles and experiences that had emergéd
from the federally-sponsored demonstration program.
" Therefore, for those peﬂsons;who‘have followed the program closely,
particularl@-its technical aspects, this report will not add

~ significantly to what has already been writtea. Many documenis dealing
with the technical phase of the program were prepared by the USAC
cities to fulfill the progrgm requirements. Most of those documents

- are avaiiable'through the National Technical Information.Service
(NTIS), U.S. Department of Commerce, Springfield, Va. 22161.
Abstracts of 210 USAC reports are-available under the bibliographic
reference, "Urban Information Systems, -Part 11, USAC Reports." The

' number is NTLS/PS-75/624, and the cost of the USAC abstract is
$25: HUD has published an “Indexﬁtb Municipal ‘Information Systems
Publicationd" which lists documents that are available tiirough NTIS
and the price of each documgn(}. The index can be obtained by writing
HUD, 451 Sevénth Street, S+<W.; Washingtom, D.C. 20410. In-addition,
many consultants and-local government organizations have studied,
or in other ways contgiBupgg‘Lo the USAC Program, and some of their:
findings are-also aviilable'th;ough NTIs. ’ '
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Early in 1968, off1c1als in the Department of Housing and
_Urban Development (HUD) met with representatives of.other federal

“agencies concerned with the development of urban 1nformatlon gystems..

Thegse discussions led te an agreement to create a federal mechanism
to supporr the development of urban 1nformat1on systems for local

-governments.

On September 10, 1968, the Secretary of HUD, with the concurrence
of other interested Federal agencies, created the Urban Information
Systems Inter-Aancy Committee (USAC). .USAC was to ¢ encourage and
Tecommend "flscal—suppo** for municipal information systems research
and development efforts from Federal agencies involved, supplemented
by resources from mun1c1pa11tJ°s and other sources." The program's |

fprlmary obJecblve, as stated in the Request for Proposal (RFP)/'//;

"'to :-reate a capability for_ combining the greatly. incredsed human, = .
material, and financial resources together with the most recent
level of terhnologlcal development of computer-based information
systems." The purpose was "to stimulate the development of urban
information systems by several orders of magnitude over the past.”
The stated objectives of USAC were: )

'To- improve the decisicn-making capabrilities of municipalities.
. To foster .research and development oii a broad scale, lcoking at
issues such as data standardization, conf1dent1al1ty of data, and
the 1mpl1catlon of 1nformat1on systems on adm1n1strat1ve organ1zat1ons.

To. insure. tnat 1nformatlon systems were based on data generated
by existing muq1c1pal operat1ons. “ ) _ . .

- To ‘develop solutlonu to the problem of technology transfer among

_mun1c1pa11t1es w1th dlfferlng ‘methods and. pract1ces.'

/ .

On July 31, 1969 USAC 1ssued an RFP, inviting responses. on twa

. levels. ' One was for an integrated municipal information system
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(IMIS)* commonly referred to as a "total" system. The- other was for
a series of integnated_subsystems,’e.g.,_public safety, human. resources
develcpment, physical and economic development, and pub}.'~5-ic\£inance."c

~ According. to ‘the. RFP: ) , . S

The suSsystem'wpuldfnormally_iﬁvolve the. functional
‘integration of the information requirements of two or .
more- departments in the administrative structure of the
municipality; that. is, tho informatiorn requirements of
departments -sharing responsibility for the satisfaction
of a particular function would be integrated into a
subsystem. ‘The in tjon of the information
subsystems, covering all of the functions of the
municipality, would constituté an integrate¢ municipal
informatidh system. S o o,

#

In a cover leiter atcompanying the RFP, USAC ésti¢ated.that_"an

-effof: within a cost range of $2 million to $3 million to be appropriate

cost over a maximum period of' three years for development of an’

== integrated municipal information éystem}/an& a cost range of -$300,000

S

!

Q

ERIC

Aruitoxt provided by Eic:

to $500,000 to be-an appropriate cost over a maximum period.of two
yeats for. development ofa functional (sub)} system.'""

Invitations to respond to the RFP were sent to all 359

municipalities in the target population grcup (50,000 to 500,000)
cligible for the program. A total of 79 cities submitted 99 proposals.

.After extensive review, six proppsals-&ere officially accepted by

USAC in 'March 1970. Awards went to Charlotte, Worth Carolins , 5l
- _Wichita Falls, Texas, to develop integrated municipal informai : =

systems. _Awards- for 1dtegrated subsystems'went to Dayton, Ohio, for’
i ~ .public finance; Long Beach, California, for public safety; Reading,

Pennsylvania,  physical and economic development; and St. . Paul,
Minnesota, human.resgurcesidevelopment. - : . S

Each of the six cities were directed to develop computer-based

information systems in five phases: (1) analysis of existing city

procesSes;'(Z)'conbethalization of an integrated system; (3) systems
~design; (4) development,. which included programming, and testing; and
* (5) implementation’. ' - ' ' : - ‘

!

i.
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* A com}uter:baéed inéegrated municipal information system (IMIS) is

a-system in which ideally all the major functions and sub-functions"
of urban government are, by plan, built upon shared data bases. The
data bases relate to people, property, an&\monex and thereby provide
urban officials with the capability to deal with the interlocking
relationships that exist in the management of municipal government.
This concept is dischsed_further in Chapter III. SRR
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. . .. USAC . eermlnated the St. Paul prOJeCt in September -1971,. and. .
prov1ded for a contract éxtension to May 1972, to complute the‘prOJect

\ . documentation.* The project termination resulted, at least in part,
from the inherent difficulty encountered by St:. Paul.in developlng
e an informatica system for human resources, which 1ne1uded such services .
These L

I as manpower, health, welfare, educatlon, and recreatioa.
! i serv1ces are prov1ded by a wide variety of city, county, state, and g
.f private agencies: Thus, for a single municipality o attempt,. as !
~ 'St. Paul did, to develop.a comprehensive, integrated information ..
subsystem to cover a complex and fragmented array of services, most
/ -~ of which it did not control, was practlcally impossible. For similar

reasons, the two other USAC cities that received grants for total

N +

1nformat;on systems were unable to develop human resources subsystems. !
Overall, $26 million was spent on the USAC Program over the  five- _ ;
Of -this, the federal B

[. . year span of its research and development.
- agencies contributed $20 million, and the six municipalities the

remainder. Among the federal agencies, HUD contributed the most,

'_ $11.2 million, and HEW next with $4.8 million.
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+This . documentation includes: "Human Resources Develbpment Subsxﬁtem, -

Final Project Evaluation Report”, University of Minpesota, March_
1972; "Human Resources Development Subsystem, F1na1/PrOJect RepPrt,W

City of St. Paul and Aries Corporation, May 1972; and David Hi es, |
"St. Paul. Anatomy of a Failure," Clarement College Callforn1; 1972,
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e % CHAPTER3

 Management Needs of |
{ocal _."G'overnment | S

S N ' ST

, "It is no exaggeratLon to state that the computer has probably
‘contrlbuted more to our current management development than has any
‘other s1ng1e entity. "—Terry, ”Prlnclples of Management" (1)
\ , .
'As'lateaas the‘lgéo s and 1950's, most mun1c1pa1 governments.
st111 limite: the1r act1v ties to traditional functions, such as’
ﬁ"pollce and firm protectlon, cleaning and- repalrlng streets, and
' collect1ng garbage.' Durlng this - period’ and cont1nu1ng into /the
1960's, a number of ‘things. occurred that applied increasing pressure
_ . - to local go ernments and strained the ability of officials to respond
oo to the needs f the people. bélng served. By 1970, for example,
%populatlon pat erne’ had changed to the point wherethree out of
_ four AmerIcans lived in urb*s settlngs. Meanwhlle,»the inner cities
-~ of Lhe larger uﬁban,ﬂréas ‘were deteriorating as people and bus1nesses
. .moved to suburban areas. In addition;, increased social awareness
.brought demands to.,alleviate poverty,’ teduce; crime, and eliminate
air and water pu lutlon. Citizens also wanted. better transportatlon
-:and+, with more’ 1e1sure t1me avallable, tiey wanted add1t10na1
" recreational fac111t1es and,programs. K ~
' ‘These types of “demands have placed ‘an enormous burdem on local
.governments.,’ The magnitude and quality of services sought from local
government have “increage so‘dramat1ca11y that local offlcyals have.
“ bean hard pressed to respond._ BT
' In:the face of the gtow1ng,burden, -docal government 1s\1ncreas1ng1y
‘requlred to construct a systems approach to improve the management
-of the-service dellvery functlon .and, at the same time, make the best
use of limited resources.n Stated dlfferently, local government
off1c1a]s responslble “for planning and adm1n1ster1ng serv1cerfunctlons
_ need to consider service operations in a broad, systematic way. The
. i~ systems’ approach iniindustry, accérdlng to»Joel Ross, Professor of
., . Managemeént at Florida Atlantic¢ University, "is deslgned to utilize .
- sc1ent1£1c’andlysls for (a) developing and managing operating systems
and (b) dasigning information systems for decision maklng." (2) The
. same app11es to local ‘government ‘officials who perceéive ‘the meed to
- raspond to. “the range 6f services that should be prov1ded to neet
1dent1f1ed needs, to determlne what the cost w111 be, and to est1mate
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- the effect ‘programs and services will have on meeting'the nz2eds.
‘The result 1§ that local governments -recognize- that: to carry’
out’ effectlvely/the increased service de11very role in a c0mp1ex
'env1ronment, sw1r11ng ‘with: 1nterrelated forces, requlred a. much
greater degree of management sophistication. Basic .to such an
approach "is.a flow of 1ntormat10n on which priorities can be set
‘and alternatives cons, dered 1n the. dec151on-mak1ng process.’
‘Equally/important is‘feedback . frem which determinations can be = -
made on whether further changes or adJustments are’necessary. : T
. " Thuys, USAC sought. to\advance the application of computer
. L/technology in local government beyond merely’ performlng manual
functions more quickly.. Th ultlmate goal wus to de51gn an
information system capable of improving overall management and

decision-making.’

- . . . o, )
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- BUILDING AN INTEGRATED MUNICIPAL DATA BASE .
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Whatwasl-earned n - % ;o
General from USAC
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Potential applicaﬁions of electronic data processing (EpP} ih

] ' L . . . . - N . .
_~.local .government range from the mechanization of the most eiemsatary o

vast quantities of varied data 1in support of ‘planping, at.the other. .
‘Almost in a class'by itself is-the combined 6rganization®and '
management of substantially all factual data in the files of local
government .in a cqmmdn'"integrated" data base for the support of ever=x
departmeat and function.” - o ’

. P . . R . . . . .
-repetitive tasks, at one extreme, to the organization and display of T e

.

i Nearly every local government or industry which has employed EDP ~ -
technology has, at one time or another, faced the quegs:ion ¢f how much
integration in the data base can be justified' by administrative, sucial,
and economic benefits. The development and maintenance of an integrated - -°

:'daﬁa.base can be expensive, compared to a manual system, alghough~¥ ‘
inﬁegrated,systems"obViqust can perform many functionms manual systems :

o

cah%bt.' The achievement Of benefits sufficient to justify the cost -

" depends upor’ the usé "of the dats wherever applicable within local

government , This, ifi turn, ' m4y Tequire new methods, mnew - o/
inteldepartmental\arrangements and working relationships, and perhaps, .. .
even|new objectives not previously foreseen or considered,important:to PR
justxfy the tax'éxpendituigg'for their achievement. . , o

" Historically, in both .local government ‘ahd industry, *'EDP
applitations have begun with the simple automation of repetitive tasks.
These \applications have progressed through stages to the automation of

_“many repetitive tasks®for development of routine reports and displays
~ of valte to administrators and planners. - ‘ S - '

N .
). - As more tasks are automated and more reports are requested, some.

data required for two or more| purposes willybefincludgd~in two or mare .
data files. Moregver, nearly all. such. data ;alters with ‘time.

‘Thereforg, it’i§trncreasing1y%difficult to maintain up-to-date files
> s . tain ve &

that are\consistent: -’ .w, - o
T : Lo i . .
. « ‘ i v ) . . :
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'._f One solutlon to-.this Problem——and a. fundamental pr1nc1p1e requ1red
v . -~ . in the USAC- approach--is .t& develop an integrated data base wherein
<. “data redundancy- is minimized and data.elements can be lipked together
L  for'use by various: governmental cepartments.' A mun1c1pa1 data
‘processing’ system employing a1‘1ntegrated data. base,\In USAC™
term1nolog 5 ‘15 "an Integrated Municipal -Information System..\IMIS)

DATAINTEGRATION ol

‘,\* L . . i, - . ‘ . il
The Danel recognlzed that some. confus1on exists over the meaning
co .~ of the.word. "1ntegrated"[\ .The confus1on stems from the varying degrees
e ‘to’ wh1ch data dup11catlon can be minimized and. the data -from d1fferent
.governmental departments or functions can be/llnked in an’ 1nteract1ve,
‘1nterdependent way. The.mere ava11ab111ty of a computer does not
; . predestine the existence of a computerlzed/lnformatlon system. The
oA 'mthr shold for an 1ntegrated ‘'system is the/point at which data elements
.from two Br -more separate’ fUﬂCth“S, such/as payroll and account1ng,
é;mfaﬂem/ are shdred or linked together for ‘the common benefit of those using
' the data. For example, .an 1ntegrared system is possible without
achieving a 1eve1 of/development that 1nc1udes an 1ntegrated data:

.

base. ¥
s -Looking at tg/ def1n1tlona1 problem another way, the two USAC
o , c1t1es ‘that are .developing total. systems toth possess integrated data
5 .o bases, but the development has nct/yet ach1eved the* level  of ‘
\\ .. integratiod ‘envisioned by~ the UoAC Program. Thusg, these systems are
‘called integrated systems, although by USAC standards they haveknor .
L yet reached that p01nL. - / . e coLs

\\ _‘MUNICIPAL‘UTSE OF COMPUrEés?’/ _ - O

-

‘The use of computer teohnology by local" governments is w1despread

U " of . over 50,000 and couneles/w1th over 100,000 were using ‘electronic
data processing’ in some form. (3) A total of. 78 percent had their own
computer. This survey also showed that the total ‘dmount spent on data

- processxng by cities and/countles was more than $500 million a'year,
or on. the average, between 1 percent and 2 percent of their operating
budgets. Not. unexpectedly, the 'survey found that the most comton’

_ appllcatlon of computér technology" was for rlnanclal adm1n1stratlon.

& .~ Thé on1y‘non f1nancré1 applrcatlon ir the-top seven uses was for

e police service. . Thé functions, .in the order of frequency, were:’

fé%ﬁ 1) accounting; 2) police-sheriff; 3) treasury and collections; - = -
T 4) utilities; 5) / budget and management ; 6)'personne1, and 7)”
‘ ‘purchasing. ‘

- -

The® extent/to which USAC. st1mu1ated the- w1despread usé of computer

‘ technology,ls specu1at1ve. The panel members found in visits to
- non-USAC cities, however, that familiatrity- with .the program was
*¢ommonplace, Although some officials had only read matérials.about '
_ : - USAC, a vast maJor1ty had been .to USAC—sponso;ed meetlngs, .talked '
A\ with personnel_from USAC' cities, .or visited one or:more-, of the
: L.

- : / . : . hd -

A

Aruitoxt provided by Eic:

[4
C-A recent survey found that more than ‘90 percent of cities with population-



development “IJJeCtS. Those interviewedbsaid they'had“learned‘from
_ + the USAC experlence and-had used that knowledge in their operatlon .
‘fn, 3-’,‘oF local government. o A NN S . ) ’
THE CONTRIBUTIONS OF USAC ' o I

—_— X

In terms of its most ambrtlous under aklng-—establlshlng 1ntegrated
'systéns-—the USAC Program fell short of meet1ng some goals and
obJectlves set -out in the beg1nn1ng Pr1mar11y, this was ‘the result: of -
a gross’ underestlmafe of the nature,-the complex1ty, and the’'cost: that
- USAC set for the’ progra~, For examplg, constructlng an integrated data" :
‘base at the level required by USAC’ ‘proved far'more complex and t1me—»‘ A
.consumlng than had been ant1c1pated \ :
Neverthgless, the value of USAC, should npt be Judged on the
. inability - -of the program to meet. certain ‘narroyly defined obJectlves.
(R Because of its ‘research and development natureY it was a. h1gh risk’ o
. ™ venture in which not ‘every part was expected t& succeed. An 1mportant .
“vdlue of ‘USAG, lies in the pervaslve -impact it already has had in _

, ‘ »spreadlng knowledge among local governments on the use of 1nformatlon--

\.:- systems... Charlotte is a’ good example of the program's ripple effect.

A Dur1ng the USAC Program, Charlotte officials. explalned the program' at

; ~ 18 governmental or- technical conferences across’ the: country and P

e recelved visits from 67 different groups, mostly local governments, that -

<X-' came to discuss the Charlotte system. “Some . groups visited the prOJect

i several time's. .Other USAC cities had similar experiences. N .
Lo The panel concludes, therefore, that the. USAC Program has { '
\ encouraged the: growth of a body of knowledge. that has“qgntrlbuted

R significantly to the development of 1nformat10n systems in local : ‘

R oovernment = o o X .

~ 'The USAC.experience in bUlldlng an 1ntegrated system 1llustrates\

the point. THe types of data processlng systems that have evolved - -

1n local government over the years can’ be categorlzed as independent ’

or functlo\ally—orlented systems. Although ‘these systems have assisted

the perforrance Or' management of’speclfle funétions’, such' as u*lllty ’

- bllllngs ‘or pr1nt1ng paychecks, they have generally falled»to support . -

3 v < the grow1qg need of general purpos’e local governments to plan, manage, : _

and coord1nate/1ncreas1ngly complex and interrelated urban’ servrces., oo
N - A .potential solution to this important problem--—one that was '
central. to the USAC research and development program—--é; ‘the synthes1s
of functlonalusystems intoran integrated system. In plac1ng a heavy
emphasls on ‘data 1ntegratlon, USAC wanted to "develop systems that WOuld
" be*more responslwe "to the management needs. of local officials. In :
. 'so d01ng,,however, the USAC Program ran into ‘some unant1chated

\ LA dlfflcultles, such as the complexity of buildimg-an extensive datd =
: hase., As a result.of the problems encountered, the USAC experience has_

. 4+ showr that 1ntegratlon, although des1rable~and ‘beneficial, should’be.

e balanced agalnst other 1mportant conslderatlons, such as the, time . and
.- . skills® requ1red to develop a system, the readiness of local government ..
officials to use .the system, the costs involved, and the benefits
expected. Thus, the USAC approach ta tHe development wf an - 1ntegrated

‘\ .
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"system has 51gn1f1cant1y 1ncreased the perception of how local

governments should approach the de51gn and lmplemeatatlon of .

"ﬂ information systems to ‘achieve the best: oVerall reSults for

management assirtance. . . -
The. USAC Program also® SOugHt to expand c0mputer app11cat10ns for

. a wider range of mun1c1pa1 funcﬁlons. For example,- the .program

attempted to show that™ data generated by- building. permits, building,
inspections, "and other related functions :could be. dggregated to assist

. fire fighting and fire preventlon ‘Gperations. In carrying out. thes»

‘pioneering efforts, the program demonstrated’ that a. wrge range of

mun1c1pa1 functlons ‘could’ be adapted to the c0mputer.-
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Finally, another. maJor>1mpact of the program has been to show the~

1mportance of involving' top managers and elected officials in the

'development of an 1nﬁoﬁma;10n -system. This’ SubJeCt‘Wlll be dlSCUSSed
more- fully in the. next/chapter: :

.t



CHAPTER 5

Informatuon Systems SR o

Development ST SR

-

/ ALTERNATIVE APPROACHES TO ACQUIRING COMHUTER CAPABILITY

/

N : Local governments can acqu1re computer-dr1ven 1nlqrmatlon systems
bﬁhlhfseveral ways. -. The method utilized. thus far by most, 15cal .
“ governments has been to develop the system irtcernally with existing
*. staff” Supported*by equ1pment manufacturers or techn1cal c sultants.
"A_second method, which appears. to be ga1n1ng followerd, is to’
transfer an existing system from another ‘local government and mod1fy
the computer program to meet the requirements of the rec1p1ent
_government. (Because ‘technology transfery was a< major- element ‘in the
.. --USAC. Program, the subJect of systems trﬁ%sfer w1ll be d1saussed more
-.fully in’ Chapter 7.) ’ :
. . . > These two methods, of course, have been used successfully in
5comb1nat1on.\ ‘Some’ local governments have developed bas1c~systems and
' later-transferred components from other local” governments to further
develop their system. . . -
Others--few in number--have taken the opp0s1te approach. They

qbegar ‘with the trapsfer: of a basic system, Such as payroll and f1nance,

and later expanded’ through 1nternal development efforts.. -

" Another method whicj holds promise for smaller cities was N
developed in the M1nneapolls-St. Paul metropolitan area where 10
- guburban cities--all under .50,000 population~- have JOlned together

‘through a joint: powers agreementato share a computer—based information:

‘system. In a slightly different arrangement, 16, cities in "3 California :

counties in the San Gabr1ef Valley share a com hter fac111ty.

The panel believes that USAC demonstrated some fundhmental
,pr1nc1ples that should be adhered to by local governments :in the

‘planning and development of ‘informaticn systefms, regardless of ‘how-the’

'»eomputer capab111ty is acquired. The formula'1on of such systems is a
‘1ong~term essentially unending process. Thé reasons for protracted

““development are fhe result of many variables, 'The 1nformat1o_ needs of_
me -as the

, a~loc&l-governmentT_£or/example~—are—llke~ to- chapge*ove

‘understandlng of . what can be. ach1eved ‘ap
léng -term. F1nally, ‘computer technology,and the soph1st1cated software
that drives computer systems are,be1n

S ?,‘;M,;A.‘ e 6 o

1mproved at 2 d1zzy1ng pace.v -




.

.. . . The rapidly ec11n1ng dost of computer hardware' 1llustrates this
change. Aicordini to- computer industry - off1c1als (4), the hardware
cost. per unlt computatioft decreased bquore than 1, 000 times in'the ~

+ . past 10 yeaxs, a factor’ of 2-each. year. Th1s trend 1s proJected to
© continue’ for SOmE ‘years.
N Moreover, :1ittle is. known about the effect that m1n1computers and
"mrcrocomputers 'will- have.on the-future development of "information:

i . . .

(3

systems Predlctlons by those experlenced in data processlng technology

ot .are that tbey will have a profound 1nfluence. :
, ~Thus, the recognition by local officials of the need for an
information system and the acqu151t10n of some type of computer
o : capablllty to. provide such & system are but: beg1nn1ng p01nts along a*
o cont1nuum. ‘The principles s€t out below, which are based on thg
- + experience of officials 'in the USAC c1t1ea, are offered as gu1dance .
t.o othsr local government officials as they move along the contlnuum.

" KEY FACTORS IN INFORMATION SYSTEM DEVELOPME;NT _
. P . e : o i o . )

| * Management Concerns ' o \

! ’ ! ’ . - . . -

" . | Much of the’ success of an information'system depends, nn the

capablllty and structure of the management process which the system is\,’

des1gned to assist. The more compllcated and. soph1st1cated the
information system.is, or becomes, the 'greater the demand for
. . management capability. Wr1t1ng about this problem in 1ndustry, Ross
" states that; (5) . _ S B _

f.' I ,.many or@anlzatlons "and managers make the basic m1stake
N of thinking. that a management‘lnformatlon system can be
- ' . designed-.or made operationalt without the backup of an- - [ - .-
T adequate management system..|An .adequate management -
y R isystem 1ncludes the organlzatlonal arrangements, the
E « .., structure and procedures for adequate planning and R
. o .control, the clear establishment of objectives, and
all the other mafifestations of good organlzatlon and
;management._ - .
v e 2
. USAC has demonstrated that the same applles to local government.
; C1ty officials intérviewed by the - anel indicated that not enough -
"\attention had been given to management cogcerns., These concerns
'=1nclude identifying the strategic parts of the system,,understandlng

-

\arts togethery'orrfac111tate their adJustment to each other.
' Charlotte oFrlc1als explained, in a summary report of their USAC
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' helr\mutual dependency, andrldentlﬁylng'the procesSes which link the ,
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“As. it- turns out, there) are probably only a very o :
- faw key modules which 'should be operational before ey
any ‘of the others. These key modules fall in’ ‘the - . R
geographlc base file, the f1nance, and the - personnel S \'
P 'nw\rq.areas. .'.once "the key sysrem modules are:; 1mp]emented P
T other -system work can.go on_ pr1mar11y in lngt .of user ;_.;'.'x
R prlorltles. Th1s metbod of sequenclng is espec1ally T ;
: ; approprlate 51nce 1ncrea51ng sys fem 1ntegrat10n '

!

. .~ opportunistic evolutlon as it. w1ll through careful e
S plannlng. (6) . RRS LT

[— . . . P .
L8 - , .

.'w1ll ogcur on a practical basis as much ‘through .~ . = AR

S e - Cr e
e oy . . el

At varlous p01nts ‘in the USAC Program, Dayton, Gharlotte,‘and 'f\
_‘ chhlta Falls adopted somewhat similar approaches to overcome management\
problemq7\~ln\each case,'an ‘internal management support. group ﬁas . ‘
establléhed whi\h reported d1rectly to the.city- manager. . The . suppcrt> >
- group generally consisted of the city ‘manager, data proces51ng!ﬂ" ,
/personnell and department heads who,were or would be-users of the - -
infor: atlon system.

I

comm

. . The support group provided a valuablefsynerglstlc ol

5

3 t
‘-mana ement in develop1ng 1nformatlon systems cannot be overemphas1zed._y \
Perhaps the most cons1stent response the-panel- mémbers ‘heard on ‘the . o
'site v131ts was that top maﬁagement—~mayors, county executlves,'clty
managers, chlef ddmihistrative ofiicers~--should be- committed to -the’,
‘%ystem, should be - responsrve to tbu need for change, and should be
" invélved, in maJor decisions - affectlng the system.
_ management commltment and inVolvement open e door to a humber of"
" problems, 1nclud1ng a system that is technically prof1c1ent,,but only

. of marginal value for’ operatlons requ1rements or management declslon-'
'maklng needs.

' The absence of MR

, D Fresno, Callfornla, recently acqu1red by transfer the c0mponents of
o the Dayton Financial Management System. In a paper descr1b1ng the~
|transfer, Don Nolan, a management analyst in Fresno, stressed. the

importance of top management taking an act1ve role in development of
the system. - He sa1d (7)

o _""..'. The greater the d1rect,1nterest, support, and attentlon N
i B ‘given this act1v1ty by management, 'the more information Lt
systems 1mprovement w111 be used by the organlzatlon.f“. L
. 9
~ The’ management (of-a project). = should be establlshed R
. t the top management level because the pollcles, N S "f‘
1€rocedures, and d1rectlons must be: approved by ‘those . L
1n control.. The types " of informatien' that the system: .« \ ‘
can. generate should be known by management in order o
to- get the hlghest return on the investment. - Thus, L o

i
o
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and establxshlng priorities for systpm development. : : Y

: The- need for . goed ‘management practices and the- 1nvolvement of Al A
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".a properly informed managemept can clearly define :
- problems, develop and review. acceptable alternatlves, S
'fselect resolutlons, ‘and lmplement.‘ , _ |
% ¥ B
In other words, management must not delude 1tse1f e
-into, th1nk1ng problems will be solved because the -
project, is turned over to the systems experts. . e
Management must get itself 1nvolved and. take the R '
respon31b111ty of the system development processes for
the city. Only 1n this way can de51gnated obJectlves‘,
be achieved. : : ; T

e

,Another way of statlng the point_is: 'Management must 1earn to
A con&rol the computer or the computer will control ir." (8) - -

o

Userlnvolvement T _ S .
. ) * The need for line department managers and operating staff to-
be involved in all stages of development of the components they will
use in the information system was expressed repeatedly by local
officials to panel members. When a computer. application is. xmplemented
it usually affects some existing departmental procedure. The conversion
from one procedure to another entails risks of failure or temporary
dlsruptlons in operations. The acceptance of those risks is the
respon51b111Ly of the line department, not/ the data process1ng division.
When. the 'user department is satisfied- that the new procedure is ready, -
the- change can be made. Similarily, improvemehts to . existing procedures,
although they may be suggested by anyone, must be evaluated by the user
department and the decision to proceed or not to.proceed -should rest
with the’user.  As has been demonstrated time and again, failure té
_observe .this fundamental principle can lead: to management problems.
The development of computer-based systems 1nvolves several =,

_important precepts of management They are: : '

a

o " The creation of a system must be percelved and managed as a
development process in the system englneerlng sense of the phrase.
Development process starts’ with a careful statement of the needs of Lhe'
.eventual users. ".This"‘entails a thorough and detailed examinati'on of
the existing information processes and 'flows in the organization. The
statement of needs is. followed by a careful validation of those needsg
against technical feasibility and ar orderly and carefully managed
design-development phase. Finally, the complete.product must be _
thoroughly tested against 1ts functional design spec1f1catlons and Lhen
agalnst the needq and experiences:of the users. . : '

o: ' Although ~ users should be- 1nvolved with the- statement of
requirements, they must not .be “allowed to obstruct the design-~
development phase. Since adJusLment of spec1f1cat10ns -and even

[y
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“ involvement of the user department. This. is not a. solution to the

®

* " compromise are ‘likely.to occur during Lhe development phrase the end
“user must stay involved, but in a carefully controlled fashion--often

referred to. as configuration control or change control. In particular,
the end.user cannot be allowed to capriciously inject continually
changing‘requirements. e P 2

_ o The devélopment process must.be managed, including following
carefully drawn schedules and milestones, documenting specifications :

- and end products, providing a,change.control mechanism, and specifying

‘a list of deliverable end products.

The USAC experience showeéd that circumstances may arise which tend
to negate involvement. Listed below are some of .the problems that
USAC cities encountered. - ’

. ) Line départﬁénﬁ personnel who.do not have technical skills

may be apathetic,.suspicious, or even resistant to the introduction

of ngputer technology. A.tendency in such gases is for technical
personnel to design and develop the system with little or no g

problem, and it should be avoided. If thé user who'féces“the risk
does not have confidence in the system, for.whatever reasons, the
chances of its success are limited. Reluctance of ‘a department to , .
participate is a management problem and should be addressed as-such.. —————
At least one USAC city. used success as a means of persuasiom; It o
_chose the department most ready to participate as the starting T,
point. The successful results_Were then used to encourage other

departments to' join. o .

‘ 2 ‘ v

¢

h o - .A key person in the line department may be*unable to

.devote the necessary amount of time to development activities.
Ideally, a department head or an immediate subordinate should

work cloéely with data processing technicians to analyze the task,
develop the conceptual model, approve the design, and participate

in implementation. This may pose.a problem for the department official
who must méet departmental responsibilities while simultaneously - 1 _
devoting time to systems development. To the extent the latter is . -
neglected, the final product may not fully satisfy the user department. )

_ o . User involvement is necessary in that the identification,

of the type of management information required by a department .can

be: elusive. =~ Requirements must be built in. as the departmental

procedure or function is automaled. The difficulty arises when _ ' .
management officials may not be able to identify their need.; in c
some instances, because they do not have a eclear perception of theg
alternatives.. Further, thinking beyond existing traditions and

practices: is not easy. One successful technique is to conduct a
"brainstorming" session with management officials and technicians A
to search out and identify new approaches that are now possible through . e
manipulation of data by the, computer. ° ' ' -



>

Another process developed successfully by some USAC cities
obtain user involvement exploits a sérvice bureau concept. Systems
analysts serve as a link between the data processing operation an§ X
the user departments. The analysts may possess some technical skills,.
but ‘their primary function is to become knowledgeable’ about a potentlal
user department--how it operates, wha? its procedures are, the data it
- generates, how it‘'relates-to other departments, and so on. Asked to
describe-the . criteria by which systems analysts are selected, one
official replied: '"Bright péople who can think."

USAC also demonstrated the need to test. thoroughly a system -
before it is placed in operation, particularly when the system is
replacing or modifying an existing manual operation. The best
procedure is to test the automated system parallel with the manual
system. Unexpecteﬂ problems and des1gn flaws can ue corrected without
causing a disruption in the service. - ‘

R Actually, there are two basic steps in the testing process.
First, the developers of a system should determine through testing
whether the system meets the des1gn requ1rements. Second, -the users
should test the system to make certain they are confident it will
meet their needs. :
LA In one USAC city, the 1nab111ty to test a component before putt1ng
the system into operation caused more than six months of trouble.
In that instance, a water billing system was changed radically, and’
running parallel systems was not practical. Moreover, the user
 department was not confident that the new system would function properly.
The result was several thousand b1111ng errors.

- Long-Range Plans

* USAC has dempnstrated that building an 1ntegrated system is an -
evolutlonary, long-term process that should be addressed in incremental
stages. The panel believes the best approach is to develop a long-range

5 plan whick idenfifies information needs, develops strategies and
alternatives for meeting those needs and establishes a time. frame
for achieving obJectlves. . -

Such a plan would: .

o Prov1de a systemath process aga1nst which . progress
can be measured.

o ‘o Provide a framework for the local -government as a
whole, thus encouraglng departments to take advantage of a mutually

benef1c1al system. . l

~

r

o Provide for evaluation of the alternatives for systems
development prlor to initiation of ‘the actual development activities.

’

‘0 Offer-greater management control over costs. .

KN -
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: -0 - Provide the taxpay1ng public w1th 1nformatlon on the -

-

benerlts the 1nvestment is expected to prov1de.

0. Pr0v1de for the ratlonal expanslon of computer capac1ty

in relatlonshlp ‘to need. : . CT

-

- @ L
e e
. 3 .

o Most 1mportant c0mponents that are developed can be - =

~programmed' to meet future needs, thereby reducing costly reprogramming

that - may occur when future requ1rements are not taken ‘into account
in the initial development. :

_ The more concise reason may be: "If you haven't written 1t down,
you haven't. thought it through'. s S
* An idealized process for developing an IMIS on an 1ncrementa1._“__\ Ve

basis would require that -each potential EDP application be examined

and ranked 1n order of its value to.the city. Each application. should

be examined in sufficient detail so -that every element of data required
for the 1mp1ementatlon of :app~~ved .programs could be, e&tered into the.
data base in such form as to be ava11ab1e for each sub equent application
when that app11catlon has been- app'oved.\ Development should then beg1n
with the most needed: app11catlon with each subsequent app11catlon

‘being evaluated as an addition to the ex1st1ng system. . -

While this:idealized method may be unreachable in a pract1ca1
wor king env1ronment, a close approach to it holds prom1se .of
significant savings of time and tax dollars.

. Walking through this basic sequence allows a governmental
admlnlstratlon to judge such important cons1derat10ns as:

o

o Whether its procecs for management and declslon maklng 1s,

~in fact, adequate.

0 What information is needed to support the management .
structure- and how to get it. '

"o How the various departments which will be using the
system can be brought early into the system de51gn. .

|
o . How to control systems development costs._ N

o Pérhaps most importantly, the need to change as experlence o

\

" and knowledge. contr1bute to more complete understandlng.

o .
Orgamzatuonal Responsibility for Computer Services

/ .
There is no single correct answer regard1ng where the responsibility -

should be assigned for EDF management -and development. That . depends
upon the nature of the local government.

&
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The function of the computer largely d1ctates where 1t should be
located. If the computer serves only a Slngle department) it would
loglcally be located in that..department, except under certain conditions,
A local government which intends future expanulon of an 1nformatlon
system- beyond one department should consider locatlon of the computer
facility in terms of its long-range needs, USAC has shown that if
an 1nformat10n system is to serve many departments, contrgl of that
'system should not be. located in one of the user departmen S. Remov1ng' v
control of a fac111ty after it has become entrenched--in- one _department A,
can -cause unneceSDary, disruptive problems. - RS L '
As a general rule, the office responslble for d1rect1ng\and\, o '
coordinating overall activities--be it mayor, county executives city
manager ,- or whatever-—should assiime. organizational’ responsibility . - - 5
of a centralized EDP function. The successgful operatlon of ‘the system,
including the - 1mplementat10n of new EDP appllcdtlons will only be as
» effective as the communications and coord1natlon among the department
\ heads who are users of the EDP services.
A centralized facility ideally would ‘function as a service bureau,
providing technlcal assistance.and encouragement. to individual
departments ‘for the Benefit of all. It should be viewed entirely as a
staff ‘function in support of line agencies, It should not intrude of .
line agency responsibility. The responsibility for pnrformance, whether
related to vtility bills, tax statements,vehlcle fleet management, auto
registration, tax administration, seCurlty ‘or fire prevention, rests
,w1th the appropr1ate department and not. the serV1ce bureau.
\ . S
Use of External Technlcal Assmance “

In the development of computer information systems in the USAC
Program//each"USAC city was requ1red to deyelop a consortium that
incTuded the city.as the prime contractor and a systems development
subcontractor. In add1t10n, the USAC Program suggested that a
un1ver51t§ be a part of the consortium to serve .as an 1ndependent\
mon1tor and to provide orientation and training. -~ ° I

Thls Vpproach was rather severely criticized in most’ USAC
c1t1es in discussions between ‘local officials and panel members .

The/offlclals said that the systemS\development contracitor often had
little exper1ence in local government, extensive turnover of contractor

_sﬂaff affected continuity, and the objectives of city .and. the_. I “&
systems. development staffs were not always consistent. S :

- Another-major weakness, the officials said, was the absence : o
of a definitive agreement between the city and the subcontragtor ° : -
which outlined deliverable items and system acc0mpllshments w1th1n
a pganned timetable.

" - These criticisms of US demonstrated a fuadamental prlnclple R
applicable to all- local, govérnments. The successful use of technlca1 "
consultants requires that ocal government contract for clearly .
defined obJectlves and_hgte the intérnal technical Capablllty to

* ‘manage and mondtor the "fulfillment of the contract.

23" : R S
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_Documen"f&tion R

‘result from the data flow, and a narrative description.,of the
‘operations. At the des1gner level, documentation explicitly 1dent1f1es

ERIC
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Some documentatlon—-a set of wrltjen rules ‘governing the manner
in-which data is put into and extracted from the system—-is esséntial

. to assure .the orderly funct1on1n§mpf~aﬁ information system. W1thout Bt
‘'an adequate set of rules, a_system is likely to be dysfunctional or \e«i?J
“‘dependent upon those who designed it. Thus, documentatlon should be
~’an 1ntegral part of the development. process.,

‘Documentation for management purposes 1nvolves descr1b1ng the
flow of information through the system, the inputs and outputs that

the data that-is to be captured and when, the files that . are to be
used, the deta1ls of how pr0cess1ng is to be done, the outputs to be

~generated by ‘the system, and so on. As;a result of the need for | Ty
‘explicit .detail, local governments havg begun to recognize that the e
~design of forms, which y1e1d data 1s’an£1mportant cons1deratlon for-

the systems des1gner. : l .

Although documentation methods ma"vary, one approach is to.
start with an overview and move.to suc essive stages of spec1f1c1ty.,
Thus, the overview which serves management. déscribes the’ operatlbn of -
the ‘entire system. At the systems desilgn-level, documéntation is - : .
fieeded for modules or groups of prograns that are closely knit | '

together., The next stage, which is more explicit than the. systems

design level, describes the operat1on of a specific program. This
involve+ the processing .of program data, relating that data to

. existing files, updating those f*les/'produc1ng outputs, and the 11ke.

The last level provides: documgntat1on for the user, 1ud1cat1ng .

"the purpose oéE%@ch function’ and.the procedura‘ steps that are
& .

hecessary to e it work. e

L . - .
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Costs and Benefits . -

o . LACKOFDATA . S - .
‘The" panel found cost’ and benef1t assessment v1rtua11y 1mposs1b1e
because data is not available in the USAC cities. Although USAC .
‘cities have data on overall costs, data which shows benefits does .
not exist on'individual modudes .or components within the system. T ' “;&?ﬁ;
. 'Also, the costs of extensive 1esearch, documentation,.and reporting. i Y
- carried out by the USAC cities, wh1ch increased USAC costs, need ,
not be dup11cated by local governments des1r1ng to acqu1re ‘similar .
‘systems:, J
In fact, the panel members heard cons1derab1e criticism voiced ..
in all USAC cities concerning the amount of time required tP respond
to USAC.administratiye .requirements, Estimates of time spent ran as : -
high as 50 to-60 percent among top management staff. The requ1rements R
1nc1uded meet1ngs with consultants and USAC officials, prepar1ng
extensive documentation for the five. phases each project went through, . _
-and, beginning m1d-way through the program, fnequent HUD requests for .
proposals for refunding. The city officials believe too much time -
was devoted to such act1v1t1es and, as a consequence, prevented prOJect
- -management from prov1d1ng esséntial 1eaderuh1p to systems development
' work. "
. On dhe bas1s ‘of d1scuss1ons w1th USAC city off1c1a1s, the pane1
‘has concluded that the USAC Program cannot offer" significant guidance
to local governments to determine cost/benefit re1&t1onsh1ps of. '
©  information systems. :
~ The USAC cost factors are not mean1ngfu1 because of the research
e1ement. “In addition, the USAC Program did pot attempt. to quantify :
benef1ts or to measure the results that have been received. Moreover ¥ yi
. some benefits'will not .be realized unt11 the syscems become more "
- fu11y developed. . - R .
' ‘Some benefits. defy quantification. A change that ‘occurred in
Dayton, Ohio, as a result of its USAC prOJect is & good illustration..
L. The director of Dayton s Office of Management and Budget (OMB) said
~ the establlshment of a financial management information system has had
a profound effect upon the department. Prev1ous1y, the OMB con31sted he

.
.

.
. i ' . Coee,
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'1arge1y of accountants who handled budgets marually. The city's de-

" partmental budgets are now ‘computerized as a part of the 1nformat10n

. system, freelng OMB to go to a management-by-objectives approach. The -
staff now includes persons with public administration and 'social sc1ence
backgrounds who' strengthen the city management func\lon. This benefit’
.was unpredlctable and probably 1mposs1b1e to quantlfy monetarily.

COSHBENEFFTANALY&S \\ f; . v . T
The panel believes that some,data regardlng costs and beneflts
are essent1a1 #n order for local governments\to decide whether or
not to pursue an information 'system. .In d1scusslons with non-USAC
city officials, and in some USAC meetings that were attended by
panel members in which information sy stems were. discussed, officials
_ wanted to know the costs involved in different approaches and the
results that coxld reasonably be é&xpected. uost/beneflt 1nformatlon,
to the extent it is available, would be an 1mportant factor for a " .-
local government to.comsider in, dec1d1ng whether to,develop information
.systems internally or to transfer them frop anpther jurisdiction.
Cost 'savings achieved through transfer can be substantial.

Mlnneapolls recently rece1ved a technology transfer grant from the
Law Enforcement Assistance Admlnlstratlon of the Departmentaof
Justice to obtain.a basic element .in a police information system.
After. several months of looklng at other: systems, the Charlotte

~ system was chosen because it was'a computer-aided po]rce dispatch

" “'system and because the hardware used_by Charlotte was compatlble
with the computer being used by Minneapolis. Police officials estimate
they saved.substantial sums by transferrlng the Charlotte system
rather than deslgnLng and degeloplng a system of the1r own.

~ . prp

COST/B EN EFIT CONSI DERATIOVNS/”

Beneficial results that can be clearly tied to computer use
in a quantifiable way are sometimes difficult to plnp01nt. One
_popular justification in recent years-has been reduction in clerical
- staff for routine processing.. Such reductions probably do no more than
. offset the total costs of computerlzed operatlons. James N. Dan21nger,
in an exploratory study of EDP operations in.12 c1t1es, found that
staff reductions as a resu1t of compurerlzatlon were largely myth1ca1
© "For most, functions, it seems that there is no evidence of actual
‘reduction of staff. In some cases, the number of staff has been’
constant while the number of transactlons has intreased. This, ' ~
of course, is the equivalent of a staff reduction. In other cases, !
_EUP has enabled the unit to expand’ the task or undertake new tasks. " (9).
" More 1mportant1y, staff displacement, taken alone, is not an
adequate meéasure of ‘a system's value. Computer technology has
advanced beyond the replacement of clerical functions, and. ‘its va1ue
should be judged accordinglyv. - But the précess for maklng such
judgment -is not well defined.

26
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A coup1e of examples of what pane1 members found in non=-USAC
cities may be,111ustrat1ve. In one 1nstance, a group of 10 cities¥

in the Minneapolis-St. Paul area wanted to° develop a shared system.

‘After visits to examine other systems, including one USAC city,

they attempted a cost/oeneflt analysis. The costs of transferring
a system were falrly easy to assess, .but the ‘bene fits were not.
F1na11y, the issue ‘was resolved by testlng the system in one city
to observe the actual benefits. Satisfied with the resu1ts,

'the group acqu1red ‘the shared system.

?found that thz deciding factor for adding new systems was need,

"~In another ‘non-USAC c1ty, Albuquerque, New Mex1co, the pane1

'f.not cost—effectlveness. According to Albuquerque officiais, the

{:c1ty policy in cons idering 'new computer'appllcatlons to -its
Hvlnformatlon systems is to search the literature and visit. other ‘
rcities to determ1ne if computer app11catlons exist that wou1d ST

meet their needs. They believe transferring in as many’ ex1st1ng
systems and programs . as possible has saved considerable time and

. money, Albuquerque has more than 30 d1st1nct~mun1c1pal’app11catlons

in 'its information system. - . .
The .panel found a couple of examples of cost/beneflt ana1ys1s

"in non-USAC cities. Lane County, Oregon, attempted such a- study
"in 1973, (10) To limit subJect1v1ty, -an enlgma of benefit assess—

ment ,° the study emphas1zed two points: 1) all costs-associated -

" with data process1ng were searched out, including. additional

;-
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ma:agement costs and other forms. of overhead, floor space needed

special foxms required, and education of end-users, and (2} the,

value receiVed was assessed through a rigorous iterative process. In

addition, those responsible for setting value ‘received .had to be
willirg to defend the figures before the’ county budget committee.

. Utilizing a series of data: acqu1s1t10n forms; Lane County sought to

find out.

‘1)  What is the total dollar valué received»from data

-processing? : 1* -E A

.

2) What percentage of total computlng resources is belng
devoted to the maintenance of existing systems, and what percentage
is being spent on the development of new systems7 . . .

.

"+ '3) What will be the f1nanc1a1 impact of -those prOJects L
proposed for the comlng f1scal year.? ) - N

Y

il

K . . "

From the data, Lane Gounty was able to make a cost/benefit
analysis of'its computerized information system. Using this”approach,

*The c1t1es are. App1e Valley, Brooklyn Center, Brooklyn Park, Coon r

‘Rapids, Crystal, Eden Pralrle, Ed1na, Fr1d1ey, Golden Va11ey, and

St. Louis* Park. o ' -

‘o § -~
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{j/-Lane-County found that_foffeveiy $1200 invested in its information. (- -
o @K“ system, it realized a ré;urn‘g§Q$2,lQ. - S : .
S Fairqu-CounEy,'Vi;gihia,!made a ‘cost/benefit study in conne&tion

., & with a decision on whether or not it should redesign and upgrade its
' Real Estate. Data Base’and Billing System,’ a compénent - in its information
1.7 . system. (11) ~ County officials donsidered:aﬂnumber,of~a1ternatives;/
which included continuing "the existing system, making minor modifications
" to thé existing system, redesigning parts of the-system, or redesigning
‘the entife system. For ‘8ach alternative, quantified factors weré€/ .
.. considered. These included:> anticipated problems; cost factors jsuch .
as hardware, maintenance, afid- data conversionj the fLexibility‘a%lowed
- - by each alternative; what each alternative would do in.the provission
.. of assessment information, and the estimated savings by-reduciné -

“~ clerical or other efforts. An effort was,.also made to comprehensively

“\

evaluate tangible and intangible costs and benefits in order t ' aid
)dgcision-making.. o ' o . . o ﬁ

‘The study also sought to deal with user requirements, now and: .
ia the future. It dealt-‘with capabilifies currently require ¥ ‘but ' :
not i—ificluded. in the existing system,. as well” 4s. additional

I
&

<.  capabilities of major congequence that might be needed in the future,
siach as automated reappraisal of property and composites of//land

I

S e } _
records. in title searches. /;

N . VA . - : s

/

A POSSIBLE APPROACH TO COST/BENEFITANALYSIS -/

B // -

In searching for data pertaining to cost /benefit igalysi§; the
panel often heard statements to the effect that such'angiysis ‘cannot
. be done accurately and at a reasonable cost. . LR
S ' ‘The panel»belie%es that- such statements- only §E7§E\to delude -

both. the mraagement charged with the responfibility of 'making.the ‘
decision and .the public that provides the financial rgéogrces.
Some approximation of costs can be arrived at because, to do
the work, people. and computer time are . involved. Thé “only- confusing
o variable is that of assigning appropriate overhead costs that may ~
= be involved. Nonetheless, & cost range can be determined and related
“to the.benefits to be “derived.: . ' ;o '
. . The panel recognizes that some benefits are; impossible to ’
/» quantify, such as those which relate- to human life. But potential -
o benefits can be listed, 'and some can be quantified.. Those that , °,
~ ' cannot should. be expressed in subjective termé,/which may be a matter -
for public ,debate.. Thus, cost /benefit decisions can be reach%d with

public participation’ and .support. : J e g o« N
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TECHNOLOGYTRANSFER L T

Pl ..

A bas1c premise of rhe USAC Program was ' that the systems é.

' developed in the test cities should be . transferable, with minor
”modlfleétlons, to other governmental Jurlsdlctlons.- The- Request

for Proposal stated: ; : : \ v S s
" The common thrust which may be :sensed thifoughout this o v

v

.~ entire statement of work is the theme of transferability, - =~ .

~. .. i.e. the ease with which solutions developed. .., . may be-
"transferred and 1mp1emented in other mun1c1pa11t1es.. It
"'is understood -tH4€ perfect transferab111ty cannot be
-achieved because:of .the varieties ‘of clrcumst nces and o
-struétures of. mun1c1pa11t1es. However, theréfls '
sufficient commonallty to suggest that in many 1nstances _
the transfer of a prototype-will require only minor o' ..
' modlflcatlon. " The key to transferab111ty w111 of course,
- include*sthe avoidance of esoteric hardware,'software
langu#iges, and" systems des1gn,_av01dance of proprletary
softWare, and rlgorous insistence upon detalled and .
systematlc documentatlon of all aspects of ‘the prototyﬁ? '

\ Understandlng and taklng advantage of technology transfer
suffers from a certain vagueness of definition, . What constltutes

transfer: of - technology? Is it the actual adaptatlon of an- existing ;

. system’ from Communlty X to Communlty ‘'Y? Or should 1t include - 7/ I

something 1éss, too, such as thé‘transfer ‘of an idea_or ‘a concept’

gClearly, transfer rarely means that a system can .be transferred fw-i“w‘?
. from one place to another without  some change. - ’

E

The panel ‘after a pumber of discussions about the meanrng of

'tranSfer, ‘concluded. that” technology . transfer should be v1ewed in its
'7broadest ‘context. ‘Although there have - been. v1rtua11y .no total systems

transferred from USAC cities to other local governments, substantlal

'uexperlence that 1is the d1rect resu1t of the USAC Program has been

. 4 o
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" the, two" governmenﬁs

‘s

utlllzed by numercus other governmental Jur1sd1ctlons.. The transfer

“of exper1ence has .come.about- through utilizing USAC ideas, concepts, el .

or processes that proved workable, sand avoldlng\USAC mistakes.
One test of transferwbility is whether the transfer will ‘save

_ t1me, or money, or both--as compared to 1ndependent development.-—for e

-the rece1v1ng Jur1sd1ctlon. On that. basis, many USAC products are
transferable-—ideas, concepts, proven designs, flow charts,
documentatlon, program increments, and so- forth. Indeed, the idea
of technology ‘transfer at the local government' level has been ¢
”s1gn1f1cant1y stimulated by ‘the USAC Program.,
re narrowly in tetrms of/transfer
" of- total systems or subsystems, the USAC Program s applicability -
is much more limited. The degyee to- thch a computer—drlven, . ﬁ
eratlons—based information gystem can be transferred rests on i
e ease with whlch that systeém can be adapted to- meet the neéds !
“of @ “recipient- c1tya ------- An -intqg téd system designed for one city,
~in most. instances, is not. eaébiy adapted to another city because-

I

- of ‘the interdependént nature of the. components in an. 1ntegrated o j'

system. ; : : . o . - . : .

’IMPEDIMENTSTOTRANSFER .
o ,

betweéen local governments. One is the operatlonal differences of
State law or local ord1nances, ‘for example, -
ay mandate certain- operational procedures, or require keeping
Thesé requ1rements may vary widely from
loca11ty to-locality, or from state tq’ state, Obviously, the : ‘ o
‘differences musy be’ reconc11ed through adaptatlon..The ‘more dlffer-

_ences there ayt, the more” adaptatlon is required. .

* A second. fundamental problem is computer conflguratlon. D1ss1m11ar
hardware,. natura11y, requ1res reprogramming -and file redesign. o "2;
Somewhere in this transfer process, and it is not easy to determine S
where, extensive modification diminishes cost saving or other ~ )
advantages, and transfer becomes impractical.

- The panél found that, as a .general rule, basic systems deslgned
to meet -operations of a common nature among.governmental units were
. ~he eas1est to transfer. As the systems become more complex and
grow more dependent on other parts of the system for “support, the _
.more difficult . the transfer ‘becomes. . o

Along this line,. ‘the panel believes “the - USAC Program contalned
an inherent contradiction,that 1nh1b1ted transfers. USAC requ1red
that systems be ‘integrated and tied to a centrallzed data base and. _
the same time, be transférable. The former- contrad1cts the slmollclty i
which :is the expedient for the latter. The  same ‘applies to system ‘

/’“"’;

A e

‘There are two fundamenta1 1mped1ments to- successful ‘transfer R
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increments. For example, Cliarlotte's Fire Operatlons Modulezjéne of . .
"its earliest system increments, relies on a: street address, file to . N
retr1eve fire: 1nspect10n data. The’ Charlotte Geographlc Data Index- . v

Ma1ntenance Module comp11es street address data from a number of - .
departments ‘including ‘the fire deparbment) Thus,. a city want1ng to
transfer the CharloLte Eare Operatlons Module would need to. transfer

streeL addresses. C % ' g K : ’ B
" 'The panel believes that USAC s’ 1ntegrated approach was, necessary,
~and that jt has, as pointed out ‘earlier, contributed exten31ve1y 'to
the-body of knowledge regarding how to develop an integrated’ system.
y -the same tokem, however,- HUD offlclals should’ not be disappointed
that the- transfer of total USAC systems has not been tenSLve. o
e Nonetheless, the: pa#gl believes that the acqulsligon of . T
' ' N ~information systems thro gh some transfer that takes advanLage of
* - the experience of, others is .a workable apprdach Whether it is an 1dea,
: ' a conceptual approach a workable designy or ‘even a proven computer |
program, local governments ¢an prof1L -from the successes and fallures
of others. The costs of a proven-system. are more readlly deflned
- and the benef1ts are more readily demonstrable. s

n

1

THE PROCESS OF TRANSFER :

. ) :The. panel belleves thaL more needs to be. known 'about the process
- of transfer to make it attractive to more local governments. How should
- transfer be approached? What eleménts should be considered- and what. = -
pltfalls avoided? The panel heard opinions expressed that transfer = . .
can best be :made. Lhrough some. type of third-party arrangement. A
: ‘consultant,. vendor, or other 1ndependent entity with;: knowledge of
) - computer technology serves as the link between the - two points- of
transfer, particularly in 31tuatlons in which the rec1p1ent local
..government may have insufficient technical .personnel and ‘is unfam111ar
with systems. development. Third-party assistance may be necessary
because stra1ght transfers between local governments can put a- -
e heavy burden on .the staff of the’ local government from which the system o,
is being-transferred. Personnel friom the, "host" government often !
cannot spénd the .time requ1red to effect the Lransfer to ‘the p01nt
b  whére the transferred system is trouble free. fe » ‘
e - . But the panel also heard of 1nsLances in which th1rd—party
arnangements, due to a var1ety ‘of factors, were not ent1rely s
= successful. - This led Lo two'.conclusions. Flrst an information
systems resource center is needed to- keep abreast of developments
in local’ government information systems. Such g resource center
should be a rep031ubry of successful app11catlons of computer -
technology from' which’ 1ocal governments could determlne what
alternatives are -available: RS L .
- Second furthef research is needed on the' transfer process. . The
research should seek to definé the different approaches to transfer,.
» the steps to be takén in each- approach, and highlight some' of the
problems that might be encounLered‘ (See the full list of- recommen—
. :
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‘dations in Chapter 10). The. panel believes a study of -the transfer
. . :proceSS_woqld,éignificantly'incréaée the utilization of existing : -
. . itechnology. Further, as information systems become more widespread, -
g ‘the transfer technique may become a principal means by which smaller
local government§'can acquire information systems. - e
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o . CHAPTER B N

Intergovernmental -Cooperation

. o Y M
d ? ., R

' DATA SHARING AMONG LOCAL GOVERNMENTS

The panel was requested to examiné the extent to which the USAC
. systems are being utilized in.an intergovérnmental setting. To
. fulfill this task, the panel ‘wanted to determine that other ‘units
e - - of government were involved with the USAC cities in the plannlng ¢
¥ .- and development ‘of their 1nformat10n systems, to what extent data

- . federal levels.

.With few except;ons, such as the sharlng of crime data with
state and federal data banks, the panel found .little evidence that ;
the USAC Program has had any impact on encouraglng intergovernmental
‘cooperation in the sharing of computer fac111t1es or exchange of data._

These results may be due, at least 1n part, to the original
scope of the USAC Program. Only mun1c1pa11tles were eligible for-
‘the program, and the Request for. Proposal did not give strong
emphasis to intergovernmental cooperation. The RFP stated: T
This’ prOJecL is de51gned to develop 1nformat10n systems
- to meet the spec1f1c needs of municipal Jurlsdlctlons.
It is intended to improve .the operational and decisional
capab111t1es of local governments. Since the mun1c1pa11ty~
o serves as the instrumentality for coping with- urban
T . - problems and achieving urban program objectives, municipal
information systems are the building blocks of information
. ' systems of other levels and jurisdictions of. government.
- It is from ‘this_basic system that: i at

nformation is generated
for ultimate use }E’ggher jurisdictions.

Although thls statement has somé basic va11d1ty, 1t is 1nadquar9
" in terms of total information flow essential to an integrated
. infqrmation System——a’ USAC ObJeCtlvef Cities, which the USAC progran
. was limited to, generally do not perform certain functions, such as
health and welfare services, or education, which are usually
- state-controlled and are _yplcally opérated either through county
government or sotie other institution. - Thus,.a municipal ‘information
system that‘does not have some type of arrangement with other 1nst1tut10ns

E . ’ . . . A _. 33 / '
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(e.g countles,publlc agenc1es, school boards) to get data on
extraneous .services cannot constitute, in any real sense, a totally - T
integrated 1nformat10n system. None of the USAt cities has such ’
an arrangement. ]
- The. panel found that in: many instances officials in USAC cities
recognized the potential benefits in exchanging data and the economy ,_;_w;,
" that could be achieved through the sharing of fac111t1es with other” )
Jurlsdlctlons. There was evidence that at the staff level cooperation .
was belng achieved se1ect1ve1y between jurisdictions in a qu1et but
effective way. C
* The pr1nc1pa1 barriers' to active 1ntergovernmenta1 cooperatlon
are- largely political and Jurlsdlctlonal rivalries that have existed .
for many years. In one city, the ’sharing of facilities was referred
to as ''co- locatlng" rather than consolidation, since the latter term
seemed to rvaise many negaiive connotations. In this case, several
attempts to6 consolidate the city and county governments have been
turned down by the voters. o .
THEADVANTAGESOFINTERGOVERNMENTALCOOPERAﬂON -
' " The flow of information acts as a nerve center and serves to.
1ntegrate a varlety of functions. Therefore, the panel concluded that
the development of lnformatlon systems affords an' excellent opportunity

for greater cooperatlon across Jurlsdlct1ona1 11nes on problems of .

common . concern.
 The benefits obtained from cooperatlve efforts, partlcularly in
smaller Jurlsdlct1ons, are substantlal. One is cost saving. Informatlon

-systems are. compiex and expenslve. Sharing of fac111t1es could poss1b1y,

reduce the cost:to an individual Jur1sd1ct1on and, at the same time, . L.
provide more service for the community at large. Shared systems would ‘
negate the need for duplicative data. Further, . they would allow the
development ,of an: indicator system that would give governmental
officials a capacity to identify and ‘react to potential
mu1t1-Jur1sd1ct10na1 problems before they reach crisis proportlon. A
cooperative approach also would. make better use of skilled personnel.

" Finally, the panel believes that the- development and utilizat.ion
of information systems may foster greater 1ntergovernmenta1 cooperation -
at. the local level. The U.S. Advisory Commission oOn Intergovernmental
Relatlons noted in a report published in 1973 that- the uneven distri-.

bution’ 0f needs and resources makes the central city, suburb, and rural

communlty appear phys1ca11y ‘and psychologically separate entities,
"Yet in terms of economic, educational, cultural, and recreational

‘_fgoods and services they all provide, éll three types of jurisdictions \_.l*
“long ago.lost their ‘claim:to independence.'" (12)

The report further said that the costs of crimez, air and ‘water
pollution, traffic congestion, -and other problems. that spill over
individual local government boundaries have "focused attention on the
desirability and feasibility of mu1t1-3ur1sd1ct1ona1 remedial action.'"" - .
Information systems, given the properxlncentlves for development, ‘ o
can help that remedial action. . - ;
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CHAPTER 9

Information ACceSs;"-'Privéoy,
. Security,"and Confidentiality

AN OVERVIEW - '
As more local governments use. computer technology to handle”

‘ 1nformat1on needs,  a' set .of corollary .issues has emerged. ‘The issues
. _pertain generally to collecting only essential data about individuals
" and organizations, making certain the’ personal data that are collected
-and ma&intained are safeguarded assurlng that the system is available
only to authorlzed .persons, and assurlng that the computer system is.
-secure.* : »
) Protection of sen51t1ve data is not new to local governments.
Data contalned in manual files, such -as juvenile court records, - =
lnvestlgatlve police reports, and. sales tax records traditionally have
been protécted through some type of locked file, and access has been
restric¢ted to authorized persons.

The computer, however; has 1nten;ﬁf1ed the prob1em.
are -capable of storlng vast quantities of data, with rapid - _
-cross-reﬁerenclng and searching of sensitive data about individuals
and" o:ganlzatlons. Furthermore, data can be manipulated and combined

FOmputers

~:ﬁrom a variety of separate files, part1cu1ar1y where. files are

N

’

link
loca

d .together in an integrated -data base. The consequences. for .
governments .are generally. two-fold. First, extra: caution
must| be exercized agalnst collecting and waintaining non-essential
_datal about persons. -Second, local governments need to provide
‘technical and procedural safeguards to prevent the commingling

of atx that can be used to harm a person if. used 1mproper1y.

The *‘restrictions ' imposed. in guarding personal data = and
gua anteelng its ‘confidentiality are somewhat at odds w1th other

xmportant responsibllltles of government. .They must be balanced against

. the duty of- assurlng access by the public to government, to government
operatlpns; and to 1nformatlon held by government——to assure that

government is- performlng in the pub11c ‘interest. Strlklng the

o ) . o
- % .
. -

X .
* A set of'deflnltlons associated with terms used in the dlscusslon

of privacy, security, and conf1dent1a11ty are 1nc1uded at the
.end. of this chapter.



proper balance between these conflicting - %als is d1ff1cult to achieve
and maintain. Moreover, the proper method of approﬁahlng the problem
- remains unresolved in many communities. et the. -panel was encouraged
by 1its finding that two of the USAC cities-—-Charlotte and W1ch1ta
Fallg-—-are- among the couritry’s leaders i taking 'steps to resolve
these problems, and have done so in a similar manner.
' The panel found several possible approaches to the problem.
jur? “ediction could enact a local law on the ‘subject,-establish a
a general policy of local government, require that each departm
goyernment establish its own policy, or d cline to act and rely on'
state laws that have been enacted on the subject. Many comm n1t1es
have taken no action and many states like ise'have not. takeny
comprehensive, action. . - .
- USAC required that each city develo a data access control plan,
but did not specify the approach to be aken. Both Cha ‘lotte and
"Wichita Falls enacted local laws after’ giving considerdble thought to’
the problem of law and pOlle development with respect to data access
and privacy. Charlotte's leglslat R created a Munmc1pal Information
. Review Board. Wichita Falis' law freated a Datadﬁccess Advisory Board.
Both laws are. similar in that th seek to balancde the conflicting
concerns in privacy of and accegs to 1nformatwon, but the duties and
powers of the. two -boards d1ffe{, and the scope of the Charlotte rev1ew
‘board is broader. . o -

. Charlotte and W1ch1ta Falls can be contrasted w1th Long Beach,
_which has niot eftablished a general law on the subject. The Long Beach
Police Department, the principal. information system user,'1nd1cated it
has an internal policy manual on the. subJect. Beyond ‘this local
'department policy, state law. is the only source of policy development
‘to meet the problem in this area. Fa1rfax County, Virginia, on the
‘other hand, has established general policy u1de11nes which are b1nd1ng
on all departments of local governments.,However, “such pol;cles do not
carry the force of law. In the .case of F;Yffax—County, the policies
reflect a mature consideration of the problems and are backed by the *
superv1sory admlnlstratlve structure of county government . :

. NATURE OF THE PROBLEM

Pr1vacy concerns - the risk that record systems,'whlch collect, hold
and use data about- people, can lead to the ‘abuse or misuse of data to
the risk of the indjividual. - In part, the problem is a natural
outgrowth of the large populatlon of the country, and, in part, the

consequence of the complex social life that .many individuals lead. A
third factor involves citizen expectatlons ‘of government, especaally
those segments of society which expect direct benefits from government.
Collectlvely, such forces compel governments to collect data about
-people for the daily conduct of business, such as monitoring of social

programs, law enforcement, and urban planning. Furthermore, natural
. resourdes will have to be managed more efficiently in the future, at -
every level of society. This 1mpL1es careful management and careful

plannLng, each of wh1ch can require additional data. °

« .
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' " Underlying - the privacy issue are’ fundamental questlons of
philosophy-and social change. One pos1t10n states that no organ1zatlon
has a.right to data about an individual unless a genu1ne need exists
because ‘of 1eg151at1on or for the grant1ng of some - privilege, benefit,
or opportun1ty A contrary position is that the individual with

noth1ng to hide" should permlt personal data to be made available to
any organization want1ng it..This conflict of v1eWpo1nts 1s comp11c1ted
by the basic struggle of contemporary society to achieve a proper.
balance with computer technology which is’ now pervasive throughout all
.t strata of the socio-economic structure in the ynited States.

Although many of the privacy problems are not new, modern
recordkeeping made possible by .computer technology has intensified .
them. Manual record systems cannot be 1gnored in the privacy issue, but

. the computer-based systems are demandrng the most attention.
- .Modérn computer. technology makes possible record keeping systems
.of unprecedepfe pe and scale. As a result, record Practices that

* - have been S c1a11y cceptable are now 1tems of acu-e concern

o

solut1on.
are much tijghter, such as:

Dlssemlnatlon of data is carefu11y controlled to
author1zed users.

'Surve111ance of a11 sta act1v1ty-—changes, .
'dlssemlnatlon, updates--ls mon1tqred by automated
logglng and - aud1t processes.

L

‘o Unauthor1zed copy1ng of data ig much more‘dlftlcult-

.

‘In modern soc1ety, the 1nd1v1dua1 is surrounded 1nf1uenced and
“in some ways coritrolled by computer-based record syStems. In most -
_instances, persons do not have a legal right to control 1nformat1on_
. ' held about them, and the question of data ownership is unclear.
~Organizations that hold records often behave as though the records are
the1r property for use ‘as they choose."
- Frequently, the 1nd1v1dua1 is in the p051t1on of haV1ng prov1ded
“data for one purpose, and then f1nd1ng it being used for a different
purpose or, in some" 1nstances, berng combined with data -about him from
~.other .sources.- Thus, a basic cpnf11ct exists between the need of
government for personal data to support .long— range planning and
efficient management and the need of individuals and organizations to
be protected. against misuse of data and to have at least some control
over its.use. The individual is genegxglly no match for state or local
government in° thls contest, nor is thére a satlsfactory legal basis on
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whlch to act. - " - :

Thus, the general thrust of leglslatlon is to assure .the ,
individuals of certain pr1v11eges and rights concernxng their records.
The leglslatlve remedies seek a better balance betw an' 1nd1v1dua1 s
_personal privacy and the totality of record-keeplng systems. : :

Access to and privacy of data banks have beacome’ ‘important 1ssues,‘
partly -because of changes in societys and partly because of legislative
actions. .For .éxample, the Freedom of, Informatlon Act of 1966, which
was amended in 1975, and ‘the Federal- Pr1vacy Act of 1974 give the -
citizen extensive' rights to examine and,cha11enge reCords and to ekert
some control over the use of personal data in systems operated by

oy

- oy

Vi

federal /agencies. ' At least four. states have s1m11ar privacy
,.Q“gleglslatlon, and many others have' laws dea11ng w1th freeﬁbm-of-
. information"and limited right- tOfprlvacy-lssues. CT ‘ L i
- The most exten81ve experlence at a national level is in Sweden, 5_.,

» ~which has had" ‘privacy legislation since mid<1973. The Swedish Data Act
applies to all automated record systems in the country and 1s' )
admlnlstered ‘by. a Data’ Inspectorate. The Inspectorate, which is
'cha1red by a jurist, has full Jur1sd1ct10n to license record systems,
to issue regulations governlng their operatlon,'and to- 1nSpect them
‘for comp11ance. St

+ The State of Mrnnesota 'pasgsed privacy leglslatlon ear1y in 1974
and amended the law 1n 1975 " The Minnesota_ Act covers both’ manua1 and
automated systems -and” is’ adm1n1stered by the Commigsioner of

.Adm1n18tratlon. It app11es on1y to computer systems run by the state
.and local governments.

_ For the most: part, however, exper1ence w1th pr1vacy 1eg1s1at10n_

- in the United States is just -beginning. Thus, many of the intricacies’
and -possible complications that w111 arise from enforcement of data
access and privacy 1eg1s1at10n are still poor1y perceived:and not

'thoroughly understood. In the United States, legislation, affecting
record systems has imposed rules and constraints upon governmental -
-sector,_but not 'the private sector._ The leglslatlon 1s app11cab1e to
both manual and automatéd'systems$ 3 . .

YELEMENTSOFAWELLDRAWN PLAN S B

A well drawn plan for ah@urlng the. pr1vacy, secur1ty, and
'conf1dent1a11ty of data should contain the follow1ng elements..'

1. A prov1s10n for controlllng the collectlon of data. - _‘ LI
2. A plan for techn1ca1 safeguards to keep data secure.s
. ‘ -~um\1_
3. plan for controlllng'access to data, 1nc1ud;ng an.~

: ‘individual's access. to his record, and controlling,
-sharing, ‘and cross- referenc1ng with other records.

4., A p1an to. keep sensitive 'data conf1dent1a1 to protect e,
" both pr1vate ‘and. pub11c 1nterests. S : T
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SR -~ 5, - A plan for.assuring the'integrity.of the data.
" Within each of these elements are a number of p01nts that should
be con51dered in the development of an information system. They are,

1

A ‘1. ThJ plan for controlllna the collectlon of data should

. estlablish standards/which assure: o , o
’ ,J - f. " o ' Privacy and due process for the'indivqgéa} about.whomf‘.
: ' ! - data is collected. e “T S ‘
0 _: .The surrender of data is-notfcompulsory.' ’
o o { Informed consent by.the:indlvidual\surrenderfng data.?
) . bonffdentjality_of data. . a .
o  1f disclosure of data is.reduired:hy.{am, assurance

'on'non-disclosure~beyond the extent requlred by law;
" advice to the individual of the extent of disclosure

N L - required by law, and the extent of disclosure in fact .
e .proposed. prior'to disclosure as minimal due process._

"2, The plan “for techn1cal safeguards to keep data secure must

start with.an analysis of ‘the threats aga1nst the’ system.

Technlques for- offsett1ng the threats anlude.

o Hardware safeguards such as- memory protectlon and :
e _pr1v1leged mode of operation. o ‘

’

o Softwa¥e safeguqrds such as flle access controls,
— 'password protectlon, and audit trails. :
.0 . Procedural safeguards for such th1ngs as restart and
o , " recovery, preparation of oackup flles, and emergency
procedures. . . , S
o 5Physxcal safeguards such as f1re protectlon, personnel
access\control_ locks, and telev1s1on survekllance.
(' - o o . ’Admin{strative'and personnel safeguards such as
B . : !
S " control of personnel flow, as«tgnment of personnel
- and creatxon of a secur1ty control offlce. .
» o ﬂCommunlcatton safeguards'such as encryptlon, physlcally

1

hardened c1rcu1ts or use of, packet networks.
3. {A plan for prov1d1ng access should 1nclud£$

/

ub]lc not1ce of the.nature and use of personal data.

4
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o - Pub11c notice of -the nature of c0mputer systems and

o T " data .banks. - Al .
‘_;.‘f;f S o o .A provision to enforce 1nd1v1dua1 r1ghts f access to
e T f11es. . '
.o - The prov1s1on for an 1nd1v1dua1 to correct 1naccurate
A - data. - . L

.4, The plan to assure conf1dent1a11ty of ‘data should def1ne the
) nature and scope of. conf1dent1a11ty of data by pr1vate and -
pub11c 1nterests. . :
. h, s, The plan'to ma1ntain'data"integrity Should insure:
. Lo . C— . EY ‘
o Accuracy and re11ab111ty in 1dent1f1cat1on of data
_entr1es to data sub3ects. : :

” . . . . . .
[ 15 - =

g"“l'f, S .0 e Corre1at1on with accuracy by appropr1ate authent1cat1on
. : methodology (of the- subJect w1th a551gned ‘file- entr1es)

laa

EMPHASIS OF PRIVACY LEGISLATION

Pr1vacy is concerned pr1mar11y w1th the protect1on of 1nd1v1duals
aga1nst harm that might occur as a result of misuse or abuse of personal
-data -in some record system. Secondarily, it concerns the- ent1re issue. . .
of what personal data may be collected and by whom. Current legislation '
emphas1zes the first. -aspect, and - thus), personal data can be- d1vulged

o ‘only' to persons with a need’ to'know.

T . Hence, the entire issue- of .computer secur1ty‘and the access‘

' ' ‘control that it forces.on users of a record system is essent*al in
respondlng,to,prlvacy., The safeguards estab11shed w1th1n a record
syStem are pr1mar11y intended to be effectlve against the malicious
‘person who attempts -to- p1rate someth}ng from the.system, but assures
d1vu1gence of data only to authorized recipients. In contrast, the '
issue of privacy as to what personal data might be collected ‘is
1arge1y a ‘matter of spec1f1c legislation that creates. legal deterrents

yaga1nst the misuse ‘of personal ‘data by -either -the organ1zat1onx1tse1f .
or any of ‘its employees. " W .
Uy ' . Since privacy laws generally perm1t an. 1nd1v1dua1 access to his -
o record speclal features need to be added .to record systems ‘beyond
AT those necessary for computer security. Thus, privacy legislation will
o , impact the technical and adm1n1strat1ve aspects of a record system. B
" The 1nterface between security and privacy tends’ to occur at’ the level _
" ."of the-user of the recotd system. On.the one hand, the user faces -, -
computer-. safeguards which control, and- ‘monitor ‘access to personal
- information which 1is necessary. in the performance of anrauthorlzed Job'
3 and, on’ the: other hand, the user is confronted by th1zens who seek
~under. ptiyvacy law. to view the1r records to cha11enge ‘the- contents,sand
to be assured that such , records are .used. on1y 1n acceptable ways.

-
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L A ASSESSMENTOFQPTIONSFOR LOCALCONTROLOF’ T o
° PRIVACY, SECURIT ANDCONFIDENTIALITY S o -

When pr1vacy 1s_as ured through a pOlle ‘statement, it-is unlikely .
L to have the force of Maw. - Therefore, the penalties 1nvoked for a
-7 ‘breach are unllkely to be’ substantial. Moreover, an internal pollcy may
'not. have much external v151b1llty. From the point of view of the
“rnd1v1dual citizen, a Ju’;sdlct1on m1ght be seen as not attending to a
substantial social issue, even though it has d1rected its attentlon to, -
the matter, as in the case of Long Beach. -
) The panel quest1ons the wisdom of an arrangement where1n the same
department that is governed by a privacy policy is ‘the enforcer of that
pollcy. A poss1ble hedge to this criticism would result if -an
interdepartmental “steering group, with adequate citizen ‘participation,
on1tored the enforcement and funct10n1ng of local government policy _
‘ on privacy matters.,
S\g' T ~ Another option .is to enact a Tocal ord1nance that establishes not
-\\-.'5“only rules for protect1ng privacy, But also the legal penalt1es for
-f._*j1nfract10n. Such a Jlocal ordinance could also establlsh eithér an
©  administrative. board or a citizen's board to monitor the functioning
"\ of the. ord1nance and perhaps even to accept respon51b111ty for critical
decls1ons about the ‘use of persondal data. Charlotte and W1ch1ta Falls
are examples of this approach. . '

Charlotte, by local .ordinance, prov1des for a c1t1zens adv1sory '
board that'is responsible for hearing complaints, mon1tor1ng the
performance of city.departments, - -and rendering decisions when a

“matter is in ‘contest, . The panel found this process to be effective.
- Also, the board serves as an informal forum at which privacy, issues - - ;

; can be publlcly debated.- The approach in W1ch1ta Falls, although less

]developed 'is equally prom151ng., i . .

‘A th1rd possibility 1s the delegation of: authorbty from the .

federal or state level to a local Jur1sd1ct1on. This possibility has . - -

;myet to occur, but’such author1tx m1ght be delegated under the Privacy -
‘Act of 1974, esp\clally when local Jurlsdlctlons are respon51ble for
d1sbur51ng and managing federal assistance funds.

SPECIALPROBLEMS \UNIVERSALIDENTIFIER 0 -

. The panel would be rem1ss in- 1ts treatment of the privacy subJect-

.. without’ comment1ng on th elated issue of the use of a Soc1al

.. Security Number (SSN)» as a personal identifier. ‘ .
T There are two aspects ‘that need to be distinguished. When ' T .
o 1nd1v1duals interact with a record system, they identify themselves to » o
o 1t.\ In order to show that they\are who théy purport to be, it .is e
- common to authent1cate the asserted identification by ask1ng for some
e fact known enly to the record system and to the individual- in quest1on.
; - ‘The time-~honpred example of this 1dent1fy-and-authent1cate procedure’ 1s -
i+ 1 the one used by the bank1ng system;.in wh1ch the»authent1cator of the
o _ bank customer is the mother's maiden name. :
' In modern record systems that deal with large’numbers of people, a

“

-’
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= . serious proLlem of -assuring accurate 1dent1ty exlsts._ There - have- been’

some efforts to use 3 personal name plus,date nd place of birth-as a

unique 1dent1frer, but even under this circumst nce, occasional

¢+ instances. of ~dup11cat10n ‘occur. Clearty, othe combinations of
personal - facts could collectively be used as upique, personal
1dent1f1ers with d1fferent personal facts _for ‘autheptication. -

’ [

Can estaollshed. ' . ,
v Because -a 1arge part of the populatLon is requ1red _federal law
to have an SSN, and because no prohibition exists in fedemnal law -
agalnst using: the SSN for other purposes, it has become - a " facto,
quasi-standard identifier. *Unfortunately, however, its” mole,ls
‘obscured because ‘the distinction between, identification and
authent1cat10n 1s .not made. Iyplcally, SSN s role in the 1nte act10n
between an individual and a record system 1s one of authent1cat'on, a .
person ‘is identified by name and-the record system requests an SSN as
authent1cat10n. For interactions between record systems, the 'SS
' tends -to . become the pr1mary and sole 1dent1f1er with no authentication
o . step 1nvolyed Since much of ‘public: concern centers on the linking of
' A computerlzed data files from one record system with those of another, '
it is this, last 1nter-§ystem ‘use that is of major 1mporbance. _ '
V4 If the SSN were used only to authenticate an interaction between
7 7an individual and a record system, litt ¢ concern would be raised, .
assumlng, of caurse, that the 1ssue “of fﬁnklng files was separately. ‘ -
-controlled. However, if more than one record system assoclates the

same authent1cator with an individual who appears in both, the ". "
authent1cator, e.g. the SSN, becomes an 1dent1f1er for" the purpose of ;
+ . linking separate files. . - .

Thus, there is a de11cate 1ssue of how to accurately 1dent1fy an
. individual to a record’system, whlle preserving the’ de81red control
M\ - over llnklng of files among record systems. Unfortunate ly, no local -
' government or state, to the.paneW s knowledge, has. dealﬁ'sablsfactorlly

with this problem. : . PR i
o ‘ ~ The Privacy Act of 1974 puts some'restr1ct10ns on“ithe use of .an’ -
"2 ... +SSN. Section VII provides tRat 'jit shall be unlawful for any federal,
‘ state, or local government agency.to deny to. any- individual any rlght,
i - benefit, .or privilege prov1 d ‘by law because of ‘such 1nd1v1dual s"
) refusal to disclose- th Soc'al Security Account Number." It further\u

with respect to any . d1sclosu e . . a requ1red by feaeral statyte. or

the dlsclosure of a Social Se urity. Number to any federal "state, Y
local agency maintaining a system\of records in existenée -and operatlné\\
"before January 1, 1975, :if. sbch_disclosure was requ1red under statute

. or regulation adopted prlqﬂ to such date to verify the identity of a F\\\\\
individual."” It .further provides that "zny\faderii, ‘st¥te, or local

! ' agency which requests an individual o disclose s Social Security

" Account Number shall inform that 1nd1v1dual whether that dlsclosure is /('
. mandatory or voluntary, by ‘what statutory or other. author1ty such - T
- R o v . 42 - IR
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number .is solicited and what uses will’ be made of it
With ‘the phrase "ver;fy the identity of an individual, ".the 1aw
1n ‘effect is speaking to authentication Although- there is a
grandfather" prov1sion exempting systems that existed prior to -
January 1, 1975, it appears to’ apply only hhen the SSN is used in
the’ authentication role.. The consequences of the 1anguage in Section
V1I are not wholly’ clear, but certainly any local jurisdiction
requesting an SSN will have to-disclose: the authority under which the oo
number is solicited. - : . o
R . .. - The present restrictions on the use of the SSN under the.¥r1vacy C
Act are the best stOpgap measure until the bro&dder issue of personal '
1dent1f1cation, autheptication, and linking of files can-be addressed-. -
"It ‘remaing to be seen.what rule will be 1mposed on local Jurisdictions
T by federal agencies, part1cu1ar1y when the SSN is used as an identifier '
for individuals enrolled in a social program supported by f_deral funds, |
but- adm1n1stered at the local level. :
h In any event local governments would be well advised to
sinformed about. the issues surrounding use of the. SSN.  This w
include being aware of the ‘possible: consequences regarding ‘th
- . decisions in the use of the SSN, participating in state- leve
R de11berations, and keeping- the pubLic informed of developme

b

¢ DEHNFHONS

For c1ar1ty of: discussiqng the following definitions ‘were adopted
by the panel for terms related to computer—based data access, privacy, e —
security, and confidentiality. . . . : _ L

a . o , o : - S ’ "

. 1. »Jurisdiction. " Al term for a municipality, "ounty, ' ' .
. incorporated area, town, or ja-cqmbination of these “Wich ‘constitutes : oo
- the unit of- government whicw establishes the legal norms in'its :

A territory.v , : _ ' . \~u. . s . €

’ ‘ . ' 1 : :
2. - Privacy. (or perspnal privacy or 1nformation privacy)’ (1) -
The’view that an individual- (and by extension,_a group- of 1nd1v1dua1s,
or an f{institution, or all of society) must be ab&e to determinesto v
- what extent information about him (or them) is: communicated to,mhr used ’ -
by others; (2) the protection of an individual ' (and by extension, a .4
- group) against harm .or. damage occuring because informationm about him
T ‘heiZ. by an-organization. in a record system, (3) the protection of -
an 1ndiv1dua1 (or-class of indiyiduals) against’ unwelcome unfair,
1mproper, or. excessive collection or’ dissemination of 1nformation or.,

- data.._ -, o ot ,* s

.

T ',' - 3. brganizational Privacy. The p otection of data (typ1ca11y
a in a computer-based system) for t'e use o one: organization ormby such .
dthers as it may authorize, e.g. other 1nd1v1dua1s» organizations,
agencies or groups. - L . .

” -

4 . Confidentiality;v (l)'Status accorded/Ep data“indicating
) - o N « ’ i K ) N )

¢ R .
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- that it isuseasitive‘and needs to be protected against theft .or
) 1mproper use, and may »e disseminated only to individuals or ~°
: organ1zat10ns authorized (or pr1v11eged) to have it; (2) by extens1on,
status accorded to data that reflects an understood agreement between
"~ the. person f;rn*shlng the data and- the person- or organization holdins

. . it that prescwibzs the protection to be provided and -the dlssemlnat:;v ‘

*;* and use ‘to ke permltted (3) a legally recogn1zed relation bétween.
certain ;%2§v1dcals (e. g., lawyer-client) that privileges communication

o

,{3 \\between ‘em from drsc105ure,1§ court’. (Sometimes, confidential data

.l _,/ is leghily required to’/be' given in exchange, for some benefit,
pr£v11ege, or opportunity; sometimes, it is voluntary given. )

.

\\\ff-\Jujiﬂ§ H'Computer Security. *The measures required tot (1) protect a
- <" <« computer-based system, including the hardware,. personnely, - ‘and data
. 1,agamst: deliberate o0r accidental damage from a defined threat; (2)
protect the system against.denial-ofzuse by its rightful owner; (3)
protect:data and/or programs and/or.system pr1v11eges against
d1vu1genoe to or use by unauthorlzed persons. . . .

e

6. Data Securlty. The safety of data from acc1denta1 or

1ntent10nal but unauthorized disclosure, mod1f1cat10n, or destructlon.
A

- 4...\ oy
| 7. Data Integr1ty. The property of be1ng what a data element
ta thoaght to: be and therefore true and correct. .

{ ‘ . ‘ B
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W alternav1ve computer-based information systems available to them.

" and bad) is maintained,” and no core of expértise "is developed..

-

ERI!
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l techn1ques,/and even programs is likely to 1ncrease.among local

...~ " _CHAPTER10 . .

‘Recommendations - TP L
R p ‘ - S P
1.. Development and’ 1mprovement of computer—-based 1nformatlon o ’ ﬂr-

systems by local governments w1ll cont1nue over the next\several - S

.years. ) . . o - . . )

. . - . — - . _l~ ,\»_ . ‘ ' ‘
_Therefore, some process or mechan1sm, Such as ‘an- S .

r - ES - ¢

= 1nformat1on ‘systems resource center, needs to be
1organlzed and d1rected toward .an. analysis of existing
_approaches to¢1nformatlon system development and .
that information should -be available to interested
'local governments. Ideally, ‘the center would provide -
information such as software, flow charts and-‘diagrams, _
-and data base management systems suitable for transfer o O )
" .or acquisition in order to give local governments the S
" range of alternat1ves that may best fulfill the1r needs -: L

-and requ1rements. . . , ‘ ' v .
. . L , o

. \

The panel concludes that, although the use of Eomputers is o
y1despread among local governmdnts, no central organ1zat1on exists’ .
from which local.governments can. obtain assistance in determining -

“ The exchange that does take place is informal and d1spersed both in -
geography‘and time. No pers1st1ng records of exper1ences (both good
The . -~
panéT cons1ders these to be significant problems that restrict the ' I
orderly development of information systems at the local level.
~Because 3f 'the ‘{nherent" advantages--such as reduced cost and.
proven workab1l1ty-—transfer of infirmation system’ ideas,. concepts,

governments in the foreseeable future. In the panel's op1nlonL .
however, the transfer ‘process w111 be limited and d1sorgan1zed untess
‘some focal polnt for .assistance, such as the’ 1nformatlon systems
resource center, is. establ1shed.- -z

"2

~«-',2. Some local governments, eSpec1a11y 1ntermed1ate and smaller
s1ze un1ts, may’ need general assistancerand st1mu1at1on 1n assess1ng
what approach they can/take in acqu1r1ng computer technology.

45 . ".‘_': -’J'
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S _ : Therefore, in conJunctlon with Recommendation l a national = |’
: " transfer and systems development capability. needs'to be = 7.
e established to provide .seminars and workshops and to offer
. l . continuing general assistance to local governments in B R
e 1nformat10n systems development., S s
L '\Although Recommendatlons 1 and 2 appear somewhat s1m11ar, lhere
w & .. ‘are important d1fferences.- The' functlon of the resource cemter under
{“: . .No. 1l would be to sdsemble and stay abreast of the vast and. rap1dly .7
;7 - changing body of knowledge™ that’ is being generated regard1ng .
. - innovative use of data proces31ng and information systems in local ‘
o . government. Thé body of knowledge, when accumulated would be .
. , ‘available on a centralized basis to local governments generally. The
A"‘\n . . distinction between the two. recommendétlons is that not”all local
- governments are. allke in their capac1ty ‘to 'understand .and: utilize
" §'”_ NS computer technology. Thus, a resource center needs to “have the >
‘ L “capabrllty to inform and assist those. local “governments.which have a
interest .in acq01r1ng some systems capab111ty, but do not-‘know how to. o
o :proceed, or -are’ llkely to ‘take steps that have proven unsatlsfactory,'
-, " or unworkable elsewhere.

: S o S . Ll S
L _ . . .

3. A basic problem that adversely. affects the development of
u-1nformatlon .8ystems’ "is the" d1ffer1ng perceptlons.and understandings
between the deslgners and the fisers of the system--the elected
T . off1c1als, managérs and department heads. ' .

A : . .
¢ .

_ Therefore, therc. needs to be an edUcatLon program to. br1dge o L
T - 'the gap between.these two 1mportant ‘elements in. 1nformatlon
: i system development. The cont1nu1ng education program could T
S .acquaint non-techn1cal management and policy mak1ng off1c1als '
S with data process1ng resources, and conversely,. data systems :
people with the polltlcal and- manager1al functlons of government.

. ’

. : " This recommendatlon~stems from the generally recognlzed problem'
LT that ex1sts in the application of technology to meet non-technologlcal
- - problems. The panel believes intensive training courses and seminars
~ 1, ‘under contract from the Information: Systems Resource  Center - (dlscussed
. under ‘No’ 1 and No. 2 above), could’make the'application of computer
technology more effective in local government operatlot/aad management.

Lo a

-

fx" _ 4. E The” transfer of proven computer-based appllcatlons appears

" 'to be an;increasingly attractive technique by. which many.- local
o governments ‘can acdquire- 1nformat10n systems.. Local governments are .’
recognlzlng that 1nformat10n systems , are ‘a means® ‘to ach1ev1ng greater . _
management eff1c1ency 1nrthe face of dec11n1ng regources. In addition, e AT

T ‘the variety of systems that exist” in-local government has 1ncreased
g substanLlally over the past few years./ 1f mod1f1catlons ‘can be . ...

T ,m1n1mlzed ‘transfer of Software can result in conslderable cost sav:ngs

o T . compared to- developing. software 1ndependently. The process of transfer -
' of 1nformét10n systems, however- 1s not wellﬁdocumented and understood.,' e

s O
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Although enough successful * ransfers have taken place to.

. -demonstrate thé validity of that approach, none of the transfers, to
 the knowledge of the panel, ‘has been documented in such a way as to be

of value to other  local governments desiring to follow a similar’ course.

- Also, . transfer can be a complex operation because of the many
:‘;comblnat1ons that are possible. -Thus, if the development of 1nformatlon
. -gystems’ by transfer (i computér technology is to be effective, more
‘needs to 'be kmown about the processs of transfer.

Therefore, funding should be ptovided for a series of : .
documented and monitored transfer exper1ments.: The’ : .
exper1ences should identify and record successful as ) ;
well as unsuccessful transfer prq&;sses. Model .

transfer agreements or contracts ich could be

widely used by. loca1 governments m1ght also be
-developed. . . .~ “

«

-

The results of such experlences would be of invaluable ass1stance

“to the proposed resource center in carry1ng out its respon51b111t1es.

~

5. Ana1y81s of the costs and benef1ts of .information systems in

RO

‘the’'cities visited by the”panel members was poorly documented or: - "%

<

.nonexistent. Further, such analyses were viewed-as being 1mpract1ca1
"-tasks. This situation will not be long endured by ‘the tax-paylng

pub11c. . . : s

Therefore, any future federally-fundéd_program in this f1e1d
"-should require the development of analysis procedures which
~would provide the decision-makers with a structured means

“.~-n for weighing ‘costs againstL benefits, both quantltatlve and

qualitative. In addition, the study should determine the -
transactlon volume levels and other factors necessary to
support SpelelC app11cat10ns.

:

'Before making any f1nanc1a1 commitménts to develop an information
system, local governmefits want -to know the costs and the ‘benefits they

“can expect. -Evidence of how some un_ts have undertaken cost/ beneflt

enalysis is presehted in Chapter 6. The subject needs intensive studyx
to develop analyzhcal,me sures and to identify levels of.effort, such
as wglumc of tra sactloni necessary. to justify specific computer

programs’ ‘and specific hardware configurations. . S (

v

e 6. : The ability of the computer to collect store, and retrieve

large amounts of data, 1nc1ud1ng sens1t1ve'persona1 data, has raised
new problems for governments in protecting personal privacy, and in,

‘maintaining security and confidentiality of personal data that is a

necessary part of°a local government information system. Morvover,
problems are be1ng exper1enced .in establishing satisfactory- policies
‘on access to information held in government data banks. The. pane1

. concludes that the access and pr1vacy issues will be of 1ncreas1ng

- .

N
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- concern to local goVernments. o ‘ LT Co
.Therefore, the information systems resource center °
should prepare background information on mechanisms-
available to the local Jurlsdlctlon for accommodating

- ‘the access and privacy issues. as' they are seen’ to. be
developing at. federal, state and local levels, and
prov1de guldance regarding techn1ca1 protective .

. : - measures th_ should be included in any well-designed »

data system. In additien, a model local ordinance -

should be developed that "would attempt to' reconcile

the inherent. conflicts that exist in implementing

. . the Freedom of Informatlon Act and the Prlvacy _

S o -Act prov1810ns., . .

Finally, appropriate federal agencies could encourage progress
in.solving such problems by requiring a systems component and local ° .
policy-or law for hand11ng these problems. These stipulations’ céuld be

: 'required in using federal resources to develop or expand a computer-
' . based mun1c1pg_ 1nformat10n system. _ . - R

L

7. The exchange of‘data -and the sharing of computer facilities .
among- units of local government is not widespread. Yet, the potential
A ﬁa&s enormo s for ¢ost saving, and for prov1d1ng a more cooperatlve
! approach to solv1ng problems oL-muLual concern. .

Therefore, the federz! and :.ate governments should
+.. eastablish an #nc¢ative program for. 1ntergovernmenta1

cooperation inm conJantlon with the use of federal

resources ‘to develov\or improve information systems.

As stated in Chapter 8, the efforts to develop joint or regional,
1n£ormat10n systems zte far below what could be achieved. The panel
be11eves that the best approach to overcome the problem is by
1ncent1ves to encourage mutual cooperation in areas where coLlaboratlon
.among contiguous units of lncal government is likely to succeed.
Specifi¢ requirements for mandated cooperatlon, on the other hand, are
less: likely to achieve the result de81red

o
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| Study'-l\/}lethodology :

The USAC Support Panel d1v1ded its work into fdur segments
according to the assignments given to it by the Department of Houslng
and Urba. Development. Those four ass1gnments were:

3

_ 1. Assess the cost/beneflt aspects of the ‘information-
5 communications systems and subsystems in the USAC Program.

2. Review the pr1vacy, security, confldentlallty, and .
information access aspects of the program and identify the
major issues raised by ‘computerized 1nfbrmat10n systeme.

> . ’ '

_ F3, Explore actlons that might be taken by "HUD and- the other
] federal agency members of USAC to ensure maximum knowledge
I - and transferab111ty of the USAC concepts.. - - .
<] 4. [.Assess the use of 1nformat10n systems across jurisdictional
' boundarles. ' : : o

It

| The panel held a total of five general meetings. The +initial ¥
meetings were devoted to defining tfie scope of the study and to '
receyilng briefings from HUD aiid city officials on the operation
of the USAC Program: . . ) , )
‘ | ‘Although the panel functloned as a committee of the. whole.
throughOut, at the second meeting the members were gssigned to
Subgroups according to the four tasks outlined above.' From the
brreflngs and materials supplied to the panel, the four subgroups’
.formulated' issue papers which identified key questions to ,be answered
jdurlng the site visits to the USAC cities. At the third meeting, the
" questions were reviewed and finalized. The questions were used as. a
framework to provide guidance and coordination for the site v1s1ts
wh1ch ‘followed. the third general meeting.. Each c1ty recerved a copy of
the questlons prior to thHe site visits,

l In most instances, each panel member visited at Ieast two USAC-
cities. During the site visits, discussions. were. held with elected
off1c1a1s, city managers ‘and their immediate staffs, departments heads,
and data processing personnel. The site vigits were supplemented by
trips to other non-USAC local governments. These trips were made by
individual panel membeérs or small groups. - . // o

T
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agency.‘The group-prepared an\outane for the final report and =
members submitted ertten comments-ito be anorporated into the final _ .
,doc lent. The final meetlng completed the report and the list of :!
recommendattons. %» ‘ :
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After each viéit
use: "of the entire panel

conftdenttal trip. reports were prepared for the
- The' ‘full panel -met agatn .after complet ion of

the site VLSltS to discuss the results of each visit, to synthestze

its findings, and to prepare

Lts retommendattons to the sponsoring-
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