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L government. The restraint’ prevents people from getting
_ facts which they must have to. determine their own destinies.

r-:xeiturlvs SECRECY?

_,h » v-.vl.

ln this report the latest in a eontinuing series concerning : _‘
govemmental secrecy, two writers provide detailed views. .-

Part 1, a generar view with specifi(; cases, was written by
WILLIAM'. G FLORENCE,; former security classlfication
policy. oiﬁeer ‘with,the Department of the Air Force, pres-

b= ently - ‘a consultant on government security policies with -
the Center for National Security Studies, Washington,D.C. He

also acts as a volunteer consultant to Sen. Muskie s Subcom-
mittee on: Intergovemmwtal Relations: and Rep. Bella
Abzug’s Subcommittee on Government Information and In-
dividual Rights. Part II, which focuses on the Interagency
Classification Review Committee, was written by RUTH

MA'I'l‘HEWS anMA. candldate inthe School of Journalism> -

THE PRESIDENTIAL SECRECY SYSI‘E&I‘

v . . VERSUS OUR,RIGHT TO KNOW
s The purpose of this report is to descnbe a heavy political

" restraint on communication regardipg the: affairs of our

It affects the capability of media to mform citizens of what is

*. going on in their,government.

This restraint is the ‘secrecy system currently
promulgated 'in.. Executive Order 11652, subject:
“Classification and’ Declassification of Nahonal Security

Information, dated March 8; 1972. Under this prwdentlal '
order, Executive branch people -may classify official in- °

formation as Confidential, Secret; or Top Secret, and protect .
it from-'unauthorized dxsclosure in the interest of national
. defense or foreign relations. Actually, those two interests

- were ‘quickly obliterated. in the order by being given the .

collective, catch-all, shorthand term ‘‘national security:”
. Thus; "the operauonal requirement is- that official ,in-
formation shall be classified for secrecy if “its unauthorized
disclosyre could reasonabiy be expected to cause damage to

- the national security.”

"L Any, government effort to protect information which really,

would . damage or impair the capability of this nation
defend itself would be consonant with our Constitution, and
with one-f the basic. purposes of our existenee as the United °
States. If Executive’ Order 11652 were designed for and-
limited to that objective, it would demand the support of all
cmzens '
~ " But the system established in theuorder perrmts imposition
of secifity classification controls on information for any
- purpose. Hundreds of thousands of individuals in at least 30
Executive branch departments and' independent agencies
" can classify information in tremendous volumes for what
_they personally consider to e national security reasons.
. Few of them understand,; or coyld possibly understand, the
‘damage factor that is stated in the order as the basxs for
h class1f1cauon o
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The wnter has observed that the reasons most commonly
used today for cassifying. information are — -~

~ a. The information was new to the classifier;
. - b. Desire to keep it out of newspapers
. c. Reluctance to “‘give it away” : .
d. “I'don’t see-foreign. people gwmg us this kmd
of mformauoh", . -
‘e, “A foreign government might not hke my :
saying what its officials did”; -
- f. “DlSClOSUI‘e might lead to exammauon of my_
. program”; . 7
*  g. Association of separate non-classxfled 1tems o
“h. Repeated use of old mfomlauon without trymg e .
to declassify it; .
i. Persorial presuge and -
1 Habltual pracuce 1nc1nd1ng clerleal routme

Apartlcularly strong reason why many mdmduals use the oy ) ;-'

security classification systein for information they want to.

control is their belief that some federal law protects in-'

~ formation with a classification on it, and that anyone who:

discloses such information without thell' approval can ‘be
punished under the law. -

That belief is based on the . erroneous statement in .

Executive Order 11652 that wrongful disclosure of’ ‘classified -

information “‘is recognized in the F’ederal Criminal Code as -
‘providing a basis for' prosecution.” But that threat/is a-
'dehberate rmsrepresentauon of law.’ Ther; is mo statute
" providing any such sanction. In a letter:to;the writer last

July, the Departrtntgnt of Defense stated that the’ threat "‘is’

_adinittedly an atténtion getting device: "/Yet millions of
people have been deceived abont the threat and are con-
" vinced 'that it is valid. .

_Incidentally, the Department- of Jusuce is trymg now to
have Congress enact a law that really would make it a crime
for an individual to disclose classified information to a so-
called unauthorized person. The proposal is section 1124 of
‘Senate bill S-1, the bill which would revise the entire Federal

- Criminal Code. Section 1124 has been dubbed the “official
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secrets ‘act.” It would apply to journalists if they have

- knowledge of any- classrfied information that was officlally

@:given to them.

How did this pres1denual secrecy system come about? The -

quick answer is that we did \it to ourselves. Over 30 years
ago, a contagion of World War II Army ‘and Navy military
~ secrecy practices was allowed to seep into-almost every
civilian agency of government. The practice spread
throughout the land during those historic battles against
alleged Communist agents during the Cold War years.

~

In 1951, President Truman made the original Army and .
Navy secunty ‘classification system directive, for the first -

time, upon the éntire Executive branch by promulgating
Executive Order 10290. President Eisenhower replaced that -
order with Executive Order 10501, which was replaced with
the current order in 1972.
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- documents as Cogfldentlgf or high

- provision for, timely’
_ document must be/kept and handledjln secrecy untll some
'-especxally/de51gnat’ed perSon Vo j . ‘
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e in the l;amc’mmtary system
of permitting individuals. torc1a551fy.l ‘

- choice. Perhaps over 20 million dgcury
classification markmgs to keep tﬁem. seeret from the public.

And there has beeni o subswntlal “change. m»th&utter}y«—w
. _FAnrealistic procedure for,/

ec1a581f1catxon Once a
classification is"pution a; g iit’nent w;th no-“specific
cancellafibn “of | t—hat classification, the

_ T I :

- a, Can. belured or otherwme made available, and
b Has time enough to review the do/cument for
possible /declassmcamn and” . e >

¢; Also’has corimon sens,e enough to cancel the
classification. - ¥

It is the'latter bureaucr tic’/ obsessnon w1th secunty

classification' secrecy' that’keeps ‘security classification , -#

markings on about - one" ”bilhon .pages of this n'atlons
historical records in the Nanonal ‘Archives. :

.. - 'The mdespreadeffectoft"hefresndentsorder for secrecy,. S
- in. the name of. national-security, is also’ reflected by the.

following facts: - ‘ :
a. Over 12,000 mdustnal and academxc loca L}nf in the -
United States have a “facility security c1earan !' granted

by ‘the. Department of Defense -for access to mformatlon
“bearing.security classification markings;
‘" b, Perhaps as many aseight million people in govemment
;. industry, and academic institutions are: working with:in-
- . formation which has a classxﬁcahon markmg of! Confldenhal '
‘or higher. ° t

In addition to other ills that result from the Pnesndents

. secrecy system, hundreds of millions of dollars are spent in
an effort to appxy and: enforce rules’ for precludmg‘

unauthorized  disclosure ﬁf mformatlon bearing security

" classification markings. The funds are,expended on the basis
- of assigned markings, regardless of whether the mformatlon

has already been disclosed. |
Why is the presndenhal secrecy system perm1tted to exlst”
The majority -of American people adopted the false

philospphy of secrecy which was promoted after World War

II. This stemmed from a fear complex, thé fegr of some

. danger that could not be met by existing statutory or con-

stitutional capabilities. A security classification was exactly
therightkind of. label to designate information forsecrecy so
as to protect the ‘“‘national security” from:any imaginable
threat, foreign or domestic.

Concurrently, the security classification system, was
equated with patriotism. People who supported security
classification secrecy met the national. security loyalty icol.

in use today have "

-

Anyone ‘who violated a security classification could bhe

branded a threat to nafiona] security, and could be con-

- sidered disloyal. -

This security’ classlflcatlon hoax has been ‘accepted for
years by people in all walks of life. Its proporients include

. publishers, journalists and educators. Tncluded also are a

great many industrialists and others who profit from
security. classification secrecy.

It~should be remembered that an 1nd1v1dua1 who works
under the security classification system’s rules can use thenr
for any secrecy purpose that seems advantageous. Some
highly publicized abuses of governmental power committed
under cover of theexecutive order .classification system,
including the Cambodia bombing and the Huston plan for

~

* surveillance of citizens, have been extrémely serious for the .

. by Department of Defense contractors.and other’; sources

“absurd
‘thrOughout the Department of Defense j T

' ./
natlon In that. cOntext all cltlzens have a problem wnth the

pre51dent1a1 secrecy system if they want an open govern S

ment.
Here are three requests for access to some dOcUments that v
the Departments of Defense arrd-State denied just a few days

system.

On March 2, 1975 1 requested access toa document that
~was»produced July 19; 1974 by. the’ Department of Défense
Documentation Center 'in Alexandria; Virgmla Theixtle g
Technical Abstract Bulletin Indexes:; It contams br;ef non- -
classified abstracts of scientific-and technical studles made

‘The publication could .be used by an mdmdual to order

own'endeavors. - - /
* The documentation center nOtI.fIEd me March
“your requestfmnspect ‘this documient is demed
a Confidential docurfient,
document containing on

o.‘ause itis ™
*The letter.did not expla(m how a -
nop-classified’ 1nforma‘t10n could
quahfy for Confidential- classﬁica&on ssecrecyl But, }no ‘ex-.
planation is egpected by those of us whp! have observed subh

secrecy peactices, in the name of: nahonal secunty,

[ /
cgs xt iS a case of a request dated Februar;n

s to the: Background Paper on Vladlsvostok SALT
Agreements which'the Secretary of State used November 25,

1974 in giving, ‘briefings to 4 great.many people abou’t the
‘agreements. The Department-of State ruled: ‘March 5, /197:1

that the document is not ayailable for insgection. The reason >
given'was that some mforrnapon is “classxfled on the gro d-
that attribution of these réfaarks to the. Secretar ,of State
could damage the natlonal Security.” There s no am-
plification or arplanatlon what.sqever T

The third case is a request of March .1, 1975 for access to -

four of the Vietnam Study documents known as the Pentagon
Papers: They contain information. about ‘efforts that our
government made up to 1967, thrpugh many’ other; govern-

. Mments, tonegotiate with North Vletnam on endmg the war in
Southeast Asia- :

Those four.documents had not been’ released to anyone by
Dr. Ellsberg, but they were listed in-the indictment against .
thim because he hhd reproduced them along with other
documents which he did release. All four were still marked
TOP SECRET when the govemment introduced them. into
evidence during the ‘Ellsberg-Russo trial, January, 1973.-
Theré they became public records., Several months later,
after the trial had ended, the Judge permitted the govern-.
ment to remove the documents from the court’s public files.

But on March 31, 1975, the request for access to the
volumes was denied by. the Department of State. The letter
sald that material in them is classified because:

a-’It includes information .furnished in confidence to

' United States officials by officials of other governments, and

b. Some ‘portions reveal United ‘States - Government
communications describing actions and-or inactions of of-
ficials of other governments who are currently in office, and °

c. Reledse-of thé information would damage the ability of
the United States to conduct its’foreign affairs.

Here a Department of State official ruled that some in-
térchanges made in confidence with foreign officials many
years ago, and some facts about foreign officials, shall keep
the .American people from access to unportant historical
information. Aside from the Federal District Court ruling in
1973 that the documents were public records, the question
arises: When did’ the American people. authorize an
Executive branch official to commit this nation to lif&-time
secrecy orf the' effort we made to extricate oursélves from
Vietham? It would seem that if some official acted outside

s <& e ‘ +
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. .copies df such techmcal neports as would be helpfurl in hls
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__ago. _They show the day to—daLuse.of_the_claSSLhcanonw;
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g made Py-the Cent itral Intelligence Agency for secrec

~ decrecy system' should have been kept sqcret té

~ - thé public’s right to.know can prevarl (mder law even 1f it

. unnecessary controls on information that agencles maintain

' lawful,a _thonty, that is hls problem not ours ' i
- The sme principle should apply in the/case of man pleas

ﬁplals of that agency who. have engaged in‘actions that ,the

" ./American people would neverfhave condoned cry out; that the
P .'V‘Jnformation must be képt sedret or thelr drrty work wﬂl be ;
s eprsed g

‘ l
Fmally, the same pnn(;_lples did apply in. 1.the cases of Eéll.

i '-_'*Krogh John Ehrhchptan and others who claimed thatthe "

transgressmns they camrmtted ufider the- presldehhal
_ proteet the

“.national security ‘B‘ut, thelr gonviction in_court, provesthat ,

has no chance, under’ «E 0. 11657." v
curity secrecy? . L
AExecutive .branch. and 6the/ mdustrlahst sup-
- thetnilitary security- classrflcatmn system rqust

tbe djscounted,-as they.all favor bureaucratie secrecy:
-S¢cond, Congress has belatedly, but resolutely, initi ted
ion toward security classification reforn. Congress ok-’
~/a big step in Noyember, 1974, in mwmg o preempt - the

‘President’s self—assumed free-wheeh »class1f1catu)n‘

_authority, when the Pnesrdent S veto was, ové’mdden .and -

. section 552, title 5 of the United States Code Was amended to
permit a federal jydge to decide the vahdlty of a securlty
classrflcatzon on an official rec d if an, mdmdual s request ‘
for access'to it is denied. i1 “ '

formation Act. But that is ng\ally 3 mxsnomer -The section is
"part of the “housekeeping” code’ on' the admmlstrauon of
. records. Section 552 exists to reqmre ‘each Execuuve branch
agency to do four*things:

a. Publish information in the Federal Reglster regarding
its organization, funct\ons, operational procedures, and its -
rules of general apphcabxhty /

b. Make availgblé for public 1nspect\on angf copying (1)
manuals and-instructions that affecta member of the public,
(2) final opinions made in adjudicating cases, and (3) all
statements of policy and mterpretatlons not published in the
Federal Register, '

c. Make available for pubhc mspect\on and copying
current indexes of matters referred to in a and*b above, and

d. Make anyother existing official record available to a

—~

person who requests access to it or a copy of it, unless the --

" record is exempt from mandatory disclosure tinder the law.
(Note that official records properly classified under
Executive Order 11652 constitute one of the nine exemptions

- from mandatory release.)
A more appropriate title might be “The Availability of

L Records Act.”” No agency is required to disclose information,

as°such, or.tocreate a record.containing information for a
requester: Furthermore, an agency may charge a requester
a sizeable fee to search for a record and another fee to .
reproduce it if a copy is desired. %

»Although the amendment of the Fol Act’ to - authorize
judicial review of a classified document was truly a land-
mark legislative action, Congress did nothing to eliminate

under the presidential secrecy system. As the three

examples of requests for access 4o records show, the in- ..

dividuals who denied them applied the same bureaucratic
secrecy philosophy that has existed in the Executive branch
for 30 years.
Of course, a denial can be appealed to a higher-'evel
authority in the agency. And it is true that if an appeal is
~ denied, the requester can enter suit in federal court to
compel the agency to make a.record available. The judge
_might even require the govérnment to pay the requester’s

e EXECUTIVE SECRECY TWO PERSPECT[VES

e great deal of time and money in get ng nothing. ’ ‘
/ Trthé final aualysls, Congress bas not set ariy limitation on /

Executlve branch’ 5ecrecy;- Lo
" ra_mendlng the FOI ‘Act abOut securlty classification secrecy._-

What i 'emg donetoeradlca’oe this devotlon t‘o the cultlsm : . ‘~

That -section of law is known as athe Freedom of In: .

FOIREPORTNO a36 . P23

. litigation costs. But that' would be only ‘one of mllhons of l

. records that agencies are keepmg secret fronrthe public.

;?’_ réOn thefpt thand, the judge nught agrée with the agency’s

asorrs for not releasing t the) record -requester could wasw .

“All " that Congress said in

is. that a. Federal )udge can decide -whether the securi

There is: another major move under way in Congress.. he
. .plan is; ‘to dry .up false seerecy. at the source by enactmg a
securlty classﬁrcahon Teform statute

-1t would séem hest; in 11y v1ew, for Congress to enact the
most- s;mple ‘classificatieh law 4that is practicable,, m /exer-

‘cising its constltuu nal /respon51b111ty to prgvide for the -

“hational defense ‘Fhe; President .would act. as’ both ‘Chief
7 Executive and; Commander-m-Chlef in unplemenung the
Claw. I suggest that

G a. Congress specrfy a legal designation for Offlclal
‘ "government mformﬁtmn the  unauthorized disclosure - of

which could, reasonably be expected to cause damage to: the

-/ natibnal defense The designation could be “‘Defense Data.”"

.That would compare in principle. with the smgle desxgnatlon
“Restncted Data,;” that is specified and defined in the .
-Atomic Energy Act. As .in the case of Atomic Energy’
“Restricted Datd,” Congress would permit the President to-
set rules for dlfferent indicators or markings on ‘‘Defense
Data” according to the degree of protection required..

b. Congress could define the damage that would be ex-

- pected to result from an unautborized disclosiire which -

should be avoided. This could be far more successful than
trying to definé information to be protected. In defining

,/f, B

/

Lol

“damage,” Congress could limit use of the speclfled secrecy

des1gnauon, “DEFENSE DATA,” to the followmg

(1) Dlsrupuon of foreign relatlons affecting the
defense of the United States. )
¢2) Compromise of a current operational plan or
contingency plan for the defense of the United
States agdinst attack including the- mtelllgence

estimate.
(3) Compromlse of a current intelligence
. operatlon important to’the defense of the Umted g
:_1Stat$ ’
{(4) Compromiise of an official cryptologlc system
important to the defense of the United States.

(5) Disclosure.of officialinformation regarding a
technologlcal development of the government that
is primarily useful for military purposes, which
disclosure itsélf would eliminate a known =

~ technological advantage of the United States im-
.portant to the national defense. ;

{6) Disclosure of official 1nformahon which -~
would make a current “weapon system or a mili-
tary operation vulnerable to successful hostile at-
tack or other successful countermeasures. *

-

c. Congress would set the basis for the President and
heads” of specified agencies to designate. information as
“Defense ‘Data” for protection 1n the interest of national
defense.

d. The law itself could automatically declassify in-
formation after a brief period of time, possibly after three

£l
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years( i’f declassification is not accomphshed beforehand by
the Exécutive branch.. But agéncy heads would be
- authorized to defer automatlc declassification on limited

o

notified or.a deferral that would keep an iterh in secrecy £or
more than some period such as five years.

- €. The Comptroller. General of the United States c0u1d be.
" designated; and be given the necessary resources, ‘to -

monitor actions taken by agencies to implement and adfere

to policies established by Corfgress. This would be on the -

same basis that ‘the - Comptroller General momtors other
.actions of executive agencies.

~That type of legislation would define and limit drastlcally :

the authority of the Executive branch to try to keep official

information secret in- the name of national defense.:The | -

- criminal code would continue as the basis for criminalizing
suchdisclosures of national defense information as Congress
chooses to make unlawful.

+ - - Both Senator. Muskie (D-Me.), Chau’man of the Serlate :

Subcommittee on Intergovernmental Relations, and

Representative Abzug (D-N+<Y.), Chairwoman of the House ’

Subcommittee on Government Information and Ind1v1dua1

Rights, plan to hold heanngs on proposals for “security.
classification reform in.1975. 1 know that they would

welcome advice and support from every person who is in-
terested in being informed of what is gomg onin the Federal
Execunve branch.

. THE INFERAGENCY CLASSIFICATION
L REVIEW COMMITTEE

. LY .

The many abuses of the security system can no -
longer by tolerated. Fundamental to our way of life
is the %tzlef that when information which properly

- belongs to the public is systematically withheld by,
those in power, the people soon become ignorant of
their own affairs, distrustful of those who manage
them, and- eventually incapable of determining
their own destlmes

This statement by President Richard M. Nixon on the -

introduction of Executive Order 11652 went far toward
» paraphrasing the words of James Madison: “A popular
- Government without popular information or the means of
acquiring it is but .a prologue to a farce, a tragedy, or
perhaps both.’ .
Nixon, however, added an extra ambivalent fllllp

Yet, since, the early days of the Republic,
Americans have algo recognized that the Federal
Government is -obliged to protéct certain in- .
Jformation which mighf-otherwise jeopardize the
seourity of the country. That need has become
particularly acute in recent years . . . as world
peace has come to depend in large part on how that ..
position is safeguarded . . . in an era of delicate
negotiations in which it will be especially lmportant
that goverpnments, be able t6 communicate in
confidence.

Clearly, the two pnncl[}les of an informed public
and of confldentlahty within the Government are
.; irreconcilable in their purest forms, and a balance

¢ rmust be struck between them. ° .

¥

1"4"

types of information under a requirement that Congress be. -

5 4. - - '

. On Jan 15, 1971, Natlonal ecunty Study Memorandum_ .
1i3 outlined areview to be made for possible changes.in E.0.
.1050], which dealt with classification matters.. The outline .
was classified “secret” although it contained no information
relating to foreign policy or national defense.

- John Ehrlichman was responsible for the study and named -

Wllham Rehnqulst to head it. Members of the’ committee
“were representatives ofthe Central Intelligence Agency, the -
National Security Council (NSC),* the Atomic Energy
Commiission and the Departients of State and Defense — -
- the big ¢lassifiers. David Young did much of the work onthe -
final version of EO. 11652, the revision:of 10501 that was
announced hy Nixon on-March 8, 1972, effective June 1.
" Young  latér became ° direcior of the Interagency
Classification Review Committee (ICRC) established by the
-directiv® and charged with helping the NSC to monitor the
classification system .

‘On July 15 or 16, 1971, Ehrlichman mformed Egll Krogh i

. that Nixon wanted the “entireé resources of the €X el tlve
branch” brought to_bear on an ‘“‘urgent assignmeht i
response -£o the unauthorized disclosure of-the Pen gon
Papers.” ! Ehrlichman assigned David Young to- K‘rogh S .
umt, later mlled the Plumbers L

> . Mr. Ehrlichman mstmcjed me that the act1v1tles
‘of the unit, were to be impressed  with the highest
classification and kept secret even within the White
House staff. Mr. Young and 1 recelved the. most
"Sensmve security- clearances .

- He (Nixon) discussed the creatlon of a new
security ‘classification which would condition ac-
cessto national seeurity information upon advahce
agreement to subnut to polygraphmg 2

In the three years Smce 11652 and the: accompanymg NSC
Directive of May 17, 1972, “Govermng the Classification,
Declassification, Downgradufg ang/Safeguarding of
~National Security Informatlon » the cast of characters has
changed. David- Young has left the ICRC and the White
House, as have Ehrlichman and Nixon.' ICRC Chairman
John Eisenhower resigned. Congressman William Moorhead
(D-Pa.},”who fought for amehdments to the Freedom of
Information Act and for statutory classification reform has
gone to another subcommittee chau'manshlp Staff director
William ‘Phillips, involved for 20 years. in classification
reform, has left his position® on the House Government
Operatiths Subcommittee, .

In their places are"National Archmst John Rhoads acting
chairman of the ICRC; William' L. Brown, ICRC ‘executive
director; Rep. Bella Ab{zug (D-N.Y.), chau'person of the
Subcommittee on Government Information and Individual
Rights. By Aprll 1875, Phillips had not been replaced The
- White Housé is ‘no longer involved in revamping the

: classnflcaﬁn system; initiative has passed to the Congress
- partlcularly.lp Rep. Abzug in the Howse and Sen. Muskie
(D-Me.) in thé Senate, Brown said Rhoads may soon resign
_the chairmanship of ICRC; the White Hougse is looking for a
suitable replacement. The cast changes; the issue remains,
- The" operatlon and: criticisms of EO.* 11652 have been
discussed in Fol Report No. 3323 .
In the present report the focus1s onthe ICRC.’

History

The military ‘services have always had classification
systems to protect information regarding weapons
" development, troop. placement and movements and other
military defense information. .

At the commencement of the Cold War, President Trumah
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 found it necessary to protect the confidentiality of other
type? of ififormation.A study group recommended the ap- ..
n of the military information classification system to, -

plicatj
all Eeg
national

tive bran¢h information deemed: sensitive to the
speurity, ‘E.O. 10290 was issued, directing the

o nonmilitary agencies with a ‘role in national

authority .

security mbtters. Any agency could classify_information.” "
- Institutional executive secrecy was born, independent of any .
 statutory basis. The ratiorale for the order was ttiought to be

- the President’s constitutiona] duty to protect the -national
interest and, also, the implied powers:clause. o

Limitaticns on the order -were recognized in the, House

Government Operations Committee; “foremost among -
these is the well settled rule that an executive order or any-
.~ other Executive action, whether by formal order .or by, -
~ regulation,-cannot contravene an act of Congress which is-

. constitutional.””:* .
. Theexecutive order, concluded Harold Relyea, analyst for

"~ the Congregsional Record ‘Service. of the Library, "of
___ Congress, could be grounds for dismissal or removal from

one’s job, but violation of such an order was not a legal of-
- ‘fense. Prosecution for mishandling classified information

could be made only under the -espiogage provisions in U.S. - -
_Code, Title 18 and the Atomic Energy Act of 1954. No statutes -
have any specific provisions sanctioning broad qlassific_ation .

" powers as$ a legal, executive tool,*

" attempts, but an executive order

>

Q

At.the height the McCarthy era, i 1953, President
Eisenhower - revamped the executive secrecy system
somewhat with E.O. 10501. If decréased the number of

executive agencies permitted to classify. documents- by"

" eliminating those agenties with ne direct responsibility for
“national defense from coverage by the order. With sorfie
amendments, little if any 6qng;f:§ional challenge or, protest,

- and no ‘public recourse for‘infofmation withheld, E.O. 10501

prevailed to protect the inter¢sts of national defense until

1972. - .
N\ - -

E.Q. 11652 = + - ° i P

The’public had been educated by the mass media about

government secrecy because of the Pentagon Papers case., It
was not inclined to be sympathetic fo any further secrecy
es not require popular
approval — or any appréval. In order to protect interests of
national defense or foreign relations; E.0>11652 wag written
in tHe tense atmosphere surrounding the Pentagon Papers
release. -

11
The order, claims “to derive its operational basis- for .

classification from the Freedom of Information-Act of 1966,
which exempts frem mandatory disclosure material

“'specifically authorized’ under criteria established by an -

Fxecutive order tobe kept secret in the interest of national
defense of foreign policy and are in fact properly classified
pursuant te such an Executive order.”s - ’ :

The'NSC is charged by the ¢eder with protecting all such -

classified information. The ICR C was created by the order to
monitor the operations of the close to 407 executive agencies
with classification authority to insure they -are following the
instfuctions of the order. ey '

At least three major problems are-created by the order: 1.

It calls for classification of material relating to- national
,Security and foreign relations, language that-conflicts with
the Fol Act — which talks about national defense and foreign
. policy. 2. Does the Executtve or the Congress haye the

constitutional right to determine what information shall be -

classified and how to operate a classification system and
administer it? 3. Procedurally, how can the ICRC satis-
factorily perform its monitoring function?” .

Much controversy exists between the.Executive and

"oy

~
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fent of - the system, extending classification
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"_‘ Legislative branches of govei'f'lment_'ovef u;ese‘_issues‘. ‘The

classification system now in operation withholds masses of

. informatién from thgﬁpubli‘t')and other branches of govern-
‘ment ‘with no conciirtence for such .withholding from- the -
representatives of the people, Most critics of the present.

*_systern-agree that some information must be-withheld from -

* public disclosure because it bears on nafional defgnse. But

massive amounts of information’ are  systematically

. withheld at the-officials’ pérsonal discretion and judgment of - _
* the sensitivity of such information, often according_to' . -,
" guidelines. issued by his agency. (Agencies issue - policy : -

guides to cover their, basic.classification policy, program

- guides on implementing policy in entire programs and local

guides to cover. detailed operations within programs.)®
Never has a statement defined the national defense, the
national -security ‘or foreign relations. Never has the
Executive branch been given the authority, either by the
Constitution or Gongress, to decide such matters. The:
system, then, its form and operation, is the most basic peint

“of contention in the battle over:classification authority.

The ICRC '~ KN
——————————— . Y i)

The ICRC is tornposed of one representative each from the :
Departments of State; Defense and Justice, the CIA, the:
NSC, the National Archive$ and achairman-appointed by the -
President. All these:representatives are from the biggest -

* classifying agencies; there is no member who does not have
a vested interest in- the. classification aithority and the
protection of information it generates or receives. The ICRC:
is allowed to have such an'unbalanced membership because
‘it is a committee of an agency, not an advisory committee,
although it does perform some advisory functions. (Under
the Federal Advisory Committee :Act, the meinbership
would be required to be balanced.hbetween those with
classification authority and those without.)

©,
The ICRC is required to meet no less than mjonthly on a

+ regular basis; Brown says they usually meet onCe a month. .
The subject of the meetings is policy;-if there is ag appeal’

before the committee, the appeal is decided. Only four
classification decisions by the agencies have beeri appealed,
to the ICRC this year. Brown said this is proof the system is
working: But it may be proof, the system is not working,
either because few persons are aware:of ICRC existence (the

" axecutive, position) or because the system is inhex;en}ly
“unworkable (the congressional opinion). ; g
Policy matters discussed revolve about how to make the
ICRC work-better to fulfill the executive order directives.
What is the"policy? In.an interview, Brown said, ‘“The policy

_isthe overall implementation of the order and how the order - -
" should be implemented.” Did that miean future areis of

improvement, a general goalthe ICRC is moving toward or a

long-term goal? The only goal, he answered, is full im- .
- plementation of .the executive order. Can an example be
found as to what policy measures are discussed at the

meetings? No, Brown gives his reports to the ICRC orally

and says he usually does not-even write or keep notes’ for -

hirmeself on his report so he couldn’t think of an example
offhand.® - Lo : ‘

So the ICRC meets, usually for a full day, usually once
-monthly, in the Roosevelt Roorn at the White House to

discuss the few appeals made to the ICRC and policy matters

as defined in the'order.
The order directs t.he.ICéiC to_pgfform three functions:

B

N

1. to oversee ag:,i?cies to make sure they comply

6 - '

a

.

..
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:. “plementation, to chair a department to act on suggestions
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"~ ' with.the provisions of the order and implement the -
~_directives. the President -issues through the NSC. ~
2. toreceive, consider and act on suggestiorisand"

complaints’ regarding the - administratjon of the .

order, and to consult with the affected agencies to
make sure - appropriate action is taken. or the - .
complaints, and -~ - e LT
~ 3. to receive from the agencies any material
needed to carry out its functions. Do e

-

- The -executive order provides the means whereby the.

ICRC can oversee the departments’ compliance. Each. ..
department is charged with getting ICRC approval- of its - . the ( :
" ;cluding up to 60 days™ suspensiorf 6f pay. Such discipline is’

regulations on’classification under E.O. 11652, assigning a
_senior staff member to ensure -compliance and im-

" .zand complaints to the agency, and to educate. employees
" concerned with handling classified “material -about the

-

- . employees ‘“of the provisions of the criminal code and other )

‘

Coa
. -

provisions of the order.”Such education includes réminding

. ‘applicable -provisions: of law relating to penalties for

unauthorized disclosire” although no such laws exist except -

AEC regulations and some parts of the espionagt law.
ICRC Peormance ‘ L

- . ] . S Y-
'The ICRC’s ability to monitar the massive classjfication

system has admiittedly been nomninal.' The staff of the
- ICRC, until-October, 1974, consisted entirely of Brown and

his secretary. The staff of the National Archives and other .
: ag&cies are drawn on for support. Phillips said that teams
" of fr

servists spend summers declassifying documents.
An October, 1974, Brown was given a program assistant
- Who helps in preparing chartsygraphs and other items. Eight.
\ne\id staff membérs have been approved by the Office of

Management and Budget and will be hired immediately if -
Congress approves-them ‘in' the budget. Rhoads. is acting '

chairman, and like the other ‘committee mermbers, takes an -
activerole in ICRC affairs only at the monthly meetings. All

* the members are full-time employeés of the agencies they

- has' decided bear closer

2

represent with other full-time duties. . )
The workload in monijtoring between 37 and 40 agencies is
tremendous for Brown, his assistant and his secretary. The

system of monitoring that, has evolved is confined to

reviewing quarterly statistical reports filed by the agencies*
with closer inspection of a few of the big agencies that Brown
r watching ‘than the others; . he

eclined to name them.

. Brown,"a former lawyer for the AEC, revidws. statistical ~
reports in five areas: S ' S

1. “‘Report.of Authorized Classifiers.” Authorized classi-

fiers are.listed here by name and title or by. title and or- .

ganization, with the total for each agency, Rhoads said -an
effort is made to-tightly control the number. of classifiers
with”the hope that the total number of classified .docu-
ments will decréase yearly and the quality of classification
decisions. will in}pl"ovi.” ] o S
2. The “Report of Classification Abuses” filed by each
“tlassification agency notes -cases of under- or over-
classification, {
_marking or impreper exemption from the General
Declassification $chedule; in other words, all the cases-of
classification abuse discovered by.an agency’s inspection
program. . S ~ o
.- ICRC views the abuse report as-.a measure of the ef-
fectiveness of the classificationfedléqaﬁon prégram within an

» * a4 . .
o

»
-

nnecessary. classification, improper’

P6 . ‘agency. If_é%pecif_i
ES -7 x’thin"an agency appears to be repeatedly . abusing the
" -.expeeted to correct -

" . day-long training. prograxm, but it has no power tor correct
- any abuse, Repeated abuses by an individual may cause that = _
person to be reprimanded by his agency, but “repeated’isa. -

.- -than an average-month because he had finish

.
Ny

- of longer than 10 years . is reviewed only when a request is'
made for the information. Ifa docyiment is less than 10 years . *
#old and the originating agency:

-~

N . o, i . -
s,
.

i

appears or a department

type’
stem, the agency’s

e -situation. Beyond that, ICRC

suggests ways to imipripve ters, ICRC also has its own

matter. of judgment=Brown can ask an agency to correct

2 +—abuses and did so.four‘arfive-times in February, 1975, more :
ed examinings”_ .

“the December, 1974, quarterly reports: ~, _
The Fol Act has made-some attempt to remedy this hole in
.the executive order, by subjecting personnel who “ar-

-bitrarily or “capriciously’” withold information to
disciplinary. action by the Civil Service. Commission, in-

not mandatory, nor is ‘‘repeated abuse” defined. . -

.3 The third—report. is “Report of Unauthorized
Disclosures,” detailir
classification to “unauthorized” persons, The
only 10 suchi leaks in 1973, all to the press.: - L
. .A preblem here is thit “documents™ are defingd by the
order and it is documents the order seeks to p

of ;paper with 3 classification marking on it to.a person
without the proper security clearance and without need for

-

tailing the communication or transfer of
reports listed |

artmental Review Committee is

S tect, not
information. In other words, the physical transfer of a piece’

the information is prohibited but verbal transfer. isnot. In . 4
. this way, Secy. of State Kissinger, for jnstance, hag been
" able to read such documents to the press, transferring ‘the

information but keeping the document'in his own possession.

“4. “Mandatory Declassification Review Requests” logs "
-the number of-declassification requests made under section -~ °

9 of ‘the-rorder. —Section 5 -schedules automatic
declassification, so all-documents are declassified in from

. six to .10 years after the date of .origin unless marked

otherwise. The. title ‘“mandatory geview”  is somewhat
‘misleading since a,document with clagsification protection

na no.objection,
has authority: to review.its classification- '

*5. The last report frem the agencies studied'by Brown is
the “Quarterly Summary Repopt” ]
of documents classified by ah -agency.in the quarter ac-
cording to the,level of classifjcation and the declassification

the ICRC

— a statistical summary

schedule. Some agencies are allowed to make their report on "

classified documents. S - o
Documents need, not-.follow the 6-8-10-year automatic
declassification sch@k detailed by, the order; they may be

the basis of-a-sample rather than an actual- count of

marked sfor" advante ‘declassification or delayed .

. deglassification, by stainping the declassification date on the

document at the time it js originated. The AEC; in’a public

’

relations pamphlet “Understanding Classification,” says,

“The more time we car buy the better.”. .

Phillips, while employed in Moorhead’s office, said that

the ICRC' is 'useful in that it does compile statistics and
enable_a measufe of the amount of classified information
that is being produced yearly. '

The questions remain: — how accurate.are the réports,
and how thoroughly are they-monitored? Browf and his tiny
staff find-it physically impossible to go into a'n\agency to
check abuses of the reporting system. Statistical juggling by
an agency could escape an unfrained reviewer. Abuses have
been found that Brown has told the agencies:to correct and
he says such admonitions are sufficient. Agencies are aware.

- that Congress is watching them-in the House and’Senate
oversight hearings, he says, and that, too, serves to keep |

4
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agencxes honest evenin the absence of any regular overseer

o1 threat of pumtlve action: &
- ICRC also . operates. & small orlentatlon and u'almng

_ .program for classifiers to Supplement the agency programs.
- The mostrecent was a one-day symposium in April, 1974, in .

which every - classifying ‘agency participated. ICRC

publishes a pamphlet entitled “Know Your Rights to Man-

datory Review of Classified Documents ”-The pamphlet
‘suggests the ¢*‘requests "should- be. _made for’ Spe.lelC
‘documents rather than all documents on'a given topic.”

The ACLU, Fol Clearinghouse ‘and the Center for National

. Securities Studxes hJ,so suggest requesting documents in the
" most specific terms possible to prévent bureaucratic delays
But they also suggest askmg for any other documents

’
. oL ac
. e

4 T . t

1. Eg.l Krogh, '‘Statement of Defendant on the Otfense and His Role,” deposmcm
. touU.s. Olstruct caurt,\gashmgton D.C., January, l97d,p l
. 2. Ibid. ,
3. Jeamni Atkms and Bejvel Boyd: **classification Reexammed." Freedom of
* Information Center Report No, 332, January 1975. .
4. U.S. Congress, Holse. Commmeeon Government Operations. ‘‘Safeguarding
> Official Information in the Interests of the Defense of the United States.’*
. (Washington: U.S. Government Printing Office, 1962), pp. 31.32, quoted in
- # .. Harold C. Relyea, “'The Evolution of Government Information Security
Classification Policy: A Briet Overview (1775.1973),”' in U.S. Congress. Senate.
Subcommmee on Intergovermental Relations of the Committee on Govern..

ment Operations,-"*Goverfrfient Secrecy,’’ Hearings, May 22, 23, 29,.30, 31 and _

June 10, 1974, (Washington: U.S. Government Printing Omce,le)p 856.
5. Relyea, op. cit., p. 85., . -

ERIC | | | |

Aruitoxt provided by Eic:

releasing only the docurnents one knows were ayai

"+ is denied so the requester will know how to appeal a decision..

C .1 dlassification Avuthority. The House and Senate hearmgs specdy 37. Brown

not other relevant documents. ICRC asks that age
enclose its pamphlet whenever a request for declaSsmcatioh\_ LN

. The figures, as they are prese by the ICRC, give the . = N .
appearance that the committe€ is functioning exactly as IS
intended; that is, classification 1s\decreasmg as a result of RN
its efforts But such is definitely not the case, as the ac- ..

e

companymg matenal by Wllllam Florence attests .

. PR h .

b -

. . FOOTNOTES - . L : ( .

Y

6.5 U.5.C. 552, Sec. b.l.a. and b.1.b. N
7. William L. Brown said there are '‘about 40°'- agencles and offices with =~ ... ™

declined to name the additional three. -

8 ‘U.S. Government, Atomic Bférgy commission, D:vnsnn of Classmcahqn,
#Understanding Classification.”” {Washington: US Government Prmﬂng )
Otfice, 1973).

9. Interview with William' L.  Brown, Execuhve - Qirector, Interagency -
Classmcaﬂon Revnew Commmee, Washington,:P.C., March 21, 1975.

1 thads testlmony before Senate ‘Subcommittee on Intergoverrmental
elations, Committee on' Government Operations, May 20. 1974, in. U S.
Congr ess. Senate "’Government Secrecy,’ op- Cif.,+p..80.

. Ibid., p- 81 -
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