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At present, théra are four major Federal :onfidenﬁiality privacy stat-
utes which regularly melﬁgé tipon educatianal evaluations. These are the
* Privacy Act, (PL93- 5?9 _BUSC 5523}, the Prategtimn of- Huma;méubgegts Qlause
in the National Research Act (PL93-348, 42HSC 2891&1),»the Family Educa-
tional Rights and Privacy Act {the "Buckley Amendment") (PLBB—ZSD, Section
438, 20USC 1232g), and the Freedom of Information Act (PL93-502, 5 USC 552).
_Inasmuch as a summary of each statute is readily available (Weiﬁbérgéf andr
-Michael, 1976; l9?7; Michael and Weinberger, 1977), neither their detailed
regulations nor their redundancies and noneduéaticnal clauses will be dis-
cussed here. Rather, this paper will concentrate on the guidelines and 7

praceéur@s‘that are eurrently necessary for the general :ampliance with these

Generally speaking, these statutes place the respohsibiiiﬁy’far com= "
plianﬁ educational research on both the Federal funding agency (i.e., DHEW)
as well as the actual réseafcher! In order to comply with'thesé statutesé
the researcher must first be able to describe three things about his or her
data: 1) does it include iﬂformation that is personaily identifiablE' -Z)l-
If so, who has access to that infarmation- 3) Has the. individual been prop-
 er1y informed Df:his rights and Qf the ﬁaﬁsequengés regarding his Partici= '
pation in the raseérch (Tf the inaividual ié a miﬁbr; has the parent or
guardian been praperly infnrmed?)? ' ' '
a”'i;7:> }, If”the ﬂata ccllagted is nﬁt persanally identifiable, then mgsﬁ of cha ;f
‘I :?fivagyrtegulatlaﬁs become moot. ' The one egeeptlon is that the individual
~must be informed of this complete anonymity. Also, the intention to maintain -
I anéﬁyﬁity is not the séie;as aétuailj doing so from the start: as long as- IR
_,thE'patentisi fDrriﬁdiViﬂual ideﬁtificatiaﬁ*exists, the feseafchér-has_défi%r I

 jnitE 1egal rasponsibilities ‘to ensure canfidentiality .

Hererafercertaiﬂ key térms thac shouldﬂbeskegt,in mind: T R _‘j_g

*A prgsentation glven ‘at the l977 ‘annua vaEﬁiﬁg of the American
Eduaational Regeafch Asscciatiﬂn,rg,,, i é:




¥ R
@ human subjects - mnot merely limited to people on whom gxperimgnts'
are performed. Current interpretation of the law also places éuestigﬂﬁaire
respondenis, interviewers and observers in this category.
@ individual - a living citizen of the United States or an alien law-
fully admitted for permanent residence. 1In the case of minors, parents or

guardians are also included. A business firm which is identified Ey the

o]

name of one or more individuals is not considered as an indiv;dual urider the
Privacy Act. . ‘
¢ maintain - to maintain, operate, collect, use or disseminate.

@ record - any item, collection or grouping of information about an
individual by an agency or its contractors maintained for a specified pur-
pose that contains his or her name, identifying number, symbol, fingerprints,
voiceprints, photographs or any other means of direct identification. ''Tden-
tifying number" refers to Social Security numbers, drivers®’ licenses, diaft

registration nﬁmber5; etc.,, which are clearly and unamb;gucusly linked to

individuals. Arbitrary ID numbers, so long as they cannot possibly be trans-

lated into these direct forms of personal identification, do not count.

e system of records = a group of'aﬂ§ records under the g@ntrcl of aiy
agency or its contractors from whlzh data can be retrieved by the name of
the individual or any other identifying particular assigned to that indi-~
vidual. 7
_ . .e agency -~ for the purposes of privacy = legislation, the source of
fuﬂding, i.e., the Department af Health, Education and Welfare.

® privacy - the right of an indlviéual to 1) determine what records

pertaining to him or her are being maintained by Federal agencies, 2) pre-

vent such records obtained for a'particulaérpufpose from being used for

- some other purpose without his or her eﬂﬂsent 3) gain access to,. copy,.

' carrezt, or amend such records, 4) be sssuréd that such rezgras have been

maintained for lawful purposes and 5) have redress if the maintenance of

_guch records is deemed unlawful.

-y ccnfideﬁtiality the abllgation of an agency and its contractors to f
ensure the privacy rights of the 1ndividuals orni whom they maintain records,

‘@ security - specific methods to ensure ‘confidentiality, especially

’the,preventian Qf unauthorized access.

. e'zansenc % the autharizati@n, written or Bthefwise, by an- individual :

x’,f@f;aﬂ agengy and its contractors. ta maintain ‘a regard pertaining to that



individiial, Current practice allows for positive consent to be assumed if
individuals have been informed in advance of .the creation of a syétem of
records and there is the opportunity for written refusal for consent.
7 ! @ access - the ability to acquire, directly or indirectly, the infor-
mation contained in a system of records.

e authorization for disclcsura = restricted to the systém of records

manager within the sponsoring agency, i.e., the Project Officer.

In order to streamline the process of establlshlng complisnce with
these statutes, the various Federal agengles within DHEW have prepared guide-
limes for compliance as well as official reporting forms. The best knOWﬁ :
af these deal with the Protection of Human Subjects, and require that pro-
7 Pgsed research procedures baAreviEwed and certified by an independent panel
‘prior to actual work on a contract or grait. Because the improper. release
of personal data can be harmful to a respgndent, a dezczipgian of the confi-
dentiality procedures in force and of the planned uses of -the data has become
a necessary input to the panel's decision.

Another form which has come into usc fz a statement of compliance ~ith

the Privacy Act. Although it is signed by-a representative of the sponsoring
agency, the fesaaréher typically has to pfavide tﬁe actual information. Sev-
eral key quastions abeut the data must be answered. Eitsﬁ, does it qualify
as a Ysystem of regéde', that is, is the data personally identifiable?
éégand, is there "routine use" of the data as a system of fagords, that is,
are indivlduals constantly and systematically being persnnally ddentified?
Third, who "maiﬂfains" the data and is in control of access to it?
In additiﬁn to Qertificatian of éﬁmpliancé with privacy and confiden-
tiality regulationa, agencies and their contractors are directed garfallﬁw‘
,Specific guidelines in order to ensure campllance. Ihay are cutrently
required to:. ) "
@ establish administrative, technical and physical safeguards in accor=
" dance with DHEW and National Bufagu of Standards guidelines to ensure the
seéufity andAcoﬂfiéeﬁtialiﬁ? of a system:of records;.
o establish rules of conduct for all EmwlayEES invelved in the design,
develapment, Qperatian or maintenanae of a system of recards and. inform them

of the Féderal rules and regulatiaﬁs and penalties for nancqmpllance that f"

,apply, AT




¢ report -to the system of records manager all requests for disclosure
of an individual's record, requests by éﬁy individual for access to his or
her record and requests by any individual to amend his or her tecé%ﬂ

e refrain from any unauthorized disclosure of a record to anyone out- .
side the sponsoring agency o

o provide for the authorized access to or amendment of individual
records by the individuals themselves

@ keep an accurate accounting of all disclosures

o make such additional reports regarding the maintenance and operation

of the system of records as required by contract or by law

Eontractots alga have additional obligations before creating a system
of records, namely,.tfo: ' ' :

® inform the sys“em of records manager within the sponsoring agency,
~i.e., their Project Officer or monitoxr, of all the information necessary to
désﬁribe the existence and character of the proposed sys;eﬁ of racérds pur-
suant to publicaiinn of that‘descfiption in the Federal Register

e refrain ffom malntainlng such & system af records far thirty days
af ter the pu’blicatiaﬂ of the ’dESLl‘lPtiOﬂ of the proposed Eystem in the
Fe deral Reglstar ' :

e maintain in the system of records only that information which is
‘relevant and neaessaty to the purposes cf the contract

s collect information dl?é;tly from the ;ndlvidual to the greatest
fextent pu551blg, e.8., avoid hearsay and second-hand sources

¢ inform eagh individual from whom information is requested by means
of a direct stutement on the form used to collect information or on a sepa-
rate form that the individual can retain of a) the principal purpose or
purposes for which tharithfmacign will be useé, iﬁé1uding'5pE§iEi¢ enumera-
ition of the ‘purpose’ of the eontract, b) thé'rﬂutiﬂe uses, 1,e., discloswure
of persenally identifiable 1nfarmatian, of thé gystem of recﬁrds and c) the
effects on| ‘the individual, if any, of not pIQVlding any or all of ‘the
requested informaticn '

" More specifiec guidelinés for the ensurance gf privacy and EﬂnfiaEﬁ‘

v v"tiality include the fnllawing. '
7'?"': ‘e all persﬂnnel having access to or responsibility for-a system of
: :feéords are required to take and sign.a ﬁandisglusure aath and EQ be inf@rmed3l'



of their fespansibillties and gbliéati@ns regarding ﬁanfiaentlality

e all rEEGIdS and associated documents are to be stored in a locked
receptacle when not in use o

# all records and ésscciatéé documents are to be inventoried and ac-~
counted for .

® data banks and files shall be protected by passwords and'aéher tech-
niques which can be used te identify aﬁd verify the system user

& anly perscnnel authorized to have pbyslcal or enline terminal access
to a system of records are. allawed to do so ' '

K backup and Trecovery data sets ar& sub;e:t to the same 5e2ur1ty re—

) quirements as primary data sets

© dizect use of persanaiiy 1déngifiable data shauld be marked “FQR

'DFFIEIAL USE QNLY" i o
e a system of inspégtian and manltarlng shguld be iﬂ effe E to aﬁéure

that segurity measures are being properly adhered to o

® all instances of access to a system of records should be’agthﬁziéed
in advance and logged 7 _ ’ i ”'7

e all anomalies in access to the 5ystems of recards shauld be thoraughiy-
investigated and described v , ’

® dispasal and destructisn of unneeded recgrds shculd inaludg security’
measures; e. g., shredding befgre dispgsal '

The problem of maintaiﬂing'cgﬂfidéﬁtiaiity begins with the actual col-
lection of dafa. As Sﬂﬁn as an indiv1dual begames identif;ed with a given
research effort or information about that individual enﬁers a system Df
'recgrds, the" ccnfidentia;izy prncess nust be aperative. Dne must keep 13
. mind that any 1nfarmatian, even that which is. ‘not harmful to the respﬂndent,
such -as age. .and height, caﬂstigutes part of a. systém of records if it ‘is
‘p 2rsonally. idEHtifisble. Adm;ttédly, the stfingency of the security: measures
used to safeguard sucb information may nﬂc have to be as g:eat asg when ob- )

viously harmful information sugh as. cfiminal TEEQIdS are part of a system of

S recgrds, but tha authcrity far easing seaurity measures lies with the syst

of récards manager and nat with the reseafcher.

"system of- ragards is ta hava their names plaeed difegtiy ‘on. “the daga :allec=f

'*f,tinn fﬁfms vAs 1ang as thase names ramain on the farms, they Eﬁnstitute a e
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continuous security problem. Far that reason, the direct idEntifiEatiﬂD

method may not be allowed by the Spanécflng agency. Cne compromise to this

.method is to have the respondent name located on a perforated ' ‘tear-away"

portion of the data collection form: once data Processing is complete, the
names can be torn off the forms, thereby making the forms physically anony-
mous. Another variation of the "teareaway ID" methed is to use pPressure-
sensitive stick-on labels thar have two parts; one with the respondent's
name on it that ean beypeelgd off and the other with an arbitrary ID number
on it that remains fixed to the data calle:tlaﬂ fcrm.‘ Still another version.
i1s to have the name of the respondent on the Gutsldé of "an envelope and the

data collection form with an ID number on it énclosed in the envelape.

Implicit in these methods is the knowledge on the part of the researcher
of just who the respondents are. 1If the system of recnrds manager decides
that this knowledge is a 1lablllty to the fespnndeuts, more elabarate methods
of data collection are needed. In the "double blind" method, sameone other
than the researcher contacts the respondents, collects their data and delivers
it to the researcher. This outside entity acts as an "escrow agent' for. the
information linking an indiVLdual to his or her data. A less stringent but

more manageable method is to follow the same procedures in-house while main=~

 ta1n1ng the data basge. By keeping personal ;déntlficablon information in a

separate but cross~linked file from actual research data, the research data
is not in and of itvelf a system af records. It only becomes one when it is

merged with thé pgrsonal 1dentificatian fila.

In ama 1 studies! the maintenance of acceptable confidentiality measures
may be quite simple, e, g-, by luckiﬁg up all data in a safe when not being
used, and by working with the data in a 1agked roon, In shart by limiting
access to data to a 11m1ted number of indlviduals under secure Eanditigns,,

one has cantrul over the ganfidentiallty of the data.

If the system of records is stnred in a computer system, the préblems

'af maintaining confidentiality are increased.r vasical access, other than

the theft of :ard decks or magnetic tapes, is less of a prnblem than symbglig

access, that iz, the ability to use valdid camputer—related operations to -

'iﬂspect,‘capy, manipulace or destroy someone else's. system of records.

In m@st la,gg mputer Enviranmentsi there are hundreds, EVEﬂithDESﬁﬁdS :




of users, each of whom has a perfegg right and reason to use the computer.
In order to gain unautharlged access to a system gt records, the outsider
has to know l) that the system exists, 2) how and where it is stored, 3)
vhat name it 1s stored under and 4) what passwords and other protection
devices have been used to restrict access. The assumption that this infor-
mation is Gnly of interest to authorized users and is known only by them is
exhramely ﬁaiva.

Take, for example, the choice of keywords and passwords. In order not
to forget their own kéngfds, many users will use their own initials or a
convenient acronym (TEP for Teacher Evaluation Project). Access to such
"pratected" data is avaiiable'tc anyone with a casual knowledge of the
-study. A more devious but not difficult method is teo appropfiate dlscarded
computer listings and ccdlng ShFEts, since keywords are typically disguised
by the computer on output, not input. Another common mistake is to write
down keywords and openly display them or let others share ‘them.

Here are some simple rules for maintaining keyword protected computer
files: 7 ’ ' 7 :

o have an explicit list of authorized users on file with the computer
‘center. B

® cﬁagse the letter or digit of each keyword at random and change it
aftgn This may be inconvenient if there are multiple users, but the prD!‘

ction is worth it.

e restrict the number of occasions the keyword is written down to a
minimum. Posting keywords on a bulletin board or circulating them in memos
defeats thair purpose. , ' 7 ' ) '

# tyy to control the disposal of computer cards and paper that contains
'keyéardS— The ﬂvetstflke feature that many on=line terninal systems use can
'be read through quite Easily,,
® unauthcrized acgass, giice auapected ean be monitored by the computer
' sysﬁam itself, A 'spy" zirguiﬁ can bg used to signal and locate the sdﬁrcer
of each access. ' : 7
] the naming of daga sets can alsa have confidentiality impligatiéns.

Haﬂy camputer 1nstallaticns publlsh daily the names of the gneliné data

'curiﬂsiry afaused by a data set called "Bata" and one galled 'Teacher -

8



Salary Data."

Tha effcrts within DHEW to establish gu1delines in defining privacy
and confidentiality compliance are still at an interim stage and are likely
to change as new legislation and new researzh concerns arise. In particular,
the inherent contradiction between maintaining data confidentiality and
allowing access to information about an individual create real problems for
the researcher. If data are not collected in a personally identifiable
manner, how can the researcher. authentlcate the responses? Moreover, how
can that data be reliably linked to other individual level data from another
source? The collection of completely anonymous data rules out the possibil-
ity for later verification of responses, -longitudinal research and multi-
instrument éesigns. Also, the typical requirement that raw data be held for
several years after the end of a research contract creates a situation where
the legal chligatlans and 1iabllities of the contracror autlast the financial

coverage provided by the contracting agency.

As new 1eg;slatlon is enacted and the interaction between sponsor

and researcher exposes the advantagﬂs and d;sadvantages of current guide-
lines and regulatlmns, the nature of the cgniident;aliﬁy process is bound

to change. Nevertheless, the maintenance of the cénfidehtislity of research
‘data is now a legal obligation on the part of the researcher and not simply

a professional or ethical one. By bu;id;ng cgnfidentlality methads difettly
into the evaluational design, they may prove to be less of a hindrance than
ornie mighz éipéct. If hawever, they are postpaned o6r ignored, the researehcr

~is deflnltely taking severe risks thraugh nﬂncompllanﬁe with the law,
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