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BEST "7

FOREWORD

Personal record management practices must reflect contemporary
concerns for the rights of the individual. Recent legislation, court
decisions, and the rapid expansion of computerized record systems all
point to the need for new procedur2s in personal r2cord keeping.
Although this paper is addressed particularly to educational agencies
responsible for personal records, it is our hope that the paper will
contribute to better record management by all agencies which maintain
;nformation about individuals. The content of this paper is designed
to assist educational agencies in their decisions involving collection,

maintenance, and release of personal data,

C. Taylor Whittier
Commissioner of Education
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BACKGROUND INFORMATION

The general press and professional educational literature of recent
months have expressed many concerns related to the whole process of per-
sonal recordl collection, maintenance, and dissemination., Several
national organizations, such as the Russell Sage Foundation and its
Conference Report on Records, have called attention to the fact that the
management of personal records, particularly in schools, is in a state
of turmoil. Until recently property rights have held the attention of
the public, as evidenced by many laws, regulations, and litigations.
During the past decade, hcwever, increasing emphasis has been placed on
rights of personal privacy.

Educational agencies need to be alerted to the growing concern of
educators and to the changing attitudes of law makers and the courts
regarding the area of personal record management.

For Kansas educators, four legislative acts are significant in
relation to personal re.ords. In 1973, the Kansas legislature passed
K.S.A. 72-961 et §_g.2 and K.S.A. 72-9001 et §gg:3 Two other Kansas
legislative acts cogcerning personal records are K.S.A. 45-201 et §gg.4
and K.S.A. 72-7515, In 1974, the Congress passed the Familg Educa-

tional Rights and Privacy Act of 1974,° effective November 20, 1974.
The latter national act is consideréd landmark legislation. Because of

the apparent incompatibility of K.S.A. 45-201 et seq. and the

privacy act of 1974, it is not possible for the State Board of Education
to issue a policy statement encouraging educational agencies to develop
policies which comply with said state and federal laws.

In education, it is axiomatic that adequate decisions are based on
reliable information. Information must be appropriate, relevant,
essential, current, and accurate. Once collected, however, adequate
protection and proper use of the information present many problems. To

1A personal record, as defined in this paper, is anything which
is maintained about individuals in writing, on film, or on tape for
others to read, see, or hear.

25ee Appendix A,

3see Appendix B.

bsee Appendix C.

Ssee Appendix D.

65ee Appendix E,

T3ee Appendix F. ‘;
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compound the concerns and the complexities of issues in personal record
management, the data have become more private and subjective in nature,
which necessarily makes the data more sensitive and volatile. The pri-
mary ethical problem bacomes the resolving of conflict which arises from
the right of privacy versus the righ“ of other persons to know.

Because of modern technology and the expansion of services rendered
by educational agencies, the responsibilities in record management have
increased proportionately to the amount and types of data accumulated
and managed by the educational agencies. Quality control of record
management practices, however, has not kept pace with current profes-~
sional and social demands.

Foundations for a Sound Policy Statement

There are three primary considerations that apply to every aspect
of personal records management:

1. Echics.
All users of records should practice their professional
organizetion's code of ethics through every day appli-
cation. Professional ethics should be the standard of
behavior in every decision of record management.

2. Due Process.
[t is now 4. -~rent that individual rights are seriously
threatened if records are maintained with such secrecy
that those who aire involved cannot challenge the reten-
tion or accuracy of the data. Both the National Commit-

tee for Citizens in Education8

9

and the Russell Sage Foun-
aation” take strong positions in favor of highly structured,
formally adopted rules and regulations which guarantee

grievance procecures and provisions for appeal of concerned

parties.

8See Annotated Bibliography

9See Annotated Bibliography :7
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3. Individual Informed Consent.

Individual informed cousent is closely rzlated to the
ethical and the due process considerations of personal
records. Where individual informed\consent is required
before collecting, recording, and releasing personal
information, parent and student consent should be

obtained when the student is legally competent to under-

stend the nature and consequences of his decision.

DEVELOPMENT AND REVIEW OF POLICYLC

Lecal and state educational agencies are responsible for ensuring that
the policy and regulations on record keeping conform to laws and the
decisions of the court, The professional staff of each agency should be
responsible for determining the need for information about students and
personnel, and the legal counsel for identifying laws and regulations
which affect policy formation. Policy should be formulated and adopted
through a process which acknowledges the reality and legitimacy of
interests among the representatives of each group. School board members
shculd involve teachers, principals, superintendents, students, and
other interested parties in the construction of policy. Such a policy
should then be binding on the actions of *hose who implement the policy.
Protection of individual privacy in developing and reviewing policies of
record management is essential in the process of promoting educatiomal

progress,

10Russell Sage Foundation, Guidelines for the Collection, Maintenance,
and Dissemination of Pupil Records (Sterling Forest, N.Y.: Russell Sage

Foundation, 1970) was celied upon heavily for this section and the follow-

ing.
8




-4 -

The pelicy and regulations on record management should include the
following topics:

1. Definition of records,

2. Criteria for datz to be collected, maintained, and disseminated.

3. Specification of the purposes which justify collection of data
abcut individuals,

4. Designation of persons who are authorized to collect the data,

©5, Determination of the custodians of the records.

6. Classification of data into categories.

7. Determination of who has right of access to different cate-
gories of records and under what circumstances they are to be
made available,

8. Delineation of grievance procedures and provisions for appeal.
9. Specific instructions concerning a) identification of persons
who subrit data, b) how long each kind of record should be
stored, c) the security precautions to be observed, d) the

time and method of editing and destrcying out-dated material,

and e) tha procedures for permitting third party access to
the records unless provided by law,

COLLECTION OF DATA

The fundamental principle for collecting personal data is that no
information should be collected about any individual withc .t prior
informed consent, By nature, consent is twofold: individual or repre~
sentational. Whether such consent should be obtained individually or
through the individual's representatives depends on the nature of the
information desired.

Individual Informed Consent

With the exception of routine data used for personal identifi-

cation (name and date of birth) the gathering of information concerning
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an individual or his family, such as personality test results, ethnic
origin, religious belief, or income, should require individual consent

I qpan cases, the person's

and/or consent of his parent or guardian.
consent concerning the collection of personal information should be
obtained if he is legally competent to understand the nature and con-
sequences of his decision. The consent should be in writirg and filed

t12 and/or

with the record. The consent is not valid unless the ctuden
parents have been informed, preferably in writing, of the following
stipulations:

1, The nature of ihe data to be collected.

2. The methods by which the data will be collected.

3. The methods by which the data will be recorded and main-
tained.

4. The uses to which the data will be put.

5. The time period for which the data will be retained.

6. The persons to whom the data will be available.

7. The conditions under which the data will be available.

The principle of informed consent will apply in all cases except
those involving responsibility under existing child abuse or neglect

statutes.

Ume tern "guardian" denotes the perscn legally responsible for
the individual.

12Only individual consent is required if the person is 18 years
of age r.r above,

10




Representational Informed Consent

It is essential to note that federal and etate laws, regulations, and
local policy require collection, reporting, and recording of a variety of
data about individuals, thus binding all individuals, parents, and guardians,
whether or not they consent individually to the collection of such aata.
Elected representatives of the public, such 28 school boards and legislatures,
satisfy the principle of representational consent for such information as apti-
tude and achievement testing and skill and knowledge outcomes in the subject
matter areas. Such circumstances establish implied consent bylthe representa-
tives of the constituency and is sufficient for the collection of certain data.
In such cases the student and parents should be informed in advance of the pro-
cess and purpose of the dat: collecting to allow them sufficient time to con-
test the need or use for a particular data collection process.

Data collected under conditions of anonymity of the persons about whom
the information is collected should be gathered only after the appropriate
form of consent is obtained. A policy for regulating the collection of this
type of data should be developed to include (a) timely notification to
students and their parents that their participation is voluntary and (b) care~
ful reviews of the instruments and procedures to be used in the data collec-
tion to determine ‘whether the methods or inquiries are an invasion of privacy.
If invasion of privacy might be involved, then prior informed individual con-

sent must be obtained.
CUSTODY AND MAINTENANCE OF PERSONAL RECORDS

In school situations, as noted above, students and/or parents have the
right to interpretations understandable to the recipient of the content of
any personal record. They also have the right to an opportunity to challenge

the cortents of their school records.

11




It is recommended that a responsible person be assigned the task of

maintaining records under adequate security at all times. All personnel

naving access t. records should receive periodic training with emphasis upon

ethical procedures and the privacy rights of students and/or parents.

There is general agreement among those studying the problems of maintain-
ing personal records that a formal system of classification of data must be
establiched.

It appears that personal data fall quite naturally into three groups:

Category I: Permanent data.

This category includes the minimum personal data necessary for
operation of the educational system. This would include identi-
fying data, surh as name, address, birth date, and perhaps the
educational history of the individual. In schools, these data
should also include attendance records, grades, and standardized
achievement test scores.

Category 11: Verified data.l3
Verified data are of two types: (a) data needed to assist the
individual as he works toward his goals, and (b) data that are
needed to protect others, e.g., information about communicable
disease. !ncludel in these types are health data and family back-
ground information that has a direct bearing on agency service to
the individual, test scores and evaluations from standardized
mental ability and aptitude tests, interest inventory results,
verified reports of serious and/or repeated behaviors, and other

pertinent rec:rded observations by school personnel.

13Confirmed as correct, or truthful, and/or authentic and arrived at
through reasonably objective means such as depositions, standardized pro-
cedures, standardized scores, and related scores.

12




Category III: Unverified data.

Unverified data includes information that has value for the present,
such as informal reports which may be needed for counseling or dis-
ciplirary actions. Legal or clinical findings, including personality
test results, may aiso be included.

Data in Category I should be maintained in perpetuity, subject to the
conditions of security, consent, and access described in this paper. Data in
all three categories should be rioviewed periodically. All data should be
destroyed when its usefulness is judged to be ended. Formal procedures
should be established which would allow individuals and/or paremnts to -
challenge the accuracy and retention of any of the data included in Cate-
gories I, II, and III.

It 1s recommended that schools or ageucies create an official review
panel composed of persons, not limited to school employees, to sit in fudg-
ment whenever the accuracy, validity, and retention of Categories I, II, and
III data are challenged.

In practice, a fourth group of personal data is collected. Professional
personnel wcrking with agencies maintain personal and »>nfidential notes and
other memory aids. All such data should be controlled by formally adopted
rules of maintenance which conform to professional ethics, are subiect to the
terms of the employment contract between the agency and the professional
personnel, and also are limited by any special agreements betwear the pro-
fessional and the individual and/or parents involved. Such datsz is unofficial
and has usefulness only to the collector and may not be considered record.

The data has immediacy of use and is destroyed when the usefulness is ended.

’ ?

13
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ACCESS AND RELEASE OF PERSONAL DATA

The person whe has been appointed as custodian of personal data should
. be responsible for controlling dccess to the data according to established
policy. Every agency should have provisions to protect personal records
from examination by unauthorized persons, both inside and outside tne agency.

When an individual reaches the age of 18, only his consent is needed
for access to and dissemination of the data. Prior to age 18, any individual,
his parents or guardian, or their legal representative must have access to
all records. This includes Categories 1. II, and III records.

Data stored in computerized data banks pose special problems of main-
tenance, security, and access. When data banks contain information about
agencies and their services, confidentiality of the data is not an issue,
When, however, data banks contain information about individual clients, the
protection of the privacy of the individual is very important. Each agency
should explore these problems fully and develop procedures for dealing with

them in accordance with the record-security program for the agency.

14
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ROLE OF STATE DEPARTMENT OF EDUCATION

Overall Mission

The mission of the State Department of Education is to

promote, escablish, develop, and to evaluate personal record
management programs K-14.

1.

2.

3.

The State Department of Education will promote, estab-
lish, and conduct seminars, workshops and conferences

for the development of personal record management pro-
grams and/or personnel.

The State Department of Education will provide leader-
ship for promoting, developing, abstracting and dis-
seminating personal record management materials and
information for school use.

The State Department of Education will provide con-

sultative services for the development of personal
record management preograms and/or personnel.

15
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STATE~WIDE GOALS FOR MANAGEMENT INFORMATION SYSTEM

In an effort to fulfill the responsibilities related to
personal record management, the State Board of Education adopted
the following sub-goals and objective on July 6, 1972.

IV.D.1 Management Information System

Sub-Goal -- The KSDE Data Processing Section should coordinate
the development and implementation of a management information
system (MIS) which will have the capability to collect, analyze,
and report timely education information to all segments of the
Kansas educational system and to develop guidelimes which will
coordinate all MIS sub-systems.

a. Objective -~ By 1976, the KSDE should provide the major

coordination and implementation effort of a MIS for the Kansas
educational system.

16
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Appendix A

SPECIAL EDUCATION FOR EXCEPTIONAL CHILDREN ACT
An ACT concerning special education; amending K.S.A. 1973 Supp. 72-933, and

repealing the existing sectionj also repealing K.S.A. 72-923 to 72-932

inclusive, 72-935 to 72-951, inclusive, 72~953 to 72-960, inclusive,

and K.S.A, 1973 Supp. 72~952.

The following is a selected portion of the ACT:

K.S.A. 72-973. The hearing provided for in section 13 of this act shall
be held at a time and place reasonably convenient to the parents or guardians
of the involved child, shall be a closed hearing unless the parents or guardians
shall request an open hearing, and shall be conducted in accordance with rules
and regulations relating thereto adopted by the board. Such rules and regu~
lacions shall afford procedural due process, including the following:

(a) The right of the child to have counsel of his own choice present
and to receive the advice of such counsel or other person whom he may select;

(b) the right of the parents or guardians of the child to be present
at the hearing;

(c) the right of the child and his counsel or advisor to hear or read
a full report of the testimeny of witnesses responsible for recommending the
proposed action and of any other material witnesses;

(d) the right of the child to present his own witnesses in person or
their testimony by affidavit, including expert medical, psychological or
educational testimony; .

(e) the right of the child tc testify in his own behalf and give reasons
in opposition to the proposed action;

(f) the right of the child to have an orderly hearing; and

(g) the right of the child to a fair and impartial decision based on
substantial evidence.

The person or persons who conduct the hearing shall be certificated

employees but shall not be the same person or persons responsible for recom-

17
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Appendix A - Page
mending the posed action upon which said hearing is basad,
At a reasonable time prior to the hearing, the p-rents or guardians or
counsel of the involved child shall be given access to all records, tests,

reports, or clinical evaluations relating to the proposed action.
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Appendix B

Article 90 — EVALUATION OF CERTIFICATED PERSONNEL

K.S.A. 72-9001 et seq.

72-9005. Evaluation documents; presentation to employee; acknowledg-
ment; limited availability. Whenever ny evaluation is made of an
employee, the written document therecf shall be presented to the
employee, and the employee shall acknowledge such presentation by his
signature thereon. At any time not later than two (2) weeks after

such presentation, the employee may respond thereto in writing. Except
by order of a court of competent jurisdiction, evaluation documents and
responses thereto shall be available only to the evaluated employee,
the board, the administrative staff making the same, the state board of
education as provided in K.S.A. 72-7515, the board and the administrative
staff of any.school to which such employee applies for employment, and
other persons specified by the employee in writing to his board. (L.
1973, ch, 281, & 5; July 1.)

19
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Appendix C

Article 2,-- RECORDS OPEN TO PUBLIC

* KoSoAu 45-201 -E_t_ S go

45-201. Official public records open to inspection; exceptions,
All clficial public records of the state, counties, municipal-
ities, townships, school districts, commissions, agencies and
legislative bodies, which records by law are required to be kept
and maintained, except those of the juvenile court which shall
be open unless specifically closed by the judge or by law,
adoption records, records of the birth of illegitimate children,
and records specifically closed by law or by directive author-
ized by law, shall at all times be open for a personal inspec-
tion by any citizen, and those in charge of such records shall
not refuse this privilege to any citizen. (L. 1957, ch. 455, &
1; June 29.)

45-202, Same; photographing records, when; rules. In all cases
where the public or any person interested has a right to inspect
or take extracts or make copies frcm any such public records,
instruments or documents, any such person shall have tlte right

of access to said records, documents or instruments for the
purpose of making photographs of the same while in the possession,
custody and control of the lawful custodian thereof, or his
authorized deputy. Such work shall be done under the supervision
of the lawful custodian of the said records who shall Lave the
right to adopt and enforce reasorable rules governing the said
work. Said work shall, where possible, be done in the room where
the said records, documents or instruments are by law kept, but
if the same in the judgment of the lawful custodian of the said
records, documents or instruments be impossible or impracticable,
then the said work shall be done in such other room or place as
nearly adjacent as may be available. (L. 1957, ch. 455, & 2
June 29.)

45~203. Same; penalties for violations. Any official who shall
violate the provisions of this act shall be subject to removal
from office and in addition shall be deemed guilty of a misde-~
meanor. (L. 1957, ch. 455, & 3; June 29.)
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Appendix D
Article 75.~~STATE BOARD OF EDUCATION

KoSoA. 72"7515

72-7515. (1968 HB 1666, &l.) Same; records and
papers open to inspection. All books, records
and papers of the board of education or other
governing body of each school district, community
junior college, area vocational~technical school,
or technical institute shall, at all reasonable
times, be opened for and available to the state
board and its designated officers, employees and
agents. (L. 1968, ch. 82, &l; July 1.)

21
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"Education Anendmencs of 1974" Appendix E
93rd Congress, H. R. 69
Public Law 93-380

PROTECTION OF THE RIGHTS AND PRIVACY OF PARENTS AND STUDENTS

SEC. 513. (a) Part C of the General Education Provisions Act is further
amended by adding at the end thereof the following new section:

"PROTECTION OF THE RIGHTS AND PRIVACY OF PARENTS AND STUDENTS

"SEC. /38. (a)(1l) No funds chall be made available under any applicable
program to any State or local educational agency, any institution of higher
education, any community college, any school agency offering a preschool pro-
gram, or ary other educational institution wnrich has a policy of denying, or
which effectively prevents, the parents of students attending any school of
such agency, or attending such instituticn of higher education, community
college, school, preschool, cr other educational institution, the right to
inspect and review cny and all orficial records, files, and data directly
related to their children, including all material that is incorporated into
each student's cumulative record folder, and interdrd for school use or to be
available to parties outside the sclhool or school system, and specifically
including, but not necessarily limited to identifying data, academic work com-
pleted, level of achievement (grades, standardized achievement test scores),
attendance data, scores on standardized intelligence, aptitude, and psycho-
logical tests, interest inventory results, health data, family background infor-
mation, teacher or counmselcr ratings and observations, and verified reports of
serious or recurrent betavior patterns. Where such records or data include
information on more than one student, the parents of ar ' student shall be
entitled to receive, or be informed of, that part of such record or data as
pertains to their child. Each recipient shall establish appropriate proce~
dures for the granting of a request by parents for access to their child's
school records within a reasonable period of time, but in no case more than
forty-five days after the request has been made.

""(2) Parents shall have an opportunity for a hearing to challenge the
content of their child's school records, to insure that the records are not
inaccurate, misleading, or otherwise in violation of the privacy or other
rights of tudents, and to provide an opportunity for the correction or
deletion ny such inaccurate, misleading, or ofherwise inappropriate data
contained ein.

"(b) \.. No funds shall be made available under any applicable program
to any State or local educational agency, any institution of higher education,
any community college, any school, agency offering a preschool program, or any
other educational institution which has a policy cf permitting the release of
personally identifiable records or files (or personai information contained
therein) of students without the written consent of their parents to any indi-
vidual, agency, or organization, other than to the following—

"(A) other school officials, including teachers within the educational
institution or local educational agency who have legitimate educational
interests;

"(B) officials of other schools or school systems in which the student
intends to enroll, upon condition that th~ student's parents be notified
of the transfer, receive a copy of the record if desired, and have an
opportunity for a hearing to challenge the content of the record;

22
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"(C) authorized representatives of (i) the Comptroller General of the

United States, (ii) the Secretary, (iii) an administrative head of an

education agency (as defined in cection 409 of this Act), or (iv) State

educational authorities, under the conditicas set forth in paragraph (3)

of this subsectionj and

"(D) in connection with a student's application for, or receipt of,

f inancial aid.

"(2) No funds shall be made available under any aprlicable program to anv
State or local educational agency, any institution of higher educstion, any
community college, any school, agency offering a preschool progrrm, or amy
other educational institution which has a policy or practice of furnishing, in
any form, any personally identifiable information contained in personal school
records, to any persons other than those listed in subsection (b){l) unless--

"(A) there is written consenf.from the student's parents specifying
records to be released, the reasons for such release, and to whom, and

with a copy of the records to be released to the student's parents and

the student if desired by the parents, or

"(B) such information is furnis®éd in compliance with judicial order,

or pursuant to any lawfully issued subpoena, upon coniition that parents

and the students are notified of all such orders or subpoenas in advance

of the compliance therewith by the educational irstitution or agency.

*(3) Nothing contained in this section shall preclude authorized repre-
sentatives of (A) the Comptroller General of the United States, (B) the Secre-
tary, (c) an administrative head of an education agency or other records which
may be necessary in connection with the audit and evaluation of Federally-
supported education program, or in connection with the enforcement of the Federal
legal requirements which relate to such programs: Provided, That, except when
collection of personally identifiable data is cpecifically authorized by Federal
law, any data collected by such officials with respect to individual students
shall rot include information (including social securiiy numbers) which would
permit the personal identification of such students or their parents after the
data so obtained has been collected.

"(4) (A) With respect to subsections (c)(1l) and (c)(2) and (c)(3), all
persons, agencies, or organizations desiring access to the records of a stu-
dent shall be required to sign a written form which shall be kept permanently
with the file of the student, but only for inspection by the parents or student,
indicating specifically the legitimate educaticnal or other interest that each
person, agency, or organization has in seeking this information. Such form shall
be available to parents and to the school official responsible for record mainte-
nance as a means of auditing the operation of the system.

"(B) With respect to this subsection, personal information shall only be
transferred to a third party on the condition that such party wiil not permit
any other party to have access to such information without the written consent
of the parents of the student.

"(¢) The Secretary shall adopt appropriate regulations to protect the rights
of privacy of students and their families in counnection with any surveys or data-
gathering activities conducted, assisted, or authorized by the Secretary or an
admin’ strative head of an education agency. Regulations established under this
subsection shall include provisions controlling the use, dissemination, and pro-
tection of such data. No survey or data-gathering activities shall be conducted
by the Secretary, or an administrative head of an education agency under ar
applicable program, unless such activities are authorized by law.

23
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"(¢) For the purposes of this section, whenever a student has attained
eighteen years of age, or is attending an institution of post secondary educa-
tion the permitsion or consent required of and the rights accorded to the
parents of the studert shall thereafter only be required of and accorded to
the student.

"(e) No funds shall be wade available under any applicable program unless
the recipient of such funds informs the parents of students, or the students,
if they are eighteen years of age or older, or are attending an institution of
post secondary education, of tl.e righ*s accorded them b, this section.

"(f) The Secretary, or an administrative head of an educ. =ion agency,
shall rake appropriate actions to enforc< provisiors of this s.ction and teo
deal with violatlicons of this section, according to the provisions cf this Act,
except that action to terminate assistance may be taken oniy if the Secretary
finds there has heen a failure to comply with the provisions of this section,
and he hzs datermined that compliance cannot be securzd by voluntary means.

"(g) The Secretary shall establish or designate an office and review board
within the Department of Health, Education, ard Welfare for the rurpose of
investigating, processing, reviewing, and adjudicating violations of the pro-
visions of this section and compiaints whick may be filed concerning alleged
violations of this section, acco:ding to the procedures containea in sertinn
434 and 437 of this Act."

(b) (1) (1) The provisions of this sc. tion shall become effective uinety
days after the enactment of cection 438 3 the General Education Provisions
Act.

(2) (1) This section may be cited as the "Fa. "y Educational Rights and
Privacy .ict of 1974."

PROTECTION OF PUPIL RIGHTS

SEC. 514. (a) Part C of the General Education Provisions Act is further
amended by adding after section 438 the following new section:

"PROTECTION OF PUPIL RIGHTS

""SEC. 439. All instructional material,; including teacher's manuals,
films, tapes, or other supplementary instructional material which will be used
in _onnection with any research or experimental program or project shall be
available for inspection by the parents or guardians of the children engaged
in such program or project. For the purpose of this section 'research or
experimentation program or project' means any progrium or project in any appli-
cable program designed tu explore or develop new or unproven teaching methods
or techniques."

(b) The amendment made by subsection (a) shall be effective upon enact-
ment of this Act.

LIMITATION ON WITHHOLDING OF FEDERAL FUNDS

SEC. 515. (a) Part C of the General Education Provisions Act is further
amended by adding after section 439 the following new section:

24




- 20 -

"LIMITATION ON WITHHOLDING OF FEDERAL FUNDS

"SEC. 440. Except as provided in section 438(b) (1)(D) of this Act, the
refusal of a State or local educaticnal agency or institution of higher educa-
tion, community college, school, agency offering a preschool program, or other
educational institution to provide personally identifiable data on students or
tneir families, as a part of any applicable program, to any Federal office,
agency, department, or other third party, on the grounds that it constitutes
a violation of the right to privacy and confidentiality of students or their
parents, shall not constitute sufficient grounds for the suspension or termi-~
nailon of Federal assistance. Such a refusal shall also not constitute suffic~
ient grounds for a denial of, a refusal to consider, or a delay in the consider-
arion of, funding for such a recipient in succeeding fiscal years. In the case
o any dispute arising under this section, reasonable rnotice and opportunity for
a hesring shall be afforded the applicant."

(b) The amendment made by subsection (z2) shail be effective upon enactment
of this Act.

<o)
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CRITIQUE ON THE CONFLICT OF STATE AND FEDERAL LAW
. COVERNING THE ACCESSIBILITY AND AVAILABILITY OF
OFFICIAL PUBLIC RECORDS TO CITIZENS

. Recommendation:

Amend K.S.A. 45-201 et seq. and K.S.A. 72-7515 to parallel Secs.
512-515, Title V, Public Law 93-380 (20 U.S.C. 1232g -20, U.S.C.
12321), cited as the "Family Educational. Rights and Privacy Act
of 1974," and to insure the right of due process and of privacy
to parents and students in the accessibility and availability of
rzcords to them, government officials, and other persons.

Rationale:

With the exception of certain described records of the juvenile
and probate courts, K.S.A. 45-201 et seq. provide that all of
the cfficial public records of the state, counties, municipal-
ities, townships, school districts, commissions, agencies and
legislative bodies, which records are by law required to be
kept, shall at all times be open for porsonal inspection by any
citizen, and those in charge of such records shall not refuse
this privilege to any citizen. Such citizen has a right to
photograph any of such records. Any official violating the pro-
visions of said law not onliy may be subject to removal from
office, but also may be subject to prosecution for commission

of a misdemeanor, the penalties for which may not exceed one (1)
year's confinement in the county jail and/or a fine in a sum not
to exceed $2,500.

K.S.A. 72-7515, without any restriction whatsoever, provides that
all books, records and papers of the board of education, community
junior college, area vocational-technical school, or technical
institute shall, at ail reasonable times, be opened for and avaii-
able to the state bnard and its designated officers, employees,
and agents.

Whereas the obvious intent of K.S.A. 45-201 et seq. is to opén
all records of all subdivisions of governmment to all citizens
(with very Jittle ~estriction), the express purpose of the
Family Educational Rights and Privacy Act of 1974 is generally
to enhance the accessibility and availability of records to
parents and/or students of designated educational institutions
which are recipients of federal funds and to restrict such
accessibility and availabiliry to others without first obtain-
ing the consent of those whose rights of privacy are involved.

The Congressional Act restricts federal funds to any recipient
educational institutions that not only have policies denying or
effectively preventing the parents of students the right to
inspect and review any and all official records, files and data
directly related to their children, (including all material that

€y,
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is incorporated into each student's cumulative folder), but also
that have policics permitting the release of students' personally
identifiable records or files, or personal information contained
therein, to any individual, agency cr organization, other than
certain specific officials or persons who have legitimate
interests therein, without first obtaining the written consent

of their parents, or of the students if the latter are eighteen
years of age or older or are attending a post-secondary educa-
tivnal institution. It is the part of the Congressional Act
which is referred to in the latter clause that apparently is con-
trary to or incompatible with K.S.A. 45-201 et seq. Because of
the apparent incompatibility of scid state and federal laws, it
is not possible for the state board cf education to issue a
policy statement encouraping recipients to develop policies which
comply with them. The oaly control the federal government has is
by withholding of its funds.

The Congressional Act: insures to parents and/or students the
right of privacy and of due process in challenging the content

of their children's school records in order to prevent inaccurate
or misleading entries; r ;ovides that each recipient establish
appropriate procedures for the granting of parents'and/or
students' requests .or access to the latters' recorus within a
reasonable time (but in no case more than forty-five (45) days);
requires that any recipient which has a practice or policy of
furnishing in any form any personalily identifiable data to any
nersons, other than those persons who have a legitimate interest,
to obtain a r~itten consent from the student's parents that sets
out a description of the recorcs to be released, the reasons
therefor, the person: to whom they are to be released, and to
furnish copies of such records to the parents; prevents officials
or persons authorized to have accers to students' records from
having information which would permit the personzl identification
of students unless specifically authorized by law; specifies that
all persons desiring access to records cf students to sign state-
ments whicn shall be kept permanently in the students' files
indicating specifically their legitimate educational interest in
seeking such access, and that they will not permit any other
persons to have access without the written consent of the parents
of the students involved; requires the positive action of recipi-
ents to inform all parents and/or students of the rights accorded
to them tv the Act; provides that all jinstructional materials
used in connect fon with any research or experimental programs or
projects be made available for inspection to the parents or
guardians of children engaged in such programs or projects.

The Kansas Legislature in K.S.A. 72-9005 (1973) has already
granted a right of privacy and strict record protection for
evaluated certified personnel. K.S.A. 72-973 (L. 1974, Ch. 290,
Sec. 14(g); 1974 House Bill 1672, New Sec. 14(g) provides parents
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or guardians or counsel of prospective special education students
access to all records, tests, reports or clinical evaluations at
a reasonable time prior to a due process hearing, and said sec~-
tion also provides that hearings shall be closed, unless the
parents or guardiaus request otherwise, presumably for the pur-
pose of protecting the right of privacy of affected parties.
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ANNOTATED BIBLIOGRAPHY
SELECTED RESOURCE DOCUMENTS

American Personnel and Guidance Association. Ethical Standards. 1605 New
Hampshire Avenue N.W., Washington, D. C. 20009.

The Association has provided this document of Ethical Standards to
stimulate greater concern by members for their own professional
functioning and for the conduct of fellow professionals such as
counselors, guidance and student personnel workers, and others in
the helping profession.

Buhler, Henry E., Jr., K. D. Morarn, and Floyd A. Vanderpool, Jr. Legal
Aspects of Student Records. NOLPE Monograph Series No. 5, Topeka,
Kansas: National Organization on Legal Problems of Fducation, 1972.

The authors present the legal problems associated with the collection
and use of information about students by public elementary and secon-
dary schools. After reviewing the history of the right to privacy,
they analyze constitutional and statutory provisions, legal cases,

and state board of education rules to determine the legal principles
that govern the inspection, copying, and expunging of student records.

Children, Parents and Scnool Records. Rioux, J. William and Stuart A.
Sandow, Columbia, Maryland: WNational Committee for Citizens in
Education, April, 1974.

This book, a highly informative handbook for citizens, spells out
the specific points of concern, gives inforration on laws and regu-
lations--or lack of them--each state has laid down, provides broad
background on the issue and on parental rights and responsibilities,
and offers a specific plan of action for concerned citizens. The
volume is an indispensable resource for anyone concerned with chil-
drea's rights to privacy.

George, Thomas W. "The Law and Pupil Schocl Records: Issues and Views."
NASSP Bulletin, September, 1972, 132-141.

The author outlines some of the problems of record management, reviews
pertinent court cases, and advises school districts to formulate
reasonable regulations on pupil record keeping.

Haney, Gerald L. Student Relationships. Ethical and Legal Implicationms.
Topeka, Kansas: Kansas State Department of Education, 1974.

A publication taking into consideration the humanistic relation-
ship as well as the ethical and legal reiationships to students.
Significant court cases, legal terminology and an extensive
bibliography in this area of consideration is contained in this
work.
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Killian, John D. "The Law, the Counselor, and Student Records," Personnel
and Guidance fournal, February, 1970, 423-432,

The article relates the legal responsibilities of a counselor in the
release of information about students. The author, who is an
attorney, cites relevant statutes and judicial rulings to illustrate
his belief that couaselors are relatively safe from legal actions if
they perform in a professional and ethical manner and follow certain
basic principles.

National Association of Secondary School Principals, Washington, D. C.;
September 1, 1i971.

This legal meuworandum presents a resume of relevant law cases which
enable principals and others to evaluate current procedures and to
prepare, where necessary, new guidelines and standards relating to
student records. The issues exemplified are parents and student
records, outsiders and student records, confidentiality of personnel
records, school toard members and student records, and high school-
college relationship.

National School Boards Association. Board Policies on Student Records.
Educational Policies Development Kit. Waterford, Conn: Educational
Policies Service, 1972. ED 066 819.

One of a series of Kit-booklets issuea co help school boards develop
written policies in key subject areas. Samples are provided to
encourage thinking in policy terms. Policy samples include infor-
mation on privacy of student records, dissemination of student
records, student and parent access to records, and clarification of
student records.

Russell Sage Foundation. Guidelines for the Collection, Maintenance
and Dissemination of Pupil Records. Report of a conference on the
ethical and legal aspects of school record keeping. Sterling
Forest, N. Y.: Sterling Forest Conference Center, May 25-28, 1969.

These guidelines are the major source for most of the material con-
cerned with the collection, maintenance, and dissemination of pupil
records. It offers sample forms for a routine information letter,
permission to collect data, record of inspection of pupil records,
notification of transfer of permanent pupil records, and request
for permission to release permanent school records to third party.

Vanderpool, Floyd A. "A Guide for Keeping Student Records-—-and Getting
Rid of Them," American School Board Journal, April, 1971, 25-26.

The author offers recommendations tor schcol boards to design policy
so the privacy of the individual school child is protected while all
school records required by law are open to inspection.
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(4) (A) Each educational agency or institutfon shall mairtain a record,
kept with the education records of each student, which will indicate all
individuals other than those specified in paragraph (1)(A) of this sub-
section), agencies, or organizations which have requested or obtained
access to a student's education records maintained by such educational
agency or institution, and which will indicate specifically the legiti-~
mate interest that each such person, agency, or organization has in ob~
taining this information, Such record of access shall be available only
to narents, to the school official and his assistants who are responsible
for the custody of such records, and to rersons or organizations author-
ized in, and under the conditions of, clauses (A) and (C) of paragraph
(1) as a meaas of auditing the operation of the systen.

1) With respect to this subsection, personal information shall only be
transferred to a third partv on the condition that such party will not
permit any other party to have access to such information without the
vritten consent of the parents of the student.

(c) The Secretary shall adopt appropriate regulations to protect the
rishts of nrivacy of students and their families in connection with any
surveys or data=-gathering activities conducted, assisted, or authorized
by the Secrctary cor an administrative head of an education agency.
Regulations established under this subsection shall include provisions
controlling the use, dissenination, and protection of such data. No
survev or data-gathering activities shall be conducted by the Secretary,
or an administrative head of an education agency under an applicable
trograil, unless such activities are authorized by law.

(d) For the purposes of this section, whenever a student has attained
asiphteen years of ape, or is attending an institution of postsecondary
arducation the vermission or crnsent recuired of and the rights accorded
‘o the parents of the student shall thereafter only be required of and
acc wwrded to the student,

(¢) io funds shall be made available under any applicable program to
my aeducational agency or institution unless such agency or institution
inforns the parents of students, or the students, if they are zighteen
vears of age or older, or are attending an institution of pestsecondary
cducation, of the rights accorded then by this section,

(f) The Secretary, or an adainistrative head of an education agency, shall
take appropriate acticns to enforce provisions of this sectlon and to deal
with violations of this section, according to the provisions of this Act,
except that action to terminate assistance may be taken only 1f the
Secretary finds there has boen a failure to comply with the provisions of
this section, and he has determined that compliance cannot be secured by
voluntary means.
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DEPARTMENT OF HEALTH
EDUCATION, AND WELFARE

Office of the Secretary
(45 CFR Part 99) ‘
Privacy Rights of Parents And
Students
Proposed Establishment of Part

Pursuant to the authority contained in section 438 of the General
Education Provisions Act (Title IV of Pub. L. 90-247, as amended),
added bv section 513, Pub. L. 93-380 (enacted August 21, 1974),

and amended by Senate Joint Resolution 40 (Sen. J. Res. 40), (1974)
notice is hereby given that the Secretary proposes to add a new
Part 99 to Title 45 of the Code of Federal Regulations to read as
set forth below.

Section 438 of the General Education Provisions Act, as amended,
which is effective as of November 19, 1974, sets out requirements
designed to protect the privacy of parents and students, Swecifi-
cally, the statute governs (1) access to records maintained by
certain educational institutlons and agencies, and (2) the release
of such records. 1In brief, the statute provides: that such insti-
tutions :wust provide parents of students access to official records
directly related to the students and an opportunity for a hearing
to challenge such records on the grounds that they are inaccurate,
misleading or otherwise inappropriate; that institutions must obtain
the written consent of parents before releasing personally identi-
fiable data about students from records to other than a specified
list of exceptions; that parents and students must be notified of
these rights; that these rights transfer to students at certain
points; and that an office and review board must be established in
HEW to investigate and adjudicate violations and complaints of this
section. The oifice has been designated by the Sacretary and may
be contacted at the following address:

Mr. Thomas S. McFee

Room 5660

Department of Health, Education, and Welfare

330 Independence Avene, S.W.

Washington, D.C. 20201

Telephone (202) 245-7488

(The statute further provides, under subsection (c), that the

Secretary shall promulgate regulations to protect the privacy of

students and their families in connection with certain Federal

data-~gathering activities. The proposed rules set forth below

relate to all of section 438 except subsection (c), which will be .
the subject of further regulations to be issued at a future date.)

For the convenience of readers, section 438, (except subsection (c)) N
as amended reads as follows: |

32



Proposed Rules

Sec. 438.(a)(1)(A) No funds shall be made available under any
applicable program to any educational agency or institution which
has a policy of denying, or which effectively prevents, the parents
of students who are or have been in attendance at a school of such
agency or a such institution, as the case may be, the right to
inspect and review the education records of their children. If any
material or document in the education record of a student includes
information on more than one student, the parents of one of such
students shall have the right to inspect and review only such part
of such material or document as relates to such student or to be
informed of the specific information contained in such part of

such material. FEach educational agency or institution shall
establish appropriate procedures for the granting of a request

by parencs for access to the education records of their children
within a reasonable period of time, but in no case more than forty-
five days after the request has been made.

(B) The first sentence of subparagraph (A) shall not operate to
make available to students in institutions of postsecondary
education the following materials:

(1) financial records of the parents of the student or any infor-
mation contained therein;

(1i) confidential letters and statements of recommendation, which
were placed in the education records prior to January 1, 1975, if
such letters or statements are not used for purposes other than
those fcr which they were specifically intended:

/ii1) -f the student has signed a waiver of the student's right
of access under this subsection in accordance with subparagraph
(C), confidential recommendations—

(1) respecting admission to any educational agency or institution.
(1I) respecEing an application for employment, and
(I1I) respecting the receipt of an honor or honorary recognition.

(C) A student or a person applying for admission may waive his
right of access to confidential statements described in clause
(iii) of subparagraph (B), except that such waiver shall apply to
recormendations only if (i) the student is, upon request, notified
of the names of all persons making confidential recommendations
and (ii) such recommendations are used solely for the purpose for
which they were specifically intended. Such waivers may not be
recurred (sic) as a condition for admission to, receipt of
financial aid from, or receipt of any other services or benefits
from such agency or institution.

(2) No funds shall be made available under any applicable program to

any educational agency or institution unless the parents of students
who are or have been in attendance at a school of such agency or at
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such institution are provided an opportunity for a hearing by such
agency or institution, in accordance with regulations of the Secretary,
to challenge the content of such student's education records, in

order to insure that the records are not inaccurate, mtsleading, or
otherwise in violation of the privacy or other rights of students, and
to provide an opportunity for the correction or deletion of any such
inaccurate, misleading, or otherwise inappropriate data contained
therein and to insert into such records a written explanation of the
parents respecting the content of such records.

(3) For the purposes of this section the term "educational agency or
institution" means any public or private agency or institution which
is the recipient of funds under any applicable program.

(4) (A) For the purposes of this section, the term "education records"
means, except as may be provided otherwise in subparagraph (B), those
records, files, documents, and cther materials which =~

(1) contain information directly related to a student; and

(i1) are maintained by an educational agency or institution, or by
a person acting for such agency or institution.

(B) The term "education records" does not include -—

(1) records of institutional, supervisory, and administrative
personnel and educational personnel ancillary thereto which are
in the sole possession of the maker thereof and which are not
accessible or revealed to any other person except a substitute;

(i1) if the personnel of a law enforcement unit do not have access
to education records under subsection (b)(1l), the records and

- documents of such law enforcement unit which (I) are kept apart
frcm records described in- subparagraph (A), (II) are maintained
solely for law enforcement purposes, and (III) are not made
available to persons other than law enforcement officials of the
same jurisdiction;

(ii1) in the case of persons who are employed by an educational
agency or institution but who are not in attendance at such
agency or institution, records made and maintained in the
normal course of business which relate exclusively to such
person in that person's capacity as an employee and are not
available for use for any other purpose; or

(iv) records on a student who is 18 years of age or older, or is
attending an institution of postsecondary education, which are
created or maintained by a physician, psychiatrist, psychologist,
or other recognized professional or para~professional acting in his
professional or para-professional capacity, or assisting in that
capacity, and which are created, maintained, or used only in
connection with the provision of treatment to the student, and are
not available to anyone other than persons providing such
treatment; provided, however, that such records can be personally
reviewed by a physician or other appropriate professional of the
student's choice.

<
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(5)(A) For the purpcses of this section the term "“directory
information" relating to a student includes the following: the
student's name, address, telephone listing, date and place of
birth, najor field of study, participation in officially recognized
activities and sports, weight and height of members of gthletic
teams, dates of attendance, degrees and awards received, and the
most reccnt previous educational agency or institution attended by
the student.

{RB) Anv educational nponcy or institution making public directory
inforiration shajl pive mblic notice of the categories of infor-
i:ation vhich it has desiinated as such information with respect to
cach student attcuding the institution or agency and shall allow a
reasonable period of time after such notice has been given for a
narent to inform the institution or agency that any or all of the
information designated should not be released without the parent's
prior consent.

(6) For the nurposes of tiis section, the term "student" includes any
nerson with respect tc whom an educational agency or institution main-
tains educntion records or personally identifable information, but does
not include a person who has not heen in attendance at such agency or
institution,

(b)(1) Ko funds shall be made available under any applicable program to
any educational agency or institution which has a policy or practice of
cermitting the release of educaticn records (or personally identifiable
information contained therein other than directory information, as de-
fined in paragraph (5) of subsection (a)) of students without the
vritten consent of their parents to any individual, agency, or organiza-
tion, other than to the follo.ing--

(&) other school officials, including teachers within the educational
ins+<itution or local educaticnal agency who have been determined by such
acency or institution to have legitimate educational interests;

(B) officials of other schools or school systems in which the student
seeks or, intends to enroll, upon condition that the student's parents
be notified of the transfer, receive a copy of the record if desired,
ind have an opportunity for a hearing to challenge the content of the
record;

(C) authorized representatives of (i) the Comptroller General of the
United States, (il) the Secretary, (iii) an administrative head of an
education agency (as defined in section 408(c) of this Act), or (iv)
State educational authorities, under the conditicns set forth in para~
graph (3) °f this suhsection; and

(D) in connection with a student's applications for, or receipt of,
financial aid;

(E) State and local officials or iwuthorities to which such information

is specifically required to be reported or disclosed pursuant to State
statute adopted prior to November 19, 1974;
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(P) organizations conducting studies for, ox on behalf of, aducational
agencies or institutioms forxr the purpose of developing, validating, or
administering predictive tests, administering student aid programs, and
improving instruction, if such studles are conducted in such a manner as
will not permit the personal identification of students and their parents
by persons other than representatives of such organizations and such
information will be destroyed when no longer nezded for the purpose for
which it is conducted;

(G) accrediting organizations in order to carry out their accrediting
functions;

(H) parents of a dependent student of such parents, as defined in section
152 of the Internal Revenue Code of 1954; and

(I) subject to regulations of the Secretary in connection with an emerg-
ency, appropriate persons if the knowledge of such information is neces-
sary to protect the heazlth or safety of the student or other persons.

(2) No funds shall be made available under any applicable program to any
education agency or institution which has a policy or practice of re-
leasing, or providing access to, any personally identifiable information
in education records other than directory information, or as is permitted
under paragraph (1) of this subsection unless~=

(A) there is written consent from the student's parents specifying
records to be released, the reasons for such release, and to whom, and
with a copy of the records tc be released to the student's parents and
the student if desired by the parents, or

(B) such information is furnished in compliance with jud? .tal order, orx
pursuant to any lawfully issued subpoena, upon condit.on that parents
and the students are notified of all such orders or subpoenas in advance
of the compliance therewith by the educational institutton or agency.

(3) Nothing contained in this section shall preclude authorized repre-
sentatives of (A) the Comptroller General of the United States, (B) the
Secretary, (C) an administrative head of an education agency or (D)
State educational authorities from having access to student or other
records which may be recessary in connection with the audit and evalua-
tion of Federally supported education programs, or in connection with
the enforcement of the Pederal legal requirements which relate to such
programs: Provided, That except when collection of personally identifi-
able information is specifically authorized by Pederal law, any data
collected by such officials shall be protected in a manner which will
not permit the personal identification of students and their parents by
other than those officials, and such personally identifiable data shall be
destroyed when no longer needed for such audit, evaluation, and enforce-
ment of Federal legal requirements.
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(4) (A) Each educational agency or institutfon shall mainrtain a record,
kept with the education records of each student, which will indicate all
individuals other than those specified in paragraph (1)(A) of this sub-
section), agencies, or organizations which have requested or obtained
access to a student's education records maintained by such educational
agency or institution, and wiich will indicate specifically the legiti-
mate interest that each such person, agency, or organization has in ob-~
taining this information., Such record of access shall be available only
to narents, to the school officilal and his assistants who are responsible
for the custody of such records, and to rersons or organizations author-
ized in, and under the conditions of, clauses (A) and (C) of paragraph:
(1) as a means of auditing the operation of the systen.

(B) With respect to this subsection, personal information shall only be
transferred to a third party on the condition that such party will not
permit any other party to have access to such information without the
written consent of the parents of the student.

(c) The Secretary shall adopt appropriate regulations to protect the
richts of privacy of students and their families in connection with any
surveys or data-gathering activities conducted, assisted, or authorized
by the Secretary or an administrative head of an education agency.
Regulations established under this subsection shall include provisions
controlling the use, dissemination, and protection of such data. No
surveyv or data-gathering activities shall be conducted by the Secretary,
or an administrative head of an education agency under an applicable
crogran, unless such activities are authorized by law.

(d) For the purposes of this section, whenever a student has attained
aiphteen years of age, or is attending an institution of postsecondary
~ducation the permission or consent required of and the rights accorded
‘o the parents of the student shall thereafter only be required of and
accnrded to the student,

(v) lio funds shall be made available under any applicable program to
any educational agency or institution unless such agency or institution
inforns the parents of students, or the students, if they are zighteen
vears of age or older, or are attending an institution of psstsecondary
cducation, of the rights accorded then by this section.

(f) The Secretary, or an adainistrative head of an education agency, shall
take appropriate actions to enforce provisions of this section and to deal
with violations of this section, according to the provisions of this Act,
except that action to terminate assistance may be taken only 1if the
Secretary finds there has bcen a failure to comply with the provisions of
this section, and he has determined that compliance cannot be secured by
voluntary means,
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(g) The Secretary shall establish or designate an office and review
board within the Department of Health, Education, and Welfare for the
purpose of investigating, processing, reviewing, and adiudicating viola-
tions of the provisions of this 'section and complaints which may be filed
concerning alleged violations of this section. Except for the conduct of
hearings, none of the functions of the Secretary under this section shall
be carried out in any of the regional offices of such Department.

Although the amendments to section 438 have resolved a number of issues
originally raised about the statute, some new issues have been raised.
In large part, the new statutory language has been repeated in these
proposed rules. It may be necessary to further develop the rules in
several areas as a result of the recent changes.

In order to facilitate comments, explanations of many of the substantive
sections of the proposed rules are set out below. "Comment" sections
following substantive sections were used as a format in lieu of a lengthy
preamble for ease of reading and to highlight the substance of the pro-
posed rules. The "comment" sections include several citations to the |
legislative history accompanying the amendments to section 438 (Cong.
Rec. S. 21484-91 (daily ed., December 13, 1974) and H. Rept. No. 93-1619
(1974), at Cong. Rec. ll. 12157-60 (daily ed., December 17, 1974)).

Reviewers should also note that where statutory language is repeated in
the proposed rules, it 18 so indicated by use of brackets. The brackets
vill be deleted when the final regulations are published. With respect
to the bracketed material, comments should be directed to the need (or
lack of a need) for regulations, rather than to its substance.

interested persons are invited to submit written comments, suggestions,
or objections regarding the proposed regulations to the School Records
Task Force; c/o Room 5660, Department of Health, Fducation, and Welfare;
330 Independence Avenue, S.W.; Washington, D.C. 20201.

Comments received in response to this notice will be available for public
inspection at the above office on weekdays during regular business hours,
All relevant material received on or before March 7, 1975, will be
considered.
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Dated:
CASPAR W, WEINBERGER,
Secretary of Health,
Education, and Welfare.

PART 99-~PRIVACY RIGHTS OF PARENTS AND STUDENTS
Subpart A ~ General

Sec.

99.1 Applicability of part.

99.2 Purpose.

99.3 Definitions.

99.4 Student rights.

99.5 Notification by educational institutions.
99.6 Waivers.

Subpart B ~ Access to Records

99.11 Access.

99.12 Limitations on access.

99.13 Access rights.
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Subpart A -~ General

Sec. 99.1 Applicability of Part.

(a) This part applies to all educational institutions to which funds are

made available under any Federal (program for which the U,S. Commissioner
of Bducation has administrative responsibility, as specified by law or by
delegation of authority pursuant to law.) (20 U.S,C, 1230, 1232g)

(b) This part does not apply to an educational institutiom solely because
students attending that institution receive benefits under one or more

of the Federal programs referenced in paragraph (a) of this section, 1if

no funds under those programs are made available to the imstitution itself.
(20 v.s.C. 1232g)

Comnment

This section specifies the educational institutions which are subject to
the requirements of this Part. Section 438 of the General Education
Provisions Act, as amended (GEPA), sets out requirements for educational
agencies and institutions receiving funds under “"applicable program.”
Section 400 of GFPA defines "“applicable prograz" to include programs
administered by the Assistant Secretary for Education (ASE), the
Commissioner of Education, and the Director of the National Institute of
Rducation (NIE) "except where otherwise specified.” Section 421 appears
to be such a specified exception, since it limits coverage of Part C of
GEPA to programs administered by the Commissioner:

The provisions of this part shall apply to any program for which the
Cormissioner has administrative responsibility, as specified by law or
by delegation of authority pursuant to law.

Section 438 was added to Part C of GEPA by Pub. L. 93-380 and therefore
the requirements imposed by this section relate only to those institutions
recelving funds from programs administered by the commissioner.

As explained in the "Joint Statement in Explanation of Buckley/Pell
Amendments"” which accompanied the recent amendments to section 438:

* % * by explicity limiting the definition to those institutions partici-
pating in applicable programs, the amendment makes it clear that the

Family Educational Rights and Privacy Act applies ou'v to 0f{ice of
Education programs and those programs delegatea to the Lo issioner of
Education for administration * * * (t) here has (sic) been some questions

as to whether the Amendment's provisions should be applied to other

HEW education-related programs such as Headstart or the educational

research programs of the National Institute of Education. As rewritten,

the 1limited nature of the Act's coverage should be clear. (Emphasis supplied)
(Cong. Rec. S. 21488 (daily ed., December 13, 1974))

These requirements apply to all educational institutions which receive funds
under programs administered by the Commissioner, but not, for example, to
private schools which do not receive funds but whose students recelve
seryices under these programs through public educational institutions.
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1f & public educational institution maintained records on a private
school student, the parents of that student wouid have the rights set
out below regarding such records to the extent that such private
school student could be said to be in attendance at the public
instituticn.

A partial 1ist of programs for which the Commissioner has administrative
responsibility are set forth in the FEDERAL REGISTER of June 28, 1973,
at 38 FR 17032, as amended. This list does not include programs added
since April 13, 1970 (Pub. L. 91-230), (For some additional : -ograms,
see Pub. L. 92~318 (the Education Amendments of 1972) and Pub, L.

93-380 (the Education Amendments of 1974).)

Sec. 99,2 Purpose

The purpose of this part is to set forth requirements governing the
protection of privacy of parents and students under section 438 of the
General Education Provisions Act, as amended. (20 U.S.C. 1232g)

Sec. 99.2 Definitiouns

As used in this Part:
"Act" neans the General Education Provisions Act, Title IV of Pub. L.
90-247, as amended. (20 U.S.C. 1232g) :

"Commissioner" means the U.S. Cormissioner of Education. (20 U,S.C. 1232g)

"Directory information" means a (student's name, address, telephone listing,
date and place of birth, major field of study, particlpation in officially
recognized activities and sports, weight and height of members of athletic
teams, dates of attendance, degrees and awards received, and the most

recent previous educational agency of institution attendad by the student.)
(20 U.S.C. 1232 (a) (5) (A))

"Fducational institution" or "educational agency or institution" means
(any public or private agency or institution which is the recipient of
funds under any) Federal program referenced in 99.1 (a). (20 U.S.C. 1232g(d))

"Eligible student" means a student who (has attained eighteer years of age,
or is attending an institution of postsecondary education). (20 U.S.C.
1232 (a) (3))

"Education records" (a) méan (those records, files, documents, and

other materials which) (1) (contain information directly related to a
student; and) (2) (are maintained by an educational agency or institutionm,
or by a person acting for such agency or institution.)

(b) The term does not include: (1) ‘. ecords of imstructional, supervisory,
and administrative personnel and educational personnel ancillary thereto
which are in the sole possession of the maker thereof and which are not
accessible or revealed to any other person except a substitute;)

(2) (if the personnel of a law enforcement unit do not have access to
education records under) 99.30, (the records and documents of such law
enforcement unit which (1) (are kept apart from records described in)
(a), (11) (are maintained solely for law enforcement purposes, and) (111)
(are not made available to persons other than law enforcement officials

of the same jurisdiction.) 41‘
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(3) (in the case of person who are employed by an educational agency or
institution but who are not 1in attendance at such agency or institution,
records made and maintained in the normal course of business which relate
exclusively to such person in that person's capacity as an employee and
are not available for use for any other purpasse; or)

(4) (records on a student who is 18 years of age or older, or is attending
an institution of postsecondary education, which are created or maintained
by a physician, psychiatrist, psy~hologist, or other recognized professional
or para-professional acting in his professional or para~professional
capacity, or assisting in that capacity, and which are created, maintained,
or used only in connection with the provision of treatment to the student,
and are not available to anyone other than persons providing such treatment;
provided, however, that such records can be personally reviewed by a
physician or other appropriate professional of the student's choice.)

(20 U.s.C, 1232g (a) (4) (A, (B))

"Institution of postsecondary education" means an institution which
provides education to students beyond the secondary school level;
"secondary school level" means the educational level (not beyond grade
12) at which secondary education is provided, as determined under
State law. (20 U.S.C. 1232g(d))

"Office and review board": The terms "Office" and "Review Board"
mean the office and the review board described in 99.60. (20 U,S.C, 1232g)

"Panel" means a Hearing Panel, as described in 99.67(a). (20 U.S.C. 1232g(g))

"Parent" means a natural parent, an adoptive parent, or the legal
guardian of a student. (20 U.S.C, 1232g)

"Party" means an individual agency or organization. (20 U,S.C, 1232g(b)
(4) (4))

"Personally identifiable" means that the data or information includes
(a) the name of a student, the student's parent, or other family member,
(b) the address of the student, (c) a personal identifier, such as the
student's social security number or student number, (d) a list of personal
characteristics which would make it possible to identify the student with
reasonable certainty, or (e) other information which would make it possible
to identify the student with reasonable certainty. (20 U,S.C, 1232g)

L]
"Records" means information or data recorded in any medium, including, but
not limited to: handwriting, print, tapes, film, microfilm, and microfiche.
(20 U.s.C. 1232g)

"Secretary” means the Secretary of the U.S. Department of Health, Education,
and Welfare, (20 U.S.C, 1232g)

"Student" (a) means any person who is attending or has attended an educational

institution and (with respect to whom) that (institution maintains education
records or personally identifiable information), (b) The term (does not
include a person who has not been in attendance at such) (institution,)

(20 v,s.C, 1232g (a) (1), (2), and (6))
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COMMENT

Most of the definitions repeat statutory language., The definition of
"oducational institution' repeats the statutory language in section
438(a) (3). Questions regarding educaticnal institutional vis-a-vis
their component units are addressed in later substantive sections: for
example, the extent to which an institution (if it is a local school
system or a university system) would face fund termination for
violations of this part by a unit of that institution; and the question
whether the various units may release records to each other without
obtaining parental comsent. See Sec. 99.30 (a) and (b), and 99.66.

The definition of "education records" repeats the statutory language
in section 438 (a) (4).

‘1ith respect to this definition, the Conference report on Sen, J. Res,
40 states:

It is the intention of the conferees that the Department of Health,
Fducation, and Wclfare interpret the term "treatment" : rrowly to

limit the excrption for such records to those similar to those

enumerated. It is not intended to apply to remedial educational

records made or maintained by education professionals or paraprofessionals.
(4. Rept. Mo. 93-1619 (1974), at Cong. Rec. I. 12157, 12160 (daily ed.
Docember 17, 1974))

The definition of "personally identifiable" is based on language in
the Conference Report (House Rep. 93-1211, p. 188 (1974)) on H.R. 69
(which became P L. 93-380) that the phrase includes any information
" hich can easily be traced to students." Students can be personally
identified in more ways than a name or number. -

The term "record" is defined broadly to include all information and data
maintained on a student in any medium.

This definition of "student" is based on sections 438(a) (1), (2) and
(6). Subsections (2) (1) and (2) make it clear that former students

are included in the term "student", as used in Section 438, Subsection
(a) (6) makes it clear that applicants for admission are not granted
rights under this legislation. However, once an "applicant' becomes

a "student" by enrolling in and attending the institution, any admissions
file which is an "education record" would become available,

Sec. 99.4 Student Rights.

(a) For the purposes of this part, (whenever a student has attained
eighteen years of age, or is attending an institution of postsecondary
education, the permission or consent required of and the rights accorded to
the parents of the student shall thereafter only be required of and
accorded to the student.) (20 U,S.C. 1232g(d))

(b) Section 438 of the Act shall not be read to preclude educational

institutions from affording to students rights similar to those afforded
to parents of students under that section., (20 U,S.C. 1232¢g)
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COMMENT

This section sets out the requirements of section 438(d), which transfers

the rights accorded to parents under section 438 to the students themselves,
referred to in these regulations as "eligible students", See the definitions
in 99,3. Section 438 (d) does not speak to the question of whether students
may have rights comparable to those in section 438 con-currently with their
parents before they reach age 18 or the postsecondary level of education.
Such rights of students may be provided by State or local law or by
institutional practice. 'Student rights" are not limited by the legislation.
This interpretation avoids some problems: students not having access to their
own records, especially where they may be in an adversary relationship to
their parents; teachers not being able to discuss the student's records

with the student without parental consent; institutions not being able to
release report cards to students wihout parental consent; students under

13 not being able to request their transcripts be sent to colleges or
employers without parental consent; and so forth.

It is clear from the use of the word "only" in the statutory language,
however, that once students reach age 18, or the postsecondary level
prior to age 18, their parents no longer have any of the rights set out
herein, except as provided in 99.30 (h).

Sec. 99.5 Notification by educational institutions.

(a) Each educational institution to which this part applies and which
maintains records on students, shall inform (parents) and eligible students
(of the rights accorded them) by this part. (20 U.S.C. 1232 (e))

(b) In meeting the requirement set ivorth in paragraph (a) of this section,
the educational institution shall provide notice to parents and eligible
students, at least annually, of the following:

(1) the types of education records and information contained therein which
are directly related to students and maintained by the institution:

(2) the name and position of the official responsible for the maintenance

of each type of record, the persons who have access to those records, and

the purposes for which they have access:

(3) the policies of the institution for reviewing and expunging those racords;

(4) the procedures established by the institution under 99.13;

(5) the procedures (including those set forth in subpart C of this part) for
challenging the content of education records;

(6) the cost if any which will be charged to the pa~vent to eligible student
for reproducing copies of records under 99.13(c);

(7) (the categories of information which) the institution (has designated
as) directcry information under 99.40.

(8) the other rights and requirements set forth in this part.

(c) The notice provided to a parent or eligible student under this section
shall be in the language of the parent or eilgible student, (20 U.S.C. 1232g
(a) (5) (B) and (e)) 44
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COMMENT

This section is based upon the requirement in section 438(e) that
institutfons "inform the parents * * * of the rights accorded them by
this section (438)" and the requirement for notice in section 438 (a)

(5) (B).

The requirement in paragraph (b) that notice must be provided at least
annually is intended to make the notice Tequirement meaningful and to
ensure that parents and students are likely to actually receive notice.
It does not prescribe what means may be reasonable because what might
be reasonable for a one=room schoolhouse would not be reasonable for

a university.

Paragraph (b) (1) requires that parents be informed about what types of
records relating to students are maintained by the institution so that
they can determine what records they might want to review,

Paragraph (b) (2) is necessary so that the parents will know who controls
the records and release of information from the records and what parties
may obtain information without their consent.

Paragraph (b) (3) is necessary so the parents wiii know exactly how
and when to request a hearing and what procedures must be used.

Paragraph (b) (5) is necessary so that the parents will know how much
it will cost to make copies of any part of a record, and who must bear
the cost in a given situation.

Paragraph (b) (6) is necessary to ensure that institutions inform parents
of any other rights set out herein, such as access rights and when rights
transfer to student.

Parz,raph (b) (7) is intended to implement the notice requirement of
section 438 (a) (5) (B).

Sec. 99.6 Waivers.

(a) Educational institutions shall not require parents or eligible students
to waive their rights under this part. (Cong. Rec. S. 21489 (daily ed.,
December 13, 1974))

(b) (A student or a person applying for admission may waive his) or her
(right of access to coniidential statements described 1in) 99.12(c)

(excapt that such waiver shall apply to recommendations only 1if) (1)

(the student is, upon request, notified of the names of all persons

making confidential recommendations and) (2) (in the case of recommendations
described in) 99.12 (c) (such recommendations are used solely for the
purpose for which they were specifically intended, Such walvers may not be
required as a condition for admission to, receipt of financial aid from,

or receipt of any other services or benefits from such agency or
institution.) (20 U.S.C, 1232g (a)(1)(B) and (C))
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COMMENT

Since an educational institution is precluded from "effectively preventing
the exercise of access rights in section 438(a) (1), an institution could

not require students to walve such rights. However, section 438(a)(1) (B)
and (C) allows students to waive their rights under certain conditions.

Subpart B - Access to Records
Sec. 99.11 Access.

Edycational agencies or institutions shall provide parents of students
(or eligible students) (who are or have been in attendance at a school
of such agency or at such institution, as the case may be) access to

(the education records of) the students, except as set out in 99,12,
(20 U,s.C. 1232g (a)(1)(A))

COMMENT

The language '"shall provide parents of students (or eligible students)
access'" is used in place of the statutory language "policy of denying, or
whizh effectively prevents * * * the right to inspect and review" and
"shall establish appropriate procedures for the granting of a request * * *
for access," The former states succinctly what 1is required for the
educational institution and is intended to foreclose any inlerpretation
that might be advanced that an educational institution would not be
violating the law if it did not have a "policy" of denying access,

even though it "effectively prevented" access on an ad hoc basis or in
other limited circumstances.

Sec. 99,12 Limitations on access.

Educational institutions are not required to (make available to students
in institutions of postsecondary education the following materials:)

(a) (Financial records of the parents of the student or any information
contained therein;)

(b) (Confidential letters and statements of recommendation, which were
placed in the education records prior to January 1, 1975, if such letters
or statements are not used for purposes other than those for which they
were specifically intended;)

(¢) (If the student has signed a waiver of the student's right of access
under this subsection in accordance with) 99,6(b), confidential
recommendations)

(1) (respecting admission to any educational agency or institution.)

(2) (respecting an application for employment and)

(3) (respecting the receipt of an honor or honorary recognition).
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COMMENTS

This section sets out the limitations on access in section 438(a) (1)(B).
Sec. 99.13 Access rights.

The right of access specified in Sec. 99,11 shall include:

(a) The right to be provided a list of the types of education records
which are maintained by the institution and are directly related to
students:

(b) (The right to inspect and review) the content of those records;

(c) The right to obtain copies of those records, which may be at the
vxpense of the parent or the eligible student (but not to exceed the
actual cost to the educational institution of reproducing such coples);

(d) The right to a response from the institution to reasonable requests
for explanations and interpretations of those records;

(») The right to an opportunity for a hearing to challenge the content
of those records under subpart C of this part; and

(£) (If any material or document in the education record of a student
includes information on more than one student,) the right (to inspect
and review only suct .zct of such material or document as relates to

such student or to be informed of the specific information contained

in such part of such material.) (20 U,S.C. 1232g (a)(1)(A))

COMMENTS

Snction 438(a)(l)(A) establishes a right "to inspect and review" and
provides that procedures must be established for allowing access. This
section attempts to make a "right of access" meaningful. Authority

for making such judgments may be found in section 438(f£) which states
that the Secretary shall take ''appropriate actions" to enforce provisions
of the section. "Appropriate actions" may be interpreted to include the
issuance cf regulations which further the statutory intent. '

Paragraph (a) is necessary because access could not be meaningful if
parents or eligible students were not informed of what types of records
the institution might have on a student.

Paragraph (b) sets out statutory requirements,

Paragraph (c) is necessary because a right to obtain copies is an essential

part of a right of access. It should be noted that a counterargument may

be made against including a right to copy; such a right might subject
- parents or students to undesirable pressures from third parties to turn over
their entire records (for third parties to make admission, employment,
credit -ating, or other decisions) and that such a right should not be
included in a right of access.

47
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Paragraph (d) is necessary so that parents or eligible students may
have an opportunity to have any part of the record explained to them.

Paragraph (e) sets out the section 438 (a)(2) requirement which is set
out more fully in subpart C;

Paragraph (f) sets out statutory language of sectlon 438(a)(1)(A)). The
Buckley/Pell statement contains the following elaboration:

In general, it is intended that the parent would be shown the actual
documents contained in the child's education records. However, under
certain circumstances this might not be possible -~ where, for instance,

it is impossible to separate information about one student from that

about others. If a student's name is one in a long list of names, it
would violate the others' right to privacy to have the entire list

shown to that student's parents. In such a situation, the responsibility
of the educational agency or institution is to make the information
concerning the student known to the parent without actually having to

show him the document. (Cong. Rec. S. 21488 (daily ed., December 13, 1974)

Sec. 99.14 Destruction of records.

Educational institutions are not precluded under this part from destroying

any records, if not otherwise precluded by law, except that access shall

be granted under 99.11 prior to the destruction of education records where

the parent or eligible student has requested such access. (20 U,S.C. 1232g(a))

COMMENT
The statute does not by its terms preclude the destruction of records.

In a floor discussion of the amendment to section 438, the following
colloquy took place between Senators lcIntyre and Pell:

Mr. McIntyre * * * I would appreciate the Senator's telling me whether
my understandings on these three points are correct.

The act is not designed to require the retention of records or to require
that institutions continue to retain and use records that have been used

in the past. In fact, it could be said that the act's purposes are best

achieved when fewer records are kept and used.

Mr. Pell * * *the points he has raised are correct. (Cong. Rec, S. 21484,
(daily ed., December 13, 1974))

It seems reasonable to assure that it would be app opriate for institutions
to review their record-keeping policies and remove and destroy inappropriate
or useless data which should not be maintained. However, it would not be
consistent with the underlying purpc=es of the legislation for institutions
to destroy information after parents have requested access to it without
allowing the parents an opportunity to review the information,

%)
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Sec, 99.15 Procedures for granting access.

Each educational institution (shall establish appropriate procedures
for the granting of a request by parents for access to the education
records of their children) or by eligible students for access to their
own education records (within a reasonable period ot time, but in no
case) shall access be withheld (more than forty-five daye after the
request has been made.)

COMMENT
This section is drawn from section 438(a)(1)((A)) of this Act.

Subpart C - Challenges to the Content of Records

Sec. 99.:" Right to a hearing.

Each educational agency and institution shall provide parents (of students),
and eligible students, (who are or have been in attendance at a school

of such agency or at such institution) (an opportunity for a hearing by
such agency or institution) (to challenge the content of such students'
education records in order to insure that the records are not inaccurate,
misleading, or otherwise in violation of the privacy or other rights of
students, and to provide an opportunity for the correction or deletion

of any such inaccurate, misleading, or otherwise inappropriate data
contained therein and to insert into such records a written explanation

of the parents) and eligible students (respecting the content of such

records.)

COMMENT
This section is drawn from section 438 (a)(2) of the Act.

The Buckley/Pell Statement provides the following elaboration as to what
types of hearings and challenges are coatemplated by section 438 (a)(2):

The amendment is intended to require educational agencies and institutions
tc conform to fair information record-keeping practices. It is not intended
to overturn established standards and procedures for the challenge of
substantive decisions made by the institution. It is intended, however,
to open the bases on which decisions are made to more scrutiny by the
students, or their parents about whom decisions are being made, and to
give them the opportunity to challenge and to correct-or at least enter

an explanatory statement-inaccurate, misleading, or inappropriate infor-
mation about them which may be in their files and which may contribute,

or have contributed to an important decision made about them by the
institution.

19
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The law intends that parents have a full and fair opportunity to present
eviience to show that their children's records contain inaccurate,
misleading or otherwise inappropriate information. The hearing should
be held and the institution's decision rendered within a reasonable
period after the parent's request. There has been much concern that
the right to a hearing will permit a parent or student to contest the
grade given the student's performance in a course, That is not
intended. It is intended only that there be procedurxes to challenge
the accuracy of institutional records which record the grade which
was actnally given, Thus, the parents or student could seek to
corrzct an inproperly recorded grade, but could not through the
hearing required pursuant to this law contest whether the teacher
should have assigned a higher grade because the parents or student
believe that the student was entitled to the higher grade,

On the other hand, if a child has been labeled mentally or otherwise
retarded and put aside in a special class or school, parents would be

able to review the materlals in the record which led to this institutional
decision, and perhaps seek professional assistance, to see whether these
materials contaln inaccurate information or erroneous evaluations about
their child. (Cong. Rec. S.21488 (daily ed., December 13, 1974).)

Scc. 99.21 Informal Proceedings.

Educational institutions may attempt to settle a dispute with the

parent of a student or the eligible student regarding the content of the
student's education records through informal meetings and discussions
with the parent or eligible student. (20 U.S,C. 1232g(a)(2))

COMMENT

vuction 438(a)(2), which requires "aa opportunity for a hearing" does
not preclude attempts to settle disputes by informal means. Formal
hearing procedures may only be necessary when such informal means

are not satisfactory to the parent (or eligible student.) or the
educational institution,

Scec. 99.22 Formal Proceedings.

Upon the request of either party (the educational institution or the
parent (or eligible student)), the hearing required by 99.20 shall

be conducted under the procedures adopted and published dy the institution
under 99.5(b)(5). Such procedures shall include at least the following
clements:

(a) The hearing shall be conducted and decided within a reasonable
peiriod of time following the request for the hearing;

(b) The hearing shall be conducted, and the decision rendereé, by an
institutional official or other party who does not have a direct interest
in the outcome of the hearing;

(c) The parents or eligible student shall be afforded a full and fair
opportunity to present evidence relevant to the issues ratsed under
99.20; and

(d) The decision shall be rendered in writing within a reasonable period
[ERJ!:‘ of time after the conclusion of the hearing. (20 U.S.C, 1232g(a)(2))

ol)
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COMMENT

. This section specifies certain due process procedures which axe felt to
be needed for a full and fair hearing.

. The Buckley/Pell Statement provides the following guidance:

The law is not specific concerning the format, procedure, or mechanism
for the conduct of such a hearing at the local level, It is the intent
of the sponsors of these amendments that again a rule of reason would
be followed by those participants involved. Since the hearing is to be
conducted at the local level, a detailed specification of procedures
cannot be drawn that could possibly apply to each of the thousands of
schoul districts and colleges across the nation. Each has a slightly
different organizational structure and pattern of procedure, Obviously,
the hearing mechanism must be adapted in each instance to confornm to
these individual differences. In some cases, a school district might
wish to offer the parent a hearing at the district level; in other
instances, disputes about the content of records might be better handled
at the local school level. It is not the intent of the Amendment to
burden schools with onerous hearing procedures,

Subpart D - Release of Personally Identifiable Records

Sec. 99.30 Consent.

Educational institutions shall not permit access to or (the release of
education records or personally identifiable information contained therein
other than directory information) (of students without the written

consent of their parents) (or the written consent of their parents) (or
the written consent of an ¢ligible student, to any party other than the
following:

(a) (Other school officials, including teachers within the educational
institution or local educational agency who have been determined by such
agency who have been determined by such agency or institution to have
legitimate educational interests})

(b) (O0fficials of other schools or schoo). systems in which the student
seeks or intends to enroll, upon conditicn that the student's parents be
notified of the transfer, receive a copy of the record if desired,

and have an opportunity for a hearing to challenge the content of the
record;)

(c) Subject to the conditions set forth in 99.37. (authorized representatives
of (1) the Comptroller General of the United States, (2) the Secretary.)
(3) the Commissioner, the Director of the Yational Institute of Education,

. or the Assistant Secretary for Education (20 U,S.C. 1221e~3(c)), or (4)
(State educational authorities;)

. (d) (In connection with a student's application for, or receipt of,
financial aid;)
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(e) (State and local officials or authorities to which such information
is specifically required to be reported or disclosed pursuant to State
statute adopted prior to November 19, 1974;) (Nothing in) (this paragraph
shall prevent a State from further limiting the number of type of State
or local officials who will continue to have access thereunder;)

(£) (Organizations conducting studies for, or on behalf of, educational
agencies or institutions for the purpose of developing, validating, or
administering predictive tests, administering student aid programs, and
improving instruction, if such studies are conducted in such a manner

as will not permit the personal identification of students and their
parents by persons other than representatives of such organizations and
such information will be destroyed when no longer needed for the purpose
for which it is conducted;)

(2) (Accrediting organizations in order to carry out their accrediting
functions;)

(h) (Parents of a dependent student of such parents, as defined in
section 152 of the Internal Revenue Code of 1954;) or

(1) (In compliance with judicial order, or pursuant to any lawfully
issued subpoena, upoa condition that parents and the studenta are
notified of all such orders or supoenas in advance of the compliance
therevith by the educational institution.)

COMMENT

This section sets out the general consent requirement (and exceptions
thereto) for releasing data from student records. (See section 438(b)
(1) and (2) (the latter for the 1imitation on access as well as release)
and the exceptions set out in sections 438(b) (1) (A)-(H) and 438(b)

) ™)

Paragraph (a) sets out the statutory languasge of (b) (1) (A). It
should be noted that the term "transfer" in naragraph (b) refers to the
transfer of the student's record, and not the transfer of tlie studant,

Paracra,h (c¢) includas a list of those off2cials who come within the
tefinition of "administrative heads of education agencies" under
section 408(c) of GIPA, ra:her thau referencing a defiunition elsewhere
in GiPA (for case of comprehension).

Paraoraphs (d)-(h) set out 433 b)) (D)={H). Subparagraphs (E)-(1)
were added in the amendment to section 438.

Paragraph (1) =ets out 438(b)(2)(3) s being a fifth exception to the
438 (b)(1) requirement for parental consent.

It should be noted that the requirenents in section 438(b) relate only
to release of recorded data or information from rocorded data that is
personally identifiable. Tuere are no restrictions on oral communications
not based on information from education records, nor does gection 438
forbid release of data that is not personally identifiable to 3 student
or his or her family (for example, release of statistical information.)

2
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Sec., 99.31 Content of Consent.

where the consent of a parent or elisible student is required under this
part for the release of education records, it shall be in writing, be
sirned and dated b- the person giving such consent, and shall include
(a) a specification of the (records to be released,) (b) (the reuasons
for such release), and (c) the names of the parties (tc vhom) such
records will be released. (20 U,S.C. 1232g(b) (1), (2)(A))

ChipELT
This section is based on saction 438(b) (1) aud (b)(2) of this Act.
“ese 99,32 Copy to be provided to D.irents or eiigible students.

vhere the consent of a pareat or eligible student is raquired under
thiis part for tac relcase of aducation records, (a copy of the

records to be released) shall be provided on request to (a) (the
student's parents) {or the elinible student) and (b) (the student)

who is not an elipible studuul, (1f desired by the parents). (20 U.S.C.
1222(b)72) (A)

COMMENT

~his section sets out one of the requirements of section 438(b) (2)

rA) and interprets the phrase "if desired hy the parents' as modifying
both "parents" and ''the student" so that c pies need not be automatically
sont out whether or not desired by the parents. This seems Jjustifiable
hccause the parents or eligible students may be seeking the reiease

of data for their own purposes and may not want a copy of anything
released (for exarple, they vould not necessarily want a copy of
anything released (for example, they would not nesessarily want a
duplicate copy of a transcript each and every tine they want it sent te
a college). Further, it would be wasteful to require imstitutions to
srovide coples for tue parents if they do not want coples. In any
case, the regulation provides parents and eligible students with the
risht to obtain co,ies on request.

Sec. 99.33 Authority of Parent to Give Consent.,

(a) Except as othervise provided in this sectinn, any parent of a
stucent may give a written parental consent required under this part.

(b) Where parents are separated or divorced, a written parental consent
required under this part may be obtained from either parent, subject

to any ajreement betveen such parents or court order governing the
rights of such parents.

(c) In the case of a student whose legal guardian is an institution,
a party independent of the institution shall be appointed pursuant to
State and local law to give a written parental consent required under
this part. (20 U,S.C. 1232g(b) (1), (2))
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COMMENT
This section attempts to make clear what is meant by “parental" consent.
raragraph (a) provides that conseut i{s required of only one parent.

Paragraph (b) is proposed to deal with situations where court orders
or separation agreements affect the rights of the pareants to exercise
control over decisions affecting the child.

Paragraph (c) is designed to avoid situations where institutions may
have interests adverse to those of the child and should not control
decisions about what information ma’ be released about the child

(for exarmple, 1if the institution 1s approached by a researcher who

will provide grant funds to the institution for a study of the children,
the institution may not make a decision which adcquately protects the
children's privacy rights.) The child/student should be represented

by a third party who has no conflicting interests.

There may still be problems under this provision if the third party
cuardian is not duly appointed.

Sec. 99.35 Release of Information for Health or Safety Emergencies.

(a) Educational institutions may release information frou education
records to (appropriate persons) (in connection with an emergency)
(1f the knowledge of such information is necessary to protect the
health or safety of a student or other persons.)

(b) The factors which should be taken into account in determining
vhether records may be released under this section include the following:

(1) The seriousncss of the threat to the health or safety of the
student or other persons;

(2) The need for such records to meet the emergyency ;

(3) Whether the persons to whom such records are released are in a
position to deal with the emergency; and

(4) The extent to which time 1is of the essence in deeling with the
emergency.

(c) Paragraph (a) of this section will be strictly construed. (20 U.S.C.
1232g(b) (1) (1))
COMIENT

This section is required by section 438 (b)(1)(I). The 3uckley/Pell
Statement provides the following elaboration:
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. . . under certain emergency situations it m.y become necessary for
an educational agency or inmstitution to release personal infrrmation
to protect the hcalth or safoty of the student or other students. In
the case of the outbresk of an epidemic, it is unrealistic to expect
au educational official to seek consent from every parent bedore a
health warning can be issued. On the other hand, a blanket exception

for "health or safety" could lead to unnecessary disseminatioa of
rersonal information. ‘Therefore, in order to assure taat there are
alequate safeguards on this exception, the ametudnents provided that

tiie Secretary .hall promulgate regulations to implement this subsection,
It is expected that hs will strictly limit the applicabilicy ci this
exception. (Cong. Rec. 5.21849 (daily ed., December 13, 1974))

Lt was determined that providing any list of exanples would inevitably
not be inclusive. 1In deternining whether a bona~fide emergency exists,
ingtitutional officials should be award that the exception is to be
construed rarrowly. The criteria movided in paragraph (b) arc
intended as factors which would normall: be used as a matter of

common seuse.

50c. 99,36 Release to Nther School Officials.

For tke purposes of the exception set forth in 99.30(a), release of
records among the component units of an educaticnal institution
(suchh as the various colleges which may comprise a university) will
he considered to be # release to other school officials of that

institution.
See. 99.37 Rclease to Federal and State Officials.

(n) liothing in this part (shall preclude authorized representatives of)
the officials listed in 22.30(c) (fron having access to student or
other records which may be necessary in connection with the audi+ and
eviluation of Pederally supported education programs, OT in connection
with the enforcement of the Federal legal requirements which relate to
such programs). (20 U.S.C. 1232g ()Y (3))

(5) As used in this section, the term "authorized representatives' may
include contractors.

(¢) Except (1) where the consent of a parent or cligible student has
been obtained pursuant to 99.31-99.33 (subject to the provisions of
section 44G of the General Educatior Trovisions Act), or (2) {(when
collection of personally identifiable information is specifically
authorized by Feceral law, any data collected by) the officials listed
in 99.30 (c) (sha.* be protected in a manner which will not :ermit the
versonal identification of students and their parents by otuer than
those officials, and such personally identifiable data shall be
destroyed when no longer needad for such audit, evaluation, and
enforcement of Federal legal 1 ‘quirements.)
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COMMENT
This section sets out the requirements of section 438(b)(3).

- Section 438(b)(3) provides that institution may not deny the officials
listed in 99.30(c) access to records for certain purposes, but may
limit what data they may take away from such records,

It was considered whether this section should include a provision
stating what limits are or are not placed on data-~collection by the
Office for Civil Rights (OCR). However, it has been determined that
section 438 does not restrict OCR's ability to obtain personally
identifiable data in connection with the enforcement of civil rights
requirements.

Sec. 99.38 Record of Access.

(a) (Each educational agency or institution shall maintain a record,
kept with the education records of each student, which will indicate

all parties (other than those specified in) 99,30(a) (which have
requested or obtained access to a student's education records maintained
by such educational agency or institution and which will indicate
specifically the iegitimate interest that each such) party (has in
obtaining this information.)

(t) (Such record of access shall be available only to parents) or
eligible students, (to the school official and his) or her (assistants
who are responsible for the custody of such records, and to persomns

or organization< authorized in, and uader the conditions of) 29.30(a)

and (c¢) (as a means of auditing the operation of the system.) (20 U,S.C,

1232g(b) (4) (A))

COMMENT
This section sets out the requirements of section 438(b) (4) (A).
Sec. 99.39 Transfer of Information by Third Parties,

(3) Educational institutions shall not release (personal. information)
on a student except (on the condition that) the party to which the
information is being (transferred) (will not permit any other party
to have access to such information without the written consent of the
parents) or of the eligible student,

(b) Educational inctitutions shall include, with any information
released to a party under paragraph (a) of this section, a written
statement which informs such party of the requirement set forth in
paragraph (a) of this section, (20 U.S.C, 1232g(b)(4)(B))

COMMENT

This section sets out the requirement contained in section 438(b)(4)
(B) and requires institutions to provide a written statement to those
to whom data is released that they cannot subsequently release the
data, in personally identifiable form, to any other party without
obtaining consent of a parent or of an eligible student,
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Sec, 99,40 Directory Information.,

(Any educational agency or institution making public directory
information shall give public notice of the categories of information
which it has designated as such information with respect to ‘each student
attending the institution or agency and shall. allow a reasonable

period of time after such notice uas been given for a parent to inform
the institution or agency that any or all of the information designated
should not be released without the parent's prior comsent.) (20 U.S.C.
1232g(a)(5)(B))

COMMENT
This section is required by section 438 (a) (5) (B).
Subpart E - Enforcement
Sec. 99.60 Office and Review Board.

The Secretary is required to establish or designate an office and

review board under section 438(g) of the Act. The office will investigate,
process, and review violations, and complaints which may be filed
concerning alleged violations of the provisions of section 438 of the

Act and regulations in this part. The review board will adjudicate

cases referred to it by the office. (20 U,S.C. 1232g(g))

Sec. 99.61 Assurances Required -~ General.

Every application, proposal, and plan subwmitted Zo the Commissioner

by an educational institution (for a grant, contract, loan, or any other
type of funding under the programs referenced in 99.1(a) shall, as a
condition to its approval and the extension of any Federal funding
pursuant t> the application, (a) contain or be accompanied by an
assurance that the educational institution making such application

is in compliance and will continue to comply with the provisions of
section 438 of the Act and the regulations in this part, or (b) make
specific reference to such an assurance previously filed with the
Secretary by that institution. (20 U.S.C. 1232g(f))

COMMENT

Thile there is no explicit requirement for such an assurance in section
438, section 438(f) states the Secretary shall take appropriate action
to enforce the provisions of section 438. Further, the statutory
language "no funds shall be made available" would seem to authorize

the Secretary to require some sort of assurance as a condition of
funding to enable the Commissioner to know whether he is making funds
available to a recipient who is in a position to comply with the
requirement, Because some agencies or institutions may not be able

to come into compliance immediately, because of conflicting State laws,
section 99.63 makes allowances for such circumstances. This approach
is authorized by 438(f), which states that termination may not occur
until the Secretary has determined that compliance cannot be obtained
by wvoluntary means.
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Sec. 99.62 Assurances Required -~ Subgrants and Subcontracts.

Any educational institution which recelves funds under a Federal
program referenced in 99.1(a) shall, as a condition to making any

of such funds available to another educational institution (whether
by subgrant, contract, subcontract, or othexrwise), require such
second institution to submit to it an assurance that the other
institution is in compliance and will continue to comply with the
provisions of section 438 of the Act and the regulations in this part.
(20 Us.c. 1232g(f))

Sec. 99.63 Assurances - Conflict With State or Local Law.

{(a) In the event that an educational institution, cannot provide the
assurance required in 99.61 or 99.62 because a State or iocal law
conflicts with the provisions of section 438 of the Act or the regulations
in this part, the institution shall so state in each of its applications,
proposals, and plans submitted to obtain Federal funds which are subject
to this part, given the text and lepal citation of the conflicting law.

(b) (1) The Secretary may waive the requirements in 99.61 and 99.62 for
a limited veriod of time under the circumstances set forth in paragraph
(2) of this section.

(2) The waiver will be granted only for such period as may be reasonably
nccessary for the pertinent State of local legislative body (and/or
cxecutive) to have an opportunity to alter the conflicting State or local
law to bring it into conformity with section 438 of the Act and this part.

(¢) During the period of a waiver under paragraph (b) of this section, the
educational institution to which such waiver applies will not be penal;zed
-'ith regard to the availability of Federal funds. (20 U.S.C, 1232g(f),

Sec. 99.64 TReports and Records.

Each educational institution shall (a) make such reports, in such form and
containing such information, as the Office or the Review Board may require
to carry out its functions under this part, and (b) keep such re~ords

and afford such access thereto as the Office or the Review Board may find
necessary to assure the correctness of such reports and compliance with
the provisions of section 438 of the Act and this part, (20 U.S.C. 1232g

(), (&) p
Sec. 99.65 Complaint Procedure.

(a) Complaints regarding violations of section 438 of the Act or of the
regulations in this part shall be submitted to the Office in writing.

(b) A complaint must be received by the Office not later than 180 days
from the date of the alleged violation unless the time for submission
is extended by the Office.

(¢) (1) The Office will notify each complainant and the educational

institution against which the violation has been alleged, in writing,
that the complaint has been received.
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(2) The notification to the institution under paragraph (c) (1) of this
section shall include the substance of the alleged violation and such
institution shall be given an opportunity to submit a written response,

(d) (1) The Office will investigate all timely complaints received to
determine whether there has been a failure to comply with the provisions of
section 438 of the Act or the regulatioms in this part, and may permit
further written or oral submissions by both parties.

(2) Following its investigation, the Office will provide written
notification of its findings, and the basis for such findings, to the
complainant and the institution involved.

(3) If the Office finds that there has been a fallure to comply, it
will include in its notification under paragraph (d) (2) of this section,
the specific steps which must be taken by the educational institution to
bring such institution into compliance. The notification shall also set
forth a reasonable period of time, given all of the circumstances of the
case, for the institution to voluntarily comply.

(e) If the educational institution does not come into compliance
vithin the period of time set under paragraph (d) (3) of this section,
the matter will be referred to the Review 3oard for a hearing under
99,66-99.69, inclusive,

S»>c. 99.66 Termination of Funding.

1f the Secretary, after reasonable notice and opportunity for a hearing

by the Review Board, (1) finds that an educational institution has

failed to comply with the provisions of section 438 of the Act, or of

the regulations in this part, and (2) determines that compliance

cannot be secured by voluntary means, he shall issue a decision,

in writing, that no funds under any of the Federal programs referenced

in 99.1(a) shall be made available to that educational institution (or,

at the Secretary's discretion, to the unit of the educational institution
affected by the failure to comply) until there is no longer any such failure
to comply. (20 U.S.C. 1232g(f))

Sec. 99.67 llearing Procedures.

(a) Panels. The Chairman of the Review Board shall designate Hearing
Panels to conduct oneor more hearings under 99.66. Each such Panel
chall consist of not less than three members of the Review Board. The
Peview Board may, at its discretion, sit for any hearing or class of
hearings. The Chairman of the Review Board shall designate himself or
any other member of a Panel to serve as Chairman.

(b) Procedural rules. (1) With respect to hearings involving, in the
opinion of the Panel, no dispute as to a material fact the resolution
of which would be materially assisted by oral testimony, the Panel
shall take appropriate steps to afford to each party to the proceeding
an opportunity for presenting his case at the option of the Panel (1)
in wnole or in part in writing or (ii) in an informal conference before
the Panel which shall afford each party: (a) Sufficient netice of

the issues to be considered (where s notice has not previously

been afforded); and (b) an opportuni ‘to be represented by counsel.
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(2) With respect to hearings iwwvolving a dispute as to a material fact
the resolution of which would be materially assisted by oral testimony,
the Panel shall afford each party an opportunity, which shall include,
in addition to provisions required by subparagraph (1) (i1i) of this
paragraph, provisions designed to assure to each party the following:

(i) An opportunity for a record of the proceedings;
(ii) An opportunity to present witnesses on the party's behalf; and

(1ii) An opportunity to cross-examine other witnesses either orally
or through -rritten interrogatories. (20 U.S.C. 1232g(g))

COLIENT

This sectlon and the sections which follow are drawn, with some
nodification, from thie procedurcs established by the Secretary for the
Graat [ppeals Loard, 4% CFR P.rt leo.

Sec. 99.60 learing Bofore Pasel or a ilearing Officer,

A nearing pursuant to 99,67 L)(2; shiil be conducted, as determined by
“he Panel Chairuan, either befors the Panel or a hearing officer. The
hearing office~ may be (a) ~a. of the merihers of the Panel or (b)

2 nonrenber wbo in appointed as 4 hearing exandiner under & U.S.C, 3105,

fov Uonaa, Ylloaen
Sec, %7.6% Ipitial decisinng Final decisinn,

(a) The Panel shall propare ar inisial written decision, which shall
inclule findings of £ -t and coiclusicns based thereon. ihen a
hearing cfflcer alone, the hearing officer shall separately find

2y storo the fiers and conclusions which shall be incorporated in

the injiri:l decision prepared by the Pinel.

(b) Copies of the initial decison shall be mailed promptly by the Panel
to vach party (or to the party's counsel), and to the Secretary with

a notice affording such partv an opportunity to submit written comments
thereon to the lecretary within a specified reasonable time,

(¢) Tue initial decison of the Punel iransmitted to the Secretary shall
hecome the final decision of the Secretary, unless, within 25 days after
the expiration of the time for recelpt of written comments, the Secretary
advises tue Review Board in writing of his determination to review such
decision.

(d) In any case in which the Secretary modifies or reverses the initial
decision of the Panel, he shall accompany such action by written statement
of the grounds for such modification or reversal, which shall promptly

be filed with the Review Board.

(e) Reviev of any initial decision by the Secretary shall be based upon
such decision, the written record, if any, of the Panel's proceedings, and
written comments or oral arguments by tt  parties, or by their counsel,

to the proceedings.

(f) No decision under this section shall become final until it is served

upon the educational institution involved or it. attorney. (20 U,S.C, 1232g(f))

(FR Doc, 75-255 Filed 1~3-75;8:45 am) cn



