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ABSTRACT

For the announced purpose of protecting the privacy
of individuals identified in information systeas maintained by
Federal agencies, Public lLaw 93-579 regulates the collection,
maintenance, use and dissemination of personal information by the
agencies. The act enables an indxvidual to determine vhat records are
being kept; to have acces- to tkem, obtaia a copy, and correct thenm;
prevent their disseminaticn fo- improper purposes; and sue for
damages when these rights are violated. Agencies are permitted to
keep recc "ds for lawful purposes and to disseminate them as required
by statute. Requirements for govermnment contractors are spelled out,
along with requirements for notice and publication. An annual report
to the Congress is mandated. A Privacy Protection Study Commission is
established tu oversee the act. (SK)




To amend title 5, United States Code, by adding a section 552a to safeguard
individual privacy from the misuse of Federal records, to provide that
individuals be granted access to records concerning them which are maintained
by Federal agencies, to extahlish a P'rivacy Protection Study Commission, and
for other purposes.
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1 Be it cnacted by the Nenate und House of Ilepresentatizes of the
{ neted States of America in Congress assembled, That this et may
be cited as the “Privacy Act of 1974

See. 2. (a) The Congress finds that—

(1) the privacy of an individual is directly affected by the
collection, maintenance, use. and dissemination of personal infor-
mation by Federsl agencies,

(2) the increasing nse of comiputer~ and sophisticated infor-
mation technology. while essential to the efficient operations of
the Government, has greatly magmified the harm to individual
privacy that can occur from any collection, maintenance. use. or
dissemination of personal information ;

(3) the opportunities for an individual to seeure employinent.
msnrance, and eredit, and his right to due process, and other legal
protections are endangered by the nususe of certain information
sy-tems:

(4) the right to privacy is a personal and fundamental right
protected by the Constitution of the United States: and

(5) in order to pratect the privacy of individuals ider*ified in
information systems maintained by Federal agencies, it 13 neces-
sary and proper for the Congress to regulate the collection. main-
tenance, nse. and dissemination of information by snch agencies.

(b) The purpose of this Act is te provide certain safeguards for an
mdividual against an invasion of personal vrivacy by requiring
Federal agenct -, except as otherwise provided vy law:, to—

(1) permmt an mdividnal to determine what records pertaining
to him are collected. maintained. nsed, or di seminated by such
agencies ;

(2) permit an individual to prevent records pe.taining to Lim
sbtamed by such agencies for a particular purpose from being
wsed or made available for another purpose withont his consent ;

(3) permit anadividual to gain aceess to information pertain-
g to him m Federal agency records. to have a copy made of all
o7 any pottion theieof, and to correct or amend sueh records

(4) collect. mamtain, nse, or disseminate any record of identi-
fiable personal information in a manner that assures that such
action 15 for a nccessary and lawful purpose, that the infor-
mation is ewrrent and accurate for its intended use. and that

-
i d" adequate safeguards arve provided to prevent misuse of sucl

information

(5) permit exemptions from the requirem. ats with respeet to
record: provided in this Act only in those cases where there is an
important _public policy need for such exemption as has been
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- determined by speeifie statutory anthority ; and
(6) be snbjeet to eivil smit for any damages which occur as a
result of willful or intentional action which violates any indi-
1 vidual's rights under this Aet. 88 STAT. 1876
88 STAT, 1897

Sec. 3. Title 5 United States Code. is amended by adding after
seetion 552 the following new section:

(«
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5 'S5 552a.

5 USC 552.

13 USC S.
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“§ 552a2. Records maintained on individuals

*(a) Drriximions—For purposes of tlis section—

“(1) the term ‘agency’ means agency as defined in section
352(e) of this title:

“(2) the term ‘individual’ means a citizen of the United States
or an alien lawfully admitted for permanent residence;

“(3) the term ‘maintain’ includes maintain, collect, nse, or dis-
seniinate:

*(4) the term ‘record’ means auy item. collection. or grouping
of information about an individual that is maintain~d by an
agency. including, but not limited to. his education, financial
transactions, medical history, and criminal or employment histor{
and that contains his name. or the identifving number, symbol,
or other identifying particular assigned to the individusl, such
as a finger or voice print or a photograph;

“(5) the term ‘system of records” nieans a group of any records
under the control of any agency from which information is
retrieved by the name of the individual or by some identifying
number, symbol, or other identifying f rticular assigned to the
individual;

“(6) the term ‘statistical record” means a record in a system
of records maintained for statistical research or reporting pur-
poses only and not nsed in whole or in part in making any deter-
inination about an identifiable individual, except as provided by
section 8 of title 13; and )

“(7) the term ‘routine use’ means. with respect to the dis-
closure of & record, the use of such record for a purpose which
is compatible with the purpose for which it was collected.

“(b) CoxpTioxs oF DiscLosure.—No agency shall disclose any
record which is contained in a system of records by any nieans of com-
mnication to any person, or to another agency, except pursuant to a
written reqnest by, or with the prior written consent of. the individual
:o whom the record pertains, unless disclosure of the record would
o—

“(1) to those officers and employ«es of the agency which main-
tains the record who have a need for the record in the performance
of their duties:

“(2) required under section 552 of this title:

“(3) for a routine use as defined in subsection (a)(7) of this
section and deseribed under subsection (e) (4) (D) of this section;

*(4) to the Burean of the Census for purposes of planning or
carrying out 1 census or survey or related activity prnrsuant to

the provisions of title 13;

¢ J:")) to a recipient who has provided the agency with advance
adequate written assurance that the record will be used solely ns
a statistical research or reporting record. and the record is to be
transferred in a form that is not individually 1dentifiable,

“(6) to the National Archives of the United States as a record
which has sufficient historical or other value to warrant its con-
tinued preservation by the United States (Government, or for
evaluation by the Adwinistrator of (General Services or lis
designee to determine whether the record has such value;

“(7) to another agency or to an in«frumentality of any zovern-
mental jurisdiction within or under the control of the United
States for a civil or criminal Iaw enforcement activity if the
activity is anthorized by law, and if the head of the agency or
instrumer.‘ality has made a written request to the agency which
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38 STAT. 1898

maintains the record specifying the particular portion desired and
the law enforcemer L activity for which the record is sought ;

“{~) to a person rursnant to a showing of compelling circum-
stances affecting the health or safety of an individual if upon such
disclosure notification is transuiitted to the ‘ast known address ot
such individual;

“(9) to either Honse of Congre <. or. to the extent of matter
within its jurisdiction. any committee or subcommniittee thereof.
any joint committee of Congress or subvommittee of any such
JoiLt committee:

“(10) to the Comptrolle r General. or any of his authorized rep-
resentatives, in the course of the performance of the duties of
the General Accounting Gffice : or

*(11) pursuant ro the order of a court of competent jurisdic-
tion.

(e} AeccorsTiNG oF Certas IDiscrosvres.—Eacl, ageney, with
1espect to each «ystem of records nnder its control. shaii—

(1) except for disclosures made nnder snbsections (b) (1) or
)y 2y of t{|is sction. keep an sccurate acconnting of—
“(A\) the date. nature, and purpo<e of each disclosnre of
a record to any person or to another agency made under
subsection (b) of this section: and
“(B) the name and address of the person or agency to
whom the disclosure is made;

*(2) retain the accounting made under paragraph (1) of this
subsection for at jeast five vears or the life of the record. which-
ever is longer. after the disclosure for which the acconnting is
masie;

“(3) except for disclosnres made under subsection (1) (7) of
this section. make ‘he accounting made nnder paragraph (1) of
this subsection available to the individual named in the record
at his request : and

“(4) inform any person or other agency about any correction
or notation of dispute made by the ageney in accordance with
subsection (d) of this section of any record that has been dis-
closed o the person or agency if an accounting of the disclosure
was made,

“(1) Accrss 10 Recorps.—Each agency that maintains & system
of records shall—

ERIC
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“(1) upon request by any individusal to gain access to his
record or to any information pertaining to him whi-h i con-
tained in the system. permit him and upon his request. a person
of his own choosing to accompany him, to review the record and
have a copy made of all or any portion thereof in 2 form compre-
hensible to him. exeept that the agency may require the indi-
vidual to furnish a written statement author:zing discnssion of
that individual’s record in the ac~cmnpanying person’s preserca;

“(2) permit the individual to request amendrent of a record
pertaining to him and—

“(A) not later than 16 dayvs (excluding Saturdays, Sun-
days. and legal public holidays) after the date of receipt of
siich request. acknowledge in writing such receipt ; and

“(B) promptly. either—

“(1) make any correction of sny portion the eof
which the individual believes is not accuraie rele: ant,
timely, or complete; or

“(n) inform the individnal of its refusal to amend
the record in accordance with his request. the reason

b |
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for the refusal, the procedures established by the agency
for the individuzl to request a review of that refusal by
the head of the agency or an officer designated by the
head of the agency, and the name and business address
of that official;

“(3) permit the individual who disagrees with the refusal of the
agency to amend his record to request a review of such refusal,
and no! later than 30 days (excluding Saturdays, Sundays, and
legal public holidays) from the date on which :ie individual
requests such review, complete such review ana ;nage a final
determination unless, for cause shown, toe head of the agency
-xtends such 30-day period ; and if, after his review, the reviewing
official also refuses .0 amend the record in accordance with the
request, permit the individual to file with the agency a concise
statement setting forth the reasons for his di ment with the
refusal of the agency, and notify the individual of the provisions
for judicial “eview of the reviewing official’s determinstion under
subsection (g) (1) (A) of thissection;

“(4) in any disclosure, containing iniormation about which
the individual has filed a statement of disagreenment, accurring
after the filing of the statement under paragraph (3) of this sub-
section, clearly note any portion of the record which is dispnted
and provide copies of the statement and, if the agency deems it
appropriate, copies of a concise statement of the reasons of the
agency for not making the amendments requested. to persons or
other agencies to whom the disputed record has heen disclosed:
and

“(5) nothing in this seccion ¢' al! allow an individual access to
any information compiled in reasonable anticipation of a civil
action or proceeding.

“(e) Agexcy ReqruixeumenNTs.—Each agei. v that maintains a
system of records shall—

“(1) maintain in its records only such information about an
individual as is relevant and necessary to accomplish a purpose of
the agency required to be accomplished by statute or by executive
order of the President ;

“(2) collect information to the greatest extent practicable
directly from the subject individual when the information may
result in adverse determinations about an individual's rights, bene-
fits. and privileges under Federal programs;

“(3) inform each individual whom it asks to supply informa-
tion, on the form which it uses to collect the information or on a
separate form that can be r2tained by the individual--

“(A) the authority (whether granted by statute, or by
executive order of the President) which anthorizes the solici-
tation of the information and whether disclosure of such
mformation i« mandatory or voluntary ;

“(B3) the principal purpose or pmrposes for -vhich the
information isintended to be used ;

“((*) the rontine use« which may be made of the informa-
tion, as publizhed pursuant to paragraph (4) (D1 of this
subsection: and

“(D) the eflects on him, if any. of not providiag ail or
any part of the requested information

*(4) subject to the provisons of paragraph (11) of this cub-
section, publich in the Federal Register at least annually a notice
of the exi-tence and character of the svstem of records. which
notice shall inclnde—

“(A) the name and location of the «<yvstem;

D
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88 STAT. 190G

“(B) the categories of individuals on whom records are
maintaincd in the system;

“(() the categories of records maintained in the system;

(D) each routine use of the records contained in the SVS-
tem, includinig the categories of users and the purpose of such
use:

“(E) tne policies and practices of the sgency rding
Storage, retrievability, access controls, retention, and disposal
oi the records:

“(F) the title and business address of the agency official
who is responsible for the system of records;

“(G) the agency procedures whereby an individual can le
notified a* his request if the svstem of records contains a rec.
ord pertaining to him;

“{H) the agency procedures whereby an individual can be
notified at his request how he can gain access to any recond

rtaining to him contained in the syvstem of records, and how

e can contest its content ; and

“(I) the categories of ources of records in the system :

*“(5) maintain al! records which are used by the agency in mak-
ing any determination about any individ 1al with such accuracy,
relevance. timeliness. and completeness a« i< reasonably necessary
to assure fairness to the indivi‘ual in the determination ;

“(6) prior to disseminating any reco-d about an individual to
any person other than an agency. unless the dissemination s
made pursuant to subsection (b) (2) of this section. make reason.
able efforts to assure that such records are accurate, complete,
timely. and relevant for agency purposes:

“(7) maintain no record describing how any individual exer-
cises rights puaranteed by the First Amendment unless expressly
authorized by statute or by the individual alwut whom the record
is maintained or wpless pertinent to and within the scope of an
authorized law enforcement activity;

“(8) make rcasonabie efforts to serve 1 atice on an individual
when any record on such individial is made available to any per-
son under compulsory legal process when such process becomes a
matter of public record :

“(9) establish rules of conduct for persons involved in the
de<igm. development. operation. or maintenance of any system of
records. or in maintaining any recnrd. and instruct each such per-
son with respect to such rules and the requiremients of this section,
incliding any other mles and procedure< adopted pursuant to this
section and the penalties for noncompliance ;

“(10) establish appropriatc administrat:ve, technical. and
physical safeguands« to insure the secitrity and confidentiahty of
records and to protect against any anticipated tl.reats or hazards
to their wcurity or integrity which conld re-ult in <ubstantial
Larm. embarrassment. incom enience. or unfaimess to any individ-
ual on whom information 1s ma’ntained : and

“(11) at least 30 days prior to publication of information wnder
paragraph ($)(D) of this sulkection, pnblish in the Federal
Register notice of any new use or intended yee of the information
m the systera. and provide an opportunity for interested per<ons to
submit written data. views. or arguments to th~ agency.,

“(f) Aerxer Reves—In order to carry out the provisions of this

section. each agar.y thit maintains a svstem of records shall pro-
mulgate rules. in accordance with the requirements (including general
notice) of section 5.3 of thia title, which shali—

“(1) establish procedures whereby an individual can be notified

N

LY

~.iles of
conduct,

Torfidertiality
of records.

ublicatior
in Fe levp]
reg: ~ter,

5 57 557,



l_——l

Pub. Law 93-579 -6 - December 31, 1974
w8 STAT. 11

in response to his request if any <vstem of records nanied by the
individual contains a record pertaining to him :

“(2) detine reasonable times, places, and requirements for tden-
ufving an mdividval vho requests his record or information
pertaining to him befor. the ageney snall make the record or
-ormation avalable to the tndividual ;

“(3) establish procedures for the disclosure to an individual
upon his request of his record or informatien pertaining to him.
iclnding special procedure, if deemed necessary. for the disclo-
sure to an individeal of medical records. including peychological
records. pertaining to him;

=(4) establish procedures for rc/iewing a request from an
individual concerning the amendment of any record or informa-
tion pertaining to the individnal. for making a determination on
the request. for an appeal within the agency of zn initial adverse
ageney determination. and for whatever additional nieans may be
necessary for each individual to be able to exeicise fully his rights
mder this saction: and

Fees, =(5) establish fee< to be charged. if any, to any individual for
making copies of his record. excluding the cost of any search for
and review of the record.

s.ilzcation The Ofice of the Federal Register shall annually compile and pubtisn
ir Federal the rules promnlgated under this subsectio 1 and agency notices rub-
ieg:ster, lished under subsection (e) (4) of this section in a forin available to

the public at low cost.

(&) (1) Crvin. ReMemEes.—Whenever any agenc

“{A) makes a .. -mination under su ion {d)(3) of this
section not to amend an indiviaual's record in accordance with
his request, or fails to make such review in conformity with that
subsection

“(B) refuses to comply with an individual request under sub-
section (d) (1) of this section:

“{C) fails to maimain any record concerning any individual
with such accuracy. relevance, timeliness. and completeness as i
necessary to assure fairness in any determination relating to the
qualifieations. character. rights, or opportunities of. or benefits to
the individual that may be made on the basis of such record. and
consequently a determination is made which s adverse to the
individual ; or

“(1)) fails to comply with any other provision of this section,
or any rule promulgated therennder, in sucl: a way as to have
an adverse effect on an indivi-lual,

s.risd.~* . the individual ,1ay bring a civil action against the agency, and the
district courts of the Ynited States shall have jurisdiction in the
matters under the provisions of this subssction.

Lrerdeert “(2)(A) In any suit brought under the nrovisions of suhsection

<” recsra. () (1) (\) of this section, the court may orcer the agency to amend
the individual's record in accordanece with his request or in such other
way as the court may direct. In such a case the conrt shall de‘ermine
the matter Jde novo,

“(B) The court n, , assess agamst the United States reasonable
attarney fees and other litigation costs reasonably incurred in any case
under this paragraph in which the complainant has substantially
prevailed.

Dyt e, “(3)(A) Tn any suit brought under the provisions of subsection
(g) (1) (B) of this section. the court may enjoir the agency from with-
holding the records and order the production to the complainant of any
agency records improperly wi‘hheld from him. In such a case the court
shall determine the matter de novo, r nd may examine the : ontents of

ERIC 7
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88 STAT. 1902

any agency records in camera to determine whether the records or any

rtion thereof may be withheld under any of the exemptions set forth
in subsection (k) of this section, and the burden is on the agency to
sustain its action. R

“(B) The court may assess against the United States reasonable
attorney fees and other litigation costs reasonably incurred in any case
under this paragraph in which the complainant has substantially

revailed.

P “(4) In any suit brought under the provisions of subsection
(g) (1) (C) or (D) of this section in which the court determines that
the agrency acted in & manner which was intentional or willful, the
United States shall be liable to the individua! in an . nount equal to
the sum of —

“(A) actual damages sustained by the individual as a result of
the refusal or failure. but in no case shall a person entitled to
recovery receive less than the sum of $1.000: and

“(B) the costs of the action together with reasonable attorney
fees as determined Ly the court.

*(5) An action to enforce any liability created under this section
may be bronght in the district court of the United States in the district
in which the complainant resides, or kas his principal place of business,
or in which the agency records are situated, or in the District of Colum-
bia. without regard to the amount in controversy, within two years
froni the date on which the cause of action arises, except that where
an agency has materially and willfully micrepresented any informa-
tion required under this section to be disclosed to an individual and
the information o misrepresented is material to establishment of
the liability of the agency to the individual under this section, the
action may be brought «t any time within two years after discovery by
the individual of the misrepresentation. Nothing in this section shall
be construed to anthonize any civil action by reasoa of any injury sus-
t: incd as the result of a disclesure of a record prior to the effective date
of this sertion

“(h} Rieurs or Lecar Guaroiaxs.—For the purposes of this section,
the parcent of any minor. or the legal guardian of any individual who
has been declared to he incompetent due to physical or mental inca-
pacity or age by a court of competent jurisdiction. may act on behalf
of the individual.

“(1)(1) CrryMixarn PeNaLTIES.—Any officer or employee of an
agency, who by virtue of his employment or official position, has pos-
session of, or access to, agency records which contain individually
identifiable information the disclosure of which is prohibited by this
section or by rules or regulat ns established thereunder, and who
knowing that disclosure of the pecific n.oterial is so prohibited, will-
fully discloses the material in any manner to 8NY Person or agency not
entitled to receive it, shall be guilty of a misdemeanor and fined not
more than £5,000.

*(2) Any officer or employee of any agency who willfully maintains
a system of records without meeting the notice requirements of sub-
section (e) (4) of thissection shali be guilty of a misjemeanor and fined
not more than $35.000.

“(3) Any person who knowingly and willfully requests or obtains
any record concerning an indivi(ﬁml from an agency under false pre-
tenses shall be guilty of 8 misdemeanor and fined not more than $5,000.

“(j) Gexrran Exexrrions.—The head of any agenc may promul-
gate rules, in accordance with the uirements (inc{uding neral
notice) of sections 553 (b) (1), (2), an (3), (¢),and (e) of this title
to exempt any system of records within the agency from any part of
this section except subsections (b), (c) (1) and (2), @) (4 (A) tEmugh

ERIC 5

IToxt Provided by ERI

5 1SC 553.



Pub. Law 93-579 -8 - December 31, 1774

(F). (e) (6,.(7), (9), (10),and (11), and (1) if the system of rec: rds

*(1) maintained by the Central Intelligence Agency; or

"(2) maintained by an agency or component thereof which
performs as its prineipal funetion any activity pertaining to the
eniforcen:ent of criminal laws, including police efforts to prevent,
control, or reduce crime or to apprehend criminals, and the activ-
ities of prosecutors, courts, correctional, probation, pardon, or
parole anthorities. and which consists of (A) infermation com-
piled for the purpose of identifying individual criminal offenders
«nd alleged offenders and consisting only of identifying data
and notations of arrests. the natnre and disposttion of crimin: 1
charges, sentencing, confinement, release, and parole and prob: -
tion status: (B) information compiled for the purpose of .
crimina! investigation, including reports of ingf,)rmnnts ana
‘nvestigators, and ascociated with an identifiable individual ; or
(C) reperts identifiable to an individual compiled at any stage
of the process of enforcement of the criminal laws from arrest

or indictment through rzlease from supervision.
At the time rules are adopted wnder this subsection, the agency shall
inchide in the statement required under <ection 553(c) of tlns title,
the reasons why the system of records is to be exempted from a pro-

“(k) Srvecrvic Exemerions.—The head of any agency may pro-
mnlgate rules, i accordance with ' ~quirements (including general
notice) of sections 533(b) (1), (2), (3), (c), and (e) of this title,
to exempt any system of recor I« within the agency from subsections

(c) (3). (). (e) (1}, (e) (4) (G), (H), and (I) and (f) of this sec-

88 STAT. 1903

is—
5 .2 553,

vision of this <ection.

tion if the sy<tem of records is—
5 1T 552.

1~ *sC 3056.

Q
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“(1) subject to the provicions of section 552(b) (1) of this title

“(2) investigatory material compiled for law enforcement pur-
poses, other than material within the scope of subsection (j) (2)
of this section: Provided, howerer. That if any individual is
denied any right, privilege, or benefit that he would otherwise
be entitled by Federal law, or for which e wonld otherwise be
elimbie. as a result of the maintenance of such material, such
material chall be provided to such individual, exeept to the extent
that the dicclosure of <snch material would reveal the identity of
a2 source who furnished information to the (Governinent nnder an
express prontise that the identity of the souree would be held in
confidence. or. jrior to the effective date of this section, nnder
an implied promise that the identity of the source would be held
in confidenc>;

“(3) ma atained in connection witly providing protective serv-
1ces to the President of the United States or other individuals
pursnant to section 3056 of title 18:

“(4) required by statute to be maintained and nsed soiely as
statistical records;

“(5) investigatory material compiled solely for the purpose of
determining <mitability, eligibihity, or qualifications for Federal
civilian employment, military service, Federsl eontracts, or
access to classified information, hut only to the extent that the
disclosure of such material would reveal the identity of a source
who furmished information to the Government under an express

romise that the identity of the source would be held in confi-

ence, or, prior to the effective date of this section, under an
imphied promise that the identity of the sovree would be held in
confidence;

“(6) testing or examination material u-ed solely to determine
individual quahfications for appointiment or promotion in the

9
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Federai service the disclosure of which wenld compromise the
objectivity or fairness of the testing or examination process; or
“(7) evalnation material used to determine potential for pro-
motion it the armed services. but only to the extent that the
disclosure of snch material would reveal the identity of a source
who furnished information to the Government inder an express
promise that the identity of the source would be held in confi-
dence, or, prior 1 the effective date of this section. under an
implied promise that the identity of the source would be held in
confidence.
At the time rules are adopted nnder this subsection. the ageney shall
mehide in the statement required nnder section 353 (c) of this title,
the rerons why the system of records is to be exempted from = pro-
vision of this section.

“(H (1) Arcnn o Recors.—Each ageney record which is accepted
by the Adminstrator of General Services for storage, processing, and
se1vicing in accordance with section 3103 of title 44 shall. for the pui-
poses of this ~ection, be considered to be maintained by the agency
which deposited the record and shall be subject to the provisions of
this section. ‘The Adunmistrator of General Services shall not disclose
the record «xeept to the ageney which mantans the record. or under
rules established by t'-at agency wliel are not inconsistent with the
biovicons of this section,

“(2) Each agency record peirtaining to an identifiable individual
which w.s transferred to the National Archives of the United States
as a record which has sufficient historical or other value to warrant
its continued preservation by the United States GGovernment, prior to
the effective date of this section. shall. for the purposes of this section,
be considered to be maintained by the National Archives and shall
not be subject to the provisions of this section, except that a statement
generally deseribing such records (modeled after the requirements
relating to records subject to subsections (e) (1) (A) throngh () of
this section) shall be published in the Federal Register.

“(3) £ach agency cecord pertaining to an identifiable individnal
which is transferred to the National Archives of the United States as
a record which has snfficient historical or other value to warrant its
continued preservation by the United States Government, on or after
*he effective date of this section, shall, for the purposes of this section,
be considered to be maintained by the National Archives and shall be
exempt from the requirements of this section except subsections (e) (4)
(\) throngh (GG and (e) (9) of this section.

“(m) Goversy Nt Contractors.—When an agency provides by a
contiact for the operation by or on behalf of the agency of a system
of records to accomplish an agency function. the agency shall, con-
sistent with its authority, canse the requirements of this section to be
apphed to sneb system. For purposes of subsection (i) of this section
any such contractor and any employec of such contractor, if such
contiact is agreed to on or affer the effective date of this section, shall
be considered to he an emiployee of an agency.

“(n) ManaxG Lists.—An individual's name ang address may not
be sold or rented by an agercy unless snch action is specifically anthor-
ized by law. This provicien shall not be construed to require the
\\'nllllmlding of names and addresses otherwise pernntted to be made
ubhie.

I *“(0) Reront o8 New Systems—Each ageney shall provide adequate
advance notice to Congress and the Office of Management and Budgzet
of any proposal to establish or alter any system of records in order
to permit an evaluation of the probable or potential effect of such
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proposal on the pri\:acf' and other persona’ or property rights of
mdinvidnals or the disclosure of information relating to such indi-
viduals, rad its effect on the preservation of tue constitutioral
principlesof federalism and separation of powers.

“(p) Ax~NvaL Revorr.—The President shall submit to the Speake:-
of the Houe and the Pres: lent of the Senate. by June 3” of each
calendar vear. a consolidated report, separately listing for each Fad-
eral agency the number of records contained in any cystem of records
which were exempted from the application of this section under the
provisions of subsections ()) and (k) of this section during the pre-
ceding calendar yvear. and the reasons for the exemptions, aud such
other information as indicates efforts to administer fully this section.

1q) Errect oF Oruer Laws—No agency shall rely on any exemp-
tion contamed in section 532 of this title to withhold from an indi-
vidnal any record which is otherwise uccessible to such individual
under the provisions of thissection.”.

Ste. 4. The chapter analysis of chapter 5 of title 5, United Siates
Code, i« amended by “nserting :
~552a Records about jadividuals.™

tmmediately below :
~332. Public information; agency rules, opinious, orders, and proceedings.”.

Sec. 0. (a)(1) There is established a Privacy Protection Stud
Conmissien  (hereinafter referred to as tl2 “Comnmnssion’) which
shall be composed of seven members as follows:

\) t&nree appointed by the I’ esident of the Uniled State:,

(3) two appointed by the President of the Senate, and

(C) two appointed by the Speaker of the House of Representa-

tives.

Members of the Commission shall be chosen [rom aniong persons who,
hy reason of their knowledge and expertise in ~ny of tE: following
are.s—civil rights and libertics, law. social sciences. computer tech-
nology, business. records management, and State and local govern-
ment—are well qnalified for service on the Commassion.

(2} The members of the Commission shall eli -t 2 Chairman frem
among themselves.

(3) \ny vacancy in the membership of the Commission, as long a.
therc are four members in office, shall not impair the power of the
Commission Lut shall be filled i 1 the same manner in w hich the original
appointment was made.

(4) A\ quorm: of the Commission shall consist ¢f a majority of
the members, except that *he Commssion may establish a lower nnm-
ber as a quorum ior the purpose of taking testimony. The Corr-
mission is anthorized to establish snch committees and delegate such
authority to them as may be necessary to ~srry out its functions.
Fach member of tha Commission. incliding the Chairman, shall have
equal responsibility and auhority in all.(f‘cisions and actions of the
Commission, shall have fi1l access to all information necestary to the
performance of their functions, and shall have one vote. Action of
the Commission shall be dctermined by a rajority vote of the mem-
bers present. The Chairman (or a member designated by the Chair-
man to be acting Chairman) shall be the official spokesman oi the
Commission in its relations with the Cons ess, Government agencies,
ot.cr persons, an the public. and, on behs1® of the Commission, shall
seo to the faithful execution of the admiiastrative policies and deci-
stons of the Commission, and shall report thereon to the Com.nission
from time to time or as the Commission may direct.
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{3) () Whenever the Commission submits anv budget estimate
or request to the President or the Office of Management and Budget,
it shad concmcently transnnt a copy of that request to Congress.

(B) Whenever the Conmission submits any legislative recommen-
dations. or testimony. or comments on legislat' m *o the President or
Oflice of Managemneat and Budget. it shall concurrently transmit a copy
thereof to th- Congress. No odficer or agency of the Unitell States
shall have any anthcrny to require the Commission to submit its
legislative reconmmenaations. or testimony. or comnients on legisla-
tion. to any officer or agency of the United States for approval. com-
ments. or review, prior to the submission of such 1econunendations.
testimiony. or comments to the Congress.

th) The Commission, shall—

(1} nake a «tudy of the data bank=. antomated data process-
g progmams. and infornation systems of  governmental,
tegtonal. and prnate orgamzations. in order to determine the
standards and proc, dures in foree for the protection of personal
niformation: and

£2) recommend to the President and the Congress tl e extent,
if any. to which the requirements azd prmeiples of section 35:2a
of title 5. United States Code. should! be’applied to the informa-
tron practices of thoswe mganizations by legiclation. adnmumstrative
action. or volmtary adoption of such requirements and principles,
and report on such other legistative recommendations as it may
determine to be necessary to protect the privacy of individnals
while meeting the legitimate needs of government andg society for
mformation,

te) (1) In the conrse of condu-ting the study required under sub-
ction (by (1) of this section. an. in its re ports thercon, he “om-
‘mission may research. examine. and analyze—

() interstate transfer of imformation about individuals that
i< undertaken throngh manual files or by computer or other clec-
tronie or telecommunications means:

(B) data bank< and information programs and systems the
operation of which sigmificantly or substantially affcet the enjoy-
ment of the privacy and other personal and property rights of
individnals:

(C) the use of socmal ceendity numbers, license plate nunbers.
mversal adentrlens and other symbols to identify individuals
mdata banke and to gain aceess to, integrate, or centralize
mformation <y~stems and files; and

10 the matehimg z2nd analyvas of statistical data. sueh as
Federal census data. with other somees of personal data. such as
antomobile registries and telephone  directories. m order to
reconstruct indivulual responses to statistieal qaestionnaires for
commerentl or other purposes, in o way which results i a
violation of the miplied or expheitly recognized confidentiahty
of such information,

{2) (A The Commirssion mav include 1 1ts examination per-onal
mformation activitic- in the following areas: medical: insurance :
education: emplovnent and pereanndl; credit, banking and finaneial
mstitntions: credit bureans: the commereial reporting industry : cahle
televicon and other teloeonaunications media; travel, hotel and
enfertainment reservations: and eleetronte check processing.

(B) The Commission <hall include in ats, examination a stiurdy of —

(1) whether a person engaged 1 onterstate commerce who
maintams a mathne hst should be required to remove an
individual’s name and address from such hst npon request of
that mdivelual:
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(1i) whether the Internal Revenue Service should be pro-
hibited from transfering individually indentifiable data to other
agencies and to agencies of State goverr.ments; )

(ii1) whether the Federal Government should be liable for
¥eneral damages incurred by an individual as the result of a will-
%] or intentional violation of the provisions of scctions 552a (g)
(1) (C) or (D) of title 5, United States Code; and

(iv) whether and how the standards for secuiity and coi.-
fidentiality of records required under section 552a (e) (10) of
such title shouid be applied when a record is disclosed to a
person other than an agency.

{C) The Commission may study such othe: ormation
activities necessary to carry out the eongressi 1, .nbodied in
this Act. except that the Commission shall not ... . .2ate information
systems maintained by religious organizatiors.

(3) In conducting such study, the Commission shall—

(A) determine what laws, Executive orlers, regulations,
directives, and judicial decisions govern the activities v nder study
and the extent to which tney are consistent with the rights of
privacy, due process of law, and other guarantees in the
Constitution;

(13) deternine to what extent governmental and private
information systems affect Federal-State relations or the
principle of sepaiation of powers;

(C) examine the standards and criteria governing programs,
policies, and practices relating to the collection, soliciting,
processing, use, access, integration, dissemination, and transmie-
sion of personal information ; and

(D) to the maximur extent practicable, collect and utilize
findings reports, stud:es, hearing transcripts, and recommenda-
tions of governmental, legislative and private bodies. institutions,
org- 1zations. and indiriduals which pertain to the problems
und:  tudy by the Commission.

(d) In addition to s other functions the Corimission may—

(1) request assistance of the heads of appropriate departments,
agencies, and instrumentalities of the Federnl Government, of
State and local governments, and other persons in carrying ount
its functions under this Act ;

(2) upon request, assist Federal agencies in complying with the
requirements of section 552a of title 5, United States Code;

(3) determine what specific categories of information, the col-
fection of which would violate an individual's right of privacy,
should be prohibited by statute from collection by Federal agen-
cies: and

(4) upon request, prepare model legislation for use by State
and loeal governments in establishing procedures for handling,
maintaining. and disseminating personal information at the State
and loeal level and provide such technical assistance to State and
local governments as they may require in the preparation and
implementation of such legislation.

(e) (1) The Commission may, * carrying out its functions under
this section, conduet suel inspect. ns, sit and act at such times and
places, hold sieh hearings, take such testimony. require by subpena
the attendance of such witnesses and the production of auch Looks.
records. papers, correspondenice, and documents. administer such
oaths, have snch printing and binding done, and make such expendi-
tures as the Commission deems advis.ble. A subpena shall be issned
only npon an affirmative vote of a majority of all members of the Com-
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mission. Subper:o <hall be issued under the signatuwie of the Chair-
num or any men' - of the Commission designated by the Chairman
and <hall be served by any person designated by the Chairman or any
such member. Any member of the Comnussion may administer oaths
or afirmations to witnesses appearing be fore the Commission.

(2) (A) Each department. agency, and instrumentality of the execu-
tive branch of the Government 18 authorized to furnish to the Com-
mission, upon request made by the Chairman, such information, data,
reports and such other assistance as the Commission deems recessary
to carry ont its functions under this section. Whenever the head of
any such department, agency, or instrumentslity submits a report
pursuant to section a32a (o) of title 5, United States Code, a copy
of such report shall be transmitted to the Con:mission.

(B) In carrying ont its functions and exercising its powers under
this sectior, the Conimission may accept from any such department,
agency, independent mstrnmentality, or other person any individu-
ally indentifiable data if such data is necessary to carry out such powers
and funetions. In any cz<e in which the Commission accepts any
such information, it shall assure that the information is u<ed only
for the purpose for which it is provided, and upon completion of that
purpose such information shall be destroyed or returned to such de-
partment, agency, independent inst rumentality, or person from which
itis obtained, as appropriate,

(3) The Commmussion shallhave the power to——

(\) appoint and fix the compensation of an exerntive director,
and such additional stafl personne! as may be necessary without
regard to the provisions of title 5, United States ¢ ode, govern-
ing eppointments in the competit,ve service, £ ud without regard
to chapter 51 and subchapter ITY of chapter i3 of such title re-
lating to classification and General Schedule pa. rates, but at rates
not in excess of the maximum rate for GS-18 of the Geners}
Schedule under section 5332 of such title; and

(B) procure temporary and intermittent services to the same
extent as is anthor.zed by section 3109 of title 5, United States
Code.

i'he Commission may delegate any of its functions to such personnel
of the Commission as the Commission may designate and may
autherize such successive redelegations of such functiens as it may
Jdeem desirable.

(4) The Comamssion is authorized—

() to adopt, amend, and repeal rules and regulations govern-
ing the manner »f its operations, organization. and personrel;

(B) to enter into contracts or other arrangements or modifica-
tions thereof, =ith +. ; : »vernment, any departme °t, agency, or
independent insirun entality of the United Stet | o with any
persen. firm, association. or corporation, and «ich contracts or
other arrangenients, or modific - #1c us thereof, 1aay be entered into
without legal consideration, wit  ut performance or other bonds,
and without regard to section 3709 of the Revised Statutes, as
amended (41 U7.8.C.5);

(C) to make advance, progress, and other payments which the
Commission deems necessary under this Act without regard to
the provisions of section 3648 of the Revised Statutes, as amended
(31 U.8.C. 529) ; and

(D) to take such other action as may be necessary to carry out
its functions under this seetion.
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(£) (1) Each [the] member of the Commission who is an officer or
employee of the United States shall «erve without additional compen-
sation. but <hall continue to receive the salary of his regular position
when engaged in the performance of the duties vested in the Com-
mission.

(2) A member of the Comnmission other than one to whom paragraph
(1) apphes shall receive per diem at the maxnmnn daly rate for
GS-18 of the General Schedule when engaged in the actual per-
formance of the duties vested m the Commission.

(3) All members of the Commission shall be 1ehmbursed for travel,
subsistence, and other necessary expenses meurred by them in tue per-
formance of the duties vested in the Commission.

(g) The Commssion shall, from time to time, and in an annuai
repomt. report to the President and the Congress on its activities in
carrying out the provisions of this section. The Commission shall make
a final report to the President and to the Congress on 1its findings
pursuant to the study required to be made under subsection (b) (1)
of this section not later than two years from the date on which all of
the members of the Commission are appoimted. The Commission shall
cease to exist thirty days after the date on which its final reporc is
submitted to the President and the Congress.

(h) (1) Any member, officer; or employee of the Commission, wha
by virtue of has employment or official position, has possession of, or
aceess to, ageney records which contain individually identifiable infor-
mation the disclosure of which is prohibited by this section, and who
knowing that disclosure of the specific material is so prohibited, will-
fully discloses the material in any manner to any person or agency
not entitled to recene it. shall be guilty of a misdemeanor and fined
not more than $5.000, -

(2) Any person who knowingly and willfully requests or obtains
any record concerning an individual from the Commission under false
pretenses shall be guilty of a misdemeanor and fined not more than
25,000,

Ste. 6. The Office of Management and Budget shall—

(1) develop gnidelmes and regulations for the use of ager.cies
in implementing the provisions of section 552a of title 5, United
States Code, as added by section 3 of this Act; and

(2) provide continuing assistance to and oversight of the im-
plementation of the provisions of such section by agencies.

See. 7. (a) (1) Tt shall be imlawful for any Federsl. State or local
government agency to deny to any individus! wny right, benefit, or
privileae provided by law becanse of such indiviTal's refusa; to dis-
close lus ~ocial cecurity account munber.

(2) the provisions of paragraph (1) of this subsection shall nnt
apply with respect to-—

(\) any disclosure which is required by Federal statute, or

(B) the disclosure of a social security number to any Federal,
State, or local agency maintaining a sy<tem of records in existence
and opcrating before January 1, 1975, if sncl, disclosure was
required under statute or regrulation adopted prior to such date to
verify theadentity of an individual.

(b) Amv Federal. State. or local government agency which requests
an mdividual to diselose his social security account munber shall
inform that individual whether that disclosure is mandatory or volun-
tary. by what statatory or other authority such number is solicited.
and what nge< will be imade of it.
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Sec. 8. The provisions of this Act shal) be effective on and after the = ffective dite.
¢ te of enactment, except that the amendments made by sections 3and 5 :5° 552
4 _hall become effective 270 days following the day on which this Act ote.
‘senacted.
See 9. There is authorized to be appropriated to carry out the pro-  Appropriatioz.
visions of section 5 of this Act for fiscal years 1975, 1976, and 1977 the 5 'SC 552a
sum of $1,500,000, except that not more than $750,000 may be expended note.
during any such fiscal year.
Approvaed December 31, 1974,
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