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ABSTRACT

Spurred on by a July 1973 report of an advisory
committee to the Secretary of Health, Education and Welfare (HEW), a
movement seems to be building to e¢nact statutory protection for the
privacy of personal data in government computers and other records
storage systems. This effort to protect privacy poses challenges to
statutory protection of public, ané media, rights of access to public
records and suggests a newv dimension of privacy law with implications
for the mass media. This paper analyzes the movement to protect
privacy of personal data, with particular attentinn to the HEW
report. It then examines, as a case study, the process which led to
the only personal data protection law thus far enacted, a statute
passed by the 1974 Minnesota legislature. The paper also reviewus
efforts to protect privacy of personal data at the federal level and
to reach a reconciliation of access to records and privacy
principles. Attention is paid to both Congressional and Executive
branch institutions with interests in the subject. Finally, some
suggestions are advanced as to why there has not yet been a
successful simultaneous analysis of the principles of access to
public records and the growing movement for privacy of personal data.
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Herbert A, Terry, School of Joumalism and Mass Commumication, University
of Minnasotan#

With 1984 now but a deoads eway, anxi with much of the technology neceamary
for Gsworge Orwell's "™ _sion® already at, hand, personal privacy has recently
becona a concept inoreasingly orying for legal recagnition, While it has,
of course, been somsvhat recognized in America ever since the famous Warren-
Brandels law review article of 1890,1 recent developments, partioularly
developments related to protevting privacy in a comprter ags, tend tc move
avay from ths tort law perspective envisionsd by f.he two Bogtonlans, At
least one of those directions, the effort to protect the privacy of "personal
data® in governmental records, poses new and as yet unresolved challenges to
mase communic ation media and partisularly omflicts with concepts embodied
in access to public records legislation,

Priveoy has had, & best, a e history in the Umited States, As
a Congtitutional right it is relatively new and undsveloped -~ slow to begin
with, perhaps, bscause it is not a right enumerated in the Bill of Rights
but rather ons which must be crested out of the pneumbras of other specified
rights.2 Although certain recent U.S, Suprems Court cases seem firmly oomnitted
to comstructing a Constitutional right. of privacy, other cases swem in opposition.
The Court has ruled that there is a right of privacy, which cammot be infringed
by government, (1) to prectice contraception,3 (2) to view : adwd ttedly chmoene

#As this draft of this papsr is being prepared (July 24, 197k) there is the
possibility of substantial new Congressional action in this area. Accordingly
this paper will be updated when prosented to the ABJ convention August 18, 197L.

971975, Viaiting Lecturer, Department of Telscommunications, Indiana
University, Bloomington, Indiana L7401,
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materials in one's own home, & and (3) to have an abnortion.? Other decisions
have also recognized privacy principles.sa On the other hand, t{he Court in

Tims, Inc, v. Hill (196?)6 gignificantly iicreased the difficulties for

plaimtiffs in certain kinds of invasion of privacy actions against publishers
when it linked the need to prove "sotual malice,” from the New York Times v.

Sullivan libel cass’ with privacy actions based on the publication of none
defamatory falsshoodss a case in which some find a retreat from the Court's
interest in protecting privacy. Some have also interpreted the Court!s recent
upholding of statutory provisions requiring the microfilming of certaln rsecords
of bank accounts as indiceting reduced interest by the Suprems Court in privacy.0®

At the common law, the history of privacy is convoluted and sometimes
contradictory. Ita intricacies have been adequately desecribed by others’
and need not deeply concem us here., Suffice to say that, as a problem for
the press, privacy law has thus far bsen primarily significant oniy in =o
far as the tort law of privacy is conoerned. To simplify drastically, the
press is usuelly socure from v :cessful punishment for an invasion of
privacy if the material published has come from a public records Major
arthorities on privacy and the press agree in thls regards

s.othe existence of a public record has usually prevented recovery

for invasion of privasy. Even if persors are embarxgsed by pub=

lication of dates of a marrisge or birih, or information which is

& matter of public record, publications accurately based on such

records hava escaped successful lawsuits. The catch hera seems to

be that the basis of the raport must be a record kept by &

goverment agency and which is a record open to the publis...Whare

there is a legitimate public record - and the media's use of that

record is not. fortddden by law_~ the material mazy be usad for pube

1ication without fear of suit.l®

I% 15 virtuslly a maxim in the raw of privacy that any reporm. ‘.aken

from the pu'ﬁic record is privileged under the heading of news-

worthiness,
Don Pember, a major scholar of privacy and the press, has remarked - partiocularly

in the wake of Time, Inc. v. W1l - that "...the privilege or defense against®

privacy suits ariging from the publication of truthful neva stories "ls so large
that tie remedy has 1ittle potency., And this is perhaps the way it should be.#l?
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In many ways paralleling the development of privacy law, there has been
a substantial growth of acosss to piblic meetings and public records legislation

sinee World War II. The parallel is significant becszuse of ths alreiady wemtlomed

relationship between successful defense against privacy actions and the existence
of a publie records The drive for statutory rights of accass to records has
recaivad substantial lobbying support from journalistioc organizatioms, not

only becsuss such statutes produce more information for journalistic use

but slgo because they expand protsction from libel and privacy actions.

Statutes guarantesing access tc publis records are néw on the tooks of
most states!3 and Congress, in 1966, passed the Federsl "Freedom of Information
Aot which applies to substantisl volumes of records of Federal agenciss,ll

As with the right of privacy, the right of access to public records is not
a specifioally emmerated Constitutional right. In fact, no U.S. Court sppears
ever to have ruled that ths First Amondment, standing alone, creates a right
of access to public resords, although Firat Amendment ocnsiderations sre
certainly involved,15 Under the common law, two important dimensions of
rights of access to records emerged:s First, that a publie record;was ore
required by law t> be made or kept, not a record mads only for administrative
convenience; Second, that access to public records - as 80 defined ~ was granted
only to those with some sort of special interest in the records in question,
an interest not usually acoorded abstractly to mass media personnel. Statutory
access laws, a‘lthmxgt; many have attempted to broaden the definition of publioc
records beyond records required by law to be kept, have been primarily successful
in removing the common law requirement of "intoroat."w Certainly tiis
has been the effsct of the Fedsral "Freedow of Information Act," which makes
records available to "any poraon"” withouuv any requiremsnt of a requester
to state his ressons for seeking access to inforwation.
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' 1t is, of course, almost inevitable that these two concepts - the "right
%0 know" as embodied in access to records legislation and the "right to be
let alone" of privacy law could cowexlst only with some tension and would
occasionally r_ind-t}wmselves in direct opposition.. A3 has been accurately
observed, "a-yone studying the law of privacy and the mass media soon en=
counters a basic philosophical problem, the same one with which courts have
been rac_ed throughouwt the history of privacys Which is more important, the
protection given to soociaty by a free and unfettered press, or the peace of
mind given the imdividual by rigid protection of the right to prﬂ.vac:y”}":18
The conflict Lotweenr acuess to public records and rights of privacy can,

of course, be somewhat solved by legislation « & least leglslative decisinns
in the area can be made. Few acocess to records statutes are so absolute in
timir terms thet they do not prevent the legislative body involved from
makdng statutory exemptions to their provisions. In the past most such
exemptions have been narrcw and essentially ad hos = legisldures, for
-xgmple, commonly decide to regard tax returns and cortain kinds of accident
reports as confidential by statute and hencec exempt from mandat_ory disclosure,
What, is significant about current conflicts be'ween access to reoordé prineaples
and privacy principles is that legislative oconsideration ia now veing given
to exempting from public disclosure a very broad cauveg.ry of information =
"personal data" rather than sticking t the pust spproach of narrowly
‘defining certain records as non-public, usually in the legidlation wikeh
6alls for the creation of the recard to begin with. This has been acceleratad

due to lesislative concern with records contained in bomputerized data systems.

In setting the boundaries of his 1972 claseie, Privacy and the Press, Peaber
exsluded from consideration as a press problem "the gathering of data in a
gingle national nenter...for lack of a significant publication about the injured
pMy."w The intereelationships of public records concepts, computers and

the concept of privagy o "personal data® can no longur be dismissed so Yightl~
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Privacy is certainly a topic which has raceived significant legislative

and public interest ia recent ysars. Despite all such interest, howsver,
there has besen little comprehensive legislation from the U.S. Congreas, or
from the states, to protect it. Probably the most significant general Federal
legislation in the area is the Fair Credit Reporting Act of 197020, an act
intonded to protect citizens from some abuses of data by commercial credit
reperting fima. In fact, the prospects for general privacy legislation in
ths U.S. Congress remain small, although thay are growj.ng.z:l At the stzte
level, however, interest in general personal privacy legislation wmay be rapidly
acoelerating and in at least one state, Minmesota, a bill has already been
enactad attempting to guarantes to cltizens the privacy of their “personal
data.® The process by which that law came to be enacted, and the problems

for the preas reflaucted in that process, may very likely be repeated in.other
states in the next few years and are worthy of examination. A3 a recent issue
of the Press Censorship Newaletter observeds:

There is an increasing conflict between the right of the public to know

sbout thm operstion of govermment programs and the right of privacy ef

the individurls in these programs. The two informational trends oon-

fliot when the news media attempt to obtain inmformation about prograns

which involve a citiszen's private life such as health, housing, welfare

benefits, prison life, criminal background, etc. As goverrment social.

walfare programs expand, more and wmore persons will be receiving publio

woney and services which the press will wish to monitor. Also, the

uge of computer banks makes this ingomtion about an individual more

readily available than in the past,<?

THE CONCEPT OF PERSONAL DATA

The i.ntallaotual history of the concept "personal data" would probably
be impnesible to trace fully. In a sensa, however, the effort need not be
mads as a single publication has, in the lust year, done more than my prior
aource to popularize the concept among leglislators and has contributed sig-
mficant)ly to legislation designed to protect privacy by restricting public
access to "personal data." In 1972, then Seoretary of Health, Eduoation and
Welfare Elliott L. Richardson established a 25 member "Sesretary's Advisory

somxittes on Automated Personal Data Systeme." The repurt of that advisary
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committee, submitted to HEW Secretary Casper W. Weinberger June 25, 1973

and published the next month as Records, Cowmputers, and the Rightg of Citizensl

has bacome something of a bust seller of the Government Frinting Office and
is clearly thie most important current document in this area. It has stimulated
subst antial interest at many levels of the Federal govermrment and, at the

state level, appears to be receiving great attention., Its recommerdations are

heavily reflected, as we shall ses, in the recently enacted Minnesota st atutes

Broadly speaking, the advisory commit tee recommended enactment of a statutory
hgode of falr information practice," with penalties, both civil and criminal,
for its violavion. The overall thrust cf the recommendations was twofold.
Firat, to increase citizen knowledge about records keeping systems which con-
tdned inf mation about that citizen, and second, to increase citizen control
over the information by giving him an opportunity to influence its disseminatior
and, 1f recessary, to challenge its aocuracy and/or completeneaa-Zh

Certaln provisions of the code seem to pose problems to some develcped
concepts of access to public records and the use made of such records by the
news media. Perhaps the gravest pmblem of all i3 the definition of "personal
data® itself. As defined by the advisory committees

Wiepsondl data" include all data that describe anything about an

individual, such zs idemtifying characteristics, measurements, tesb

scores; that evidence things done by or to an individual, svch as

records of financial transactions, medical treatment, or other services;

or that afford a clear basis for inferring personal characteristics or

things done by or to an individual, such as the mere record of his

presence in a place, attendance at a meeting, or admission % sowe

typ> of service institution.?
This is Gortainly a broad defimtion which, if applied to existing public records.
ercompasses much data which in the past has been of interest to the press and
has been readily available to them.

The actual provisions of the "Code of Falr Info mation Practice" also

contain some @ictions tha pose difficulties to existing press uge of publie




record. Hecord keepers would be required, among other things, to "maintain
a complete and accurate record of every access to ard use made of any data

in the system, including the identify of all persons and orpgarni zations to
which aacess has been given 3"26} to publish "a descripltion of all types

of use (to be) made of dats, indicating those involving computer-accessible
flles, and including all classes of users and the organizational relationships
among them;"27 to "agsure that no use of individually identifisble data is
made that is not within the stated purposes of the gystem as reasonably under-
stood by the individual, unless thke informed comsent of the individual has
been explicitly obtuinpd;"ga "inform an individual, upon his request, about
the uses made of data about him, including the identify of all persons and

n? and “assure

organiz ations involved and their relationehips with the gy stem
that no data about an individusl arz made availsble from the system in response
to a demand for data made by means of compulsory legal process, .nleas
the individual to whom the data pertain has been mtified of the demand."30

The possible tmplications of these requirements for the mess are plain.
Reocords would be maintained of each time press repres:nta ives had access to
personal data concerning an individual, and the record of this use of data wovld
be available to the data aubject - potentially an undesirable situation were
the press investiga«ting, say, the past criminul record of a candidate for public
office. Further, the code seems to suggest that if a data subject was not
on reasonable notice, at the time he supplied the data to the system, that it
wow.d be available for public inspection, such inspection may not be granted
until the informed cansent of the data mbject is obtaineds Coupled with the
very broad definition of "personal data," potential problems for press access
to public records contsi ming personal data s2em large indeed.

The HEW advisory canmittee was not entirely unaware of the se problems

of reconciling its priwcy of personal data concept with the motivating notions
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ard related legislaticn - of access to pwblic records, In fact, it suge
gested at least one imendment to the Fedeml Freedom of Information Acte
That Act creates a braad right of access to public re cords, except those
that fall witlin nine stated exemptiorfs.’l Fade:al agenciss, if asked for
aocess to records, may witlold access only if the records sought are covered
by ore or several of those sxemptions. Seven of the mine exemptions, as the
HEW atudy group rightly observed, leave discretion \o the records keeper as to
whether or not he will permit public examination of records which are arguably
exempt., Congress, however, has provided no statvtory guidance for the records
custodian in deciding whether or nat to withold public access to a record
which is arguably e xempt under the two: remaining exemptioms. The HEW
advisory committee suggested that the Freedom of Infommation Act be amended
to require agencies to "obtain the consent of an individual before disclosing
in personally identifiable form emnpted-éategory data about him..."32
In addition, the committee :3commended that "it should be the re sponsibility
of the person or organization that seeks to obtain data by compulsory legal
prngess to notify the data subject of the demand and to provide evidence of
such notification to the system. In instances where it my be more practicaWle
for the system to give notice of the demand to the data subject, the cost of
doing = should be borne by the originator of tle demand,"33
Obviously this system could have thres canseguences for the press.

First, it would lengthen the already lengthy process of filing for suit for
access to infoxma ion under the Freedem of Information Act by adding the time
required to obtain a data subject's permission, Second, it would increase the
cost to the da a seeker. Fimelly, it would, as with other provisions already
quoted, put the data subject on notice that the press was, for one reason or

another, investigating his activities,
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In gereral, the sdvisory canmittee seemed to nave a less than enthusiastic
rogard for the Freedom of Information Act, st least when it tried to reconcile
the act with its interests in protecting the privacy of personal datas

The Fresdom of Information Act mandates disclosure to the pvblic of

‘4dnformatin held by the Federal ; wermment. It barely node at the
intarest of the indivi dual record subject by giving Feders.l agencies

the at hority to withold personsl data whosa di sclosure would o nititute

a olearly unwarranted invasion of privacy. The Act, however, is an

instrument for disclosing infometion rather than for halancing the

genfliocting intcrests that surround the public disclosure and use of
parsoml repords. 7The Act permits exemption from mandatory disclosure

Zor per sonal data whose disclosure would constitute a %ole arly unwarranted

imvasion o personel privany,® but the agency is given total discretiom

in deciding which disclocures meet this criterion. The Act gives the

. datq swject no way at all to influencs gegﬁy deoisions as to whether

and how disclosure will affect his privacy. '

The advisory committee has a similarly negative oiiticiam of state access laws:

Many of the states have similarly broad ™publie records” or “freedom

of information® st& utes whose cbjective is to assure public ascess’

to records of State government azenciss. Most of them, however, rovide

no exemptions from their genm'gl disolosure requirsments in recogm.tion

of personsl priva cyhf.erosts.3 |

In sum, the !"W advisory committee report seems to poss many unremlved
challerges to the concept of publis access to public records, and partioniarly
to that acceas to records despended upon by the news media. The .report wa3,
it should be remembered, adv’sory - what will really matter to the press is
how and to what extent its suggestions come to be embodied in statutory or-
administra ive law. The first such embodiment has already ofburred, and it
is ‘to that case study which we now tum attention.

' WPERSOMAL DATA® AND MINNESOTA - THE FIRST STATE LAW

Before iaunching into a lengthy desoription of ho Minre sota arrive: at
its privacy of personal data bill, an explanation of the value of such a
gtudy - attempting to discount eritioclisms of parochialism « is in order.
Certelnly other strtes, if they take up this suhject, as I expedt they will,
may follow different procedures and ond up with dfferent laws. The parties
in imterest, howevar, and at least some of the preas acosss~ privacy oonflicts
whioh occurred in Mixmesota‘ mey turn out Lo be common to manyfuture efforts -

to lsgislate in this aree. It is hoped that by describing the process as it
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ogourred in Minnesota, and offering some criticiam of the product, future
gchoiars in this field can have a data base with which to more fully
understand how priwvacy of personai data mgy be better reconcilad with access

to publie reccrds principlea.

The comcept of privacy of computerized data has, admirably, long been
of f{uterest to mmy in the data 8ystems fiald. Operators of computer systems,
it sppear’s, were not terribly slow to recognize the privacy violation potentials
of timsir accalerated infcmation processing techniques and, almost gince the
beginning of computer data handling technologr, have peid some attention to
prodlems of security of computerized ddtes On the other hand, some such
sy tems onerators appear also to have baen motivated by a degree of fuar about
whit might someday ocour should Jegisla¥ors get seriously interested in pre= |
serving privacy from computer invasion. Accordingly, many or ra.izations of
somputer information systems personnel have, from time to time, been created to
study personal data security problems and to anticipate potential legislative
controls.

. Sach a group grew up in Minresota prior to express ls ziglative interust in
the problem. Beginning in approximately 1970, an ad hogc, unofﬂcial, group of
putlic of ficials in the information gy stems field, plus rspresentatives from
the irtellectual community concerned with infommation handling, began to meet
to consider common information services concerms.36 The number of people
involved was variable and data security problems, such as those of "personal
data" were not their primary concern. The group, called the State-Léoal Data
Systems Council, was chaired by the Executive Director of the League of
Minnesota Municipalities, Dean lund. Its primary objective was to talk about

mutual data handling problems of govemmental adminiatration.”




g N a Page 11
N

In 1971, primarily it appears at the urging of an Assistant Commissioner
of Administration in charge of the Mimmesota Information Serviced Department
(the state's primary computer operator for information purposes), the legislature

gave official recognition to this ad hoc organizaion .38

By Lawa 1971, Ch.
918, Sec. 2 the led slature gave the govermaor power to appoint an sdvisory
council called the "intergovernmental information services advisory council,
conaisﬁing of representatives of county, municipal, school disirict and
regional goveming bodiea which shall assist the department (of administration)
in the development and coordination of an intergovernmental informatien services
master plan to coordinate and facilitate services, techniques, procedwres and
standards for the collection, utilization and dissemination of data by and
between the varlous spheres of gvernment.">> Mambers of this advisory.
council were finally appointed in February, 1972 and were essentially not much
& fferent than the prior ad hoc group.l? Lund remained as chairmen, This
group, kmown as-VHSAC, obviously had a charge much broader than considaration
of "peréonal data" privacy mat ters alone.

A little ever a ysar following the forma ion of IISAC, the 1973 Minnesota
House of Representatives passed "a bill for an act relating to the oolleotion,
security and dissemination of records and information by the state,® - Hous&-
File 1716, The bill was essentislly drafted by the Asasistant Commissioner of
Administ ration who had helped oreate IISAC, Daniel Magrat;m but IISAC did not
pérticipa'oa in its drﬁting."‘2 It was considdr_e;l rather late in fhe legislative
sesaion by the House of Representatives, It passed the house and was transuitted
to the Senate May 9, 1973. The legislature adjourned May 21, 1973 without the
approval of H.F. 1316 or any canpanion measure by the Senate. Senate inaction
is commonly oredited to the lobbying efforts of the Executive Editor of the

Saint Paul Pioneer Press and Dispatc l,*BJohn Finnegun, who argued that the biil

in its 1973 form posed a threat to press rights of access to information.
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The bill's objJective, naturally, was to control the dissemination of

*data on persons” (the Minnesota phrase for "personal data") that would invade

personal privssy. H.F. 1316 adopted a definition of "data on persons" diffe.ant
from that proposed a few monthe later by the HEW advisory committes. H.F.
1316 defined "data on persons" ass:

all records, files and processes which contain any data of a systematic

nature on any legal person, which data are kept or intended to be kept

on a permanent or semipermanent basis for the purpose of assisting in

the administration of a governmantsl agency or program. Such data

includes that, collected, stored,, and disseminated by manual, mechanical,

electronio, or any other menna.m‘
This definitiop has persisted, and is used in the bill finally adopted by the
197l legislature. H.F. 1316, in 1ts 1973 version, applied only to state data
gystems and did not reach the data systems of ocities. villages, towns, school
districts ani other political subdivisions of the state. It has besen said
that removing such local institutions from the coveraga of the bill was
essential to get it through the House of Representatives at a].l.hs

Under the 1973 version of H.F. 1316, the Commissioner of Adminiscration
was given substantial powsr to promulgate rules to control the collsction,
dissemination and integration of data on persons., Although he was to do
g0 "with the advice of the intergovermmental information services advisory

L6 and was to follow guvlidelines in preparing the rules and regulations -

67

council,®
guidelines contained in H.F. 1316 '~ the actual adoption of rules and regulations
vas ncy a matter of statute but was to be accomplished under the general rule -
making power of the commissioner, a feature, as it tturned out, objectionable

to both the legislature smd the press.

Although H.F. 1316 passed the Minnesota House in 1973 without attracting
much public interest, it was vigorovsly opposed in the Senate, as already
mentioned, by press interests. They generally had two concerns with ths bill.
First, the tremendous rule-making power granted the Commissioner, in making

non-public personal data, was objectionable, Press interests preferred to
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see the legislature retain more direct control over the process of actually
deciding what data would be regarded as "data on pers;onﬂ."h8 Second, a

provision of H.F. 1316 which stated that "Notwithstanding Minnesota Statutes,

Section 15.17 rules and regulations issued hereunder shall govern and control

the collection, security, and dissemination of all recorded information by the

state of Minnesota" (emphasis added)h9 was troub}esome. Minnesota Statutes
Section 15,17 is Minnesota's general public records statute and toc members of
the preass, this bill appeared to give the commissioner of administration
power essentially to repeal that .tatute by rule and regulatim,

During the interim between the 1973 and 197L sessions of the leg'alature,
IISAC established a committee on '"Data Security and Privacy" to review H.F,
1316 and make recommendations for amendments, if needed, of that act prior
to the beginning of the 1974 seasion when Senate action was expected. The
Committee was chaired by IISAC member Jerome J. Segal, an Assistant City
Attormsy of the City of Saint Paul, and included representatives of the
govermor, law enforcement organizations, a regional political body, education
groups plus another city attorney, a municipal court judge and HeF, 1316's
essantial author, Magraw, In addition, a student who hal been a member of
the HBW advisory committee served on the IISAC Data Security and Privacy
committ»ev,.hga Finally, John Finnegan was added as a mem!er, although he
was not a member of the parent organization, ITSAC, because he had been
"so concarned and vocal," and Lund, IISAC's chairman, believed "his point
of view was a legitimate one."so

This committee reviewed H.F, 116 making several suggested changes and
submitting a revised version of the bill for approval by IISAC.SI IISAC approval
was gained, and the revised version was eventually presented for Senate cone
sideration, The IISAC version returned counties, cities, towns, villages and
gschoul districts to the scope of the bille More significantly, it tried to deal
with press objections to the original version of H.F. 1316, Although gube

stantial rele-making authority remained with the Departmemt of Administration,
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the Department was clearly blocked from promulgating rules regarding the

w""'

dissemination of data on persons that would be in conflict with the state's
pwblic records law, A portion »f the cover letter which accompanied the
committea's report to IISAC explains this hetter than would reference to
the proposed revised version of the bills

Mimesota Staftutes, Section 15.17, Subdivision L, provides that

except as otherwise expressly provided by law, all public records

may be inapected, examined or copied at reasonable times, subject

to payment of reasonable fees. Only the legislature, by statute,

should exempt any record from public sorutiny. Stated amother way,

only the Legislature, by statute, should determine what records or
data on persons should be confidential,

The Legislature should not delegate to administrators the power to

exempt data from the open public records law set forth in Minnesava .

Statutes, Section 15.17. The establishment of confidentisl records

and data on persons should be established by the Legislature, and

the adoption of rules and regulations governing the day-to-day

handling of such data and recorgg ghould be delegated to the

Commissioner of Administration.

Obviously, in so exempting from the "peisonal data" bill recordswidch were
pwblic records by statute, the ITSAC proposed ravision of H.F, 1316 was
substantially different than the original blll, which gare the director of
administration power to exempt records from Minnesota Statutes Sec. 15.17.
This was, apparently, almost entirely the result of John Finnegan's impact
upon the IISAC Daiva Security amd Privacy Committee.

In November, 1973, a menber of the Minnesota Senate Judic iary Committes,
Senator Robert Tennessen (Minneapolis) orgsnized a subcommittee on Problems
of Pri.vacy.5 3 Tennessen was not particularly satiafied with the House version
of the personal data bill and submit ted four bills of his own. One was closely

5k
modeled on the HEW advisory committee report, released four months earlier.
The other three bills dealt with (1} specific prohibitions concerning the
integration of previously separate date systemssiz) restrictioms upon the use

of social security numhers as sw Ject icentification numberas6 and (3)restriction

on the unlawful interceotion of computer transmitted data.57
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Between November 13, 1973 and March 5, 1974 the Subcommdttes on Problems
of Privacy held nine sessions cn proposed legislation dealing with "data on
persona® or "personal data." Time and space do not here pewmi” a full dstailing
of the committee's a0tions in a chmnological sense. Rather, it seemn to
better serve present purposes to point out the parties wio besame involved in
the hearings ¢f these bills and to summarise their interests. Suffice to
say that the outcome, the bill ultimately passed by the Senate, accepted by
the House and enacted into law was a hybrid of the HEW recommendations and
the original H.F. 1316. The bill dealing with specific prohibitions of data
integration was somewhat incorporated into the final enactment. The specifioc
prohibitions on the use of the social sscurity number and the .effort to
control unlawful interception of tranamitted data were dropped.
' THE PARTIES AND THEIR INTERESTS

Basice.ly six parties becams involwad in the refinement of the legislationi
(1) the author, Senator Tensssen, (2) the state's computer industry, (3) IISAC,
(L) the Department of Administration (specifiocally Megraw), (5) other portions
of state and local governmental bureaucracy and (6) media representatives. Thelr
roles and interests can be described as followss

(1) The author - Sen. Tenessen, The author had a substantial personal, as
opposed ¢o political, concern in sesing that lsglslation in this area was
passed. There are few political rewards in supporting this kind of legislation
and his interest appeared motivated by a very sincere and indeed altruistio
interest in threats of record-keeping to personal privacy., He proved to be an
accommodating chalrman, as his prpposed bill went through four drafts before
finally moving out of subcommittee and was amsnded even after that. A subjective
judgment would surely be that the bili improved with each revision. In an interw.
view subsequent to the passage of the law, the Senator admitied that he had nn
profound commitment o the four bills he originally introduced and that the
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whole effort was juat to get a "erude bill" enacted which would begin to
protect personal data privacy rights but to which the Legislature would be
required to give additional attention in later sessions. To some extent,
he expects to have to return to the crnflicts between privacy of "data on
per sons™ and press access righta.sa

(2) The computer industry's concem was threefold. First, that no
steps be taken that would reduce the demand for computer products. Minnesota
is home to Honeywell and Control Data Corporation, both large fomputer
producers and important state employers. Second, that restrictions on security
of computer data would turn out to be cowmpatible with the imterstate nature
of computerized information exchange, a pod tion generally responsible for
.industry support for Federal, as opposed to state,ihgislation59 Finally, that
any requirements enacted to require records to be kept of access to computer
data be manageable - that the computer not be required to generate more records
about access to records than it had records to begin withe Although the
industry was actively represented in early hearings, its attendance seemed -
to drop off with time. Most probably the industry became convinced that many
of its more technical concerns with language of the bill would be protected.
by the State Department of Administration, a heavy computer used.éo

(3) IISAC - Jerome Sggal attended mapy subcommittee meetings., Usually
his contribution was to remind the Subcommittee on Problems of Privacy of
the recommendations of IIRC and to insiast on three things. First, that an
adequate reconciliat ion of the privacy of "data on persong" concept be made
with public records legislation, generally recommending that "personal dat 4"
legisla ion, if passed, not apply to public records. Second, to ‘nalst that
local governmeital units be included and finally, to suggest that there be
both civil and criminal penalties associated with violation of prcvi gions
61

of the enactment,

(L) State Department of Administration - Magraw. The Department of
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Administration's interests were broad. lLike IISAC, Magraw argued for a
comprshensive bill including all levels of information keeping in the atate.
In addition, the Depertment of Administration was probably the party most eon-
cerned with the refinement of wordiang of the proposed bill, as they sought to
avoid a bill that would place impossible burdens upon them in t ems of imple~
mentation of the law., In the end, the Department of Administration was re-
quired to prepare an annual report to the legisiature (1) listing all data
systems and describing them (2) ¢ fering a commissioner's opinion on which
data therein were public records, which confidential and which neither,
(3) giving infomation in public form about those reaponaible for each aystem
and data bank and describing the types of individuals upon whom data is
maintained, the categaries of data sources, a description of the use of
the dits, the policies of storage, retention, and disposal, the security uystm
employed, and procedures which may be used by data subjects to find out ir
data is filed on them, get access to it, and contest its acouracy, completeness,
pertinence and the necessity for retaiming it. Howaver, the Commissioner is
charged with fulfilling these activities only to "the extemt feasible®, a |
disclaimer not found witil the third draft of the legislation,62

(5) Other bureaucrats entered only occasionally. Some representatives
of local govermsent, unsatisfied at being included in the bill, appeared and
received polite attention, but their position was in vain as the clear pre-
ference of the Chaimman and other powerful parties was for a comprehensive oill. g
Late in the consideration of the bill, representatives of health organizations
in the state managed to get in an amendment which exemptedfiom the requirements
of dizclomure to the data subject "records relating to the medical or psychiatric
treatment of the i.ndividual."a*

(6) Media representatives. As already moted, representatives of wedia
organizations were distressed that the original H.,F. 1316 seemed to them to

strike an inadequate balance between the state's public records laws and the
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striving to protect personal privacy of "data on persons." As is true ng‘ﬁﬁ
of many state access laws, ifinnesota Statutes Sec. 15,17, subd L. provides
for general public access ¢ public records "evcept as otherwise espressly
provided by law." Media members were afraid that the personal data bill would
be such an express exception to the access to recorcds law. The media viewpolnt
wis effectively heard in the IISAC committee, as already mentioned. They
contirued their interest “nto the hearings of the 3enate subcommittee, but
Finnegan was replaced with a different spokesman of the media viewpoint,
Robert Shaw, manager of the Minnesota Ne'.svaper Asscciation, an assrclation
of wost of tne state's non-metropolican newspaperse

Certain legislative groundwork was done. A comprehensive stmdy of the
public records law and related statutes was commissioned.65 Unfortunately
the study revealed certain weakensses in the law, at least as judicially
construed, but a decision wes made nonetheless to contimue to push Tor
some reconciliation between the public recor's law and the personal data
bill, with pians for a later strengthening of the public records law. Throughout
the subcommittee's hearings, media representatives testified that inadequate
consideratior. had been given to the conflict between the "right to know" and
examire public records concept and the cffort to protect personal data privacy.
Finally, near the end of the hearings, a restrictive application clause was
draftefl by media representatives and presented to the subcommitiee saying "Nothing
in" the bill "shall be construed to restrict or modify right of accees to public
records guarant-ed by Minnesota Ltatutes, Section 15,17, or by auy other statute , "¢
Having repeatedly assured media representatives *hat there was no intended
conflict between the public rerords law and the personal data h1l, the surcommitter
had little choice but to accept this amendment. It was approved and ended
up in the final version of the law., Having accomplished what was essentially
a delaving action, media revresentatives absented themselves generally from

the final few sessions of the subcommittee vhich were pri-arily devoted to
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settling final objections of the Department of Administration to certain

phrases in the language of the bill,

The bill moved out of subcommittee March 5, 197h; out of the full Senate
Judiciary committee March 7, 197L, was approved by the Senate March 25, 197L,
concurred in by the House March 26, 19k and signed by the governor April
11, 1974 Tentatively codified as Minnescta Statutes, Secse 15.162-16.168,
the b1l bacame effective August 1, 197k

THE PROVISIONS OF THE BILL

The Minnesota enactment is attached in full as Appendix A. In general
4 follows the H@W recommendations, for it provides for public knowledge of
the existence of data banks, for substuntial public information about how such
banks are operated and the purposes for which information is obtained and
exchanged, and for provisions for data subJjects to gain some knowledge of data
stored aboat them and challenge its accura:y. There are two significamt differe
#rces between the Minnesota statute and the HEW guidelines. First, the statute
requires the Department of Administration to do substantial research into state
record-keeping and to report its findings to both the public and the Legislature.
This wil. be a valuable information base for the Legislature in considering
refinements and amendments to the law and will also, perhaps, be a boon to the
media in identifying many hitherto unknown sources of information. Secand, the
Minnesota statute provides subjects less actual kmwledge about who has had
access to their data than recommended by HEW, In addition, the Minnesota statute
applies to "data on persons" however maintained. The HEW study noted, however,
that that advisory committee really saw no need to create different data privacy
rights for sutomated and non-automated data gystemso

With more direct attention to press in*terests, some of the potentially
objectionable portions of the HEW study remain; for example, data use for other
than amounced intended uess remains difficult, unless protocols are changed by

data gatherers, by legislative approval or with consent of the data subject. The




restrictive application clause, however, siould solve - primarily by post-

ponement - major press problems with the statutes, That the restrictive application
clause is but a temporary holding action, to which the legislature must

return its attention at a later date, appears understcod by both representatives

of the press and the sponsor of the legialation.67

FEDERAL INTEREST IN PRIVACY

When interviewing was conducted in Washington D.C., in late April, 197k,
in conjunction with this paper it appeared unlikely that a comprehensive,
general "personal data" bill would be enacted by the U.S. Congreasss That
situation has changed drastically between April and the writing cf this draf't
of this paper. There now appears to be some likelfhood that Congress may
enact such a bill this session; powerful groups attempting to enact such
legislation are now accelerating their efforts to get general privacy law
proposals through the House of Representatives prior to expected debate in
that body of articles of Presidential impeachment anticipated in nid-August.
If such legislation can go through the House prior to its taking up the
question of impeachment, Senate action along the lines enacted by the House
is expected and a general “"personal dats" privacy bill may well become lawe
House and Senate activity in this area shall be reviewed shortly, after dis-
cusgion of more limited siid "specific" protections of privacy also being
considered have been revliewed,

Both the House and the Senate are considering bills that might severely
restrict press access to criminal justice data. Two bills in this area were
introduced in the Senate February 5, 197h. S. 296L, the "administration bill"
sponsored by Nebraska Senator Romsn Hruska regulates all criminal justice data
banks of federal, state and local govermments and would bar dissemiration of
arrest information if arrested individuals were subsequently acquitied, had

their charges dismissed, o1’ were not prosecuted. Indictment and conviction




information could be distributed only for criminal justice purposes, and
would not be made public unless authorized by federsl or state statute or
exacutive order. There are fuirther provisions for sealing criminal records
if an individual has been free from law onforcement activities for periods
of from five to seven ysars.

Senator Sam Ervin's "The Criminal Justice Information Control and
Protection of Privacy Act" (S. 29h3), introduced the same day, is in many
ways similar to but perhapa even more restrictive than the Hruska bill., It
would totally prohibit distribution of raw arrest information to non=law
enforcement agencies or persons, would permit conviction information to be
released only under federal or state statute, and would place more limits
on the dissemination of arrest records within th criminal justice system.
All of the provisions of the bill would be adninistered by a nine-member
fecaral-state board of govermment officials and orivate citizens. The Hurska
bill would be enforced by the Attorney General. Hearings were held on both
biils in March, 197468

Similar kinds of criminal data restrictive legislation hasebeen introduced
in the House and hearings were hald on them by a subcommittee of the House
Judiciary Committee (Subcummittee on Civil Rights and Constitutional Rights,
Don Edwards, D.=Calif., chairman)in March, 197h.69 Such legislation, regulating
only access to criminal justiocs information, appeared more likely of enactment
than any general privacy of personal data legislation during the April
interviewing for this paper.7o Since the lepislation, however, is under the
control of a House member who i1z also a member of the Judiciary vommitvec,
and hence deeply involved in the current impeachment deliberaticns, chances
of its passage by the current congreas appear diminished.

These bills regulating oriminal Justice data have met substamtial opposition
from the press. Press representatives on hearings on the Sena%te bills argued

that they would make non-public much criminal justice information that is now
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public.rl Ervin disagreed. For him, no information currently public would

be made non-public, but rather certain forms and compilations of information
which are now public would be made non-public. This, admittedly, mighti make
it harder for the press to compile some combinations of data but, according
to Ervin, it should not be the business of government to provide compilations
of data for the press which invade the privacy of data subjects.72 Press
represent.atives argued with Ervin that existing press-bar guidelines often
recommend making public data Ervin now seeks to make nonepublic, and stressed
possibilities for abuse under the cloak of secrecy created by toth ths Ervin
and Hruska billis, 1In late July, 1974, Ervin's Constitutional Fights Subcomrittee
of the Senate Judiciary Committee was marking-up a revised versxion of the
Ervin and Hruska bills which, according 4o counsel to the subcommittee, "went-far"
to remove soms of the objections rsised to the original bills by press repre~
sentatives,’> The subcommittee's mark=up 0111, however, has not yet beer
made publice
Major Congressional action is now going on in the area of general "personal
data" privacy bills. Both Senate and House subcommittees are currently refining
proposed legislation, generally modeled on the HEW fair information practice
guidelines and aiming toward enactment of the legislation prior to House
consideration of articles of Presidential impeachment. In this they compete
with other bille seeking to be heard by the full House prior to its consideration
of impeachment so that passage of these bills by the House is by no means
assured, The situation should be clearer by the time of the AEJ Convention.
Moves to protect privacy of "personal data® generally appear to have begun
earliest in the House, There New York congressman Edward Koch introduced H.R.
12206 and 12207 on January 22, 1974k, These bills were revisions of earlier
general privacy bills introduced by Congressman Koch in earlier congresses.
Another important general privacy of "personal data" bill was introduced by

Congresswoman Bella Abzug (D. New York) as HeR. 13872 on April 2, 197k
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Pursuant to special orders, a lengthy debate was held on the House floor
on the "Congressional Commit$ment To Privacy” on April 2, 197’407h This

House debate revealed support for general protections of privacy of personal

data to be both deep and bi-partisan, Wuat is perhaps of greatest significance
is that the Koch bills, and other related bills, were referred not to the
Judiciary committee, now so heavily engaged with the problems of impeachmer

but rather to the Foreign Operations and Govermnment Information Subcosmittee
of the House Government Operations Committee, The primary responsibility

of that subcommittee is Freedom of Informetion matters - the suboommittee,
chaired first by California Congressman John Moss and later by Pennsylvania
Congressman William Moorhead was the primary subcommittee responsible for the
Faderal Freedom of Information Act.

The subcommittee held hearings on the Koch bill and related bills February
19 and 26, 1974 hearing testimony fron members of Congress, representatives
of the Justice Department and the Department of Health, Education and Welfare,
and a professor from the Rutgers School «f Law. Partly as a result of the
hearirgs, but wlso 25 a result of consuitation with members of the Senate
zxd of the exacutive branch of govermwunt, the Koch bill was revised uﬁ
reintroduced by Congressman Barry Goldwaver, Jr. (R.-Calif.) as H.R. 14493
April 30, 1974 That bill, which has come to be known as the "Goldwater-Koch"
bill, underwent mark-up sessions in the subcommittee June 18, 26, 27 and July
22, The subcormitiee has not, as yet, recommended a final version of the
bill for consideratiom by the full committee, Accordingly, preseit comments
can only be directed to the "Goldwater-Koch® bill as proposed April 22,

As with most recent bills dealing with privacy of personal data, the
"Goldwater-Koch" bill: is heavily indebted to the HEW advisory committee report.
As with the HEW report, the general purpose of the Goldwater-Koch bill is to
ingure that there are no secret data banks, that citizens know when there is

data stored about them and have both acc. 35 to the data and an opportunity to
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challenge the data or file supplementary data. In addition, the Goldwater-ioch
bill provides for gecurity and confidentiality of “personal information®
and accordingly raises some challenges to access to infomation concepts.

The sarlier version of the bill previded generally that agencies
maintsining personal information could not disclose the information to another
agency or individual without notification to the data sibjects, This version
of the bill expressly provided that:

oo.if disclosure of such record is required under section 552 of

this chapter or by any other provision of law, the person concerned

shall be notified bngail at his last known address of any such

required disclosure.

The menticned section 552 is, of course, the Federal Freedom of Information

Act and, accordingliy H.R, 12206 sppeared to infer that "personsl data' contalned
in records which were public records pursuant to the Fedsral Freedom of Information
Act or other laws was not to be confidential but was to be made publio but with
notice to any involved data subjecto

This provision dees not appear in H.R. 14li93e Accordingly H.R. 1LL493
appears to heve not fully resoclved conflicts between Freedom of Information
and privacy concepts, H.R. 14193 adopts a very broad definition of "personal
informations®

o+ o811 information that describes, locates, or indexss anything about

an individual including hls educatiom, financial transactions, mediocal

hstory, criminal, or employment resord, or that affords a basis for

inferring per sonal characteristics, such as finger and voloe prints,
photographs, or things done by or to such individual; and the record

nf ¥15 presence, registration, or membersp%p in an orgardzation or

activity, or admission to an institutionj’

Agencies are required to "maintain a list of all persons having regular acoess

to personal information in the information syatem'77 and could presumably,

in the case of records public by law, simply note that all persons would have

access to asuch "personal information.® Agencles are required to seek the

permission ~f data subjects in order to disseminate all or part of filed information

to those "not having regulsr access mltl'xority."w Unless the agency had previously
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stated that, because the record imvolved was a public record by law, it was
open to all members of the public, the permission of the data subject would,
unier H.R. 14493, have to be smught in each case where public access was sought
to "personal inf~rmation® even though comtained in a public record. Since

data subjects are, when their consent is sougit, also supposed to be informed

of the use intended for the personal irformation, federal agencies would perhaps
be allowsd to inquire as to the intendad use of the public record planned by
tre requester, while most intérpreta.tions of the Federal Freedom of Inf~rmation
Act have stresssd that the purpose for wnich access %o public records is aought
is irrelevant to a Freedom of Information Act requeste It should also be

notad that HeR. 1u493 provides both oriminal and civil enforcememt procedurest
under the criminal penalty "any responsible officer of a Federal agency who
wilfully=a..(2) issues personal information in violation of this Acteses

shall he fined not more than $10,000 in each instance or imprisoned noi more
than five years, or both."79 Civil penalties provide that persons violating
the Act are liable to aggrisved persons for actual-and punitive damagges as
well as the recovery of costg and attorney's feeeoeo Such pstalties should
greatly discourage the dissemination of personal information when, in the

nindg of record: custodians, there is ar y doubt that the 1~formation sought
may or may not be exempt from the privacy act.

Bills similar to the "Coldwater-Koch™ act have been presented in the
Senate and hearings have been held upon them by an ad hoc privacy suboommittee
of the Guvernment Operations Committee ard the Constitutional Rights Subcommittee
of the Judiciary Committee chaired by Senator Sam Ervin. Several vasically
similar bille submitted between October 1973 and Juns, 1974 were heard by
this ad hoe subcommittee in hearings held June 18, 19, 20, 197llo87 The debt
of all of these bills to the House has been rscognized by Senator Ervini

The bill we introduce today (2. 3633) follows the line generally
expressed in these bills (S, 318, S. 2bu2, <. 2810) and in those
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introduced in the House by Congressmen Koch and Goldwater. Indeed,

oach of the Senate bills are variahions of the model first preparad

by those two gentlemen, and the debt thaf the Sanate bills owe 1is

apparent by a comparison of their texts.
Among witnesses testifying at tha hemrings ot the ad hoc subcommittee weres
Representatives Koch, Litton and Goldwater, Jr.; former Sedretary of Health,
Education apd Welfare Elliott Richardson; Drs. Alan Westin and Christopher
Pyle;83 Dr. Ruth Davis and Mr. Vincent Barabba of the Department of Commerce;
Mr, Philip Buchen and Mr. Douglas Metg of the Domzatic Council Committee on
the Right of Privaoys Ms. Hope Eastman of the ACLU; Dr. Martin Larson of
Liberty Lobby; Mr. Stanley Salett and Mr. Stugrt Sandow of the National
Committee for Citizens in EducationghMr. Arthuy Sampson, Administrator,
General Services Administration; Dr. Clay T. Whitehaad, Director, Office of
Telpcommunications Policy; Ms, Donna Schller of the League of Women Voters;
Dr. Elmer Gabrieli of the Joint Task Orpup on Ethical Health Data Centers;
State Senator Stanley Aroholt of Ohio representing the National Legislative
Conference; Mr. Andrew Atkinson of Government Management Information Systemu; |
arid Mr. Daniel Magraw (of Mimesota), Mr. Jerry Hammett and Mr. Charles Tigg
representing the National Association for State rnformation Syatema@s Only
one mass media representative testified, Mr. Richard M. Sclmidt, Jr., Counsel
far the American Society of Newspaper Edii;ora.86

While there zre differences between the main Senate personal data blll
(S. 333 introduced by Sens. Ervin, Bayh, Goldwater, Kennedy and Mathias)
and the Houss bills, nore of these differences oocur in the area of confllct
between access to information and privacy principles. Both Senate and House
bills use idemtical defintions of "personal information®, both require the
1isting of all persons having regular acceas, both require the seeking of the
data subject's permission in order to dsseminate personal information to
those without regular access autho#ity and melther epecifically provides

for what shall be dcne about personal data appearing in a record which is a




pwblio record by lawe In late July, 197k, staff of the ad hoa subcommittee
wag attempting to draft a uew version of the bill which could be approved by
the subcommittee and sent to the parent cammittees but that staff draft had
not been made publiu.87 Conceivably aome of the difficulties of rec®wnoiling
thwse general parsonal date privacy bills with access to records statutes
may arise from work of the Senate or House committees which may congidsr the
bills in the next few weeks. One press report indicates a strong bipartisan
effort to get the personal data bills out of the House by August 12, hence,
prior to House consideration of bills of impeachment, and stresses that the
House draft “is desgigned to attract broad support and quick passage."ae
Accordingly it seems likely that any version coming ouwt of the House will
(1) not attempt to deal with criminal justice data, but Bave such data for
further. specific, legislation and (2) not attempt to enact an admini gtrative
board or agency to exercise oversight over the privany law, as proposals for
such independent agencies have retarded progress of general privacy bllls in
the past,

Within the Exeeutive branch of governmemt thers has been some action in
the privacy area with potential significarce for the press. Following a radio
address of Preaident Nixon on privacy on Pebruary 23, 197&,89 a Domestio
Council Committee on the Right of Privacy,ctalred by Vice President Ford
was established. The Committee has a broad mandate to study problems of
personal privacy and reoommend appropriate Fedsral action, rmnging from
legislation to simple internal improvements in administrative praotice.

Even before selection of the committee staff, Vice Fresident Ford was being
widely given eredit in Washington for getting President Nixon to withdraw
Exectitive, Orders 11687 and 11709 which, for a time, pormitted inspection by
the Deparrment of Agriculture of farmers' income tax returns, a practice
regarded by some as a violation of the farmers' privaoy.” In late April,
197k, the Domestic Council Committee on the Right of Privaoy expmoted to
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begin making proposals to the Vice President by mid-June,91 and the committee

actually did oonsider fourteen "initiatives" in an early July meeting,
although none of these initiatives dealt with a general protection of privacy
of all personal data, The Ewecutive Director of the Subcommittee, Mr. Philip
Buchen, testified June 19, 1974 to Senator Ervin's ad hoc privacy subcoumittes,
then considering gemeral privacy of personal information legislationm. While
Nr. Buchen was in favor of ths committee's general objectives, hes expressed
sose doubts that a single bill should be applied to all data systems 3stressing
2 need for variety and legislative experimentation and cautioning against
overiooking "...the complexity of the problems involved or...debate on questions
of the scope, timing, and suitability of different possibls remediea for
advancing the cause of personal privacy without inhibiting govermment or
suginess in its proper functions.seControls of information practices ought

%5 acoommodate for situstions where the problems are not alike and where the
same remedies are not equally workable or useful,."

Also within the Exscutive branch, and at one time of great potential
significance, is a Freedom of Information Study Unit oconnacted with the Departmant
of Justicoo% The study unit has a budget, through June, 1975 of approximately
$300,000 to study the implementation and effectiveness of the Federal Friedom
of Informaticn Act and to make recommendations, if necessary, for schanges in
the law, in agency regulations implementing it, or in agenoy practices and
procadures. Mr. Jerry Clark was director of the study when interviewing was
£1rst conducted for this paper. Clark seemed well aware of the potential conflict
Lstween privacy, particularly privascy of psrsonal data, and the Freedam of
Information Act and égpected that this might be an area in whioch legislative
changes might be recommended. He planned to mainly depend on che Damestic
Council study, and on Congress, for most of the groundwork on privacy problems
anticipating that the Freedom of Information Study Unit itself would devote
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staff effort to privacy problems only if the work of the Domestic Council

Committes ov Congress proved inmifficlent, Clark appeared to have good
oredihility with significamt groups on Cepitol Hall and the study group
might have had ~ significant impget'on hoth Freedom of Information and

privacy legislation,

Clark's resignation as director of the study unit o June 8, 197L appears
to make it uﬁlikaly that the unit will be effective o influencial., The
circumstances surrounding Clark's resignation are olouded and Clark has sald
little publiclv about it. Knowleduble Washington sources attribute the
resignatior to a conflict between Clark and Attorney OQeneral Willism Saxbe
over the sutonomy granted the study group by former attormey general Elliott
Richardson wio first approved the project. In his April interview, Clark .
stressed that Richardson had granted him full autonomy of staff selection
and the right to publish a final report without review by the Justice Departaent.s’”
Washington sources indicate that Saxbe (1) vetoed some early staff s lections
and (2) sought to renegotiate the indspendent publication agreement between
Clark and Richsrdscn and that the raesult was Clark's resignation, Washingion
expectations now ar= that some study will be done, but that it will be oclosely
supervised by tae Justice Department, \coording.y it is .nlikely to consider
the difficulties of squaring Fresdom of Information and privacy prinoiples.

PRIVACY AND ACCESS TO RECORDS: Problems of
Conceptualisation and cowe Suggested Answers

It has been repeatedly mentioned in this paper that the effort to proteot
privacy of "personal data" has conflicted, both theoretically and, in
Mimesota.at least practically, with the concept of public access to public
recorda.l Why has this occurred and what, if anything, might be done to help
strike a better balance bstween these competitors and lead to a more satis-
factory resolution of the conflict than is exemplified by the Minnegota holding
action?% Certainly this problem cannot begin to e solved here, but certain
dimensions of it may be illuminated.

et
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Firast, all parties involve articularly those who have been close to
battles for statutory acceas ¢ rds laws should besgin to recognias that
the computer threatens to make rda® gn outmoded concept. Public records
can now be computeriged in such ashion that the computer cannot regurgitate
the entire nriginal record but w that certain information components of
it may be separately recalled. Th. 'mportant concept, now, is not publie

records but rather public information, 7 Unfortunately, many state access

to public records laws area not at present written so that they may easily
take into account this shift from "records® to "inforwmation" - certainly
the Mimesota kw is not so written. Accordingly, existing state access laws
which creats rights of aocess to entire records run head-on imto efforts to
protect ths privacy of some information. The problem i3 not quite so severe
at the Pederal level as the Federal Fresdom of Information Aet has, at least
as judicially construed, begun to deal with the ooncept of informatien - judges
ordering, for example, that information properly exempt from disslosure under
the act must be separated from information ‘not properly exempt, with the
latter being diaolosod.98 In order for the conflict bestween privacy of
personal data and access to publie records to begin to be resolved it must get
to a point where both gides are talking about the same concept - information.
Praesdom of Information advocaies, it would seem, must turn thelr attention
from records cad toward the narrower concept of information.

Second, Freedom of Information and privacy advocates must come together
to jointly consider their mutual problems. Frequently they now exist in
adversary roles - and adversary institutions. A staff member of the Senate
Constitutional Rights Subcommitiee working on the Ervin privacy bill said
in an-intarview that there was no conflict between Fresdom of Information and
privacy of arrest record information. That statement is simply untrue. At
the Federal level thers are gstructural reasons why access to records and
privacy people do not gt together; in the Senate, privacy matters are usually
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refoerred to the Ccnstitutional Rights Subcommittee and Freedom of Infom;tion
matters to the Aduinistrative Practice and Frogedurs Subcommittee. Both

are miboommittees of Senate Judiciary but, as is well known, ths most important
stage in the Federal legislative process if often that of aubcommittee staff
worke With different staffs working on privacy and freedom of information
little common ground is exploreds Until recemtly the problem has bwen even
more ssrious in the Hougse, Thire Freedom of Information related bills go

to the Foreign Operations and Government Intormation subcommittes of House
Govermment Operations, while most privacy matters are referred to s subcommittes
of the House Judiclary committes, In the House, then, the two areas of
interest have generally not even met at the committee level, Consideration

of the Goldwater-Koch bill by the Foreign Operations and Government Information
Suboommittes breaks this pattern and may, indeed, have ocourred because of

the bottleneck in the Judieiary committee attitbutable to impeachment,

Whether this subcommittee can succesafully reconcile Fresdom of Information

and privacy principles remains to be geen.

The problem is, of courss, not only struotural - it is also substantive.
Although this assertion aould be difficult to dooument, Freedom of Information
proponents seem wore generally concernac with the broad soriological impact
of denying access to public records upon the public's right to know while
privacy advocates, essentially humanists, are more attuned to the personal
and prychological impact of violations ol privacy upon the individual. Ideally
the two rights should be compared and juxtaposed on comparable levels = the
soolal as opposed to psychologiocal would seem most appropriate - which would
Pit the social value of an informed public againat the social benefits of
having some rights to privacy and secrecy. Instead the conflict nearly always
gets stated in incomparable terms, as in this quotation from Arthur Miller:

The conflict between the general public's right to know what ibs

government is doing and the individual's right to have some control

over the dissemination of personal infom”ion hsld by the govermment
is an extremely difficult one to resolve,
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In addition, Freedom of Information and privacy advocates define the
purpose of access to public records statutes quite differently. To privasy
advocates, the sole purposs of access to public records laws is to facilitate
understanding of tha functioning and operations of government, and much such
understanding can be gained without access to personal data. Statements from
the HEW advisory group report and from Arthur Miller express this viewpoints
the HEW report claims that the act's purpose is "protecting the public's
'wight to know' about the activities of the Federal govemnent"loo vhile
Miller pnotes that the act's "atated purpose is to insure that the public
has access to enough governmental information to enable it to sorutinigze
the activities of federal aduinistrators. 101

Yot, it must be candidly admitted, Journaliste use the Fresdom of Information
Act to find out much wore than just information about @vermment. - it is, indeed,
used to find out infomation about people who are involved in govermment or
with govermment. And should it not be so? Certainly the trend in libel
Jaw in tbe last decade has been to make it increasingly difficult for persons
involved in public affaire to sustain libel actions, as the "gctual malice®

rule applied to public officials in New York Times y. Sullivan - and to

public figureslo3 indicates. Surely it would be conmtrary to the spirkt of
thi s 1ine of 1ibel protection for the press to make all information about any
per son, found in public records, non-public under theories of privacy of
personal data.

These tensions will not really begin to be resolved until Freedom of
Information and privacy advocates come together in a comwon forum. So far
tids has not really occurred: the current work of the House Foreign Operat ions
and Government Information Subcommittee offers some hope, so did the Freedom

of Information Study Group but that hope is now diminished. Rather, the

HEW advisory committes is typical of how groups whic. &t least plan to study
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hoth problems usually end up being dominated by one side or the other. The
advisory group heard testimony, some 61 presentations, from 113 individuals.
Only one presentation, participated in by three peoplelOll was devoted to

the Fresdom of Tunformation Actolos The Committee contacted 252 organizations
that it thought would have some interest in its work. It says about 110
replied. Only oight of the 252 organizations were media related to the extent
that they would be 1likely to have some interest in the Fresdom of Information
dimensions of the committee's work. None of these eight organizations were
among the 22 who provided copies of completed studies or policy statementa
dealing with the handling of records about identifiable individuals,106

To be perfectly fair, privacy zealots are equally lacking in the studies

of Freedom of Information made by both House and Senate.l97 Freadom of
Informtion and privacy groups, it appears, although certainly aware of one
another, simply are not talking much to each other even in those few available
forums where they might meet. Yet, somehow, oommunication between these
fastions must inorease or no satisfactory resolution can ever be reached

to their inherent conflicts.

One conflict that is huilding rapidly, and eppears especially funda-
mental, concerms “"interegt® in records sought. A major thrust of statutory
righta of access to records legislation, already mentionsd, has bgen to
remove the need to show an interest in records sought which was so of ten
required under the cummon law, Yet, to privecy advocates, knowledge of the
reason information is sought and the uses to which it will be put are all
important -~ they often vdetermine » in fact, whether one release of information
is an invasion of privecy or not. As the HEW report posss the problem %,..
most &systems can be quite well defended against 'unauthorized' access...The

problem is how to prevent 'authurized' access for 'unauthorized' puxjpoaes..."lo8
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Arthur Miller states the tension created by the Freedom of Information Act's
lack of concern with Minterest" and the privacy advocate's near obsession

with it more directly:

The Information Act also provides that the contents of the files

are available to ‘any person.' This mandate may be so encompase

sing that it will prevent courts from reaching a sensible accommodation

between the threat to individual privacy and the importance of publie

access to governmentally hold informatione..l have, . sheard several

agency officials suggest that the decision whether to dlsclose data

should depend in part on the identify of the requesting party and

the purpose to which the information will be putol
Whatever Mr, Miller may have heard, however, courts have consistently rejected
any inquiry into the "interest" ¢f an information sceker. As a practical
guide to the use of the act, prepaired by a Ralph-Nader-related orgam zation
notes, "e..With one exception..., you do not have to axplain the reasons for
your demand, nor do goverment employees have any right to ask "0 Thia
conflict is surely one of the mos:; basic themss which divide those seeking
to protect privacy of personal daia from those sesking to protect rights of
access to governmental records for, as the HEW advisory group observeds

It is difficult...to define personal privaey in terms that provide

a conceptually sound framework for publie policy about records and

record keeping...For any one individual, privecy, as a value, is

not absolute or constant; its significance can vary with time, place,

age and otiier circumstances. Ther> is even more vartablility among

groups of individuals, As a social value, furthermore, privacy can

sasily rollide with others, most notably free speech, freedom of the

presa, and the public's "right to know."l111

If the inevitable collision between ascess to public records forces and
privacy forces is to be exploited so as to be as vereficial to the public good
as posgible, privacy and Freedom of Information advocates must begin to meaningful.
share ideas and communicate. Perhaps they must ultimately propose omnibus
records laws which - almost from the cradle to ihe prave of a record -
shepherd the making and keeping of records and, along the way, consider
both privacy and public access values. Ferhaps the competing values can
be mounciled by lass than comprehensive omnibus records legislation, 8o

long as the proporents of separate laws keep track of the activities of those
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in the other camps., What is importamt is that the conflict be recognized
and solved, not dodged; that adequate data be acocumulated to assess its
dimensions and that the public's interest, rather than private commitments
to "right to know" or "right-to-be«let-azlone" ideology,lead ultimately to
the besgt possibie reconciliation of these competing but vital social

values,
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Samiel D. Warren and Louis D. Brandeis, "The Right to Privacy," Harvard
law Review, L (December 1890) 193,

Passim., Griswold v. Connecticut, 361 U.S. 470, 85 S.Ct. 1679, i L.Ed.2d.
510 (1965)

Ibid,

Stanley v. Georgis, 39k U.S. 557, 89 S.Ct. 1243, 22 L.Ed.2d. 5L2 (1969).

Roe v. Wade, 410 U.S. 113, 93 S.Ct, 705, 35 L.Ed.2d. 147 (1973).

NN'\(PV. Alabama (Asaoc'j.ltional privacy)’ 357 WISO W’ 78 S.ct. ll63’ 21-")Ed02d
TLB8 (19535 Talley v. Calif., (private-anonymous-publication), 362 U.S, 60,
80 8.Cte 536, L L.Ed.2d 559 (1960)3 plus, of course, nearly all Lkth Amendment
cases - freedom from unreasonable searche and selzures.

385 UoSo 37’4’ 87 S.Ct. 5%, 17 L.Edo?d h56.
376 U.S, 255, Bl S.Ct. 710, 11 L.Ed.2d 686 (196L).

Perhaps the distinction is that the Court is willing to create a right of
privacy against governmental intrustion (Griswold, Stanley and Roe)but is
more hesitant to oreate & Constitutional right of rivacy from Intrusion by
private power sources (Time, Inc. v. Hill).

California Bankers Ass'n 7, Shulta, 94 S.Ct. 1949 (197h)s

See: Don R, Pember, Privacy and the Press, University of Washington Press,
Seattle, 1972 and Artfﬁi’ﬁllm&r, The Kssault on Privacy, New American
Library, New York, 1972, particularly Chapter V, pp. 184-22k.

Harold L. Nelson and Dwight L. Teeter, Law of Mass Communications, 2nd
edition, Foundation Presg, Inc., Mineola, New York, 1973, pe 190,

Pember, Privacy and the Press, p. 199.

Tbid. 9 Po 2'490

Nelson and Teeter, Law of Mass Communication, p. h69.

S U.S.C. Sec. 552.

That access to public records had to be non-disoriminatory was est.ablished
in Quad-Gity Commnity News Service, Inc. ¥. Jebens, 33k F.Bupp. 8 (8.C.
Iowa 1971 ).

But gee Nelson and Teeter, Law of Masa Communications, pp. L75=U760

5 U.S.Cs g0, 552(3)(3)0

Pember, Privacy and the Press, pp. x-xi.

Tbid., p. ixe
15 Ue.S.Ce B®CSH, 1681-168).‘1':::

Sue inff&’ Pe 20,

Reporters' Commitiee for Freedom of the Press, Press Censorship Newslatter,
No. Iv’ Aprﬂ"'"w, 197“, WRShington, D.C., Pe 29,
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U.S. Department of Health, Education and Welfare, Records, Lomputers
and the Rights of Citlzens, Report of the Secreta-y's Advisory ommittee
on Attoma.ed Personal Data Systems, Wachington, D.C., 1973, Hareinafter,

HEW Report.
Ibidey PP XixexxxV,

Ibide po L9

Ibid. pe 56.

Tbide ppe 57=58.

Ibid. pp. 61-62,

Ibid, ppe 62-6%

Ibid. ppe 636, 102-106,

The nine exemptions, codified as 5 U.S.C. sec. 552(b)(1=9) are as

followss (1) s cifically required by Executive order to be kept secret

in the interest of the naticnal defense or foreign pelicy; (2) related
solely to the internal personnel rules and practices of an agencys

(3) specifically exemptzd from disclosure by statute; (4) trade secrets

and commercial or financial information cbtained from a:person and privileged
or confidential; (5) inter-agency or int ra-agency memorandums or letters
which would not be availablg by law to a party other than an agency in
litigation with the agency; (6) personnel and medical files and similar
files the disclosure of which would constitute a clearly unwarranted
invasion of personal privacy; (7) investigatory files compiled for lad
enforcement purposes except to the extent wvailable by law to a party

other than an arency; (8) con.ained in or related to examination, operating,
or condition reports prepared by, on behalf of, or for the use of an agency
responsitle for the regulation or supervision of financial institutions; and
(9) geological and geophysiczl information and data, including maps,
doncerning wells.

HEW Report, pp. 65-66, This may be an unnecessary observation on the

Advi sory Committee's part. Congress is conktantly complaining that the
"discretion" to claim or not claim an exemption from mandatory disclosure

is abused in exactly the opposite direction feared by the HEW groupe
Congressional testimony tends to suggest that when records custodians

have an opportunity to exercise their discretion they generally do not
disclose the information. See, pagsim, U.S. Congress, House, U.S. Covernment
Information Policies and Practices - Administration and Operation of the
Treedom of Information Act, Parts L,5, and 6, Nearings before a Subcommittes

o]
57 Tie Comnittee on Governme nt Operations, Weuse of Representatives, 92d
Cong., 2d. sesse, 1972

HEW Report, pe 63.

HEW Report, ppe 15=36, Two comments are in point on this passage. First,
The advisory committee is reading exemption (6) to the FOI act in an over-
broad way., There is no general right to refuse to disclose information
which would constitute a clearly unwarranted invasion of personal privacys
Only such information when contained in "personnel and medical files and
milar files" may be witheld consistent with the lawe Second, the committee




L2,
L3.

Lhe

LSe

aret COPY NRUBLE Page 38

views on the FOI Act seem to be nearly identical to the prior expressed
views on the privacy deficiencies of the Act of Arthur R. Miller,

This is rather sensible, as Miller was a rember of the HEW advisory
committee. In his Assault on Frivacy, Miller sald the following of

Phe Freedom of Information Act and its impact on privacy: "In the past

the relative inaccessibility and decentralized character of federal records,
coupled with a bureaucratic reluctance to open the files to outsiders,
provided the requisite safeguards against public scrutiny of governmental
data, Fut the utility of these restraints has been sharply reduced by

the enactment in 1967 of a statute « loftily entitled the Freedom of
Information Act - that requires the disclosure of broad categories of
information held by governmental agencies..«By establishing an across-
the-boa~d statutory policy directing disclosure of governmental records,

the Act reverses the traditional presumption in favor of a citizen's per=
sonal privacy, and places the burden on the information-holding agency to
find a specific statutory ground for refusing to honor d request for dls-
closure. In some instances the Act mot only has tipped the scales in

favor of disclosure, but it has done so with a very heavy hande..Ironically,
although the Information Act permits anyone who has been denied access to
an agency's files to seek a court order compelling disclosure, it does not
assure that notice will be given...to the party whose interest is being
jeopardized by the request - the individual who is the subject of the

daita. A statutory scheme that requires the exposure of personal data.
unless someone demonstrates that doing so ‘would constitute a clearly
unwarranted invasion of privacy' and then fails to provide a mechanism

for giving notice to the person most interested in (and capable of) dis-
charging that burden, sounds like something from the 'theater of the absurd.'"
Miller, Assault on Privacy, pp. 168, 169, 171, 172.

HEW Revort, p. .

Inte~view with Dan Magraw, May 13, 197k,

Imterview with Dean Lund, May 1h, 197L.

Interviews with Dan Magraw, May 13, 1974 and Lean Iund, May 1li, 197L.
Codified as Minnesota Statutes, sec. 16491,

Interview with Dan Magraw, May 13, 197k

Interview with Dan Magraw, May 13, 197L and letter from Dan Marraw to
Senator Robert Tenneson, November 1k, 1973 in the files of the Subcormittee
on Problems of #rivacye

Imtaerview with Dan Magraw, May 13, 197k,

Trtesview with Dan Magraw, Hay 13, 1974 and letter from Dan Magraw to
Senator Robert Tenneson, Wovember 1li, 1973 in the files of the Subcommittee
on Problems of Privacjse

Minnesota ilouse of Representatives, 68th Session, HeF. 1316 (1973),
pe 2, lines L-8.

Letter from Dan Masraw to Senator obert Tenneson, November 1, 1977 in the
files of the Subcommit‘ee on l'roblems of Privacye
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L6, Minnesota House of Representatives, 68th Session, H.F. 1216 (1973),
pe« 2, line 22,

47. Ibid., pe 3, lines 1-36 and p. b, lines 1-13.

148, Conversations with John Finnegan and Robert Shaw throughout the 1974 legis-
lative session,

L9, Minnesota House of Representatives, 68th Session, H.F. 1316 (1973),
Pe 2, lines 25=27,

L9a. Interview with Jerome Segal, May 13, 197L.

50, Interview with Dean Lund, May 1l, 157k.
51. Inmterview with Jerome Segal, May 13, 197L.

52, Intergoverrmental Information Services Advisory Cowncil (IISAC),
Data Security ahd Privacy Committee, Remort 1, 197L, ppe 3;5¢ A
Xerox of the report is in the author's files,

53, Tennessen, Robert J., Memorandum to Members of the Subcommittee on
the Problems of Privac Re: Nemarks on privacy issues to the subcommittee,
Tovember 9, 1973. Xerox of the memorandum is in the author's files.

5L, Minmesota House of Representatives, 69th Session, S.F. 2587. (197L) .
All four of these Wills were first reviewed by the sumpmmrittee
during a February 5, 1974 meeting.

55, Minnesota House of Representatives, 69th Session, S,F. 2588 (197L).

56, Minnesota House of Representatives, 69th Session, S.F. 2589 (197h).

S7, Minnesota House of Representatives, 69th Session, S.F. 2689 (197h).

58, Interview with Robert Tennessen, May 1k, 197k

59. Interview with Mark Gittenstein, April 20, 197k,

60, The prime industry representative was Mre Curt Fritze of Contrel Data
Corporation, His testimony can he reviewed on the tapes of the
subcommittee's meetings of February 7 and 1k, 197k, in the possession
of the subcommittee,

61, Segal testified at the meetings of February 7, 12, 1k and 28bh.

62, Laws 197, Chapter L79, p. 2, lines 20-22, Magraw testified at the
meetings of February 5, 12, 1k,28, and March 5. A lengthy letter from

him was read into the record at the November 15, 1973 meeting.

63, See testimony of Norman P. Yarosh, Project Director, Municipal
Information System, City of Saimt Paul, et the Rebruary 12, 197L meeting.

6. See testimony of Ronald J. Lang, Supgrvisor of Yrogram and Agency Analysis
Secﬁion, Department of Public Welfare on February ll, 1974 and March 5s
197,

65. The study was commissioned to the author of this paper. le served as
Q a consultabt to media inierestd during consideration of these bills.
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66, Laws 197L, Chapter 479, sece 7o The author cf this paper wrote the
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67. Interviews, throughout the lepgislative session with Robert Shaw and
John Finnegan and with Robert Tennessen on May 1k, 197k

68. The hearings have not yet been pablished. I was able to consult typed
transcripts of portions of the hearings while in Washington, D.C.,
however, through the courtegy of the subcommittee,

69. U.S, Congress, House, Security and Privacy of Criminal Arrest Records,
Hearings before Subcommittee No, L of the Committee on the Judlclary,
Bougse of Representatives, on H,R, 13315, 724 Cong., 2d sess., 1972,
Other hearings have not yet been published,

70. Interview with Alan Parker, Vashington, D.C., April 20, 197k.

71. Testimony of Harold W. Andersen, Vice Chairman, American Newspaper
Publisiers Association; Richard M. Schmidt, r., Counsel: for the American
Society of Newsgaper Editors and John R. Finnegan, chairman, Freedown
of Information Committee, Associated Press Managing Editors Association
to the Subcommittee on Constitutional Rights of the Committee on the
Judiciary, U.S, Senate, Wednesday, March 13, 197k, I examined a typed
transcript. Publicaticn of the hearings is planned,

72. Typed transcript of testimony before the Subcommittee on Constitutional
Rigt+s of the Commiilee on the Judiciary, U.S. Senate, Wednesday, March
13, 197k, Criminal Justice Data Bank, Vol. 5, pp. L71-L72.

73. Telephone intarview with Mark Oittenstein, July 22, 197k,
Tho Congressional Hecord, April 2, 197k, pp. H 2Li38-2L95.

75. H.R, 12206, sec. (a)l, 933 Cong., 2d sess.

76. H.R, 14li9-, sec. 3(2), 93d Cong., 2d sess.

77. HeR. 14493, sec. L(a)(8), 93d Cong., 2d sess.

78, H.R, 1L493, sec. L(d)(2), 93d Cong., 24 sess.

79. H.R. 14493, sec. 10, 93d Cong., 2d sess,

80, H.R. 14193, sec, 11, 93d Cong., 2d sess,

8le 8, 2542 (Bayh, Oct. 8, 1973), 93d Cong., 2d sers.; S. 2810 (Goldwater
Dec, 13, 19733, 91d Cong., 2d sess.} S, 3116 (Hatfield, March 6 197115.
93d Cong., 2d sess.; 3. 3&18 (Ervin, Percy, Muskie, May 1, 197hs, 93d Cong.,
2d sesa.; S, 3633 (Ervin, Bavh, Goldwater, Kennedy, Mathias, June 12, 197L),
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84, Tegtimony of June 19, 197k, Congressional Record, J we 19, 1974, D 719,

85. Testimony of June 20, 197hk. Congressional Record, June 20, 197k, D 727.

B6. Testimony of June 19, 197h, Congressional Record, June 19, 197k, D 719.

87, Phone call to the Ervin staff, July 22, 197k

88, Mimeapolis Tribune, July 23, 197h, p. 7B.

89. Office of the White liouse Press Secretary, Address by the President on
the American Right of Privacy and Fact Sheet on the President's Addre.s
on the American Right of Privacy, Feb. 23, 197h, mimeos, The President
also mentioned the right of privacy in his 1974 State of the Union message.

90, See U,S. Congress, House, Executive Orders 11697 and 11709 Permitti
Inspection by the Department of %gricultnre of Farmers' Income Tax %tums,
Hearings before a subcommittes of the Committee on Goverrment Operations,
House of Representatives, 93d Cong., lst sess., 1973. Ths subcommittee's
counsel credits the Viea President for ting the Pregident to withdraw
the orders in question, interviaw with Yames Kronfeld, April 20, 197k
The Vice President is also given credit for thlis by several congressmen
during the special order on Congressional commitment to privacy,
Congressional Record, April 2, 197h, H 2438-249S.

91, Most information reported here on the activities of the Domestic Council
Committee on the Right of Privacy came from an interview with Douglas
Metz, April 18, 197L.

92, Domestic Council Committee on the Right of Privacy, Fact Sheet,
July 10, 1974, wimeo,

93, Statement of Philip W. Buchen, Executive Director, Domestic Council
Committee on the Right of Privacy, Incorporating a Commurication of the
Vice Pregident to the Senate Govermment Operations Ad Hoc Subcommittee
and the Julciary Subcommittee on “onstitutional Rig' ts Concerming the
Right of Privacy, June 19, 197L, mimeo., pp. 6-7, 12,

ke Informat ion on this study unit was partially gathered during an interview
with Jerry Clark, April 19, 197h.

95, Interview wi.th Clark, April 19, 197h.

96. Nothing derogatory is meant by the term "holding action.," There may
well be advantages to not attempting to reach a full reconciliation of
access and privacy rights without experience in how the privacy of
personal data bill operates, By, for the presenmt, exempting it from
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infomation on the bill's geration which will make any ultimate
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97. A footnote in the HEW study sugpests some dimensions of the problem of
disappearing ''records": "It should be noted that the same characteristics
of automat ed gystems which inhibit the compilatior. of dossiers can also
inhibit efforts by the press and public interest groups to penetrates
the decision-making processes of record-keeping organizations and expose
them to public serutiny. This is particularly true when organizations
degtroy 'hard-copy' records after putting the inforwatiom in them into
computer-accessible form. In such cases, the computer can become a
formidable gatekeeper, enabling a record-keeping organization to control
access to public-record information that previously had been avallable
to anyone with the time and energy to sift through its paper files.
The same programming costs that make it uneconomical for law enforcement
investigators and private detectives to 'fish! in the automated files
of & credit bureau could also make it prohibitively expensive for private
citizens to examine public records." HEW Report, p. 21, note 7.

980 See Soucie I‘ Davidl th F.2d 1067 (DoCo Cire 1971)

99. Miller, Assault on Privacy, p. 169.
100, HEW Report, p. 66e

101, Miller, Assault on Privacy, p. 168.

102, 1376 U.S. 245, 11 L.Ed.2d 686, 8L S.Ct. 710 (1964).

103, For example, Pauling v. News Syndicate Co., Inc., 335 F.2d. 659 (2d Cir.
196L). Qertz v. We%cﬁ, i2 T %gﬁi (197L) does, of courme, indicate +he
current outer-bound to the gplication of the f‘ew York Times rule as
not applying to purely private persons.

104, They were St. John Barrett, Deputy General Counsel, Department of Health,
Education and Welfare; William H. Small, Vice President, CBS News; and
Samuel J. Archibald, Exeoutive Director, Fair Campaign Practices Committee,
Inc., HEW Report, p. 153,

105, 0Of the group, Archibald is the only one with an extensive background in the
Freedom of Information Act from a media perspective,.

16, The eight media rela ed organizations weres the American Newspaper Publishers
Association; the American Society of Newspaper Editors; the Association
of American Publishers; the Freedom of Information Center, Umiversity
of Missouri at Columbia; the Joint Media Committee; the National
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HEW Report, pp. 159-166.

107. Ses, among many possible materials, U.S, Congress, House, The Freedom
of Information Act, Hearings hefore a Subcommittee of the Committee on
Government Operatione, House cf Representatives, 93d Cong., 2d sess.,
1974 and U.S. Congress, Senate, Freedom of Infoxmmation, Executive

Privile Secrecy in Goverrment, Vols. 1,2, and 3, Hearings before
Subcommitteas of the Committee on the Judiciary and the Committee on
Government Operations, Senate, on 3. 11Lk2, S, 858, S.Con.Res. 30, S.Jo
Res. 72, S. 1106, S. 1520, S. 1923 and S, 2073, 93d Cong., lst

sess., 1973,




HEW Report, p. 19, emphasis added.

Miller, Assault on Privacy, p. 170.

Freadom of Infomation Clearinghouse, The Freedom of Information Acts
What it is and How to Use It (Pamphlet), Washington, D.C. 157k,

s oo

HEW Report, p. 38
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OFFICIAL RECORDS—COLLECTION, SECURITY
AND DISSEMINATION

CHAPTER 479
H.F.No.1316

[Coded]

An Act relating to the collecclon, security and dissemination of records and
information by the state and Its poiitical subdivislons; providing a civil
cause of actien; providing penalties.

Be it enacted dy the Legislature of the State of Minnesota:
Section 1.

15.162 Cclleetion, security and dissemination of records; Definitions
Subdivision 1. As wsed In cections 13,162 to 15.168 the terms defined In

this .ection have the meanings given them.

Subd. 2. “Commissioner” means the commissioner of the department of
"edministration,

Subd. 3. “Data on individuals” {ncludes all records, flles and processes
which contain any data on any fndividual and which is kept or intended to
be kept on a permarent or semipermanent basis, It includes that collected,
stor~d, and disseminated by manual, mechanical, electronic or any other
meaps.

Subd. 4. “Individual” means a natural persor

Subd. 5 *“Political subdivision” includes counties, municipalities, towns
and schoo! districts It focludes any nonprofit corporation whieh is a com-
munity action agency initially organized to qualify for public funds.

Subd. 6. “Xesponsible authority” at the state level means any office
established by Jaw as the body responsible for the collection and use of any
set of duta on findividoals or summary data. “Responsible authority* In
any politicel subdivision means the person designated by the governlng board
of that political subdivisfon, unless otherwise provided by state law. Tv¥ith
respect to statewide systems, “responsible authority”’ means the state offi-
cial involved, or if more than one state official, the official designated by
the commissioner. c : .

Subd. 7. “State” means the state, the university of Minpesota, and any
office, officer, department, divisfom, bureau, boerd, commizgion or agency
of the state. ' :

Subd. 8. “Statewide system’ ncludes any record-keepirg system in which
data on ipdividmals is collécted, s ored, dissemlnated and used Ly mneans of
a system common to the state or comwon to the state and one or more of
its politicul subdivisiors.

Subd. 8. “Summary data’ nieans statistical records and reports derived
from data on ipdividuals but in which individuals a'e not identified and

" from which peither their identities nor any other characteristie that could

uniquely fdentify 2n individual is uscertalnable,

Sec. 2. .
15,163 Reports to the legisiature

On or before Decemmher 1 of each year the commiss.oner ghall prepare a
report to the legislature. Summaries of the report shall' be avallable to

the public gt a nominal cost. The report shall contain to the extent feasille

at least the following information: .

(2) A complete listinz of all systems of data on individuals which is kept
by the state and its politicul subdivisions, a description of the fnformation
contained therein, ard the reason that the data is kept;

(b) A statement of which types of data on Individuals, in tbe commis-
sionet’s oplnior, are public reco./ls as defiped by Minnesota Statutes, Sec-

tion 15.17, which types of data are contidential and which types of data
are nelther;

(c) Tke titla, name, and nddress of th ' responsible authorlty for the sys-
tem and for each data buuk nnd nssoclated procedures:

(1) The categories and number of individuals in each category on whom
data i3 or is expected to be malntuined,

(2) The mtmdes of data maiotained, or to be mnintalned,” indicating
which categories are or will be stored in computer-uccessible filea,




(3) The categnries of data sources, :

(4) A description of all types of use made of Cata, {ndlcating those invole-
ing computer-accessidle files, and including all clazses of users,
(5) The responsible authority's und the commissloner’s policies and prac-

tices regarding dutn storage, duration of re'eation of data, and disposal
thereof,

(6) A descciption of the provistons for maintaining the iategrity of the S‘
dats pursuant to section 15.164d), and . A3
(1) The procedures pursuant to section 15.165 whereby an individual ean
(i) be informea if he {3 the subject of data fn the system, (if) gain access
to the data, and (iil) contest its accuracy, completeness, pertinence, and the
necessity for retaining it; and :
(x ) Any recommendations coacerning appropriate legislation.
Sec. 3.
15.164 Commissioner shail promulgate rules

The comumissioner shall with the advice of the intergovernmental informa-
tion services ndvisory conncil promulgate rules and regulations, in fecord-
ance with Minnesota Statutes, Chapter 13, which shall apply to the state
and political subdivisions and shall implement the enforcement and admin-
istration of the foliowing:

(a) Collectinn f data on individuals and cstablishment of related files of
the datn shall be limited to that necessary for the administration and man-
agement of programs caacted by the legislaeture or local goveraing body.

(b) Data on individnals shali be under the jurisdiction of the responsible
authority. An lodivldnal shall be appolnted to be in charge of each system
conteining data on individua's. The responsible authority shall document
and file with the commissiouer the nature of all data on Individuals col-
lected and stored nnd the need for and intended use of the data and any
other Information required by section 15.163. Use of data on individuals by
other than the responsible nuthority or for other than intended usey, and
the interrelation by menunl, mechanlical, or electronic meaus of data on
individuals under the jurisdiction of two or more responsible authoritles,
may be permitted by the responsible authorities only when required by law
or where clearly necewsary to the heaith, safety or welfare of the public,
or clearly in the interest of the individual involved.

(¢c) The use of summary data from data on individuals under the Jurls-
dictlon of one or mure responsible authorities shall be permitted, subject
to the requirergents that the data be summarized by and under the direction
of the respounsible authority. Requests for use of the data must be in writing,
stating the intended use and approved by the responsible authority. The
responsible autbority may, bowever, delegate such authority to the admin

istrative officer rerponsible for any centrnl repository of summary data., A
‘reasonable fee may he charged for the summarization of data, and any
additional cost cnused by such surnmarization sball be horne by the re-
questor. Refusal of any request for uee of summary data by the responsible
authority or his delegate s appealable in accordance with Minnesota Statutes,
Chapter 15. The responsible authority may delegate to o person outside of
its agency fts responsibility for summarizing data if it obtaipe a written
agreement from the delegute providing for nondisclosure of uata on in-
dividuals. :

(3) Regarding the collection, stornge, dissemination and use of data on
Individuals, the responsible anthority shall establish reasonable and appro-
priate safeguards to assure that the data I8 accurate, complete and current..
Empbasls shall be placed on the datn securlty requirements of computerized
files which are nccessible directly via telecommunications technology, includ-
fng security during transmission.

(e) Data on Individnals xhall be stored only So long as necessary to the
administration of authorized programs or as authorized by statute,

8ee, 4.
15. oo Rights of subjects of data

The rights of Individuals on wkoin the data fs stored or to be stored and
the responsibilities of rhe responsible authority shall be as follotws:

() The purposes tor which data on Indlviduals is collected and used or,
to be collected and used shall be filed in writing by tbe responsible authority

with the commissioner and shall be a matter of public record pursuant to
section 1:5.163.

(h) An individual asked to supply personal data shall be informed of the
purpose of intended uses of the requested data,




(¢} An indivicdual asked te supply personal data shall be informed whether
he may refuse or iz Jegally required to supply the requested data. He ghall
be informed of any known consequence arising from his supplying or re-’
fusing to supply the personal data.

(d) Data shall not be used for any purpose other than as steted in elause
(a) of this section unless (1) the responsible fiuthority first makes an addi-
tional filing ja accordance with clause (a); (2) the legi<lature gives its
approval by law: or (3) the indi\iduals to whom the data pertaln give their
informed consent :

(e) Upon request to a responsible authority, an individual shall be fn-
formed whether be i3 the subject of stored data and if so, and upon his -
additional request, shall be informed of the content and meaning of the
data recorded about him or ghown the data swithout any charge to him.
After an Individnal bas been 50 informed, data need not be disclosed to him
for sixX months thereafter unless a dispute or action pursuant to this section
Is pending. This clause Joes not apply to data on individuals which is
defined by statute as confidential or to records relating to the medical or
psychlatric treatment of the individual

(f) An individual shall have the right to contest the accuracy or com-
bleteness of data about him. If contested, the individual ghall notify in
writing the responsible authority deseribing the pature of the disagree-
ment. The responsible authority shall within 30 day: correct the data if the
data is found to be inaccurate or incomplete and attempt to 'notify past
recipients of the inaccurate or incomplete data, or notify the individual of
disagreement. The determination of the responsible authority 1s appealable
in accordance with Minnesota Statutes, Chapter 15. Data In dispute shall
pot be ditclosed except nader conditions of demonstruted need and then only

;t the fndividual's statement of disagreement is included with the disclosed
ata '

See. 3.
15.168 Civil panaities

Subdivision 1. Notwithstandirg Minnesota Statutes, ‘Section 468.03, n
pulitical suidivision, responsible authority or state which violates any pro-
vision of sections 15.162 te 15.188 Is liable to u person who suffers any danm
nge as a result of the violation, and the person (damaged may bring an actiou
against the pclitical subdivision, responsible authority or state to cover any
cdamages susteined, plus costs und reasonnble uttorney fees. In the case of
a willful violation, the violator shall, in addition, be linble to exemplary
damages of not less than §100, nor more than $1,000 for each wiolation.
The state Is deemed to have walved any Immunity to a ecause of action
brought under sections 15.162 to 15.163.

Subd, 2 A politinal subdivision, responsible authority or state which

vinlates or proposes to violute s¢ tiony 15.162 to 15168 ma; be enjoined by
the district court. The conrt mny make un order or judyment us may be
peenssary to prevent the use ov ewployment by any person of any peractices
wileh violate sections 15.162 1o 15.16S.
. Subd. 3. An action filed pursuant to sections 15162 to 15168 may be
conmmenced in the counry in which the individual allezing damage or seek-
ing relief resides, or in the eounty whervin the political subdivision exists,
or, In the case of the state, roy county.

Sec. 6.
15,167 Penaities

Any person who willfully violates the provisions o sections 15.162 to 15.168
or any lasful rules and regulntions promulgated thereunder Is guitty of n
misdemeanor. Any public employee who willfully violates sections 13.162
to 15.168 may be suspended without pay or discharged after a hearing as
prescribed by law.

See. 7.
15.1G8 Application

Sections 15162 to 15168 shall not apply to data on individuals reluting
to crimiaal iavestizetions. Nothing in sectiona 13162 te 15168 shalt be
construed to restrict or modity right of access to public records gunranteed
by Mlinpesoty Statutes, Section 15.17, or by any other statute,

Approved April 11, 1074,




